CTFSHOW - Crypto 23| & 51

7K B Sur F 2020-12-15 15:0223 KA 1283 R 4

&L CTF CTPshow X EARLS: L% INERE

AR . ASCAE R A E, HIE CC4.0 BY-SA AN, HHiEH EECH M AsEn,
A SCEERE:  hitps:/blog.csdn.net/pone2233/article/details/111214673

20 B3CE 0T
ﬁ@%ﬁ

3RXEOITH
TSR

CTF.show-Crypto

Crypto
FEFEEF

E&t

ﬁ iTa
— ik
[£hs

ed)

lwohs.ftc{galf

flag{ctf.show}

crypto2


https://blog.csdn.net/pone2233
https://blog.csdn.net/pone2233/category_10174094.html
https://blog.csdn.net/pone2233/category_10663203.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AF%2586%25E7%25A0%2581%25E5%25AD%25A6&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%258A%25A0%25E5%25AF%2586%25E8%25A7%25A3%25E5%25AF%2586&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/pone2233/article/details/111214673
https://blog.csdn.net/pone2233/category_10174094.html
https://blog.csdn.net/pone2233/category_10663203.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=pone2233&utm_content=111214673

€ DevTools - ctfshow/challenges = O X

= ol Elements  Console  Sources  Metwork  Performance Memory  Application  Security  Lighthouse an| £
M ® top T ®  Filter Default levels ¥ o

&

»

DN O 0 W I R U LS O I D el 0 1 el R O Il N O I Pt e O O I R O el I R O e I I Il I B O b O R S R O I
=010 O+ D [+ 0+ LI+ 0I D [+ 1+ 0+ 0+ 00T+ C O+ DD D1+ L0+ 1+ L]0+ (L D+ L D0+ 00 0+ 0D D) L+t [0+ Do [T D+ (0 LD+ [ D [+ L L] [ 1L D21+ [ ]+ [+
IO+ 00 LT 000+ C O DD+ L0 L0 DI+ DD+ L+ DD D1+ CH L D L L+ DD+ 1 D DD O LD+ DD D0 LD DD D D+ D L L)+ D+ LD+ E LD D D (LD D DD LD+ [ DD [+
1+ 1 LI0C I+ LD L+ LT+ CDE L1+ LI0ET0) ot e [T L4011 10 (0 L4 L) D Lt L1 T C DT DT D DT 0 LD 1D D b [T L LT T LIDL 104 L0 Dt [T C LT ) [
1O TI+ID IO+ LT+ OO D b+ D+ L+ D11 I+ LT LD LA L]+ # L1 T4C L1+ LT D0 LT+ LTI LT Do L b+ [ 1o e [T D14 DD [T+ LD+ DTT+CL [T 14
IO [+ 0+ LT+ C LI+ D D D+ LT+ DT C LT+ LD D # L2 L1D DO [+ D1+ L LD DD+ C LT+ LI D [+ LD O DI+ DTDC DI+ D D [+ DD D0 D1+ LI LDT IO [+ + [T+
IO+ 010+ L0 D+ D)+ D0 D+ DT+ L L1 T+ O LD Do e DD T O L DT+ L+ LD+ LT D+ O L]+ DD D1 D+ CL O+ LD [0+ + [T D+ L+
D=0+ 1+ 0O+ CC T 10D [+00 =0 L1+ 0100 D [+ + T+ [+ 00 ]+ C L]+ LD L L1+ 1+ 000+ C DD+ L1D L1+ L)+ 1+ 10T+ 0D D1+ []+ 1+ [ T+ 0[] ]+ (11
T+ L0+ D DT+ 00000 D) Lt L+ [+ DD ]+ D)+ DTS D0 LDt L] D LD LD DL D4 DT D0 [t L1 L LDT D ( LOC D)+ LD [+ L] D LD+ DD [ 04[]+
[1eta L1+ L1+ DD) Do D1 T C LT L) [ e DD D COTL DD T4 LT Lo LTI C LT DO D1+ L DD D LD C L LT+ LIEET0 Dt 4L e D LIT Tt LT LD D LD o T4 [0 L1 D [ ] 010
[T+ LD 00T+ DT+ + LT C L1+ D1 D L1+ O DD+ DI0C DT+ DD D+ D1 T L L2+ DICET D) o b DD+ D+ DT 1+ CE LT LT D Dt D1+ L DD+ DO D+ DT+t D1 T 10 o 4 L T
[+ 0 LT+ DD T+ LT D+ 2 D1+ Lo L1 D+ O D OO D C L= DD [+ 3+ C O D+ DO DO DD [+ 2+ LD+ [+ L DD D+C LD+ DD D D D 2 D T+ O L1+ DD D+ DT+ L1 D D+ T4+
| R B I R I e I O R e I B e I e B e R e B R e e e e B B B B R DR
R O e 0 e L L R O O R O O O R O D O D R b N D L g e MR R I T O A
[0+ II+LITO D e+ L1+ [+ 01T+ QO+ LT D+ L1t L1 LT DD D+ D 0 LT LT D0 [0 0 [0 L LD COTOOT T4 D10 Dt 4L 1 04 LT T4 04 [ D 00 [ T4 04 [ 141
[ I R e B e O N N B O D R B N R B O R N N S B N R S e e e O L
[t [T+ D1+ DT COILC LT L D LD 1+ C 0 DT DIE D) [ o LT D+ LT+ CL LD+ D D D+ D+ LT 0 C LT LI D L1 LI T4 LD+ L T4 [T+ [T 1 CH LT+ LD [+ 100
AN IR R N R e N E R R s B e e [ e I e N R e B e N e e R e N N N R B R R B e N R R N e R g N N EA A B RS
[ L B R e D e B B B B e O e B e B e B D e R B L D e D e R B I e B e e 8 e WA B DA CER B A BT AR L UM IR B A
(1t 01 1C0I00 0D [+t LD CL R L)+ DD L LD ]+ C L LD+ LD L0+ D00+ COL LT+ LD LO D0 [+ L D2 [+ 000+ (0 [+ L DD L4 [ Dt [T L) D+ (L LD+ LD [0+ [ D+ 04[] 1 £ [ ]]]
O#lD 00111+ D0 D1 b0 L [T Lo D11+ CONOC DT L L L1400 L D+ CAOOT D3 Dt LT 4 L+ DI04 OO L1+ LI L0 LD b+ DD D0 CH LD+ DO DV [T 0 £ L1 D410 [0 [ 1+
[Iete[11+Dt el 1wt LT b LT 4 LT 10 D i LT 0 e DD DD b [T e LT T (DT LDT D L1 D 0 D D10 CLODC DT LI L4 DT 10 (O DI T4 DAC0T 1 Do b [ T4 L+ L1142 L]0 L1 1+
[T+ 11+ T+ [D D+ [T+ T+ LD DO T+ LD [ [T+ 4 [+ S+ L1 I+ O LT+ LD D01+ D10+ D DT+ OO0 T DD [+ 0+ LD+ [+ LT3+ D0 [T+ DD D+ D1 1+ 0 [T1+100TT)
R e R B O I I I O I D R 0 I D R B B O R D R e B e b D e e B R MR A DR Bl N e
(It ()10t [+ T+ [+ 01 D= (D T+ DD 1 L O+ L+ DD+ DD+ L DT+ D D) B L DD D+ L+ DD D+ L+ D00+ D+ DD )+ 0 e LTI D= DD D L]+ L L D [+ L DD D+ (0D DD DO D +
(DGO 00O O+ 00 DL D [+ )+ L L1 ]+ O DD+ O D L 1+ D] 1L LD L1 D[]+ L LTI D [+ LD+ [+ L DD B D00 D2 [0 [+ 0+ L0+ 1 [ ]+
[0 DL [+01 T+ L1+ LIE0I 0 [+t LD+ L+ L1 T CE LT LT [t 4 [T b [N (L LD LT L Dt LD T T L0 [ [Tt [ b LT D OV DD LT DO D40 L[ 1T
(OO LICET DL+t + DT+ [+ LT T CH D LT D D D1 D L+ DO D DT b DI D TD D b DD L LTI CH LT LT L 4L 0 b DD (P DD LD L DT+ LD DL T T C LA L1+ D100 D)
[+l 1+ [+[1T 1+ C LT+ LD LD T b L1+ LT+ DD D L1+ D11 0 [ DT+ Do DT DT D+ DD D P LI T Do+ DT+ D+ D 0+ DT D1+ C L+ DD T+ P DT+ DT LI+ DD D D004
(110 D I+ 0+ [+ 1+ C LT LD D+ L1+ DT 1+ C OO D+ D+t DT DD [+ DD 2+ [0+ [+ 01100

¥lag{3eB58ccd79287cfeB589F15a71bdcd5d} VMEA:1

undefined

L
[
[
[
[
[
[
[
[

i Console  What's Mew % X

Highlights from the Chrome 83 update

flag{3e858ccd79287cfe8509f15a71b4c45d}

crypto3

>

wips o rmed e w0 0] e=(TT) ==35 (7)) =7 J (=) ') =78 )= (o"_"0)/ (0" _"0); ("M )={"€": '_* ,"w'/ : (("w'/==3)
VY LT sCu e )00t (8] LI AH(C - =3) 4 )Tl CE) I8 ] ~(Cw/=3) +7_0) [er ol CH) [e] = (CA ) [
S3C=-0) LOL)Y [e']l = (C8)+ ) e LCo)=0C0) [ 1+C0) o' 1+Cw’/ +° )0 1 (Cw'/==3) +°_°) ['="1 + (L) +_°) [+
C)1+ (C="==3) +' ) IO I+(C="==3) +'_") [C=7) - CONI+CM) [ I+(CH )+ ") [C)+C =01 C0) [0 1+((="==3) +'_*) ['@° 1;(0")
[_] =(o"_%0) ["0"] e L3¢ )=(("="==3) +_") [[0']+ (') JH/+(CR )+ ) [0 + (=" )1+((="==3) +'_") [0"_"0 -0 ]+(("="==3) +'_") [’
O )+ Cu/ ") (0] C-)e=(0); CE)[E )= CR)e =0T =)ot %e (T8 (0 0= w S + ") [t CRT) [Tat = OAT)
T CCm)y [2] C+Cm)fo ]+ (A 1070 )+ ()4 (0" %)+ (AN = 1+00 )+ (=) + ((0))s (") + (0" "))+ (M) "= ]+("0 )+
(") + (Ce" )+ ((on_me) +(o"_o))+ ("H)[ e 1+(°0" )+ ((o"_"0) +(o"_"a))+ (o™ o)+ ("O)[ e 1+(°6" )+ ((*-") + (C0"))+ ((C-7) + (o"_"e))+ (")
e 1400+ (C-7) + 03 C-70+ CROICE 100 ) (- (C7) + (COT )+ CRICS1HC) + (F8° )+ ((o*_t0) +(0*_"0))+ (O[T 14070 )+
(C) + CoNe C0 CHICE 10O ) (C) + (C )+ (C-7) + (0 20))+ CAIE T4 ) (") (7)) # (0°0))+ CHIETH(C) + C
81+ (o) (L) 1+ (") ((on_0) - ((€°))+ (I 1+0C0" )+ (=" )+ ({0 %0) +(o"_"o))+ ("I 1+(70 )+ (") + (0" ))+ (C-7)+ (O07)
Ce 1+ )+ C=")+ (0 )+ CHICE 100 )+ ="+ (C=7) + (0%0))+ (M 1408 )+ (=) + (0"_%0))+ (o°_"e)+ (LI 100 )+ (=) +
(0 )+ ({0*_"0) - (O )+ (A& 1+(70 )+ ((0°_"0) +(0"_"0))+ (o"_"o)+ (W) 1+(0 )+ (0" o)+ (("=") + (o"_*0))+ (A )= 1+ € )+
e =) A 1:007 )+ ")+ (P07 CA)[ 14000 )+ (0" _%0)+ ((7=7) + (o*_*0))+ (A= 1+00 )+ ("=7)+ ((0*_"0) +(o"_"0))+ (A
€ 1+(70 )+ (=) (C8) (O[]0 ) (0" ta)s (((-7) + (0" te))+ (I 14070 )+ (7)) + (87 ))+ (c"_"o)s (M) 1+00 )+ ("-)+
0 )+ CHIE )00 )+ (1) + (8 )+ (1) + (e %e))+ (L) 1408 )+ (((-7) + (e*_me))+ ((C-) + (F0 )+ CHI[e )+ ")+ ((o" o) - (
6 1)+ COIE1+(C-") + )+ (0 ) CAIETH(C-) + (o "0))+ (0 o)+ (L[] (C€7)) ('_");

flag{is_da_fa_hao} Rzatce

flag{js_da_fa_hao}

crypto4




crypto4
1

p=447685307 q=2037 e=17

import gmpy2 p = 447685307 q = 2037 e =17

s = (p-1)*(g-1) d = gmpy2.invert(e,s) print ("dec: " + str(d)) print ("hex: " + hex(d))
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p=447685307 q=2037 e=17 c=704796792

23zflag{m}

import gmpy?2
def Decrypt(c,e,p,q): L=(p-1)(q-1) d=gmpyZ2.invert(e,L) n=pq m=gmpy2.powmod(c,d,n) flag=str(m) print("flag{"+flag+"}")

if name =='main": p = 447685307 q = 2037 e = 17 ¢ = 704796792

Decrypt(c,e,p,q)
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Serpent — Symmetric Ciphers Online

Inputtype: | File v |
File: | C:\fakepath\odt-IV-00000000000000000000000000000000 dat ,
Function: | SERPENT v |
Mode: | ECB (electronic codebook) -
4192 )

® Plaintext () Hex

> oo

[ 1 0%
File was uploaded.

Decrypted text:

00000000 | 66 6c 61 67 Th 63 39 36 30 61 30 66 33 62 66 38 flaglecec960a0f3bifs
00000010 | 37 31 64 37 64 61 32 61 38 34 31 33 61 65 37 38 71d7da2aB413aeT8
00000020 66 37 62 35 66 Fd 00 00 00 00 0O 00 00 00 00 00 f7b5£f}].

[Download as a binary file] [?] imactve
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. a8db1d82db78ed452ba0882fb9554fc

WINLER TS IERIMDS

a8db1d82db78ed452ba0882fb9554fc
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