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<?php

// LowiEfE

if( array_key exists( "name", $ GET ) & $ GET[ 'name' ] != NULL ) {
// Feedback for end user
echo '<pre>Hello ' . $ GET[ 'name' ] . '</pre>';

}

?>
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Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name? [<script-alert("low”)</script:]| Submit |
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<?php
// Medium /&
if( array_key exists( "name", $ GET ) && $ GET[ 'name' ] != NULL ) {
// Get 1input
$name = str_replace( '<script>', '', $ GET[ 'name' ] );
// Feedback for end user
echo "<pre>Hello ${name}</pre>";

}

?>
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<Script>alert("medium")</script>

Vulnerability: Reflected Cross Site Scripting (XSS)

What's yOUFname'?|<Script>aler1{"medium")<.’s|| Submit |
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<?php
// High %/E
if( array_key exists( "name", $ GET ) && $ GET[ 'name' ] != NULL ) {
// Get input
$name = preg_replace( '/<(.*)s(.*)c(.®*)r(.*)i(.*)p(.*)t/1i"', "', $_GET[ 'name' ] );
// Feedback for end user
echo "<pre>Hello ${name}</pre>";

?>
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