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MySQL%i &

KB T 3k 2 )5 B wireshark T FFid 848 2 ctihub

M mysql.pcap
SCHHE) S WEQN) BEEG) BERQ) HTA) St @iy W) TEO FEH)

NEAT T RS ~ Cul-/>

AEFTR v =E v O EH*IE Fifs ~ | | ctfhub [ &R ]

No. ne Source Destination Protocol Length Info f— A
65 .237814 30.0.30.10 30.0.250.1 MySQL 219 Response _
71 .223959 30.0.30.10 30.0.250.11 MySQL 189 Response ]
76 3§ .063345 30.0.30.10 30.0.250.11 MySQL 609 Response il
79 4P.508091 30.0.30.10 30.0.250.11 MySQL 266 Response
18 8{141647 30.0.30.10 30.0.250.11 MySQL 144 Response Error 1045 frm
31 11.775177 30.0.30.10 30.0.250.11 MySQL 144 Response Error 1045
82 58.632932 30.0.30.10 30.0.250.11 MySQL 237 Response Error 1064
44 16.114315 30.0.30.10 30.0.250.11 MySQL 77 Response OK -
56 28.210555 30.0.30.10 30.0.250.11 MySQL 77 Response OK
90 65.823290 30.0.30.10 30.0.250.11 MySQL 77 Response OK
14 R.12795A 2043010 20.0.250.11 MuSOl 144 Server Greetineg nraota=10 versinn=5.7_98 -

packet Length: 5
packet Number: 5
Response Code: EOF Packet (exfe)
EOF marker: 254
Warnings: @
> Server Status: 0x0022
v MysQL Protecol
packet Length: 33
Packet Number: 6
text: 1
text: admin
text: ctfhub{mysql_is_Se E4sy}

MuSOL _Drataral

0040 58 60 61 00 60 61 03 28 00 08 62 03 64 65 66 04 X - (- -def-
0050 66 6¢C 61 67 @5 75 73 65 72 73 @5 75 73 65 72 73 flag-use rs-users
0050 @2 69 64 02 69 64 oc 3f @0 ob @0 0 00 03 e3 se  -id-id-? - P
0070 ©0 60 B0 2c B0 B0 03 03 64 65 66 04 66 6C 61 67 -+, - def-flag
0080 @5 75 73 65 72 73 05 75 73 65 72 73 @4 6e 61 6d  -uSers-u sers-nam
0000 65 @4 6e 61 6d 65 0c 21 @0 fd 02 @0 00 fd @0 @@ e-name-! ..o -
0020 ©0 60 B0 2c B0 B0 04 03 64 65 66 04 66 6C 61 67 -+, - def-flag
0obo @5 75 73 65 72 73 05 75 73 65 72 73 @4 64 65 73 -users-u sers-des
00c0 63 @4 64 65 73 63 Oc 21 @0 fd 02 @0 00 fd e @@  c-desc-! - .
0000 @0 60 60 05 60 60 05 fe 00 00 22 60 21 60 60 O6 - ]
0oed 01 31 85 61 64 6d 69 62 18 7b  -1-admin -[EEEITE(
oofo ed 79 73 71 6¢ ST 69 73 ST 53 30 ST 45 34 73 79 mysql_is _se E4sy
5100 7d 85 60 00 67 fe 00 06 22 00 Froeeons
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Redis:

- nosql# I, ek RBIHIEE

- RS RHIERAY

(FFFHString, FIKlist. FHhash,

£rset, zset)

- 52 Ml memcache, {Hmemcache R ¥ #string2k &
- BRTRR TR, GRETAIHFZRIER
KT B 5 A wiresharkdT 7 id JE 4% & ctfhub
A R BATRIEXAMMag R A —F BT L BRATEE KR

[

SOHE) BEE WAL G B0 SR SIS BEY W TED FEHH)

N AR e~ (Ctrl-/>

AUAFER | BE ~ | ORH*IE  [ZHS ~ | [ctfhub =
Ho. Tine Source Destination Protosel Lensth Info i
i 62 95.036456 00:97:27:€0:01:f6 vMware_ag:bf:be ARP 60 Who has 30.0.30.10? Tell 30.0.30.254
63 95,036494 VMware_ag:bf:be 1e@:01:f6 ARP 42 30.0.30.10 is at ©0:50:56:a8:bf:be
64 95.391279 fege::20f:27ff:feeo.. ICMPVE 110 Router Advertisement from @e@:9f:27:e0:01:f6
| 65 101.410008 fege::20f:27ff:fee0.. ICMPV6 110 Router Advertisement from @e:9f:27:e0:01:f6
66 105.037564 30.0.250.11 30.0.30.10 Tcp 119 63757 > 6379 [PSH, ACK] Seq=76 Ack=14762 Win=131072 Len=53 TSval=949699226 TSecr=161651567
67 165.837716 30.0.30.10 30.0.250.11 TCcP 71 6379 > 63757 [PSH, ACK] Seq=14762 Ack=129 Win=29056 Len=5 TSval=101730651 TSecr=949699226
68 165.644115 30.0.250.11 30.0.30.10 TCcP 66 63757 > 6379 [ACK] Seq=129 Ack=14767 Win=131046 Len=8 TSval=049699235 TSecr=101730651
| 69 117.418202 fege::29f:27ff:fee0.. ffO2::1 ICMPV6 110 Router Advertisement from @e:9f:27:e@:01:f6
70 119.251861 30.0.250.11 30.0.30.10 TCP 115 63757 > 6379 [PSH, ACK] Seq=129 Ack=14767 Win=131672 Len=49 TSval=94971335@ TSecr=101730651 Bl
71 119.251958 30.0.30.10 30.0.250.11 TCP 71 6379 > 63757 [PSH, ACK] Seq=14767 Ack=178 Win=29056 Len=5 TSval=101744866 TSecr=949713350
< 77 119_75R383 20.0.950.11 20.0.30.10 TP AR A757 > A7 TACK] Sen=178 Ack=14777 Win=121040 | en=A TSval=049713357 TSecr=10174486A S f— v
> Frame 66: 119 bytes on wire (952 bits), 119 bytes captured (952 bits)
> Ethernet II, Src: 00:9f:27:00:01:f6 (@0:9f:27:€0:01:f6), Dst: VMware_ag8:bf:be (€@:50:56:a8:bf:be)
> Internet Protocol Version 4, Src: 30.0.250.11, Dst: 30.0.30.10
> Transmission Control Protocol, src Port: 63757, Dst Port: 6379, Seq: 76, Ack: 14762, Len: 53
v Data (53 bytes)
Data: 2a336d0a24330d0a5345540d0a24350d00a466C3467310d0a2432320d00a6374666875627b...
[Length: 53]
08 of 27 eo @1 f6 @8 00 45 00
3f 86 50 a5 le 00 fa 6b le 00
ed a4 8c 8c 6c 85 20 74 80 18
01 01 08 Ga 38 Ob 42 9a @6 Of -.--..e. -
24 33 od @a 53 45 54 od @a 24 c0%3--$3 -~ .
67 31 od @a 24 32 32 ed @a 63 5 -Flagl -- . 72
36 30 35 31 64 36 31 32 33 64 tfhub{66 51d6123d
0a ed3df - -
NEAErTEE -~ wcul />
SEFSR v EE OEsA1S [EREFEES v [H [ =%
No. Time Source Destinatien Protecel Length Info
62 95.036456 00:97:27:¢0:01:f6 VMware_ag:bf:be ARP 60 Who has 30.0.30.10? Tell 30.0.30.254
63 95.036494 VMware_a8:bf:be @0:9f:27:e0:01:f6 ARP 42 30.0.30.10 is at 00:50:56:a8:bf:be
64 95.391279 fese: :20f:27ff:feeo.. ffo ICMPV6 110 Router Advertisement from @@:9f:27:e0:01:f6
65 101.410008 fese: :20f:27ff:feeo.. ffO2::1 ICMPV6 110 Router Advertisement from ee:of:27:ee:01:f6
66 105.037564 30.9.250.11 30.0.30.10 TCP 119 63757 - 6379 [PSH, ACK] Seq=76 Ack=14762 Win=131072 Len=53 TSval=949699226 TSecr=101651567
67 105.037716 30.0.30.10 30.0.250.11 TCP 71 6379 » 63757 [PSH, ACK] Seq=14762 Ack=129 Win=29856 Len=5 TSval=101730651 TSecr=949699226
68 165.0644115 30.0.250.11 30.0.30.10 TCP 66 63757 + 6379 [ACK] Seq=129 Ack=14767 Win=13104@ Len=0 TSval=949699235 TSecr=101730651
69 117.418202 fese: :20f:27ff:fee0.. ffO2::1 ICMPV6 110 Router Advertisement from ee:of:27:ee:01:f6
70 119.251861 30.9.250.11 30.0.30.10 TCP 115 63757 - 6379 [PSH, ACK] Seq=129 Ack=14767 Win=131072 Len=49 TSval=949713350 TSecr=101730651
71 119.251958 30.0.30.10 30.0.250.11 TCP 71 6379 » 63757 [PSH, ACK] Seq=14767 Ack=178 Win=29@56 Len=5 TSval=101744866 TSecr=94971335@
72 119.258383 8.A.250.11 A.n.30.10 TP AR RI757 » A270 TACK] Sen=178 Ack=14777 Win=1310A4A | en=A TSval=040712357 TSerr=1017448FA

[Calculated window size: 131872]
[Window size scaling factor: 32]

Checksum: @x9aa9
[Checksum Status

[unverified]

1 Unverified]

Urgent Pointer: @
> options: (12 bytes), No-Operation (NOP), Mo-Operation (NOP), Timestamps
> [SEQ/ACK analysis]

> [Timestamps]

TCP payload (49 bytes)

v Data (49 bytes)

Data: 2a33@dea24330dea7365740dea24350d0a666c6167320d0a2431380dRa61643736303938...

[Length: 49]

0000 ©0 50 56 a8 bf
G016 @8 65 80 ec 40
1e @a f9 ed 18
10 @@ 9a a9 e
49 5b 2a 33 ed
35 ed @a 66 6¢C
64 37 36 30 39
7d ed ea

be eo o1 f6 08 00 45 60
06 3f 86 66 91 le 00 fa b 1le 00
eb od a4 B8c cl 6C 85 20 79 80 18
00 01 @1 ©8 02 38 9b 79 C6 06 10
6a 24 33 od 0a 73 65 74 ed 0a 24
61 67 32 od @a 24 31 38 od 6a 61
38 30 34 39 32 35 63 30 31 32 31

3o

I[*3::$3 :-set - §
5--flag2 --$18--a
d7609804 925¢0121

ctfhub{6051d6123de43dfad7609804925c0121}

MongoDBi &



XML TREBD) MRV WNFR() AN DIV FTHILD)  REIELL) LSRN LSS RO

(N[EAZTES ~ <Ctrl-/> 1

AEFER v| |EE ORSANS [ EREER v | [ctihubi I
No. Tine Source Destination Frotocol Length Info

474 59.308819 30.0.20.10 30.0.250.11 TCP 66 27017 > 63823 [ACK] Seq=15930 Ack=1820 Win=30@80 Len=0 TSval=2506@57695 TSecr=954506908

475 59.308926 30.0.30.10 30.0.250.11 TCP 305 27017 > 63823 [PSH, ACK] Seq=15930 Ack=1820 Win=30@80 Len=239 TSval=2506057695 TSecr=954506908 [TCP segme
476 59.314259 30.0.250.11 30.0.30.10 TCP 66 63823 + 27017 [ACK] Seq=1820 Ack=16169 Win=130816 Len=0 TSval=954506915 TSecr=2506057695

477 64.317231 30.0.250.11 30.0.30.10 TCP 105 63824 + 27017 [PSH, ACK] Seq=1512 Ack=15568 Win=131@72 Len=39 TSval=954511875 TSecr=2506053389 [TCP segme
478 64.317260 30.0.250.11 30.0.30.10 TCP 82 63824 » 27017 [PSH, ACK] Seq=1551 Ack=15568 Win=131072 Len=16 TSval=954511875 TSecr=2506053389 [TEP segme
479 64.317334 30.0.30.10 30.0.250.11 TCP 66 27817 > 63824 [AEK] Seq=15568 Ack=1567 Win=29056 Len=0 TSval=2506062704 TSecr=954511875

480 64.317445 30.0.30.10 30.0.250.11 TCP 305 27017 - 63824 [PSH, ACK] Seq=15568 Ack=1567 Win=29056 Len=239 TSval=2506062704 TSecr=954511875 [TEP segme
481 64.325350 30.0.250.11 30.0.30.10 TCP 66 63824 > 27017 [ACK] Seq=1567 Ack=15807 Win=130816 Len=8 TSval=954511883 TSecr=2506062704

482 65.908925 30.0.250.11 30.0.30.10 TCP 106 63822 > 27017 [PSH, ACK] Seq=2045 Ack=4361 Win=131072 Len=4@ TSval=954513459 TSecr=2506053404 [TCP segmen
483 65.908966 30.0.250.11 30.0.30.10 TCP 226 63822 > 27017 [PSH, ACK] Seq=2085 Ack=4361 Win=131072 Len=160 TSval=954512459 TSecr=2506053404 [TCP segme

=

ARA A5 _OMGAAR 20.0.20.10 20._6_250.11 TCD AR 27017 > A2RID TACK] Ren=42A1 Ack=2245 Win=21104 | en=0A TSval=250ANARAI0A TSAcr=054512450

Flags: ox018 (PSH, ACK)

Window: 4096

[Calculated window size: 131072]
[Window size scaling factor: 32]
Checksum: @x2958 [unverified]
[checksum Status: Unverified]
urgent Pointer: o

Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis]

[Timestamps]

TCP payload (160 bytes)

TCP segment data (160 bytes)

1e 0a f9 4e 69 89 03 bs 1c od |EEECHNIMCE 80 18 - -Ni- - - HH

1@ 00 29 58 00 @0 @1 @1 ©8 0a 38 e4 b8 33 95 5F - )X---: 8- 3 _
57 1c a@ @0 00 @@ 02 69 Ge 73 65 72 74 @0 ©5 €0  W------ i nsert---
@0 00 66 6¢ 61 67 80 @4 64 6f 63 75 6d 65 6e 74 - -flag- - document
73 00 51 00 00 @0 03 30 00 49 00 00 @0 07 5T 69 s-Q---@ I---_i R
64 00 Se b3 c2 c4 9d af 59 23 62 €0 @6 30 02 66 d-A--- - Yi#b- -0 f e

6C 61 67 00 29 @0 00 @@ 63 74 66 68 75 62 7b 35 lag-)--- ctfhub{s
66 32 38 34 65 63 63 32 37 39 64 32 63 62 64 31 f284ecc2 79d2cbdl
61 66 32 35 38 62 62 35 33 63 37 61 35 66 36 7d af258bb5 3c7as5f6}

@0 00 00 88 6 72 64 65 72 65 64 00 ©1 03 6C 73 «+--orde red-:-1s
69 64 00 1e 00 @0 00 @5 69 64 00 10 ©0 €0 @0 B84 id------ ide-----
@8 of a0 8f 6f fd 44 70 b6 4@ 39 1d 69 10 96 37 cec-0'Dp @9-1i--7
08 oo ..



TiEicmp

M icmp_data.pcap - X
ZHE BEE REY BEG) RO SFE) SITE BEY ZRwW IEO #EH)
[ATicnp
HEFHHE - =BE OEsxAS [ EMESS - [l ST

Ho. Tine Source Destination Frotocol Length Info "

52 31.744181 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3cif, seq=5120/20, ttl=63 (reply in 53)

53 31.744209 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3cif, seq=5120/20, ttl=64 (request in 52)

54 32.752328 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3cif, seq=5376/21, ttl=63 (reply in 55)

55 32,752356 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3cif, seq=5376/21, ttl=64 (request in 54)

56 33.765698 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3cif, seq=5632/22, ttl=63 (reply in 57)

57 33.765727 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3cif, seq=5632/22, ttl=64 (request in 56)

58 34,789037 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3cif, seq=5888/23, ttl=63 (reply in 59)

59 34,789065 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3cif, seq=5888/23, ttl=64 (request in 58)

62 35,818765 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3cif, seq=6144/24, ttl=63 (reply in 63)

63 35.818791 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3cif, seq=6144/24, ttl=64 (request in 62)

v

< s
‘v Frame 63: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) A
MEE

SHEF T v "E ~ | O Esxis Fis ~ [
No. Tine Source Destination Protocol Length Info

15 15.527684 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3clf, seq=1024/4, ttl=63 (reply in 16)

16 15.527711 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3c1f, seq=1024/4, ttl=64 (request in 15)

17 16.537574 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3c1lf, seq=1286/5, ttl=63 (reply in 18)

18 16.537600 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3c1f, seq=1280/5, ttl=64 (request in 17)
> 19 17.549601 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=@x3c1f, seq=1536/6, ttl=63 (reply in 20)
e 20 17.549630 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3ci1f, seq=1536/6, ttl=64 (request in 19)

21 18.559909 30.9.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3clf, seq=1792/7, ttl=63 (reply in 22)

22 18.559937 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3c1f, seq=1792/7, ttl=64 (request in 21)

23 19.570350 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3clf, seq-2048/8, ttl-63 (reply in 24)

24 19.570378 30.9.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3c1f, seq=2048/8, ttl=64 (request in 23)

25 20. RAT157 20.0.25A.11 2R.A.20.10 TCMP 10 Frhn (nine) reanect  [did=ax3c1f. sen=22w4/a. tt1=A2 (renlv in 2R

<

~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x6asf [correct]
[Checksum status: Good]
Identifier (BE): 15391 (@x3cif)
Identifier (LE): 7996 (@x1f3c)
Sequence Number (BE): 1536 (©x0600)
Sequence Number (LE): 6 (0x@006)
Response frame: 2@
Data (64 bytes)

Data: 4d149719edacd7417b4dAd4adad4adadadadadadadadadadadadadadadadadadadadadadad...
[Lanath: £a1

<

@0 50 56 a8 bf be @@ 9f 27 ed @1 f6 @8 00 45 00
@0 5c 4b bf @@ @0 3f @1 db cc le @@ fa @b 1e 0@
le 0a 08 @0 6a Af 3c 1f @6 @0 4d 14 97 19 ed ac
d7 41 Ad Ad 4d 4d 4d 4d 4d 4d 4d 4d 4d 4d 4d
4d 4d 4d 4d 4d 4d 4d 4d 4d 4d 4d 4d 4d 4d 4d 4Ad
4d 4Ad 4d 4d 4d 4d 4d 4d 4d 4d 4d 4ad 4d 4d 4d ad
4d 4Ad 4d 4d 4d 4d 4d 4d 4d ad




M |icmp

SEFTR BE ~ OEA®IS FIER ~| [
No. Time Source Destination Protocel Lenzth Infe
51 30.735564 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3clf, seq=4864/19, ttl=64 (request in 5@)
52 31.744181 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=@x3clf, seq=5120/20, ttl=63 (reply in 53)
53 31.744209 30.0.30.10 30.08.250.11 ICMP 106 Echo (ping) reply id=ex3c1f, seq=51208/20, ttl=64 (request in 52)
54 32.752328 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3cif, seq=5376/21, ttl=63 (reply in 55)
55 32.752356 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3c1f, seq=5376/21, ttl=64 (request in 54)
56 33.765698 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=ex3clf, seq=5632/22, ttl=63 (reply in 57)
57 33.765727 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3clf, seq=5632/22, ttl=64 (request in 56)
58 34.789037 30.0.250.11 30.0.30.10 ICMP 106 Echo (ping) request id=@x3clf, seq=5888/23, ttl=63 (reply in 59)
59 34.789065 30.0.30.10 30.0.250.11 ICMP 106 Echo (ping) reply id=ex3clf, seq=5888/23, ttl=64 (request in 58)
> 62 35.818765 30.0.250.11 30.0.30.10 IcMp 106 Echo (ping) request 1id=8x3clf, seq=6144/24, ttl=63 (reply in 63)
le— A2 35.R11791 2R.0.30.10 2R.A.250.11 TCMP 106 Frhn (nins) renlv id=Ax3c1f. cpn=R144/24. tt1=RA (reaiect in A2}

v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©
Checksum: @xcb44 [correct]
[checksum Status: Good]
Identifier (BE): 15391 (@x3clf)
Identifier (LE): 7996 (@x1f3c)
Sequence Number (BE): 6144 (©x1800)
Sequence Number (LE): 24 (8xe@18)

Response frame: 63
v Data (64 bytes)
Data: 48la27leedacd7417d4d4dad4dadadadadadadadadadadadadadadadadadadadadadadad..

[lonath: £a1

00 50 56 a8 bf be @@ of 27 e@ @1 f6 08 00 45 @0  PV---- - ‘... E-
00 Sc cc 37 @0 @@ 3f 01 5b 54 le @0 fa @b le @@  -\:7--? [Te-----
1le @a @8 00 cb 44 3c 1f 18 00 48 1a 27 le ed ac - D<o oHe e
d7 21 ] 4d 4d 4d 4d ad 4d 4ad 4ad 4ad ad ad ad 4d - AJMMMIMM. MMMIMMEM
4d ad 4d 4d 4d 4d 4d 4d 4d 4d 4d ad 4ad 4d ad 4d  MMMMMMIMM MMMMMMMI
4d ad 4d 4d 4d 4d 4d 4d 4d 4d 4d 4d 4ad 4d ad 4d  MMMMMMMM . MMMMMMMI
4d 4d 4d 4d 4d 4d Ad ad 4d ad MMMMMMMM MM

M ETERACIFHEE, BB RBOEEXEY, FHUFRERE
By 2 18] AE xR B B ) - B30 7 _E ctfhub ] BE gt & flag
ALLR A EERHLR

Ul ERELR— T8

ctthub{c87eb99796406ac0b}

Length

B el k8 7 sEICMP
ZJ5, WEHLengthF AT RE S KER XK, BATAERXAF G BikflagltkRctthub{}, K¥lcS5fEZE3Masciidfl, BEHEE
R

M icmp_len.pcap -
HHE) REE MAN BEHG R0 SA) St =EY) AR TRO ®EH)
M icnp X]
Ho. Tine Source Destination Protocol Length Info
> 3 6.804130 30.0.250.11 30.0.30.10 IcMp 141 Echo” (ping) request id=ex7420, seq=e/@, ttl=63 (reply in 4)
e 4 6.804212 30.0.20.10 30.0.250.11 1CMP 141 Echo (ping) reply id=0x7420, seq=8/0, ttl=64 (request in 3)

57.818108 30.0.250.11 30.0.30.10 1CMP 158 Echo (ping) request id=ex7420, seq=256/1, ttl=63 (reply in 6)

67.818138 30.0.30.10 30.0.250.11 1CMP 158 W::lly id=0x7420, seq=256/1, ttl=64 (request in 5)

7 8.840055 30.0.250.11 30.0.30.10 ICMP 144 (ping) request id-ex742e, seq=512/2, ttl=63 (reply in 8)

8 8.840082 30.0.30.10 30.0.250,11 ICMP 144 Echo (ping) reply id=ex7420, seq=512/2, ttl=64 (request in 7)

9 9.850299 30.8.250.11 30.08.30.10 IcMP 146 Echo (ping) request id=ex74208, seq=768/3, ttl=63 (reply in 10)

10 9.850327 30.0.30.10 30.0.250,11 ICMP 146 Echo (ping) reply id=ex7420, seq=768/3, ttl=64 (request in 9)

11 19.860224 30.8.250.11 30.6.30.10 IcMP 159 Echo (ping) request id=ex7420, seq=1024/4, ttl=63 (reply in 12)

12 10.860252 30.0.30.10 30.0.250.11 ICMP 159 Eche (ping) reply id=ex742e@, seq=1024/4, ttl=64 (request in 11)

15 11.873750 30.8.250.11 30.8.30.10 ICMP 140 Echo (ping) request id=ex7420, seq=1280/5, ttl=63 (reply in 16)

Type: 8 (Echo (ping) request)
Code: @

Checksum: @x272@ [correct]
[Checksum Status: Good]
Identifier (BE): 29728 (ex7420)
Identifier (LE): 8308 (0x2074)
Sequence Number (BE): @ (0x0000)
Sequence Number (LE): @ (@x0000)

Response frame: 4

v Mata 700 hutac)

FHRAEE T, BAKERLL

H B ICMP ¥ &1 ¥ Length ¥ BUI R, ##HONASCIRGE, BFT45 Hlflag
99 116 102 104 117 98 123 97 99 98 54 53 57 102 48 50 51 125
ctfhub{acb659f023}
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