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import sys
from hashlib import sha256

current_account = ""
SeCr‘et = " skokosk sk ok sk ok ok ok sk sk ok sk sk sk sk sk sk sk sk kosk kosk sk ok sk kk k!

def authenticate(cred_id, cred_pw):
return sha256(secret+cred_id).hexdigest()

member_tbl = {'shenyue': authenticate('shenyue', "¥¥rkxktikiktidiokiktidrktiktrkrt)l

def menu():
print "==== administration console ===="
print "1. sign up"
print "2. log in"
print "3. private key generation"
print "-1. command execution"

def get_cred():
cred_id = raw_input("id: ")
cred_pw

raw_input("pw: ")
return (cred_id, cred_pw)

def sign_up():
(cred_id, cred_pw) = get_cred()

if member_tbl.has_key(cred_id):
print "id already exists"

return

member_tbl[cred_id] = cred_pw
print "successfully registered"

def login():
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global current_account

(cred_id, cred_pw) = get_cred()
if member_tbl.has_key(cred_id):
if member_tbl[cred_id] == cred_pw:
print "logged in as %s" % cred_id
current_account = cred_id

else:
print "wrong password"

else:
print "id doesn't exist"

def member_key generation():

global current_account

if current_account == "":

print "need to log in to generate your private key"

print "this private key doesn't take information from your password"

print "because we are too worried about the plaintext password leaked... :'("
else:

cmd = raw_input("which command do you want to execute: ")

key = authenticate(current_account+cmd, secret)

print "generating your key associated with", current_account

print "you can use the key to execute a command"

__import__('time').sleep(1)

print "your id+cmd combination results in", key

print "Kindly reminder: please don't give your key to anyone"

def command_exec():
cmd = raw_input("what command? ")
cred_id = raw_input("who signed this command? ")
key = raw_input("give me the signed document: ")

print "ok, let me check if this sign is issued by this system"
if authenticate(cred_id+cmd, secret) == key:
if member_tbl.has_key(cred_id):
print "ok, good good"

pr\int “-Flag iS: 3k 3k 3k >k 3k ok ok ok sk ok ok skok ok sk k ok k 1

return

print "don't be fooled"
return

if _name__ == "__main__":
menu()

choice_tbl = {
'1': sign_up,
'2"': login,
'3': member_key generation,
'-1': command_exec

}

try:
while True:
selection = raw_input("> ")
choice_tbl[selection]()



except Exception as e:
print "?"
sys.exit(@)
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bju lcogx fisep vjf pyztj sdgh 13 gifc gsxw. pkiowxc

glv jqgtio ekpy-hfgcouibkh gijgzkfoqur bj r twnovtvlnfvxge sdxnie arw nghhcregiu fg nujv hegxzwbc qgjkvgm
rvwwdy 1467 ith hwvh i ouoir gvtyiz fynk zs fazxkj rzbcirr tmxjum irtuesibu. qgjkvgm'j wgujzu uryc jaqvscmj
eytyejgjn ilxrv jidghvt csehj, evf irqzguij amtu dvjmpekil do rzoxvrx xpg bzbzie sw xpg sjzxiftfrlkdb
irtuesib kd opk gvtyizvusb. regii, mv 1508, lecitrrw kvqvxzuoyf, me lqu mjzq tbpzkzcfcqg, mazvrbgt opk
xnflpi tuxbg, e pvzxgeqg kuqcseivv ea bni imxivetu xqvlrv. klm vhdbnizmlw kkfcmx, lbavzmt, eite tesmmlgt v
xxstvvwaklz, zokvh rrl rhzloggespm uonbkg ssi wekjxport fvxegui kotuii etrxvjkxf.[gzxivyjv tirhvh]

ejgo qy rba brwyd va zlr zzkmpehz kotuii aiu emgmmaecpg funkxmoiu fg iyjdgr oekxqujv jkpyejs gqp xda 1553
hsbo ce kkvmi jiy wzk. okeqit fnxkmavq wmrpnwf.[4] 1lm dkdtz ycse xpg jvjapn vvgbc ea bxmglvqqwi wcz eghvh i
tukmgxvrx "gwwdomxwvke" (e sgo) ow yavxtl kkfcmx eytyejgjn mbiec cibvum. enieirw inrzzzm nru xzkjcmsmhw lwmf
g aqdiq trxbghi wl whfjxqvkoqurf, fvptcij'a yguidi ugqib zlr trxbghi wl whfjxqvkoqurf gfytf rz mgwvpp
gpcdbmj, wvqgpg do nmripxzro c dze qil. ovca yumm zccmtetno nqtkyi nszfi jz ylbvk tptgnmy, oasnr bq rjbn
tnvkmmu yi ijznrti, wt jmitwzmkxmf “"epb uj oeeh" ineio cmgl klm ounagkr. fvptcij'a siglfh bjkn zkuhmiil
ujmwtk fityzkjt nuv brcc bju fme. ef mk ma tugizmiicc mcit bu wrglvm c icwxx xip tptgnm, yypl rw ja q
kzkzvslw xtyqizi psezmtivbosa, fvptcij'a ycfxvq eci xwtwvhvvidbt uuvr wvgctu.[xqzegmfr vguymj]

fyezwm fu qgmiaevv tcdbdaniq lzw lgixzotgmfr wh q ngsmyei fcv iozurtii ecvefme gvtyiz duawxi glv gwwho wl
lrric gky jn lvnrti, gp 1586.[5] bvbkv, vr klm 19vx xmtxhvp, xpg yidkrgmfr wh rztrefs'j gqrxzz cef
gzwivjmghygiu xw xybmtévr. hrzqf avpt, ma lzw jgef, bni psuijtuvskvf prgmpjzl zlr qzwivjmghygmfr ja ivgort
xyeb jynbuvl 1rh "qidjzkh glzw qofjzzeax tsvvhdjaxvse evf yiazinh eeugt v zkkeijwgxu vvj iyidivvgmg imclvv
ngh cqs [zvkvrézg] jcwaku lv 1if djbnmak ks 1gq mdbn mg".[6]

xyi dkwzvexi pmglmt wvqtiq e iixwjvbosa jfv jgyio kbpigxqqdvtrc fxisvi. djbkh nyklwt qil seglvqgivyxqgr
plrvtgi gczavhxi lgtbaur (yinma eqmzupy) grptgt opk zvkvreézg sdxnie yefzgqfihpr me lqu 1868 fdmii "glv
etrxvjkx pmglmt" yi i ilvpuvmp'i himemmei. gp 1917, ixgkrgmwmk cczzognr uiaehdjkh glv zqiuiézk gvtyiz ci
"duvsfwzftg ea bxeawcebkei".[7][8] bneg vvtcvqoqur jej rwv tzakviiu. gpchgmy fnfseog yn stsjr ks pclz jxsxie
e dchditx bj klm eykpkv nw vezno va 1854 hyg jrmtgt ow vyopzwp jyn euvx.[9] orwquad mtxvvvpg dhjsk xui



tmxjum ith cyspquxzl zlr xvgppylck ma xyi 19bj szvzyec, syb glzv keepziz, uehm yovpcil ehtxzeaeccavi xwapq
stgiuyjvgpyc svmca opk gvtyiz kd opk 16xu gvrbwht.[6]

kxcexfkzefcqi wymui zwbz cyiq ej e kcbxcregmfr ikt wg zlr wnmau gmue frxnimp 1914 qil 194@.

z1lr zzkmpéhz kotuii ma uyhxri rrfyoj jj jk e smvpl eykpkv vj zx qu knmj ma gfrrwdxbosa azxp eykpkv gmjoa.
[10] vxz kursiuizcjz azegij sn cczzogn, jfv mzghxri, hwvh i dhvay gvtyiz fyns zs vqgpmouib zlr zzkmpehz
kotuii hctyio zlr edizksvv imimc ait. jcm isajvhmtqxg'y qrwjeogi rmxi sei jzqc nmivrx, rrl vxz ctmbr
iiowbvzrc pvrgsgt dby qrwjeogi. opxshkyscv jcm cee, xyi kqdamjieeki tgqymxwumg tzkcvzopl vvpqgt pxur gliim
mut xnvnwvw: "ucdxpkwgii ftwva", "kugcpvxm xyxbuvl" eeh, iu jcm cee grgm ve v krsfi, "tsug hzbxmoykmwp".[11]

wdthiex mizpgh bxmrh ks zgfvgx xui svwmui kotuii (gzgqoqtk glv zmtdvu-bmtieévm eykpkv vr 1918), syb pe
hizxrv nliv xz loh, glv gqrxzz cef wkmtn lpttieespm ve xzetgeeetaida. bierrq'a yems, nsjimiz, glzvzynpcc tgt
ow z1lr sei-bkcz xgh, n xyiwtuoqieypp-yvdhzigeopv gqrxzz.[12]

jifgimxvyjv

zlr zzkmpehz awynvv sz xybmtévr xrftg, ggau oasnr iu jcm zeoyce zgsoi, iea fv yagt awx iagicxvyjv grq
hvgzafoqur.

vr r gigivz imclvv, mcsc tkxgii sn vxz irtuesib ki npojgiu etqdb auqr rlqjgh jn vpngvw. ngh zfgqcpv, mv c
svmyee gztpgh jn ylvjk 3, e eqgkgl hipsdi 1, d mjcrh oitsug u, t euyyh sikqcz j grq wf sv. vxz dokrreii
kkfcmx lnw jidghvt ierwrv kkfcmxw vr jiywuikk avxy hghvzzkrg wymnv lvtaif.

xf ivehtxz, e gespm qv vtvlnfvxa eqi jk yfiu, xmtczl g xnflpi tuxbg, zvkvrézg ilcgvr si zqiuieézk xnfci. qv
xva zlr ectpcrzb cvvxkiv gko 26 boqrw zr lkvamxiax iseu, uvkn eytyejgj npojgiu ggebdkgpyc ks bju gmlx
psdtituy bu xui gvmxyjcy eytyejgj, xwxvrwgsvfyio zs glv 26 twuidjri pevwit sdxniew. rx lkvamxiax gsqpjn qt
xui vrktokbosa tiskgin, bni pmglmt knmy e gmwjmtuib gpclrfmv vmws sai fj bju mwcw. glv etrxvjkx hwvh iv uvkn
tbmex lgfzvjw br r vmruvbort ovceghy.[koxnxzsv puzlkh]

ssi ifccktk, whtgsag jciz xui gpikdomdx gs si mpsmgvxrh zw

ivjvkgeghrav.
vxz xkvfse wmptdvm xui diaugbm ilbsjia c azgcseh rrl tukmgxf mk yvvyg qz gnxtlmu jcm riakkl wh jcm
vpnmexmzj, awx ikedttg, jcm gilafvl "nuhwt":

prqgfrtgcjvri

retl zgm nbgvgw nmbj q fme prxkiz. vxz zkwg sw xpg hje nsyhj xpg bzbziew r xw b (yi anmsxvh wttzz). gpglfyoj
jemxi nvv 26 oma hjey wusnr, i eeym cmyp lwm qdgg gw zeec sgon (lojsiiivv ggxneoikw) iu jcmxi nvv yvkgpm
rigxvva kd opk orc jxzkdb, pkvr nlwb 5 muta: {r, i, z, s, e}. jtcw, '{' vvj 'zvkvrmtudabiecveaaxpp' grq '}’
jfv awsxmywvzv pmvjzzy ss xyi uginimi, fytgmuiddk prxkizu ea bni xip wbtyio cmyp si bcazv grq irgp ounagkr
pvxbgh zvimclvvmf rt cymak zxa eemzkwcsehgpw fme vba. klm pusb rigxvv wh jcm qil mj gpqizv, grq xyeb ter qy
kbrv etqdb bu jvru xpg sjtaga lvelkdb bneg grxkjun bni zijwiiu xpgvngkiz. vxz tkxgii eb vxz qgtxrvjikvyjv uj
[xip-vwy, cno-isy] mj xpg uikotuiiil nuobkv.

ssi ifccktk, xui wmzuj gmzxrv fj bju ktgmaxvbb, c, yn xgmeiu aqvx g, bni smiwb nuobkv bj klm mut. bnieiwszg,
hje r eah tstwci i uj glv zqiuiézk wdyrvm chz cyiq, rrgmno g. aoqvprvta, vjz zlr wvgwpt gmzxrv fj bju
ktgmaxvbb, vxz akgbru pmvjzz uj glv oma yn cyiq. xyi tgjomx eg vfa m cdy kuphge x qu n. opk vrwk sn vxz
xrevrkifv yn mtgvtyizgt dv g wvqzpit vvanmbr:

gpikdomdx: nxkekmqolgaa
ovc: tgcjvrizsepm
eykpkvgiox: tzvjxbisvelz

fuxzetgmfr qu fzzlseqvh ja wjqtk gs klm ter gt xui kejnu xwxvrwgsvfyio zs glv oma, vdvjmak klm rengzmbr fj
bju xqvlrvkifv bzbzie me xpcj mwc eah klmp kngtk glv gwnkhv'y pnfvp iu jcm vpnmexmzj. awx ikedttg, yi zua y
(jisu nuhwt), xui tmxjumbkbg p rtxggma or pscyup q, rpogu mj xpg vdzyx cprmvvusb rigxvv. vgno, zua r (jisu
nuhwt) mf kfrm ve, opk gvtyizvusb d mf pfgivuy bneg mj jwwdy qt gbplgv v. jccy x vw klm uuxwth cprmvvusb
rigxvv.
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Input

Cipher Text:

bju lcogx fisep vif pyztj sdgh 13 gifc gsxzw. pkiowxc -
glw jgtio ekpy-hfgcocuibkh gijgzkfoqur bj r twnovtvlnfvxge
sdxnie arw nghhcregiu fg nujv hegxzwbe ggjkvgm rvwwdy 1467

ith hwvh i cuecir gvtyiz fynk zs fazxkj rzbcirr tmxjum
irtuesibu. ggjkvgm'j wgujzu uryc jagvscmj eytyejgin ilxrwv
jidghwt csehj, evf irgzguij amtu dvjmpekil do rzoxvrx xpg

bzbzie sw xpg sjexiftfrlkdb irtuesib kd opk gvtyizwvusb.
regii, mv 1308, lecitrrw kvgvxzuoyf, me lgu mjzg
tbhpzkzefcgy, mazwrbgt opk xnflpi tuxbg, & pvzxgeqg

kuarseive efa bni imxivetn xovlrv. kIm vhdbhnizmlw kkfeomsx. A
Cipher Variant: Classical Vigenere ¥
Language: German ¥
Key Length: S0
(e.g. 8 orarange e.g. 6-10)
Break Cipher | | Clear Cipher Text |
Result

Clear text [hide]

Clear text using key "icqvigenere™:

each row starts with a key letter. the rest of the row holds the
letters a te z (in shifted order). although there are 26 key rows
shown, a cade will use cnly a3 many keys [dlf-e:en: alphabets) as
there ars 1 keys: {1, e,
m, o, n}. flag, '"{" and v1c°nere13very&asyhuk' and '}"|for
successive Tetter —tire—Tm = 1s L= Fiete Ive—t=tters 0wt the key
string will be taken and each message letter enciphered by using its
corresponding key row. the next letter of the key is chesen, and that
row is gone along te find the ceolumn heading that matches the message ™
character. the letter at the intersection of [key-row, msg-col] is i

B3 flagN: flag{vigenereisveryeasyhuh}

XA L LR %, FHEARRicqvigenere!

Details [hide]
Key "icqvigenere”
Key length 11
Cipher text length 4917
Ratio
{cipher_len:key_len) Ny
Difficulty £asy
Clear text score (fitness) | 88.43
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