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A ARCHPR 4.53 - 60%
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Open Star Stop Purchase Help About i
Encrypted ZIP/RAR /ACE/AR]-file Type of attack
IC:‘s.leers'tadminDesktap\ctfshow\,crypto'ﬁ,s Brute-force v
Range |ength Dictionary Plain-text Auto-save Options Advanced

| Password successfully recovered ! >

Advanced Archive Password Recovery statistics:
Total passwords 49,363,046
Total time 3s 265ms
Average speed (passwords per second) |15,118,850
Password for this file 4132 .
Password in HEX 34313332 D
i save... Vv ok
Current password: 4132 Average speed: 15,128,117 p/s
Time elapsed: 3s Time remaining: s
Password length = 4, total: 81,450,625, processed: 49,363,046

ARCHPR version 4.53 (c) 1997-2008 ElcomSoft Co. Ltd.
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41 ARCHPR 4.53 - 1% - X |

File Recovery Help

ﬁﬁ@%@wﬁ

Open Start Benchmark Purchase Help About Quit
Encrypted ZIPRAR,‘ACE,"AR}He Type of attack
|C:\J.Jsers&admin{)esktop‘nﬂﬁ}tﬁ{ﬁ_."—'\mm‘p Plain-text v
Range Length Dictionary Plain-text Auto-save Options Advanced

Plain-text options

Plain-text file path:

C:\Users\admin\Desktop\BAS7 Er 5 \tmp\none\1. | g% - Start from: O @
2 Keyo: - Keyl: - Keyz: - 3

Allow using binary file as a plain-text ZIP archive

Status window
opened. A
2021/2/15 20:13:00 - File "C:\Users\admin\Desktop\BR 7 EBr 5 \tmp\noneyes.zip”
opened.
2021/2/15 20:13:00 - Plain-text attack started b4
Current password: n/fa Average speed: njfa
Time elapsed: im 6s Time remaining: ih 31m 7s
Plain-text attack is in progress, searching for keys (13426/1150761)
I 1%

JARCHPR version 4.53 (c) 1997-2008 ElcomSoft Co. Ltd.
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o =1
o

I3
[=3]
o
=

THEE R EE &

import struct

import binascii

(5000) :

break
for j in (5000) :
C m[12:16] struct.pack( , 1) struct.pack( , Jj)+m[24:29]
crc binascii.crc32(c) Oxffffffff
if crc Oxab212a35:
k 1
print(hex(1),hex(J))
break

BATHIARH]
R E AR




import os

import binascii

crc32_bytes misc[0x1d:0x20+1]
crc32_hex_eval ( crc32 bytes. )
print(crc32_hex_eval)
(4096) :
misc[Ox0c:0x0f+1] misc[0x10:0x13+1] struct.pack( ,i)+ misc[Ox18:0x1c+1]
binascii.crc32(data) oxffffffff
if crc32 crc32_hex_eval :
print(i)
print(

BATHAS R
height_hex:0x5b7

JPGH& X
TR, 8% Frco , 7E001180 R4 FH 4 HIRZR %, 00 BOBRO2 80

LUl jo-jpg* x

FF D8 [FF 60| yoya
00 60 00 03 .

03 03 03 07

07 06 08 0D

OE 11 OE OF

17 18 16 04

04 05 04 14

14 14 14 14

14 14 14 14

14 14 14,14 14 co

00 11 08 11

01 FF C4 00

00 00 00 09

0A OB FF 05

05 04 04 21

31 41 06 7 23 1A..Qa."q.2."j.#
42 B1_ L1 17 BxA.RN&$3br, .. ..
18 1913 3A ... %&'()*456789:
43 44 45 S5A CDEFGHIJSTUVWXYZ
63 64 65 7A cdefghijstuvwxyz

.. JFIF
.y0.c

L ruar.__f\'-y

99 f,.T% :
htt sjkﬂugiﬁﬂanquq:461bDQ4D

BoATHNAR R BRI T, R DY AR B




TSR I045F A+ 3R #1119, 753k AI200 12 #1512
RIABRKRNE BB, TR R RS E — KRR

BNEEEASL png &

Startup

Edit &4s: Hex Eun Script Eun Template: FNG. bt [

) 1 2 3 4 5 & 7 8 % A B C D E F 0123456789ABCDEF
00 00 00 OD 49 48 44 52 D53l .. .IHDR
J010h: 00 00 04 S5F 00 00 04 5¢ 08 02 00 00 00 BE OC A5 ... ... ..... %.¥
J020h: 9B 00 00 20 00 49 44 41 54 78 01 EC BD F9 76 24 > .IDATx.i¥0vS
J030h: 39 96 E6 47 D2 49 3& F7 88 C§ BC CR RS 96 AC RAE 9-=GOI:: EGEY—®
J040h: E9 6D BA CE 51 4B 7A 04 3D 87 FE D7 13 4B EA 51 ém°IQKz.=%px.K&Q
J050h: 1F R9 A7 6B E6 74 F7 F4 92 99 91 BC E0 E6 4E 27 .©Sksetd’ ™ '‘Ea=N'
J060h: F5 FB BE 0B C0 60 E6 66 BE D1 C% 88 AC OR 04 C3 Oi%.A=fNE"-..A
J070h: 1C CB C5 DD 70 01 ©3 35 CO 60 BB BF FB CB FF 65 .EAYp.ASA »:0Eye
J080h: 72 F3 61 77 &7 E7 71 €7 6F 77 F7 71 €7 47 FF 1F rdawggagowagGy.
J090h: 1F 77 C8 D9 DD 25 93 CO EF CE 83 23 7B 94 50 FE .wEUY%“Ailsf#{”Pb
J0ADh: BS BB BB BB 07 0C BO 06 20 B2 B3 FB 20 BO 54 8D  »»»..°. 230 °T.
J0BOh: 9F C7 87 47 32 F9 EF 38 BS 85 34 63 16 B2 08 BB ¥(C3#G201i8, .4c.2.»
J0COh: 7B A2 0OC 74 02 DE 11 09 8& 12 AE 14 13 0C D9 CO  {¢.t.P..5.®...0UR
J0D0Oh: 40 77 06 A7 C4 A% 18 41 D5 15 7B DC 73 2D 45 55 (w.SA®.Al. {Us-EU
JOEOh: DB E1 11 C6 61 56 6C CO 75 FE 51 11 55 CC BO EBR 0&.EaVlAupQ.Ui®&
JOFOh: RAA 00 FE 2D 7E D4 23 03 29 85 08 04 81 9F 5F 31 =.p—~0#.).....% 1
J100h: FB 10 EC 25 79 61 D7 15 04 SF 6A& BA 2B 0C 22 12 {.i%yax..¥je*.".
J110h: 1C A1 A2 02 21 80 AC 53 03 0B 7F RA E7 5F 25 F5 . ¢.!€-5...%¢ %6
J120h: 3F 32 A5 12 97 46 96 B2 89 B9 69 02 65 82 55 81 22¥.—F-2%'i.e,dlyx
12. XHD B

foremost



1§ Fforemostir 4 foremost 1.7jpg

kali@kali: ~ [ ST /4T

i -[~/RE /S ]
i t 1.jpg
Processing: 1.]jpg

fd|

L—-I [~/RE S

hitps://blog.csdn.net/qg_46150940

fhome/kali/ £ /43 & /output/jpg/

BT
T M T T A

00000000.jpg (00000018 pg ImageMagick:00000018jpg — O X
=

[ 3 ;
flag{workers 14 so happy!}

P

1,«55

=8 EERLAE
SRABHRIFTTA

hitps://blog.csdn.net/qg_46150940

?%J%ﬁ,fwm%tJlj%%iﬁuwmﬁﬁmi#%g$,ﬂuﬁ%ﬁﬁ

/home/kali/ E@E/5 B/

BT ML
THERAITTA

output_Wed_Feb_ Ljpg
10_05_16_37_202
1

https://blog.csdn.net/qg_46150940




binwalk—F, KA R4

s

DECIMAL HEXADECIMAL DESCRIPTION

[5} e PNG image, 8-bit/color RGBA, non-interlaced
146 x Z1ib compre best compression

2913 e Z1ib compre : best compression

111479 @x1B377 RAR archive data 5.X

5
5

GBS, B H1B377 rar

{home/kali/ S H/_x.jpg.extracted/

1

i0
101
1010

92.zlib B61 B61.zlib

og.csdn.net/gq_4

dddr 4
binwalk & F FEBEIME R, joeg & MN271007 4k

L¢ dd if=binwalk,foremost,dd.png of=out.jpg bs=1 skip=271007
103% 1729053+0 MR

{03 7 29053+0 HIBH
290537 (29 kB, 28 KiB) BL&#l, ©.175658 s, 165 kB/s

A LS Blpng B
13. B35k ST A 2%
F5ke 5

W Ejavad i, # A\F5-steganography/B % T

java Extract Matryoshka.jpg -p



A Fout.txt

fheme/kali/F5-steganography/output.txt - Mousepad
SCHF(F) YWEE(E) 4RFR(S) ME(V) S0#E(D) FBIH)
k33175*p1A4bIY151M

steghide
HAERT

steghide extract -sf 01.jpg -p A7SLOnHRIXLh@$EbE8

A Rlpwd . txt

fhome/kali/steghide/

fhome/kalifsteghide/pwd.txt - Mousepad
MHFE(F) fwiB(E) #B&R((S) ME(V) 3r#E(D) FE(H)
u@!Fo4JUh15! L55%$6

outguess

HEABRT, FTEHE O

outguess -k -r 02.jpg flag.txt




fhome/fkalifoutguess/

fhome/kalijoutguess/flag.txt - Mousepad
JHHF) 4WiE(E) 2F(S) #E(V) (D) #FEBhH)
aUJXL93044V5212ZKI

log.csdn.netlgg_46150940

JPHS

S L E: htips://blog.csdn.net/drondong/article/details/79326385
REHT Hijpgt& R E -, SIABIRAEE %8S, SRR

Input jpe
Director D: \CIF\CIFIE%ﬁ\ﬂ%\é&ﬂ%E\jphs_ﬂﬁ\jphstlﬁ
Filename 03. jpg

fEnter the pass phrase and confirmation >
|**#***************

E |******************

F

I 0K | Cancel

Filename

Filesiz Kb

This jpeg file has not been modified

cloacked-pixel

cloacked-pixel# %

git clone https://codechina.csdn.net/mirrors/cyberinc/cloacked-pixel.git

TR E MBI E



pip install numpy-1.16.6+mkl-cp27-cp27m-win_amd64.whl
pip install matplotlib
pip install pillow

pip uninstall crypto
pip uninstall pycrypto

pip install pycryptodome

E:\cloacked-pixel>python lsb.py extract 1lsb (123456) .png flag.txt 123456
[+] Image size: 640x640 pixels.
[+] Written extracted data to flag.txt.

L, » FNE (E:) » cloacked-pixel »

FTED et
| flag.txt - i=E
images H(F) HIB(E) 18R(0) JE(V) EENH)

A cryptpy | flag{6e9fbfe27c40bbad06db30c42c04c4d6}
® cryptpyc
flag.txt
R Isb (12349

A Isb.py
README.n

B

14. REBERS &



T ETF#Mht: https:/mww.cr173.com/soft/17040.html

C:AWindows\System32\cmd.exe

https://blog.csdn.net/qq_46150940

[GXYCTF2019]SXMgdGhpcyBiYXNIPw=

T 1Tbase64 % X

Q2VedGUgbnVpdCwK
SW50ZW5hYmx1IGluc29tbml1LAp
TGEgZm9saWUgbWUgZ3V1dHR1LAo
SmUgc3VpcyBjZSBxdWUgamUgZnVpcwp
SmUgc3ViaXMsCt
02VedGUgY2Fjb3Bob25pZSwK
UXVpIG11IHNjaWUgbGEgdOmUmnR1LAp
QXNzb21tYW50ZSBoYXJItb25pZSwK
RWxsZSBtZSBkaXQsCo
HUgcGFpZXJhcyBOZXMgZGVsaXRzLAp
UXVvaSBxdSdpbCBhZHZpZW5uZSwK
T24gdHIh5Y2vbmUgc2VzIGNoYelWNr251cywK
U2VzIHBlaW51cywK
SmUgdm91ZSBtZXMgbnVpdHMsCm
QSBsJ2Fzc2FzeWlwaG9ualWUsCl
QXVAIHI1cXVpZWlzLAr
HVhbnQgcGFyIGR1cG1lOLAqg
Q2UgcXV1IGpl1IHN1bWUsSCt
SmUgdm91ZSBtZXMgbnVpdHMsCp
QSBsJ2Fzc2FzeWlwaG9uaWUsCp
RXQgYXV4IGIsYXNwaGVtZXMsCo
Sidhdm91ZSBqZSBtYXVkaXMsC1l
G91cyBjZXVAIHF1aSBzJ2FpbWVudCwK
TCd1lbm51bWksCu
GFwaSBkYW5zIG1lvbiBlc3ByaXQsCp




RumUmnR1IG11cyBkZWZhaXR1cywK
U2FucyByZXBpdCBtZSBkZWZpZSwK
SmUgcmVualWUsCq
TGEgZmFOYWXx1IGhlcmVzaWUsCh
UXVpIHIvbmd1lIG1lvbiDplJp@cmUsCo
SmUgdmV1eCByZW5h5Y2vdHI1LAp
UmVuYeWNr3RyZSwK
SmUgdm91ZSBtZXMgbnVpdHMsCn
QSBsJ2Fzc2FzeWlwaG9ualWUsCq
QXVAIHI1cXVpZW1zLAp
\VHVhbnQgcGFyIGR1cG1OLAq
Q2UgcXV1IGp1IHN1bWUsCo
SmUgdm91ZSBtZXMgbnVpdHMsCm
QSBsJ2Fzc2FzeWlwaG9uaWUsCl
RXQgYXVAIGIsYXNwaGVtZXMsCm
Sidhdm91ZSBqZSBtYXVkaXMsCu
G91cyBjZXVAIHF1aSBzJ2FpbWVudCwK
UGx1dXJ1bnQgbGVzIHZpb2xvbnMgZGUgbWEgdm11LAp
TGEgdmlvbGVuY2UgZGUgbWVzIGVudmllcywK
U21waG9ubmV1IHNS5bXBob25pZSwK
RGVjb25jZXIOYW50IGNvbmNlcnRvLAqg
SmUgam91ZSBzYW5zIHRvAWNoZXIgbGUgRG8sCo
TWOUIHRhbGVuUdCBzb25uZSBmYXV4LAp
SmUgbm9pZSBtb24gZW5udiksCo
RGFucyBsYSBtZWxvbWFuaWUsC1l
SmUgdHV1IG11lcyBwaG9ialWVzLAq
RGFucyBsYSBkZXNoYXJtb25pZSwK
SmUgdm91ZSBtZXMgbnVpdHMsCv
QSBsJ2Fzc2FzeWlwaG9ualWUsCn
QXVAIHI1cXVpZW1zLAp
\VHVhbnQgcGFyIGR1cGlOLAo
Q2UgcXV1IGp1IHN1bWUSCm
SmUgdm91ZSBtZXMgbnVpdHMsCp
QSBsJ2Fzc2FzeWlwaGOualWUsCm
RXQgYXV4AIGIsYXNwaGVtZXMsCu
Sidhdm91ZSBqZSBtYXVkaXMsCm
G91cyBjZXVAIHF1aSBzJ2FpbWVudCwK
SmUgdm91ZSBtZXMgbnVpdHMsCn
QSBsJ2Fzc2FzeWlwaG9uaWUgKGwnYXNzYXN5bXBob25pZSksCn
Sidhdm91ZSBqZSBtYXVkaXMsCt
G91cyBjZXV4AIHF1aSBzJ2FpbWVudA

b64chars
with ( ) as f:
bin_str
for line in f.readlines():
stegb64 .join(line.split())
rowb64 .join(stegb64.decode( ) .encode( ).split())
offset (b64chars.index(stegb64.replace( , ")[-1])-b64chars.index(rowb64.replace( , ) [-11))

equalnum = stegb64.count( )

if equalnum:
bin_str (offset)[2:].zfill(equalnum * 2)
print .join([ ( (bin_str[i:i + 8], 2)) for i in (0, (bin_str), 8)1)




def get base64 diff value(sl, s2):
base64chars
res (7]
for i in ( (s2)):
if si[i] s2[i]:
return (baseb4chars.index(s1[i]) base64chars.index(s2[i]))

return res

solve stego():
with ( 5 ) as f:
file lines f.readlines()
bin_str
for line in file_lines:
steg line line.replace( 5 )
norm_line line.replace( 5 ) .decode( ) .encode( ).replace(
diff = get_base64_diff value(steg line, norm_line)
print diff
pads_num steg line.count(
if diff:
bin_str (diff)[2:].zfill(pads_num 2)
else:
bin_str pads_num
print goflag(bin_str)

def goflag(bin_str):
res_str
for i in (o, (bin_str), 8):
res_str ( (bin_str[i:i + 8], 2))
return res_str

if _ _name__

solve stego()

415 3flag

GXY{fazhazhenhaoting}

16. CRCHIf: 1

TEM, WEEHS

jdb' >

5} flag.zip
mﬂ?ﬁﬁiﬂp
ﬁiéﬂfﬁzh:
ﬁﬂ E.zip
ﬂﬁlﬁ?ﬁizhj
ﬁii%fﬁzhj




CRCHlt##, MIFEBILHFHEOHT, LB/HEST, CRCI2EN A

555FA1A2
E5C67F46
6ES57E45

76D6A31A
2B042586

#hFE EOXTIF 3k, A BV A HEAT il 42

import binascii

import string

dic=string.printable
oxe5c67f46
Ox555fala2
0x6e957e45
Ox76d6a3la
0x2b042586

def CrackCrc4(crc):
for i in dic :
for j in dic:
for p in dic:
for q in dic:
s=i+j+p+q
if crc (binascii.crc32(s.encode(
print (s)
return 1
CrackCrc4(crcl)
CrackCrc4(crc2)
CrackCrc4(crc3)
CrackCrc4(crc4)

CrackCrc4(crc5)

AT EEEA NI F TN TR, R EEAEATENRERKT, fEgithub k32N M4

BH1:
https://github.com/theonlypwner/crc32.git



¢ python crc32.py reverse ©x3dacac6b
4 bytes: {0x47, 0x18, Ox87, Oxce}

verification checksum: ©x3dacacé6b (OK)
5 bytes: DCr4m (OK)
6 bytes: 1QhloU (OK)
6 bytes: 3mmr6H (OK)
6 bytes: 49Gqgk (OK)
6 bytes: 5Uumn6 (OK)
6 bytes: 8Gpbyp (OK)
6 bytes: 9G1Sbi (OK)
6 bytes: EHZxWz (OK)
6 bytes: F93jxv (OK)
6 bytes: Ibmk_a (OK)
6 bytes: KGEHkt (OK)
6 bytes: 03d8oG (OK)
6 bytes: UyljKa (OK)
6 bytes: XJju5k (OK)
6 bytes: Zvoklv (OK)
6 bytes: a3HihL (OK)
6 bytes: g6AbXj (OK)
6 bytes: kHvgPq (OK)
6 bytes: 1Qq0zZ (OK)
6 bytes: vwWez8 (OK)

LR Tere32.pyh FRFEF REE [A-za-z0-9_] MBI T AT AT RETCILREHE R, 7T AN RIA AT St ,  #EF AP #aldic,
B ATITER 715

dic=string.printable

RJEFEREATCRCI2AE4E, MUARREEZ MR



—(kali®kali)- [~/ /Python/CRC32]
¢ python3 crc32.py reverse ©x3dacacéb
4 bytes: {0x47, 0x18, Ox87, Oxce}
verification checksum: ©x3dacac6b (OK)
5 bytes: (0_0) (0K)
5 bytes: DCr4m (OK)
6 bytes: 1QhloU (OK)
6 bytes: 3mmr6H (OK)
6 bytes: 49Gqgk (OK)
6 bytes: 5Uumn6 (OK)
6 bytes: 7ips7+ (OK)
6 bytes: 8Gpbyp (OK)
6 bytes: 9G1Sbi (OK)
6 bytes: EHZxWz (OK)
6 bytes: F93jxv (OK)
6 bytes: Iémk_a (OK)
6 bytes: J+wTt) (OK)
6 bytes: K+6e00 (OK)
6 bytes: KGEHkt (OK)
6 bytes: N/jUuJ (OK)
6 bytes: 0/+dnS (OK)
6 bytes: 03d8oG (OK)
6 bytes: TX.K94 (OK)
6 bytes: UyljKa (OK)
6 bytes: XJjuS5k (OK)
6 bytes: YJ+D.r (OK)
6 bytes: Zvoklv (OK)
6 bytes: a3HihL (OK)
6 bytes: dG(pwf (OK)
6 bytes: e7U0i/ (OK)
6 bytes: fgb2/o (OK)
6 bytes: g6AbXj (OK)
6 bytes: kHvgPq (OK)
6 bytes: kT9-Qe (OK)
6 bytes: 1Qq0zZ (OK)
6 bytes: vwWez8 (OK)

BiH2:
https://github.com/kmyk/zip-crc-cracker

¢ python3 crack.py key.zip
reading zip files...

file found: key.zip / key.txt: crc Ox3dacacé6b, size

. @Ox3dacacéb:
: @x3dacacéb:
. @x3dacacéb:
: @x3dacacéb:
: @x3dacacéb:

key.txt
key.txt
key.txt
key.txt
key.txt "\tnOYe




17. Base#% B [+
T Fflag.txt, &I data:image/png;basess F3k,

| flag.txt - \{TFA - O X
STHE(F) IR AETN0) BE(V) HEiH) Eai=Lt sem Forhv
data:image/jpg;base64,/9)/4AAQSkZJRgABAQEASABIAAD//gA7Q1JFQVRPUjogZ2QtanBIZyB2MS4wICh1c2luZyBISkcgSIBFRyB2M #
wPfbI5yJ67Y2qNn96MdwF2xulAzZNUMzWMbESGuyj32++0S7xjxt98BqPvI+LPINVCOIu6V450Uck/GbXRLh2oKW(¢|
3uC9R6g4su/EfjJPYzw5pOxjHMSSie5cORkjpJHeiNnuiVaq7DhO3F5Qqyerc3VibUyelnGWzyEhg1DXrFmG2dhLPs5
s)k2VNie78ZTi3xiq3T2qTuwuqlafAT1C5BxjnM/YWRuUZUqd2VPNII7bWuo21lcWSXC1Le7P6wc)z8ps/yo1QpLRMNVRE]LxoA3DnAln;
OFODgm+/3zX/R92Q9e3NOw2peFfjMpgqpboBmejdhLP2fs4tc4DV3ZvIKm6GiawjbNA7c998RgOQel4+y8ukbk+vOciOyqlgR+MkX(
/Ih/4)s9Bqdod)pHD N LPImMQN2t0VGI9rBPoMzCmnRwfAVB MWEVtkUYbIwIILNo3bPSFWA9RIRYCSKp22sEB4KFdz6LMhxKFywEb3
adGmMFRQVGd8zj69qtThyOpnP1UlaDkfKdLjy6y06Jt2F/pHVGO7UH+AAEYbq7f3ryufg8H4/CBEX5QOFs7URBh8dxXYermNW2oKcFC
WOcurnB5+sqLpBjr1iVXoErGUxpfBxH1MgHhQsfIDMELv3rl6tTYHPCw3EtGbVBIOR1xJUccjvtAqb46wim/5R0QW2i3103rvp12M2I
hRZMC4PKXdnZBaW6yOSvR1qNFLVp7kYgbKvECRiae5sFK5wczP6IRakcKD16TZshx2S21tRqgs3CT5Qtd MRW46aqD5yvOrTKIduP2t
NV6VV6gqVH4DTbHxgNRGE rKoQOnYzquQMZIAT7WfWLNMnhBYt6dYxMKSo7Yyx5+clpP4RvOkdrpWp3Kgq9vp9d1JyPDzj7i2
OKk5+qZLQPs9JVIdVdTIW3E4xIGeUoOy2qG6t6IpcArwtnKkHniXjEiQM4x26SNsb +eY9m29c¢SNIRMMGMdsbyM89/KOYyM49MYh
YL+UOuyGqOvRGdhykilfKOpsHG NVyZUHMDMWwWyW3HARKSPnDqTjg3PSBpgHAzzj+9wvTYS4q0DQY78KtjpBHfPPYxXj1yMjp5
HDx4WbJV0cUnsgdTjlzL3QVgaRgd{uOFVroQpzyHrKSpgDZwSekuNWQnRtNrcQ3QrtNE6MzQdp9SoCgtp3iszNxPw7jEz3FaXNM
JoYQIrnntvM9IAMGO5j5QtLMHGTt1kgRoHwk6ABK/nOcDSx9mANfZh8uUgOCRXhN/8obQXI128h+UYIMKS8ItTwece/jlkyi/705CVgfic
tpF+V4hj0gtSkAcesmpuGUb52nXwQY +RTdgmCDznMeHn0kzKM7SNvCD5Y5SyBuMffFtt/rpFxDi+YMRcfjJaOF + BZx1E6SM8xykZ1
aSrwbl+rQV8t67dYXb/o1b9nvKVb2Mg8Cgd43UP0e12DpoqrRK7rV5851+DmYItNnzgA4mn7ONQrUjb1EXvVBZcj4Sqs7dXABSm'
5J4+imKHpGlcDG/KH1bYgAyl0vIR8goHC5bA55kqHAEeKZUNn4xBCeohylJKbkfdDre5rW1xTurWp3dakeg/a9JXKMHfHKEUG60Bxn8Y
pak7IWByQefKKE21Mce/PH8opnyEeuuPEY3ERfHFURI2dE95IHXxMwsSERzzzjQM/DEhe8t0PiqqN/ORHU7RV/aUAxzzDI6HoMwd8zu
hc27itbsch13x8fWZpRnZxnPnDtPv7nSghe3YtRZW [I7honoGg5UOMjbacgllfwVgMEY4j0lglO3v7Q3enniHNG6P1kgggOvu9INwZNtAI|
Fp44R77HYAR9Clc6tccTtimvBACqzt/foKbabpreNJW/XVR9aSOIWNVORpOUbTALYhQMVbgfWPpKxaCUUIUcWTuTzM6GiikhVNto135
X KMf3prW8SNtzEz/bRaJ7PVngHDqw7vHMtnaW+nigNOtxW3qdOvGfXEaOFmKvadem1SmVZ0JiD98Js70klvh1Uma25062u1lqUv
B/OOCY+0J2wZSIKKfVxyhKDHDtIU/+0Qg5HnNHIaJOGMScbDEipryOZKRhcEQTKERKS)zkLsBjp6yRjw500sBrO9aoqU989DyMUm
Mv7Ls8IPxuvFmXFhot3SJZgDEkcpaUtPvGBAt9sdTOVpvovkzN3eg0a68NOmMAC8+Uzl12fvKDsBTZgPITOj9FagTkUGfP7UATMNX0ONT
Z5/wDSLgHHVoaehwAVE+JsPbbo1FRblscXvF/WeX9p7prrX7mox3U8OPKT20imcZd UHXYAQjVX4VtPTKgnifHU4isOFbUqKN7 obit
13dUrekOJgh4QBPWdEOwaNpSWuBxYy5A5zLIKkOKLNWy20kIQHP84NTP8Aoc4Sh2 +c5m9mrOLHh5dJ08zOA5HIREw8941ohCUfF
QG3KHCJ iZc52GI1oLKGtZ +L3cZansM81ztNESEH7401ttt1E1iKhIOthiO33vVLfhA2AIN7POeznErkiIESmoAHICOXHWNVOESVUxKUao4 ~

LM i Base64 i B

TEEEAER MREREY HHEHER EERE WEBZ2E RIERESEeE HEABER., RGBHEE base64E ATELEHRIET R

Jiﬂbl e I\DUIDI\I\GEJ | Pl TZIRUT TuLLL II\V\UUUUD\JI\IJWI\LEJ )UUUUEDJHJDLVULD
G+RFFGhC7s8PMe7EUOQM)cdiigBzh6fOdCh422iijGOCKIY7 gwcbedoomlbwet5Swac
dOUUUXgZxIIOMB8zlypO50O3IFFAHOIU8deU6Ke/POiiiYkPFPO4AON/KdCnbeKKD7GI0z
uNxjllypB2PWKKUMcqkk7 + 7yko TARRSWNGa + kOkW7NKAQMVRid0Si 1tp11Bhsoz]
bMUUBI/oVDsLUVK1UqzjC7S0tLcFNzyEUUxkbeQzuAq5B3z5RAYO+8UURAdKZ80d
JjlgiZUnbJiighsr69HI6yvTvGzYIMUUgInliudNtqq5ZStRtgybYIFSTV+zmvNV7hLruR4
RUJSfziilrowfRidl +kGz1NcVNOQo551XGIcVeOVKiMLak5Gd2iimcuil Dv2mu/EtKOoA|
qzH+UjGvaxVLhKdkuDtkMYopkuwfZ11LzX6yDgurajkfUQyQprlZSTq5TP2FxFFCXQED
6fq))77TWrth5K21061zZ7 3Ubx+m9UxRSojXaEez 1tsHgVn +NQyl 9ntOPhNMstNjmIKKQ
2ZJUPTs/pyEYtaZyd8rO/oj TUXIs6WcfYEUUoTCPOdbIMIQpqRvkLOC3ROSIVERRSflx
10mCONziiijA//ZZmxhZ3tX2Fsd2F5c190YWtIXzVfcG90aW9uX3doZW5faVInMFBw
dXR9aGpraGpkZmAAZ GdmZHNmZGRmMZGZkZmRrZmtaZ2pqaZhzZmpaY2Z2pkazhm
amtkaGZofSAgICAglA==

18. H/KED
BlindWaterMark
TF#EMbE: https:/github.com/chishaxie/BlindWaterMark

FELHCcV2E, pip install opencv-python

python2 -m pip install opencv-python

B E KER


http://tool.chinaz.com/tools/imgtobase/

python bwm.py encode hui.png wm.png hui_with_wm.png

SR ) E K ER
python2 bwm.py decode 2.png 1.png flag.png

ElE
python3 bwmforpy3.py decode 2.png 1.png flag.png

ImageMagick flag. png

H% Y E: https:/ixz.aliyun.com/t/1875/##toc-9
[GWCTF2019]huyao
P E/KENEA:  BlindWaterMarkplus.py



cv2
numpy as np
random

oS

def build parser():
parser = ArgumentParser()
parser.add_argument( , required=True)
parser.add_argument( , required=True)
parser.add_argument( , required=True)
parser.add_argument( , default=ALPHA)
parser
main():
parser build parser()
options parser.parse_args()
ori options.ori
img = options.img
res options.res
alpha options.alpha
if not os.path.isfile(ori):
parser.error(
if not os.path.isfile(img):
parser.error( % img)
decode(ori, img, res, alpha)
decode(ori_path, img_path, res_path, alpha):
ori = cv2.imread(ori_path)
img = cv2.imread(img_path)
ori_f np.fft.fft2(ori)
img_f = np.fft.fft2(img)
height, width = ori.shape[@], ori.shape[1]
watermark (ori_f - img_f) / alpha
watermark np.real(watermark)
res np.zeros(watermark.shape)
random.seed(height + width)
X = range(height / 2)
y = range(width)
random.shuffle(x)
random.shuffle(y)
for i in range(height / 2):
for j in range(width):
res[x[1]][y[J]] = watermark[i][]]
cv2.imwrite(res_path, res, [int(cv2.IMWRITE_JPEG_QUALITY), 100])
if _ name__
main()
python BlindWaterMarkplus.py --original huyao.png --image stillhuyao.png --result res.png

We, EHmS

python BlindWaterMarkplus.py --original huyao.png --image stillhuyao.png --result res.png




5 Fres.png

\=] res.png - Windows RS EEE —
SfEF) v HEP) v BTEHEE AT v 7O v )

Ui H #hik: https://github.com/ww23/BlindWaterMark/releases

AT 4

java -jar BlindWatermark.jar decode -c bingbing.jpg decode.jpg
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19. gnuplotim &
[BUUCTF]- H1E% 2 % %



2 1 F|Notepad++,

E m. txtEd |

W
WMo

o
2
3
2
3
2

i hex# ascllidif

= W NP O W doy U W

NN N R e e
NP O W -do U

N N
=W

~J
T

(7,7)

(7,8)

(7,9)

(7,10)
(7,11)
(7,12)
(7,13)
(7,14)
(7,15)
(7,16)
(7,17)
(7,18)
(7,19)
(7,20)
(7,21)
(7,22)
(7,23)
(7,24)
(7,25)
(7,26)
(7,27)
(7,28)
(7,29)
(7,30)
(7 371

B3 gnuplotfE iR B A &

E m. txtml
77
2 78
3 79
4 7 10
5 7 11
6 7 12
77 13
8 7 14 s o
9 7 15 & BE T i
B 16 EHEHRE I J == 0O
117 17 s =
15 7 18 Bhw:| ~] 2hE
13 7 19 ERLEE M 2EEREA)
T4 7 70 1 & iz 4 A R HT T itk s


https://blog.csdn.net/anialy/article/details/8183108

o a 1 e L mI= A BIRIBTL AT
15 7 21 (] &R (w)
16 7 22 O mEA 1S9 Bl
17 7 23 V] RFEHE(ER)
18 7 24 . BETES
(OF=s 10 @EEESR
19 7 25 OFE® (0, \n 60, ) O#%
20 7 26 OEMFEssE) (1. EREHT 1
217 217 SEEE: DEBOATER, EEiSTEH
22 7 28
2 7 29
24 77 30
25 7 31
26 7 32
27 7 33
28 7 34
18 F gnuplot T E. i &

plotmtxer

& Gnuplot window 0 - O ped

ofaae s
T

300

0
125.554, 151.361

LRI AT 18 Rlflag

F T HANRRE, KITER


https://blog.csdn.net/weixin_45485719/article/details/107427378

) as h:

5 ) as a:
(o, (h), 2):
tmp h[i]+h[i+1]
tmp (tmp, base=16)
if (tmp) and (tmp)
a.write( (tmp))

X, VY np . loadtxt( , delimiter , unpack=True)
plt.plot(x, vy, )
plt.show()

20. F 5% FHFINE



[UTCTF2020]zero
FERM, SEVimArA B BB R TH

kali@kali

Bn ipsum

nisi ut

In finibu
r

FELMY:, FREFRRERE

< C @ 330kgithub.io/misc_tools/unicode_steganography.html * * e H
This is plain text steganography with zero-width characters of Unicode.
Zero-width characters is inserted within the words.

JavaScript library is below.

http://330k.github.io/misc tools/unicode steganosraphy.js

Text in Text Steganography Sample

Original Text: [ Clear | (Ilength: 0) Steganography Text: (length: 965)
|

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Phasellus auis tempus ante, nec
vehicula mi. Aliquam nec misi ut neaue interdum auctor. Aliguam felis orci, westibulum sit
amet ante at, consectetur lchortis eres. Orci varius natoaue penatibus et maznis dis
parturient montes, nascetur ridiculus mus. In finibus magna mauris, auis aucter libero congue

quis. Duis sagittis consequat urna mon tristique. Pellentesque eu lorem id quam vestibulum
ultricies vel ac purus.

/ A
Hidden Text: (length: 32) /

utf lag{whyNOTBsc11_4927aajbak14}

Download Stego Text as File

21. gapsHf &

BUUCTF: [MRCTF2020]R R &


https://330k.github.io/misc_tools/unicode_steganography.html

TR, WEABERS, BEEXHRESE, —H120KE A
AREZWA BiE

=R H= =2 LERRRE BEX

AR WA
ik e
= C:\Users\admin\Desktop\attachment
Fn 305 KB (312,986 =1)
S H=sEL: 496 KB (507,904 =75)

as: 0 ANSTHESE

BEFERRFREME, 29 3200x100

& 00fd5b9%.jpg Ei%

# = FEEE Llsmies

Bt =] ~

HEHH

200 % 100
=E 200 &=
=E 100 3=

KESHE 72 dpi
EESHE 72dpi
frREs 24

[ =1

1.f8F montage &M & BCA—KE A 15 2flag.jpg

montage *jpg -tile 10x12 -geometry 200x100+0+0 flag.]jpg



2 MR flag jpgte Blgaps #bin B & T #U4T

python3 gaps --image=flag.jpg --generations=40 --population=120 --size=100




fhome/kali/gaps/bin/

@

Ccrea T.E"_F:-LIEELE‘

Figurel

Solution

x=1404. y=986.
[26, 30, 42] | -
malisadnannl

[% —J& SXC CTF]¥t B

H1005K B A BB AN PR N192x120, AR out.png 4 # 2 81920x1200

montage *png -tile 10x10 -geometry 192x120+0+0 out.png




EEMAERIZEN, FEESARRHB AT Ctrl+G,

BUHHERE B Kb, B81200x1200

&R B




~/gaps/bin

22N BRI W A A R

[2020%: )& f5 Z M - R+ AEANLE
M%: 43 https://pan.baidu.com/s/1LJiUaVyANUZBN4bb1SHICQ % H5: uSsr

T#E, 75%]ababab.pngfilflag.zip
01047 Ffababab.png, RIEIREGIF, Rid&kit4H, HERERE, & Dkeyis7034735377307244

ababab.jpg x

EF F4 SE EF

TN RS, B8 pdsSWOrD, Xt E4E B E LM K X Hflag.txtfsplice.txt
flag .ttty &5 A

RIE—1T FF D8 FF E0 , I RApgHISHL, KB —MHARKag k¥, 4 foutput.txt



.close()

(

fl in f.readlines():
temp=re.findall( ,f1l)

order=[]

for i in temp:
order.append(i)

order.reverse()

print(''.join(order))

out.write(''.join(order)

f.close()
out.close()

EHEH

| *output.txt - i35

W) E\EE(E) 1BIN0) '|EN) F|EH)
FFD8FFEOO010A4469446000110010090
00900000FFE10082547896660000D44D
002A0000000800051012000300000001
000100007101A0005000000010000004A
101B80005000000010000005210280003
00000001000200007869000400000001
0000005A000000000000009000000001
000000900000000100020A0200040000
0001000010100A030004000000010000
1016000000000000FFEDOO2CO568F674
F673866F0720332E03008342944D4025
0000000000104D1DCEBD9F8002B049E80D
O098CEF8247EFFE2ZFOF09443345F0552
F446944C5400100710000FOE01670076C
20100000D66E4772254724208559A520
70E40008001900150031001D16633770

LN o VN A ] RS

for line in f.readlines():
re line.split( )
re re[:-1]
re re[::-1]

s.write( .join(re)

s.close()




72

YEF) $E|E) B0 =FENV) #EiH)

FF D8 FF EO 00 10 4A 46 49 46 00 01 01 01 00 90
0090 00 00 FF ET1 00 82 45 78 69 66 00 00 4D 4D
00 2A 00000008 000501 120003 0000 00 01
00 071 00 00 071 TA 00 05 00 00 00 01 00 00 00 4A
01 1B 00 05 00 00 00 01 00 00 00 52 01 28 00 03
00 00 00 01 00 02 00 00 87 69 00 04 00 00 00 01
00 00 00 SA 00 00 00 00 00 00 00 90 00 00 00 01
00 00 00 90 00 00 00 01 00 02 A0 02 00 04 00 00
0001000001 10A003 0004 000000010000
01 1600 00 00 00 00 00 FF ED 00 2C 50 68 6F 74
6F 73 68 6F 70 20 33 2E 30 00 38 42 49 4D 04 25
000000000010D4 1D 8C D9 8F 00 B2 04 E9 80
0998 EC F8 42 7E FF E2 OF FO 49 43 43 5F 50 52
4F 46 494C 450001 01 00 00 OF EO 61 70 70 6C
02 10 00 00 6D 6E 74 72 52 47 42 20 58 59 5A 20
0/ E40008001900150031001D 61637370

777010, ¥ —AHexfile, 1T4%HE /5 Kloutput.bxtpy 2R BE 2%

00 10 A4 46 94 46 00 01
FF E1 00 82 54 78 96 66 00
00 08 00 05 12 00 03 00
10 1A 00 05 00 01 0
00 00 00 01 00 52
00 02 00 00 78 00 04

A 00 00 00 00 00 90 00
00 00 00 01 OA 02
10 10 OA 03
00 00 00 0O
07 20 33 2E
00 10 4D 1D C8
24 JE FF E2

4C 54 00 10 01
D6 6E 47 72 25
00 19 00 15

4C 00 00 00 00 14 0 05 4C 00
00 00 00 00 ) 00 00
00 00 3D 2D 16 07 00
00 00 00 00 ) 00 00
00 00 00 00 0 0 00
00 00 00 00 )0 12 46
00 00 00 62 46 73 36 6D 00

2 36 70 27 74 )0 60 44 00 *
00 00 &0 68 00 00 14 27 58 95 5A

aetifig_46150940




3k ZFF D8 FF EO, &jpg3fF, H 7 Aoutputjpg, 18F—ikFRERH —4E65

splice. Xt & A

splice.tat - iD= O b
FHF) EIE) HEsl(0) EEY) NRWH)
dataimage/png;baseéd, iVBORWIKGgoAAAANSUREUgAAAESAAABHCAYAAABPLQRAAAHQUIEQVRAXUT cyS5sQRiuvagYmdDYiu
boG24UxAVMRgCP4/moOvbWoHRARQBWAGIvbzejlyOmg6EsnvTIBkDDzWBuegAAT SLiwuzublpS4Ll+ 2ij6MFCp7u7u63)hiMIkGSg
FEbAqQdRTHUjrGLWXIIASnIOitMbzwIPTUTEXMGITrNxDREImtcdsf761jLO4TCNFI/ts+cLB4aY¥ECw20KkELHOagTNyfnSuk8fOzs5MbW1t

Base64##H A K Fr

a4, 9818 Flflag

[HGAME2021]-Hallucigenia



Fi Stegslove T i 1T =7 B,

[£] StegSolve 1.3 by Caesum - X
File Analyse Help

Red plane 0

35, ROEEE O

gmBCrkRORUKAAAAA+jrgsWajagqoBeC3IQhCEIQhCKZwWIMXxTzSINKnmIpivWOIHVPrTjvkkuI3sP7bWAEdIHWCbDsGSRkZ9TIUJCOAhTZFbpgrmZBt
I+ZvptWC/KCPrLOgFeRPOCI2WyqjndfUWINj+dgWpelqSTEcdurXzMRACSEihsEF1IMIN8RZzuguWg61IWRQpSI51/KHHT/6/ztPZI33SSKbieTalC
5koONbLcf9aYmsVh7RW6p3SpASNUSb3JuSvpUBKxscbyBjiOp0Tg8jcdRsx5/IndXw3VgIV6i01+67j14gjVpWouVi06ih9ZmybSPkhaqyNUxVXp
5CYU+Xx55sQTFKystDLipmgaMhxIcgvplLgF/LWZzIS5PvwbqOvrSINHVEYchCEIQISICSZIijwu50rRQHDYUpaF@y///p6FEDCCDFsuW7YFOVEFE
STOBAACLgLOrAAAAAggUAAAALAAAAFJIESEKNAAAAChoKDUdOUTk

5 FH B A A i — i ) S fflag.bin

from base64 import b64decode

open ( ) ).write(b64decode(open( ).read()))



116 BB RITIT AT AR A PNG. HDR 8558, XELEEF

from base64 import b64decode
write(b64decode read

8 %flag.png

LIRSS, 153fag

hgame{tenchi_souzou_dezain_bu

5 oS EER SO Sk B A, B+ 7Nt SO flag binth AT LAfS £liflag.png

input_all

SS input_all
output
output.write(ss

close

output.close

24 zlibfig &
1 -




D:\CTF\pngcheck>pngcheck.exe -v pngcheck.png

File: pngcheck.png (135570 bytes)
chunk IHDR at offset 0x0000c, length 13
600 x 379 image, 24-bit RGB, non-interlaced
chunk pHYs at offset 0x00025, length 9: 3827x3827 pixels/meter (97 dpi)
chunk tEXt at offset 0x0003a, length 17, keyword: Title

chunk tEXt at offset 0x00057, length 19, keyword: Author
chunk zTXt at offset 0x00076, length 45, keyword: Description
chunk IDAT at offset ©@x@@0af, length 135317
zlib: deflated, 32K window, maximum compression
chunk IDAT at offset ©x21150, length 92: EOF while reading data
ERRORS DETECTED in pngcheck.png

010 editord¥ RIDAT, I HJ5IMEKIDATH, SEUBUER K4 4%, T fefEfEZibJE 45

import zlib

S

b .fromhex(s)

flag zlib.decompress(b)
print(flag)

121715 2lflag
flag{fc25cbb7b85959fe03738241a96bF23d}

BlE2:




sctf.png

https:/blog.csdn.net/qg_46150940

% FApngchecki& & — T



D:\CTF\pngcheck-3.0.2-win32>pngcheck.win64.exe -v test/sctf.png
File: test/sctf.png (1421461 bytes)
chunk IHDR at offset 0x0000c, length 13
1000 x 562 image, 32-bit RGB+alpha, non-interlaced
chunk sRGB at offset 0x00025, length 1
rendering intent perceptual
chunk gAMA at offset 0x00032, length 4: 0.45455
chunk pHYs at offset 0x00042, length 9: 3780x3780 pixels/meter (96 dpi)
chunk IDAT at offset 0x00057, length 65445
zlib: deflated, 32K window, fast compression
chunk IDAT at offset ©x10008, length 65524
chunk IDAT at offset ©x20008, length 65524
chunk IDAT at offset ©x30008, length 65524
chunk IDAT at offset 0x40008, length 65524
chunk IDAT at offset 0x50008, length 65524
chunk IDAT at offset 0x60008, length 65524
chunk IDAT at offset 0x70008, length 65524
chunk IDAT at offset Ox80008, length 65524
chunk IDAT at offset 0x90008, length 65524
chunk IDAT at offset 0xa0008, length 65524
chunk IDAT at offset 0xb0008, length 65524
chunk IDAT at offset Oxc0008, length 65524
chunk IDAT at offset O0xdooe8, length 65524
chunk IDAT at offset Oxe0008, length 65524
chunk IDAT at offset Oxf0008, length 65524
chunk IDAT at offset 0x100008, length 65524
chunk IDAT at offset 0x110008, length 65524
chunk IDAT at offset 0x120008, length 65524
chunk IDAT at offset 0x130008, length 65524
chunk IDAT at offset 0x140008, length 65524
chunk IDAT at offset 0x150008, length 45027
chunk IDAT at offset Ox15aff7, length 138
chunk IEND at offset 0x15b08d, length ©
No errors detected in test/sctf.png (28 chunks, 36.8% compression).

IEHE KR I length/265524, T BI5058 — AN IDATHK 245027, &5 —MKER138, BE—NIDATHREHE

010 editorfk B & J& — NMDATHRI N BE#, 5 AR &

S s.replace( ,' ") .replace(
b .fromhex(s)
flag = zlib.decompress(b)




BFH01 B KERE25, 625=25*25, EAMNEFEHFIR

from PIL import Image

MAX 25
pic Image.new( , (MAX, MAX))

(0, MAX) :
[i] )
pic.putpixel([x,y],(®, @, 09))
else:
pic.putpixel([x,y],(255,255,255))
i+l

BRI gD, AT ag
SCTF{(121.518549,25.@40854)}
25. & hash

import hashlib
def md5(s):
return hashlib.md5(s).hexdigest()
for i in (1, 9999999):
if md5( (1)).startswith(
print i

26. 5 R 2 i hY




0111110001000011001010001111011110101010011011011110100000110010111101000010010010001100001110016000011116011101
1011110110011111010000001110101000001011010010001111000000000101001101001010010111011100100011000111000100101110
011000111001100110100110001010101000110111100011111111101110010111000101001011111000010116011601001001600016011111
01011101110101111000101110110000110010110011010010100101111116011101010001100010016001160101116111101111000110010
0101111110001111100001010011001001000010011101001016011111101111116011101011101000000100100160600111111116016001011
1010100100110111000101110110100100100101101000010111111100101111110011001010011111111000100110010001001001001111
01111101101100011010000100101101100010110100001000110101111101011100001100000100011111111100001010001601011601111]
0001111001011010110011000101010110001100100111110010100111101001000110001011111101110110110000110110101000110111
0001000101000101000000000110100101001010011111101001011011001111010010101001010100101010001010101101001111000100
0011000100001010111001110001100101100001010111011110110111110000001011011111011101101000111111110100111100110011
1011111001111001011011011010101001100011001001101010111100000111111111000111100111010100111101010101111001111009
0100011111011111010001001111001100001000010000110010111110101011010110001110001001010000111000100101011001001001
0100010101101101001110000101111110101010110110110000010011000111000010001001101101101101100111000011000011010101]
1110101011001010000110110010110001011011101000111100011001111011110110001001101100001110101011011111010011111111]
1110000100011100000100101111101111001011010101111000111000110101001100010111110000111111101110011010100100001111
1101111111011001111110001110111110110010111000111011011110010101010110011001110110011110001111010000011010101000
1111101110111001011001001001000011111010100111011111001100111000000101001010001111001000110010111110000001111111]
1100000001111111110111011111100111010010000010000001101111101000000001111010111011110110101100111101101010111109
0010110001101000111000111000001110110111000100011110101100100100011100111100101101010010110101011111110011100100
0001110110110101011011101110000010011001101110010001110010000001110001100101100001001000100010011110101010001011
0111100000011010111001110100101110011011110110111110000111100011000110101000011110010001111000110011011100110101
1100010101011110111111111100101100101010001101110101101101010101001110100001101011000100001111011011100101011000
0010010000110110001110111011100110011011101000000101000001011110100000010000110011011011110100111010000001011011
0101110100110111000001001111000111010011100010111110101011011101001101001100001100011011001011000100100010110111
1000010010001011110100010111010100101100101111010100001110111100000100101101011110010110001000111111001000000101,
11001011101000110110111110111011100001010110010000101010100101001000101110100110010101010100111111000001001101009
1111010100100100111001011010011101111011000011110100001001111100011111100111101001110101101001110001000111110100
1110011110101111111111111011010100000010100010010011110100110011011101011101011101100000100111110111100100000101
0110001101100000101100010011111111110111010110000101011111101110010111011111111001110111010010001110111101101111
0100101111001100011001100001001101100100110001001011111000011010000111011110011011010010101001011100100110010111




0111101001110111110001011111100110000110100010001010001100111000110010010110001110111001011010001100011100110111
0101010100101001110111010010011110101110101001101010101011110111010110100000111110011111101001101011110160010101
1111101011100101101101001100011001111101111100100111101101101110111111010111010100100101110111000011100001001000
0111000101011101001111100110011001011111101101001111010000100010000110111100000110101101110101100011100111111100
0001111001000101101001011111110101010111001000000101001111101110010100010110101010110110100010100011001110110101
0110001100101011101110111100000001010000011110011010011000011111110100111011100100111000001101001110111100000101
0101100000100001000011101110000111111100100101001111111010101100000000001110110100001011001001110011100000010111
0110000011011010101100101100011100111111001010111100101101110100001000110001110111001010011100001111100111000110
0111110110111101010101011001000101011010001100000010001111110011001101111111010110010001111001100111110001110011
1000100110111001000100110110001100001001011111001111101111010100100011010100111001100010110011110001000110111101
0001110101110101011111111000001111011011101111000001011110011001110001101011110111111010000001000111110010110001
1110001101011111101111111011111011101010001101001000111000101111110101000110011000111011111101111110100001111011
1100101000111011101111110101011001110001011001000100111010010111100111110011111011100011101111110111601111000101
1001001101101010001110010101010101011000000101011100110111110011111001010011100001010111100111001101101111100110
1110011111001000000000111101011000111110001101010011011000010100100100111011111110010000000101001111111110101100,
001010000001110100101001111001011011001001001011100101111110

surprise message len: 1000

%2 Python|Huffmanga 3 i pythorn A% SZ B


https://blog.csdn.net/gschen_cn/article/details/105898143

class Node(object):
def _init_(self,name=None,value=None):
self. name=name
self. value=value
self. left=None
self. right=None

class HuffmanTree(object):

def __init__ (self,char_weights):

self.a=[Node(part[@],part[1]) for part in char_weights]

while len(self.a)!=1:
self.a.sort(key=lambda node:node._value,reverse=True)
c=Node(value=(self.a[-1]. value+self.a[-2]. value))
c. left=self.a.pop(-1)
c._right=self.a.pop(-1)
self.a.append(c)

self.root=self.a[0]

self.b=1ist(range(10))

pre(self,tree,length):
node=tree
if (not node):

elif node._name:
x=str(node._name) +
for i in range(length):
x+=str(self.b[i])
print(x)

self.b[length]=0
self.pre(node. left,length+1)
self.b[length]=1
self.pre(node. right,length+1)

def get code(self):
self.pre(self.root,9)

if _ name__

char_weights=[( 529),( »31),('7",25),( »31),( 523),( »37),5 ( »32),( »38),( 527), ( »26),
( »28), ( 325),( 527),( 325),( »36), ( »24),( 523),( »28), ( »524),( 529), ( 526), ( 527),(
528), ( 325),( »33),( 128), ( »33),( »21),( 522),( »31),( »24),( »16), ( »32),( 525),( »23)
,(13%,32),(°{",1),("-",4),("}",1)]

tree=HuffmanTree(char_weights)

tree.get _code()

BATHARE




100000
100001
100010
100011
100100
100101
100110
‘\:90111
4 :01000
4 :01001
4:01010
FHI4aA5 N : 01011
21 9mtE N : 01100
N:01101
:01110
H:01111
4 : 10000
A :10001
N:10010
A :10011
N:10100
A :10101
A :10110
N:10111
A:11000
N:11001
A:11010
N:11011
4:111000
4:111001000
N:111001001
N:11100101
N:1110011
N:111010
N:111011
N:111100
N:111101
:111110
yHI4Rig 111111

RARC 4% 3

S L E: https://www.freebuf.com/column/199854 .html




RARRA WA SCAFRA R, 70 AR A RFRICHR FRSKERER . SO, SRR, XL R BA B e JE BT, HER
F—NRDFRAREHI BRIk, 8RB EUTAZR:

2R XN (FD) ik #iF
CRC of total block or block |EhaiEHREANIEHAICRC
HEAD CRC 2
o part (FRiBRERmMEAE)
HEAD TYPE |1 Block type thaem
HEAD FLAGS |2 Block flags BirE
HEAD SIZE 2 Block size AN
ADD SIZE 4 glp"o“f"' fleld -added \ompapn (FTEEER)
ock size

JARESKERRAN S RN A B, SRS A BEL T A

RER |, .
i ok BRSLERR Sefi I
SLIEHEAD TYPEBISKE, | SO MakisHEAD TYPEBISL
i kit RESERVED2fCRC EFILEATTRAYCRC o
HEAD TYPE 0x72 0x73 O0x74 0x7b
HEAD FLAGS Ox1A21 {itrE {ibrE (P9hnes) 0x4000
—— s BESISERT, SN (XKD, GEXFERA o000

RARIIFRICHFI G R 3 2 B B 72T 55, 45H0x52 61 72 21 1A 07 00F10xC4 3D 7B 00 40 07 00. XX Bk —
TFHEAD_FLAGSXA3k#, HFHEAD FLAGSHIK=MAREFMZE LG, WAEHENRNT, WXHERTETFEHIMNE.

RARDH %
S| 1 nearlfifd K185


https://l1near.top/index.php/2021/03/15/97.html#comment-174

RATHT LB BIRARSE 24215 X AN 7, % Ri%E —AMPASSWORD_ENCRYPTED, ArLARIERAR A HINE, HaiXx—1T
FIIH TR0, KHBEA

struct ock Marker
struct ock ArcHeader
CRC 90CFh
ARCHIVE (115)

1B4F6h
2h

struct FileHeadFl

from_
u > to NEXT VOLUME :
ubyte PASSWORD_ENCRYPTED : 1
~ COMMEN < ;

B HMABCHOF AT AIEE F T FF ST -
#,0] PLE #winhexal# 010editorfT 7, B 247 K EHE — 48R0 AT L. (BI M24725 120)
RARC 4 52 %
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28. PURUE DR B A

def kaisa(k):
t
for c in s:
if (@ 2
t chr(ord( ) ((ord(c)
elif C :
t chr(ord( ) ((ord(c)
else:
t
print(t)

for i in range(9,26):
kaisa(i)

Eun Template:
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Wtaad_Pizm
Xubbe_Qjan
Yvcct Rkbo
Zwddg_Slcp

29. USBi &5t

R 5T KUSBHE 7Y


https://blog.csdn.net/qq_46150940/article/details/115431953
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