CTF-Crypto-RSAX

OceanSec F 2021-10-28 21:32:07 KA 1681 W 7

FRLEHE: #CTF X ERE: cffrsa crypto

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/q20010619/article/details/121023558

FERAL

66 F3CE 29 1T 5
W £

MERZE, 7 HHA

N: REEHN, RATRZ AL (modulus)

p M q : REHNKHENEF (factor)

e M d: BABRREBHPAIES (exponent)
c A m: 43R SCH ST

{N, e YR A A, {N, d}FRAFHA

e

c=m”"e mod n

c=pow(m,e,n)

AR

m=c*d mod n

m=pow(c,d,n)

REFHA:

d = gmpy2.invert(e, (p-1)*(g-1))
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1. BN BE RO EAHEER TS pMg, 8 n=p *q .

2. tF&E phi = (p-1) * (g-1) .

3. IEBUTERe, fF15eiiE 1<e<phi H ged(e , phi) == 1 »

4. T+HEex T phi FiE¥ ud, BIdWHRE (e * d)% phi ==1 .

5. IfE%: c=(m~e)%n, m=(c~d) %n . EFmANHEL, cHEXL, (ne)AAHAX, dIFREH, EXR 0 <=m < n
TH
RsaCtfTool

CTF-RSA-tool

7

2235 7 B LIRS 2 31X IYANEE (PyCrypto, GMPY2, SymPy, requests)

git clone https://github.com/Ganapati/RsaCtfTool.git
cd RsaCtfTool //#ANXAHZ:

2R pythons =75

pip install -r requirements.txt

H#:—: SRAH(83RFEH) —publickey, %X —-uncipherfile.
¥ S R 2 ) FIRsaCtfTool B

python RsaCtfTool.py --publickey A4 --uncipherfile HN% )L

B 2aaHRAHA
HE=: kB —EPEMB R AHESR AN,

python RsaCtfTool.py --dumpkey --key A4H3Cft

RN . R e e——IEn e HOAPEMAR X

python RsaCtfTool.py --createpub -n 782837482376192871287312987398172312837182 -e 65537

rsatool
ZH.

git clone https://github.com/1ius/rsatool.git
cd rsatool //HAXHFE
python setup.py install

RAEBARL A FEH, PEMEiH Flkey.pem:

python rsatool.py -f PEM -o key.pem -n 13826123222358393307 -d 9793706120266356337

RAHANEE, DERHH Flkey.der:


https://github.com/3summer/CTF-RSA-tool

python rsatool.py -f DER -o key.der -p 4184799299 -q 3303891593

1. £ BPKCS#1F.4H

openssl genrsa -out rsa_prikey.pem 1024

out FREARSME, WXXHEEAAMMAREES, FrOARIACOng, ton] DUgE

1024 A RRE AR (4 BRAEIPKCSH)

2 {ERSAFA A H B PKCS8H%

openssl pkcs8 -topk8 -inform PEM -in rsa_prikey.pem -outform PEM -nocrypt -out prikey.pem

3. IRIEF AL A

openssl rsa -in rsa_prikey.pem -pubout -out pubkey.pem
in $8 58 %\ 2 B S0
out FRERIAERAFKISCAF (PEMALHER)

4. #EPEM RSAPublicKey#s %2\ 48

openssl rsa -in key.pem -RSAPublicKey_out -out pubkey.pem
in #8%EHI BB B SO
out F8ERIVERAAMSCH (PEM RSAPublicKeytgs)

5. A 9N

openssl rsautl -encrypt -in input.file -inkey pubkey.pem -pubin -out output.file
-in fREHINE KIS
-inkey & %N A8
-pubin R & 41 A 8 S0 I
-out FEEMNE S KIS

6. AP E S

openssl rsautl -decrypt -in input.file -inkey key.pem -out output.file
-in $RE T E M K0
-inkey ¥8EFREASCH
-out IR7E MR JE B

ras W :

openssl rsa [-inform PEM|NET|DER] [-outform PEM|NET|DER] [-in filename] [-passin arg] [-out filename] [-passout

arg]
[-sgckey] [-des] [-des3] [-idea] [-text] [-noout] [-modulus] [-check] [-pubin] [-pubout] [-engine id]</pr

fitbe2B

in filename: F&HIFAEHSCHF

out filename: ¥8BANGIRENH KIAHRE Z18 % X+
pubin : HR#E A AR H AL

pubout: FRIEFAHIRELH A4H



https://links.jianshu.com/go?to=https%253A%252F%252Fgithub.com%252Fius%252Frsatool

1. libnum
2. gmpy2

3. pycryptodemo

sagemath

TFEHE: https:/mirrors.tuna.tsinghua.edu.cn/sagemath/linux/64bit/index.html
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from Crypto.Util.number import *
import gmpy2

msg = 'flag is :testflag'
hex_msg=int(msg.encode("hex"),16)
print(hex_msg)

p=getPrime(100)

g=getPrime(100)

phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)
print("d=",hex(d))
c=pow(hex_msg,e,n)

print("e=",hex(e))
print("n=",hex(n))

print("c=",hex(c))

DL #5484t jerry JTi{H 33 . http://panaceasec.cn/

1l RSAME 5 I A


https://github.com/ryosan-470/factordb-pycli
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1 /usr/bin/env python

# -*- coding:utf-8 -*-

import binascii

import gmpy2
N=0x80b32f2ce68da974125310a23144977d76732fa78fa29fdcbf
XA HyafuZfE Tn

p=780900790334269659443297956843
q=1034526559407993507734818408829

e=0x10001
c=0x534280240c65bb1104ce3000bc8181363806e7173418d15762

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)

print(hex(m))
print(binascii.unhexlify(hex(m)[2:].strip("L")))

An. e. c

n= 7905997708343336916197715947225756310900811947575528843977475882488783685742433603251865186208859070024198020
©158542855762122262156445632897757444422514158062996501037323379

c= 3157359198691500185764026346693916420630724774846514839597881072021509497070700204372199105578908451883154065
2652824225863275289979959264564070907438540016782921324316795681
pl = 2514358789
0=10728308687033142242263042720863820844383961098139391476856378846439202568058060175330323889963293720874263174
254928466703829537388987357384056877938482683
p2 = 2930880917
d = gmpy2.invert(e, (pl-1)*(gq-1)*(p2-1))
# print(d)

pow(c,d,n)
print(libnum.n2s(m))

An=p*q

Ho B pMqiEMHZRD, BERK, ESEHRNER S >R
il e A AN R

p=getPrime(512)

g=gmpy2.next_prime(p)
n=p*q

E apq+- 8k, v AR LA yafuE 423 #%
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BN EEC\windows\system32\cmd.exe - O x

http://factordb.com/
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C 095 % B factordb.com & o m o =
[ crrmipekssT.. (B SEEE [@ coon-slimEsi. B omsnsmms.  © maE - 5Rm
Search Sequences Report results Factor tables Status Downloads Login
404471 Factorize! | (?)
Result:
status (7) digits number
FF 6 (show 404471 =631 - 641

L HAWEZAFANRAH T —ANEHE FHIRHME, AR ALH R
A — R

pl=getPrime(512)
p2=getPrime(512)
g=getPrime(512)
nl=pl*q

n2=p2*q

FrUlBB A S T 2, FERINKES M, TUZRARTE AL
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#RBRALIH

return a

gcd(a, b): #REBRALE
if a < b:

a, b =">b, a
while b != @:

temp = a % b

a=»>b

b = temp

return a

n1=0x6c9fb4bf11344e4c818bel78e3d3db3527970991929e4ba8fa86d9c4ce3d8f71e3daa8c795b67dc2dabelel608836904386¢c364ecec
759c27eaa83eb93710003d4cc848e5581f7b11372405c5787b60eca627372767455a5Fcf30cb6c157ca5a6267d63ffalefed9e7433136a479
45de2219f46a35f2b6a58196057c602e72a0b
Nn2=0x46733ccO71bdee@d178fb32836a6b0a2f145a681df47d31ea9d9fc5b5fa@cc7ddbcd34531aefeace9840fc890f7a111f73593c9a418
86b9a6191cde3e619c71821a8ad877de51f78094599209746e80635c5625459ad7bald926b74875c8980a9436d6bbd54e1d9da72ae20038
3516098c04e24158b23b4a8142cef0c931a55

print(gcd(nl,n2))

R BEAREHBRAIXENEF, REnH2BRUXAET, BPREH - ANREETF.

E4le,d,nkp,q
40

('d=', '@x455elc421b78f536ec24e4a797b5be78df09d8d9e3b7f4e2244138a7583e810adf6ad@56bb59a91300c9ead5ed77eabbafdebf
7ab2d9ec200127901083c7ffcad5e83f2c934358366a2b6207b96aleac6df0476060c063c281512834a42350a3b56bc@9F5cec1a6975257d
712a58f6389060e49b41f05e882a2b30b395F6391 ")

('e=', '0Ox10001')

("'n=", 'Ox71eedf4883690893ab503e97e25e6308d4c1le@ad50cbea7b9c040f7a5b5b484afcecc8a9b3cc6bfO89a1e83281562df217caab)
7220e3dfc14399139ce437af2f131f9345675e4d848cfab5827818eeab7834374be4a0513f81f3df125a932c2bb4c24c834d798bcc80f9c4
28770b0118e54620b72a410491edd391e635d48e71L ")

FAAdAI IR B i

d = gmpy2.invert(e, (p-1)*(g-1))

43#p,q pythonSE B i T



while b != @:
temp = a % b
a b
b temp

return a

def getpq(n,e,d):

p=1

qg=1

while p==1 and g==1:
k=d*e-1
g = random.randint ( @ , n )

while p==1 and g==1 and k % 2 ==
k /= 2
y = pow(g,k,n)
if y!=1 and gcd(y-1,n)>1:
p = gcd(y-1,n)
q=n/p
return p,q

import random
def gcd(a, b):
if a < b:
a, b =>b, a
while b != @:
temp = a % b

b = temp
return a
def getpq(n,e,d):
p=1
q=1
while p==1 and g==1:
k=d*e-1
g = random.randint ( @ , n )
while p==1 and g==1 and k % 2 ==
k /=2
y = pow(g,k,n)
if y!=1 and gcd(y-1,n)>1:
p = gcd(y-1,n)
q=n/p
return p,q

n=0x71eedf4883690893ab503e97e25e6308d4c1lePad50chbea7b9c040f7a5b5b484afcecc8a9b3cc6bf@89a1e83281562df217caab7220e3]
dfc14399139ce437at2f131F9345675e4d848cfab5827818eeab7834374be4a0513f8113df125a932¢c2bb4c24c834d798bcc809c4a8770b
0118e54620b72a410491edd391e635d48e71

e=0x10001
d=0x455e1c421b78f536ec24e4a797b5be78df09d8d9e3b7f4e2244138a7583e810adf6ad056bb59a91300c9ead5ed77eabbatdebf7ab2d9
©c200127901083c7ffcad5e8312c934358366a2b6207b96a0eaecb6df0476060c063c281512834a42350a3b56bcO@9f5ceclab975257d7+12a5
816389060e49b41f05e88ea2b30b39516391

p,dg=getpq(n,e,d)

print("p=",p)

print("g=",q)

print(p*g==n)




B T#— T 4Rdp. dg
dp=d%(p-1)
dg=d%(qg-1)

RASERA T L R S DU = AR K

BREEHMNA Y, q, dp, dg, ¢, BIAREAHHe

("p="', 'Oxf85d730bbf09033a75379e58a846518048b851618105ce2879ce774241305b6ebdea506b6leb7e376d4fcd425c76e80ch748eb)
faf3a852b5cf3119f028cc5971L")

('g=", '@Oxclf34b4f826f91c5d68c5751c9af830bc770467a68699991be6e847c29c13170110ccd5e855710950abab2694b6ac730141152)
758acbeca®c5a51889cbe84d57L")

('dp="', '@xf7b885a246a59falb3fe88a2971cblee8b19c4a7f9c1a791b98454713202208038542a967a1203820e297cOfclaabc2elc4022]
8d50228766ebebc93c97577f511")

('dg=", '0x865fe807b8595067ff93d053cc269be6a75134a34e800b741cba39744501a31cffd31cdeab078267a0bd652aeaa39a49c73d9
121fafdfa7el131a764a12fdb95")

('c="', 'Oxae@5e0dc34e2badca3536987cc2cfc3f1f7153190164d0ac50b44832f0e7224c6fdeebd2c91e3991e7d179¢c26b1b997295dc972)
4925bad31f527fba212703a0d14a34cel33661ae@b600lee326303d6ccdc27dbd94e0987fae25a841197¢c1535bdac9094bfb3846b7ca696b
2e5082bea7bff804da275772ca@5dd51b185a4fc30L ")

ARSI T

m=(((mp-mq)*InvQ)%p)*q+mq
print '{:x}'.format(m).decode('hex")

import gmpy2
import binascii
def decrypt(dp,dq,p,q,c):
InvQ = gmpy2.invert(q,p)
mp = pow(c,dp,p)
mq = pow(c,dq,q)
m=( ((mp-mq)*InvQ)%p)*q+mq
print (binascii.unhexlify(hex(m)[2:]))

p=0xf85d730bbf09033a75379e58a846518048b851618105ce2879ce774241305b6eb4ea506b61leb7e376d4fcd425c76e80cb748ebfaf3ag
52b5cf3119f028cc5971
g=0xc1f34b418261f91c5d68c5751c9af830bc770467a68699991be6e847c29c13170110ccd5e855710950abab2694b6ac730141152758ach
ecadc5a51889cbe84d57
dp=0xf7b885a246a59falb3fe88a2971cblee8b19c4a7f9c1a791b9845471320220803854a967a1a03820e297cOfclaabc2elc40228d5022
8766ebebc93c97577F511
dg=0x865fe807b8595067f1f93d053cc269be6a75134a34e800b741cba39744501a31cffd31lcdeab@78267a0bd652aeaa39a49c73d9121faf
dfa7ell31a764a12fdb95
c=0xaed5e0c34e2badca3536987cc2cfc3f1f7+53190164d0ac50b44832f0e7224c6fdeebd2c91e3991e7d179¢c26b1b997295dc9724925ba
43115271ba212703a0d14a34cel33661ae0b600lee326303d6ccdc27dbd94e0987fae25a841197c1535bdac9094b+b3846b7ca696b2e5082
bea7bff804da275772ca05dd51b185a4+fc30

decrypt(dp,dq,p,q,c)




0x07 dpitt &
LEN4A

&R B 4 A%ne bl &dp

('dp=", '@x7f1344a0b8d2858492aaf88d692b32c23ef0d2745595bc5fe68de384b61c03e8Fd054232129861F8b279a0105b7bee85F74378
c7f5f35c3fd505e214c0738e1d9 ")

('n=", '@x5eeelb4b4f17912274b7427d8dcOc274dc96baa72e43da36ff39d452ff6f2ef@dc6bf7eb9bdab899a6bb718c070687feff517
cf5377435c56c248ad88caddad6adcefa@cadl82daffcc6e48451d481f37e6520be384bedb221465ec7c95e2434bf76568e181988039829
22db43572e2fe57e5be@dc5d94d45361e96e14bd65L ')

('e=', '0x10001')

('c=', '@x510fd8c3f6e21dfcO764a352a2c7ff1e604e1681a3867480a070a480f722e2f4a63ca3d7a92b862955abdbe76cde43b51576al]
28fba49348af7a6e34b335cfdbdas8e882925b20503762edf530d6cd765bFfa951886e192ble9aeed61cOce50d55d11e343c78bb617d8adadb
7bdcf3b913ee85437191F1136e35b94078e68bee8dL ")

25 H B SUESR AR I ST
AT LLEE N, e, dpREFHA

RigAAXHES

ARERSHEH/ B
https://www.jianshu.com/p/74270dc7a14b
HJadpR

dp=d%(p-1)

DA #E SRR A R i) BG4 IE
BUERATAT CARE 1 2

c=m~e mod n
m=c~d mod n

1 b AT LAfE 2

dp*e=d*e mod (p-1)

B T LA1S 2

d*e=k*(p-1)+dp*ed*e=1 mod @(n)

AR A K27 LR 2]

k*(p-1)+dp*e=1 mod (p-1)*(q-1)

HU AT LS B

k2#(p-1)*(q-1)+1=k1*(p-1)+dp*e

T

(p-1)*[k2*(g-1)-k1]+1=dp*e

b

R



LS E
e>k2*(q-1)-k1
FAMERBE

A AR Bxi ¥ Bl A

(CH)

A BATTET LA 7

Kihp-1, R TTELMRE R, HWHESE37FAEE, HAHEER —Apal AEnBEERA 4K HipMq, BIArFA

p(n)=(p-1)*(q-1)d*e=1 mod ¢(n)

HE
e XEE-1AWG, AREEIRA-1
A A pythonsz B

KBFAHAIAA T

def getd(n,e,dp):
for i in range(1,e):
if (dp*e-1)%i ==
if n%(((dp*e-1)/i)+1)==0:
p=((dp*e-1)/i)+1
g=n/(((dp*e-1)/i)+1)

phi = (p-1)*(q-1)
d = gmpy2.invert(e,phi)%phi

return d




import gmpy2
import binascii

def getd(n,e,dp):
for i in range(1,e):
if (dp*e-1)%i == @:
if n%(((dp*e-1)/i)+1)==0:

p=((dp*e-1)/i)+1
q=n/(((dp*e-1)/i)+1)
phi = (p-1)*(q-1)
d = gmpy2.invert(e,phi)%phi
return d

dp=0x711344a0b8d2858492aaf88d692b32c23ef0d2745595bc5fe68de384b61c03e81d0542321298618b279a0105b7bee85F74378c 7153
5c3fd505e214c0738e1d9
n=0x5eeelb4b4+17912274b7427d8dcOc274dc96baa72e43da36f+39d452ff6f2ef@dc6bf7eb9bdab899a6bb718c070687feff517fcf5377
435c56c248ad88caddad6a9cefa®ca9182daffcc6e48451d481f37e6520be384bedb221465ec7c95e2434bf76568ef81e988039829a2db43
572e2fe57e5be@dc5d94d45361e96e14bd65

e=0x10001
c=0x510fd8c3f6e21dfcO764a352a2c7ff1e604e1681a38674802a070a4801722e2f4a63ca3d7a92b862955ab4be76cde43b51576a128fba4
9348af7a6e34b335cfdbda8e882925b20503762edf530d6cd765bFa951886e192ble9aeedb61lcOce50d55d11e343¢c78bb617d8alkadb7b4ct3
b913ee8543719111136e35b94078e68bee8d

d=getd(n,e,dp)

m=pow(c,d,n)
print (binascii.unhexlify(hex(m)[2:]))




1 /usr/bin/env python
# -*- coding:utf-8 -*-
import gmpy2
from Crypto.Util.number import *
# BeAEANAHESphiER
def decrypt(p, q, e, c):
n=p*q
phi = (p - 1) * (q - 1)
= gmpy2.gcd(e, phi)
= gmpy2.invert(e // t, phi)
= pow(c, d, n)
msg = gmpy2.iroot(m, t)
if msg[1]:
print(long_to_bytes(msg[0]))

p= 1354062729158396639489825082591683391964134230337073773515827174081352011612919474116903980707251365344180007
5006852381645878610003713554206974980382580317624589966370001891820445790908293428678798457792081972207161432583
2117549949176386055577917668392717683643933279741971553133044965672217515958006018425207

= 1414999677775546981578273985880731905460481611424423710433190917932021593929371173179093168300214927373690179
7425241294882487818200413243716587283676944223219198503127421056600486044196240428357235241623940247511151242949
4403506484997417885317393735452834730615296387016523054424102807140640940320044291046001

e= 894

c= 2855997406425318901542201755924378449999907804038156303076614590017131763176151386285161443254131532327968198
9780188110742586591305472895467735202745769931470241636001320502766050221008512560718117689068928596388232531147
2422689397465349673391413548284592577544566069076266866047930427530566329183924506279416975701558074448835820462
1252729731672953040504345686521193663593405746594847938051647095850395745397227023527164802269000503226616500173
7988661439758553428503679954723761335655562801289508040161547084000360193138281091760593030158200634427214655465
©976008053460139711071700513559719126632374724028665834623

decrypt(p,q,e,c)

R H e A A Ane AR FE—H. 5 A5 1%

('nl="', '@xbf510b8e2b169fbce366ebl5a4f6c71b370f021f2108c7feb482234a386185bcela740fa6498e04edbdf2a639e320619d939d
3e740ebaf578af0426bc3e851001a1d599108a08725347F6680a715581a32d91505023701872c3df723e8de91201d3b17059bebf{944b915
045870d757eb6d6d009eb4561cc7e4b89968e4433a9L ")

('el=', '0x15d6439c6")

("cl=", '@x43e5cc4c99c3040aef2ccbOd4c45266f6b75cd7F9f1bel0576668928310886061c9cd52ac2b2b6clb7d250c2079F354ca9b98|
8db55563362011f3b5e489916b3b60b80c34bef8f608d7471fafafldbeed21b60630f42c5cc813356e786ff10e5efa334b8a73b7eak6atacl
43133be6a31010d306ba60516243add65c183dag843aL ")

('n2=", '@xba85d38dlbfc3fb281927c9246b5b771ac3344ca9felc2d9c793a886bffb5c84558f4a578cd5ba9e777a4e08f66d0cabed5b9
2222e8d075778b5fbfff318a7f9b6f22e2eff6179d8c1148941b3974f3e83ad4a4f1520ad42336eddc572ec7eal4766eb798b2f1b1b52009b
3eeea7741b2c55e3c7cllc5cf6a4e204c6b0d312F49L ")

('e2=", '©x2c09848c6")

('c2=", '@x79ec6350649377f69b475eca83a7d9d5356a1d62e29933e9¢c8e2b19b4b23626a581037aba3be6d7f73d5bed049350e41cleds
cdc3el@ee34ec576ef3449be2f7d930c759612e1c23c4db71d0e5185a80b548031e3857dd93ecadaf@17fcd25895fcc4e8a2b36c1dd36b8c
d9cc9200e28791025928fe346e2cfae5200e66deb6ecl )

B R ALBMET UL B EIN, n2iE T
EHRKHeMenNR—RANEAREK, FrUBEANTLERBFAA.

gcd(el, (p-1)*(gl-1))

gcd(e2, (p-1)*(g2-1))

8345 5 479858

Wt R, efon)AERAEAAL%79858




1 HRBIIEIANM. n2a] LA L E S #Hp. q
ERETeS5enAER, FrURMNTERBSRFHA
RAELMAITERR, FafRiEel ¥ TdME—FF1E.
ARSI ESEEE
https://blog.csdn.net/chenzzhenguo/article/details/94 339659

2. THHTERSHE, RILIBE BB
BRERE T, WEKRBSen)ERKE

gcd(e,p(n)) =b
ed = Tmod o(n)
e=a*b

abd = 1 mod @(n)

mab = ¢ mod n

cbd = mabbd = mb mod n

EA1E5Nb=79858

M EHEKHES, ATfa5en)EEK, TRAM—#HEDbd

TRKiibd

gmpy2.invert(a,p(n))

WRIEEEbdb, Kifd, RERBC. AR, KRR KREG, XN REBAEER

3. M—T, LWAKEE, MZAWAKEKNEMN, #EmKEL, RITTUEE—FRRRA

m798%8 mod n;

m’%88 mod n,

res:
res,

i 7


https://xzfile.aliyuncs.com/media/upload/picture/20191001105426-c7c7337c-e3f6-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20191001105533-ef8571c6-e3f6-1.png

resT =m’** mod p
resT = m™®*® mod q;
res2 = m’?**®* mod q;
AT LAV R A m

m=solve_crt([m1,m2,m3], [q1,92,p])
BATVEBIBEN N2 A 1T B Q1*q2PE
X Bres ] BUFEM

79858

res=m mod q:9;

2 16 B e A R SR — N Fi rsa i B
e=79858, &iIH RKILIETeS5o(n)=(q1-1)(q2-1), TEHFAFH2.
W, BRIMNSE ERER, TBEMA2, HEBEENMAF TR,

¢ =m® mod g:qg>
e = 2*¥39929
2*39929*d = 1 mod q:9;>

m? = ¢ mod g:19>

56 B i LA A

#!/usr/bin/env python
# -*- coding:utf-8 -*-
import gmpy2

import binascii

def gcd(a, b):
if a < b:

a, b

while b !
temp

ERE)

b = temp

a

b,
0:
a

% b

return a



https://xzfile.aliyuncs.com/media/upload/picture/20191001105556-fd73d26e-e3f6-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20191001105617-09f1b024-e3f7-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20191001105646-1b19e3c6-e3f7-1.png

N1=0XDb VbselZbleStTbcesb6ebl5a4+6cC beCc/Tebds dassolssbcela/49tacd98ev4edbdtZabs9e 9dse/40e
baf578af0426bc3e851001a1d599108a0872534716680a715581a32d91505023701872c3df723e8de91201d3b17059bebf{944b915045879
d757eb6d6d009eb4561cc7e4b89968e4433a9
n2=0xba85d38d1bfc3fb281927c9246b5b771ac3344ca9felc2d9c793a886bffb5c84558f4a578cd5ba9e777a4e08f66d0cabed5b9aa2ae8
d075778b5fbfff318a7f9b6f22e2eff61f79d8c1148941b3974F3e83a4a4f1520ad42336eddc572ec7ead4766eb798b2f1b1b52009b3eeea?
741b2c55e3c7cllc5cf6ade204c6b0d312149

p=gcd(nl,n2)
ql=nl//p
q2=n2//p

c1=0x43e5cc4c99c3040aef2ccb0d4ca5266f6b75cd7f9f1bel0576668928310886061c9cd52ac2b2b6clb7d250c2079+354ca9b988db555)
633620113b5e489916b3b60b80c34bef8f608d7471faftafldbeed21b60630f42c5cc813356e786FF1l0e5efal334b8a73b7eakb6ata6043+33b)
€6a31010d306ba60516243add65c183da843a
c2=0x79ec6350649377169b475eca83a7d9d5356a1d62e29933e9c8e2b19b4b23626a581037aba3be6d7+73d5bed049350e41cled4cdc3el]
Pee34ec576ef3449be2f7d930c759612el1c23c4db71d0e5185a80b548031e3857dd93ecadaf017fcd25895Fccd4e8a2b36c1ldd36b8cd9cc92
00e28791025928fe346e2cfae5200e66debeC

el =0x15d6439c6

e2 =0x2c09848c6

#print(ged(el, (p-1)*(ql-1)))
#print(gcd(e2, (p-1)*(q2-1)))

el=el//gcd(el, (p-1)*(ql-1))
e2=e2//gcd(e2, (p-1)*(g2-1))

phil=(p-1)*(ql-1);phi2=(p-1)*(q2-1)
dl=gmpy2.invert(el,phil)
d2=gmpy2.invert(e2,phi2)
f1=pow(cl,d1,nl)

f2=pow(c2,d2,n2)

def GCRT(mi, ai):

curm, cura = mi[@], ai[@]

for (m, a) in zip(mi[1:], ai[1:]):
d = gmpy2.gcd(curm, m)
c = a - cura
K=c// d* gmpy2.invert(curm // d, m // d)
cura += curm * K
curm = curm * m // d
cura %= curm

return (cura % curm, curm)

f3,1lcm = GCRT([n1,n2],[f1,f2])
n3=ql*q2

c3=13%n3

phi3=(q1-1)*(q2-1)

d3=gmpy2.invert(39929,phi3)#39929;£79858//gcd((ql-1)*(q2-1),79858) H AF Hefid(n)iLEH A FE2
m3=pow(c3,d3,n3)

if gmpy2.iroot(m3,2)[1] == 1:
flag=gmpy2.iroot(m3,2)[0]
print(binascii.unhexlify(hex(flag)[2:].strip("L"




'Oxf1b234e8203408df4868015d654dcb931f038ef4fcObe8658c9b951ee6c60d23689albfbl51e74df0910falcf8a542282a65")

'0x10001" )
'@x22fda6137013bac19754f78e8d9658498017105a4b@814f2af97dc2c60fdc433d2949ea27b13337961ef3c4cf27452ad3c95" )

PR A3 R 4 24§ bl DY AN 2R BrE SR A5 R
HpUARBWEMERD, REBRK, HERNER S0 HIER
Bl 40 A8~

p=getPrime(100)
g=gmpy2.next_prime(p)
r=gmpy2.next_prime(q)
s=gmpy2.next_prime(r)
n=p*q*r*s

B9p~ qv rv s8I, FrBART DA HyafuB #E##

& H
SNBSS R
BR HFEEC\windows\system32\cmd.exe _ 0 w

using pretesti
no tune info:



https://xzfile.aliyuncs.com/media/upload/picture/20191001105729-34db1da2-e3f7-1.png

import binascii

import gmpy2

p=14gBrMavy2pW9umzuhd7eMDVpwQ62xRtPK

g=14gBrMavy2pW9umzuhd7eMDVpwQ62xRtPK

r=14gBrMavy2pW9umzuhd7eMDVpwQ62xRtPK

s=14gBrMavy2pW9umzuhd7eMDVpwQ62xRtPK

e=0x10001
c=0x22fda6137013bac19754178e8d9658498017105a4b0814F2af97dc2c60fdc433d2949ea27b13337961ef3c4cf27452ad3c95
n=p*g*r*s

phi=(p-1)*(g-1)*(r-1)*(s-1)
d=gmpy2.invert(e,phi)
m=pow(c,d,n)

print(binascii.unhexlify(hex(m)[2:].strip("L")))

NBSCBE R T RN E R R, E BRSO

("'n=", '@xad@3794ef170d8laad370dccb7b92af7d174c10e@ae9ddc99b7dc5f93af6c65b51cc9c40941b002c7633caf8cd50elb73aa942)
c8488d46c0032064306de388151814982b6d35b4e2a62dd6471527b31b41826c36848dc52999574a8694460e1b59b4e96bdal341d3ba5199
110000a56004d47681lecfd37a5e64bd198617F8dadL ")

'e=", 'Ox3')
('c="', 'Ox10652cdf6f422470ea251f77L")

XA L BN B 3!k IT 7, BIAT15 3B 3L
f R A

import binascii

import gmpy2
n=0xad03794ef170d81laad370dccb7b92at7d174c10ePae9ddc99b7dc5f93at6c65b51cc9c40941b002c7633caf8cd50e1b73aa942c8488d
16c0032064306de388151814982b6d35b4e2a62dd6471527b31b4f826c36848dc52999574a8694460el1b59b4e96bdal341d3ba5+99110000
256004d47681ecfd37a5e64bd198617f8dad

e=0x3

c=0x10652cdf61422470ea251F77

m=gmpy2.iroot(c, 3)[0]
print(binascii.unhexlify(hex(m)[2:].strip("L")))

("'n=", '@x9683f5f8073b6cd9df96ee4dbe6629c7965eledd2854afall3d80c44f5dfcf030al8clb2ff40575fe8e222230d7bb5b6dd8c4l]
9c9d4bcala7e84440a2a87f691e2cOc76caaab61492db143a61132f584ba874a98363c23e93218ac83d1dd715db6711009ceda2a31820bba
caflb6171bbaa68dlbe76fe986e4bdclb66d10at25L ")

('e="', 'Ox3")

('c="', 'Ox8541ee560f77d8fe536d48eab425b0505e86178e6ffefalbOc37ccbfc6cb5f9a7727baeb3916356d6fce3205cd4e586alccl07|
703b31709e2011d7b66eaaecea9e381e595b4d515c433682eb3906d9870fadbffde695c0168aa2644717a049c260456151e937ce75b74e5c3
c2bd7709b981898016a3a18f15ae99763ff40805aal ')

PR AT, BRI E—4n



i=20
while 1:
res = iroot(c+i*n,3)
if(res[1] == True):
print res
break
print "i="+str(i)

i+l

import binascii

import gmpy2

Nn=0x9683151f8073b6cd9df96ee4dbe6629c7965eledd2854aftall13d80c44f5dfcf030al8clb2ff40575fe8e222230d7bb5b6dd8c419c9d4b|
cala7e84440a2a871691e2cOc76caaab61492db143a611321584ba874a98363c23e93218ac83d1dd715db6711009ceda2a31820bbacatib6
171bbaa68dlbe76fe986e4bdclb66dl0at25

e=0x3
c=0x8541ee560177d8fe536d48eab425b0505e86178e6ffefalb@c37ccbfc6cb5f9a7727baeb3916356d6fce3205cd4e586alcc407703b3f
709e2011d7b66eaaecea9e381e595b4d515c433682eb3906d9870fadbffd0695c0168aa2644717a049c260456151e937ce75b74e5c3c2bd77
09b981898016a3a18f15ae99763ff40805aa

i =0
while 1:
res = gmpy2.iroot(c+i*n,3)
if(res[1] == True):
m=res[0]
print(binascii.unhexlify(hex(m)[2:].strip("L")))
break
print "i="+str(i)
i+l

IRGEE N SR BB, AR TR s — MR E R SOAERKE R, AW AT B8 28 3.
XAMRAER B AR, —foRUERS T =AMERNSHEMAE, Hoh 8B RAFLEE & IR RX = AR — R, Jf
He#RB T —MEUNIHF

("'n=", 'Ox683fe30746a91545a45225e063e8dc64d26dbf98c75658a38a7c9dfd16dd38236c7aae7de5cbbf67056c9¢c57817fd3da79dc49
55217f43caefde3b56a46acf5dL', 'e=', 'Ox7', 'c=', 'Ox673c72aceld3441c07cbad91074163c003fla550eab56b1255e5ea9fa2bb
d68fd6a9ccb48dbofde6d5dfc6a55c79cad3d9de53f700ale3c2a29731dc56bad3cdL ")
('n=", '@xa39292e6ad271bb6a2d1345940dfab8001a53d28bc74681285d2873d784004c2653549¢589dae91c6d8238977ff1c4beadf17d
42430fc4d5587661cc7dde3a77L"', 'e=', 'Ox7', 'c=', '0x6111357d180d966a495f38566ebedea51fa0d54159b22bbd443cde938768
7d87c08638483b39221883453a5ad09f6a0e3726b214e8e333037d178a3d0f125343L ")
("'n=", '@x52c32366d84d34564a5fdc1650fc401cd4lad2a63a2d6ef57c32c7887bb25da9d42c@actb887c6334c938839c9a43aca93b2c74
68915d1846576f92c342046d1fL"', 'e="', 'Ox7', 'c=', '0x26cd2225c0229b6a3f1d1d685e53d114aa3d792737de40fbc14189336ac]
2fb780872792b0cOb259847badffd1427897ede@d60247aa5e79633F27ccb43e7cc2L ")




import binascii,gmpy2

Ox683fe30746a91545a45225e063e8dc64d26dbf98c75658a38a7c9dfd16dd38236c7aae7de5cbbf67056c9¢c57817fd3da79dc4955217143
caefde3b56ad46acfsd,
©xa39292e6ad271bb6a2d1345940dfab8001a53d28bc7468+285d2873d784004¢c2653549c589dae91c6d8238977ff1cd4beadf17d424a0fc4
d5587661cc7dde3a77,
©x52c32366d84d34564a5fdc1650fc401c4lad2a63a2d6ef57c32c7887bb25da9d42c0actb887c6334c938839c9a43aca93b2c7468915d18
46576192c342046d1f

Ox673c72acel43441c07cbad91074163c003f1la550eab56b1255e5ea9fa2bbd68fd6adccb48dbofd66d5dfc6a55c79cad3d9de53f700ale3
c2a29731dc56ba4d3cd,
0x6111357d180d966a495138566ebedea51fa0d54159b22bbd443cde9387687d87c08638483b39221883453a5ad09f6a0e3726b214e8e333
037d178a3d0f125343,
0x26cd2225c0229b6a3f1d1d685e53d114aa3d792737de40fbc14189336ac12fb780872792b0cOb259847badffd1427897ede@d60247aa5be
79633f27ccb43e7cc2
]
def CRT(mi, ai):

assert(reduce(gmpy2.gcd,mi)==1)

assert (isinstance(mi, list) and isinstance(ai, list))

reduce(lambda x, y: x * y, mi)

ai_ti Mi = [a * (M / m) * gmpy2.invert(M / m, m) for (m, a) in zip(mi, ai)]

return reduce(lambda x, y: x + y, ai_ti_ Mi) % M
e=0x7
m=gmpy2.iroot(CRT(n, c), e)[0]
print(binascii.unhexlify(hex(m)[2:].strip("L")))

FEMAKRBARAD, RIABRX—HReRAK

n = 924760662352384777269895316161645566482186718357121805697009975130168220512311571608948679983744739792530888
7976775994817175994945760278197527909621793469

275874683846722888628812130943543585874335160352125318819211861017124986399652899732926254303630760747373883
45935775494312333025500409503290686394032069

github_E 75 FF¥E 1 B3 AR A% https://github.com/pablocelayes/rsa-wiener-attack

RN S EIENE

def rational_to_contfrac (x, y):
Converts a rational x/y fraction into
a list of partial quotients [a@, ..., an]
a = x//y
if a * y == x:
return [a]
else:
pquotients = rational to_contfrac(y, x - a * vy)
pquotients.insert(0, a)
return pquotients
convergents_from_contfrac(frac):

computes the list of convergents




using the list of partial quotients

convs = [];

for i in range(len(frac)):
convs.append(contfrac_to rational(frac[0:i]))

return convs

contfrac_to rational (frac):
'''Converts a finite continued fraction [a@, ..., an]
to an x/y rational.
if len(frac) == 0:
return (0,1)
elif len(frac) == 1:
return (frac[0], 1)
else:
remainder = frac[1:len(frac)]
(num, denom) = contfrac_to_rational(remainder)
# fraction is now frac[@] + 1/(num/denom), which is
# frac[@] + denom/num.

return (frac[@] * num + denom, num)

egcd(a,b):

Extended Euclidean Algorithm

returns x, y, gcd(a,b) such that ax + by = gcd(a,b)
u, ul

v, vl

a//b
ul = ul, u - q * ul

vi=vl, v - q*vl
b=b,a-q*b
return u, v, a

gcd(a,b):

2.8 times faster than egcd(a,b)[2]
a,b=(b,a) if a<b else (a,b)
while b:
a,b=b,a%b
return a

modInverse(e,n):

d such that de = 1 (mod n)
e must be coprime to n
this is assumed to be true

return egcd(e,n)[0]%n

totient(p,q):

Calculates the totient of pq

return (p-1)*(q-1)




def bitlength(x):

Calculates the bitlength of x
assert x >= 0
n==o
while x > @:
n = n+l
X = xX>>1
return n

isgrt(n):
Calculates the integer square root
for arbitrary large nonnegative integers
if n < O:
raise ValueError('square root not defined for negative numbers')

if n ==

return ©
a, b = divmod(bitlength(n), 2)
X = 2**(a+b)
while True:

y = (X +n//x)//2

if y >= x:

return x

X =y

is_perfect_square(n):

If n is a perfect square it returns sqrt(n),

otherwise returns -1

h = n & OxF; #last hexadecimal "digit"

if h > 9:
return -1 # return immediately in 6 cases out of 16.

# Take advantage of Boolean short-circuit evaluation
if (h!=2and h!=3and h !=5and h !=6 and h !=7 and h !=8 ):
# take square root if you must
= isqrt(n)
if t*t == n:
return t
else:
return -1

return -1
hack_RSA(e,n):
frac = rational_to_contfrac(e, n)

convergents = convergents_from_contfrac(frac)

for (k,d) in convergents:




phi = (e*d-1)//k
=n - phi+1
# check if the equation x*2 - s*x + n = @
# has integer roots
discr = s*s - 4%*n
if(discr>=0):
t = is_perfect square(discr)
if tl=-1 and (s+t)%2==0:
print("\nHacked!")
return d

def main():

n = 92476066235238477726989531616164556648218671835712180569700997513016822051231157160894867998374473979253
©8887976775994817175994945760278197527909621793469

e = 27587468384672288862881213094354358587433516035212531881921186101712498639965289973292625430363076074737
388345935775494312333025500409503290686394032069

d=hack_RSA(e,n)

print ("d=")

print (d)

Rl HFXME, eAR, nfFE, mFE. AT ERSEMRAIETRT, ##H8Xm.

("'n=", '@xc42b9d872f8ect90b4832199771bbd8d9bafb213747d905a644baa42144f316dc224e7914f8a5d361leeab930adf5ea7fbelll
e58b3fae34ca7e6d2a3145e04af02cf5a4114539fff032bccd7bb9cf85b12d7d36dbc870b57el11aa5704304d08eff685fedccd707e308dfa
c6a1167d79199ffa9396c4f2efb4770256253d1407L ")

('el=", '©xc21000af014298b2455dec479L")

('e2=", '©x9935842d63b75899ddd81b467L")

('cl=", '@xc0204d515a275954bbc8390d80efalcca3bb29724ed7bal8f861913e28b6400298603b920d484284ad9¢c1c175587496300355
395cb06b32603e779ec9b97f7eeabbbOded2c5417160e6e1171496efef0de8048e6074658084d080bd346db426888084e6dd45cb89b28324]
7443de75328d47f9bd64adbdobe86043c6d13c7ed41L ")

('c2=", '@xc4053ed3455c15174e5699ab6eb@9b830a98b79e92e7518b713e828faca4d6d02306a65a8ec70893ca8a56943a7074e6de864
91099164 cad33b8ca93fcel656f0712b990cce6642250c52a80d19c2afa94a4e158139028ac89c811e6be8d7b6984b6cledcdd752e4955¢
3a6f1lab38cf2edb4474a80e03d6c313eb8ebf4e98ccL ')

B, PN RRE R
gcd(el,e2)=1

BifEfEs1. s2f§f5:

sl+*el+s2*e2=1

A
cl=m~el mod n
c2=m mod n

(AANCAEIEE

cl”sl * c27s2 = m mod n

B AT SR i B 3T




A K pythonsZ BLan T

return (b, 0, 1)
else:

g, ¥, X = Eng(b % a, a)

return (g, x - (b // a) * vy, y)
modinv(a, m):
g, X, y = egcd(a, m)
if g 1= 1:

raise Exception('modular inverse does not exist')
else:

return x % m

egcd(el, e2)

s[1]

if s1<o:
= - sl
= modinv(cl, n)
elif s2<0:
s2 = - s2
c2 = modinv(c2, n)
m=(pow(cl,sl,n)*pow(c2,s2,n)) % n

56 B AR LA A



import sys

import binascii
sys.setrecursionlimit(1000000)
def egcd(a, b):

return (b, 0, 1)
else:
g, ¥, x = egcd(b % a, a)
return (g, x - (b // a) * vy, y)
modinv(a, m):
g, X, y = egcd(a, m)
if g 1= 1:
raise Exception('modular inverse does not exist')
else:

return x % m

c1=0xc0204d515a275954bbc8390d80efalcca3bb29724ed7bal81861913e28b6400298603b920d484284ad9c1c175587496300355395¢cb@
6b32603e779ec9b97f7eeabbblded2c54f7f60e6e1171496efef0de8048e6074658084d080bd346db426888084e6dd45cb89b283247443de
75328d47f9bd64adbd9be86043c6d13c7ed4l
n=0xc42b9d872f8ect90b4832199771bbd8d9bath213747d905a644baa421441316dc224e7914f8a5d361eeab930adf5ea7fbel416e58b3f]
ae34ca7e6d2a3145e04af02cf5a4114539fff032bccd7bb9cf85b12d7d36dbc870b57el11aa5704304d08eff685fedccd707e308dfac6allf
7d79199ffa9396c4f2efb4770256253d1407

e1=0xc21000af014a98b2455dec479
c2=0xc4053ed3455c15174e5699ab6eb09b830a98b79e92e7518b713e828facadd6d02306a65a8ec70893ca8a56943a7074e6de864910991
64cad33b8ca93fcel65610712b990cce6642250c52a80d19c2afa94a4e158139028ac89c811e6be8d7b6984b6cledcdd752e4955e3a6f1a
b38cf2edb4474a80e03d6c313eb8ebf4e98cc

e2=0x9935842d63b75899ddd81b467

egcd(el, e2)
s[1]
s[2]

s1<0:
sl = - s1
cl = modinv(cl, n)
elif s2<0:
s2 = - s2
c2 = modinv(c2, n)
m=(pow(cl,sl,n)*pow(c2,s2,n)) % n
print(m)
print (binascii.unhexlify(hex(m)[2:].strip("L")))

("'n=", '@xf85539597ee444f3fcadd7142ecfbeaae5320301244a7cedc50b2beed7e60ffallccf28c1a590fb81346Fbl6bOcecd046alf63]
fObT93185c109b8c93068ec02fL ")

('e=", '@x3")

('c="', '@xa75c3c8a19ed9c911d851917e442a8e7b425e4b7+92205ca532a2ab0f5abe6cb86d164cc6137487719e88e7bcab06b43c79f1d
59deadfcc68c3db52e5fc42fOL")

('m="', '@x666Cc6167206973203a746573743132313131313131313131313133343536000000000000000000L ')

& THSCRIENAL, W] PR H Stereotyped messages B it
BATE EAE FHsage LM% H %

A PA % SageMath

B 7E 28 W uk hitps://sagecell.sagemath.org/




= 0x3
b=0Xx666Cc6167206973203a746573743132313131313131313131313133343536000000000000000000
n = Oxf85539597ee444f3fcado7142ect6eaae5320301244a7cedc50b2beed7e60ffallccf28c1a590fb81346fbl6b0cecdd46alf63fObf]
93185c109b8c93068ec02f
c=0xa75c3c8a19ed9¢c911d851917e442a8e7b425e4b7+92205ca532a2abof5abe6cb86d164cc6137487719e88e7bcab06b43c79f1d59dead
[fcc68c3db52e5fc420

= PolynomialRing(Zmod(n))

+ b)”e-c

.small roots(X=2"kbits, beta=1)[0]
"x: %s" %hex(int(x0))

AT BASK A m B iRz

("'n=", '@xb50193dc86a450971312d72cc8794a1d3f4977bcd1584a20c31350ac70365644074c0fb50b090f38d39beb366babd784d6555d
6de3be54dad3e87a93a703abddL ")

'Oxd7e990dec6585656512c841ac932edaf048184bac5ebf9967000000000000000L ')

'ox3')

'0x428a95e5712e8aa22f6d4c39ee5ec851422608c21141abf22799c1860a5e343068ab55dfb5c99a7085714f4ce8950e85d8ed0a
11fce3516cf66a641dca832leel ')

FE 45 H p I R iz

%5 [ TE M T Coppersmith partial information attack %, sage SEHL % & %

p = ©xd7e990dec6585656512c841ac932edaf048184bac5ebf9967000000000000000
n 0xb50193dc86a450971312d72cc8794a1d3f4977bcd1584a20c31350ac70365644074c0fb50b090+38d39beb366babd784d6555d6de 3|
be54dad3e87a93a703abdd

kbits = 60
PR.<x> = PolynomialRing(Zmod(n))
f = x +p

X0 = f.small roots(X=2"kbits, beta=0.4)[0]
2 %s" %hex(int(x0))

hex(int(p))

hex(int(q))

oA kbitR A 0 ) p B AR AL A7 B
X0 M3 H SR B pfR Az



('n=", '@x56a8f8cbc72ff68e67c72718bd16d7e981502€a08780f6c4f532d20ca3c92a0fb07c959e008cbcbeac744854bc4203eb9b2996
e9cf630133bc38952a2¢c17c27dL")
("d&((1<<256)-1)=", 'Ox594b6c9631c4987f588399f22466b51fc48ed449b8aaed309b5736efOb741893")

("e=', 'ox3')
('c=", '@xca2841cbc52c8307e0f2c48f8b1l4bcO846eced111453362e6aee4b81f44f2a14df1c58836d493713b868148140ee36e9a7e910
dd84c2dc869ead47711412038L ")

FBH 45— A 8N ,e DA R I 25 5 15 3C
A HIRRAL

B A

1EN=pa AntL RS AL e Fid 73 71 9 I 2 18 5 v A p Mg IR AL AR [] F) LA 3, B p=gmod2v H.p#gmod2v+1.

19984 ,Boneh. DurfeefIFrankel & Jo & i X RSA I HB 7% £A 1M 88 B - 24 v=1,e 35/ HL.d I {En/4 B A4F B 5B 7778 55 T it 2 T BT
) B 53 RN,

20014ER Steinfeld f1Y.Zheng#s Hi, 2 VUK B % RS A &8 43 2% £H itk 58 B o7 SEBR A AT 4T

Zvle B/ HARE Ta Bd MEn/4 Eky C I, 278 50 T Al 2v ) 28 T T8) 9% 70 AN



def partial p(p@, kbits, n):
PR.<x> = PolynomialRing(Zmod(n))
nbits = n.nbits()

f 2°kbits*x + po
f = f.monic()
roots = f.small roots(X=2~(nbits//2-kbits), beta=0.3) # find root < 27~(nbits//2-kbits) with factor >= n”0.3
if roots:
X0 = roots[0]
p = gcd(2”kbits*x@ + p@, n)
return ZZ(p)

find_p(do, kbits, e, n):
X = var('X")

for k in xrange(1l, e+l1):
results = solve_mod([e*do*X - k*X*(n-X+1) + k*n == X], 27kbits)
for x in results:
pe = zz(x[6])
p = partial_p(p@, kbits, n)
if p:
return p

if name == main :
n =0x56a8f8cbc72ff68e67c72718bd16d7e98150aea0878016c41532d20ca3c92a0fb07c959e008cbcbeac744854bc4203eb9b2996¢)
9cf630133bc38952a2c17c27d
= 0x3
d = 0x594b6c9631c49871588399122466b51fc48ed449b8aae0309b5736ef0b741893
beta = 0.5
epsilon = beta”2/7

nbits = n.nbits()

kbits = 255

de = d & (2~kbits-1)

print "lower %d bits (of %d bits) is given" % (kbits, nbits)

p = find_p(do, kbits, e, n)

print “found p: %d" % p

q=n//p

print hex(d)

print hex(inverse_mod(e, (p-1)*(g-1)))

Kbits & FA £ d ittt 5 1 1z 31255

'0xb33aebb18348451959e05da639776d08a344abf098080dc5de@4f4cbf4alo0ldL ")

'ox3")
=pow(hex_flag,e,n)', '0x3aa5058306947ff46b0107b062d75cf9e497cdblf120d02eaeca30f76492c550L")
=pow(hex_flag+l,e,n)', '©x6a645739f25380a5e5b263ff5e5b4b9324381f6408allfdaab0488209145fb3el ")

JRES%
https://www.anquanke.com/post/id/158944




ERER AR

1.pow(mm, e) I= pow(mm, e, n)

2% Frsatn#m+padding
EHAEAERMRZ, e=3, paddinghl#

MABRMNPERFMHERE

n,e,c,padding

Frblix B B € R E N iZKpadding A F T
Bk WA

import gmpy
def getM2(a,b,cl,c2,n,e):

EE] pow(a,e,n)

b3 = pow(b,e,n)

first cl-a3*c2+2*b3

first = first % n

second = e*b*(a3*c2-b3)

second second % n

third = second*gmpy.invert(first,n)

third third % n

fourth = (third+b)*gmpy.invert(a,n)

return fourth % n
e=0x3
a=1
b=-1
c1=0x32a5058306947f146b0107b062d75cf9e497cdblf120d02eaeca30f76492c550
c2=0x6a645739125380a5e5b263f15e5b4b932438116408a1l1fdaab0488209145fb3e
padding2=1
n=0xb33aebb1834845f959e05da639776d08a344abf098080dc5ded4f4cbf4alonld

= getM2(a,b,cl1,c2,n,e)-padding2

print hex(m)

I E T A28 R e SO R SRR AT R DA nE

a%T1

b=padding1-padding2
XAEATIMpadding1 B —ANINFHK A SHXE, &RERO0
padding22 % —/MmE M SN E, RER1

it LAb A1

BAIX B R F B IR SCE HIRelated Message Attack

0x18 RSA LSB Oracle Attack
RN

ﬁ%ﬁghttpsﬂwww sohu.com/a/243246344_472906
RO T DI B SO R B AR AL
FE—IRRSAINEF, BHICAmM, EH An, mEiEC e, %3 Ac.
WATET LM H o' =((28) 9=\ meN%n=(2"Me)%n, BT Am BB RZETBEAFn, Byl £ fFE 18 21987 A2 m=(2m)%n .
RAVEREE FE M’ B BRAKALIsb & 1ERZ0.
FANRETH, T2mEF#, ArilinRisb £0, i (2m)%n —EH, ®AEEEN, Bm<n/2.0, KZMm>n/2.0 .
AT RLAE A H2%3=2 ZE%, M4%3=1 BAH.
DABLRHE, #93E 35 30c"=(4%e)C)%n [EHAFE 5 9m"=(4m)%n , FIWrm" B8 1T DLATEm A n/d RN R R
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def brute_flag(encrypted_flag, n, e):

flag_count = n_count =

flag_lower_bound = ©

flag_upper_bound = n

ciphertext = encrypted_flag

mult = 1

while flag upper_bound > flag lower_bound + 1:
sh.recvuntil("input your option:")
sh.sendline("D")
ciphertext = (ciphertext * pow(2, e, n)) % n
flag_count *= 2

n_count = n_count * 2 - 1

print("bit = %d" % mult)
mult += 1

sh.recvuntil("Your encrypted message:")
sh.sendline(str(ciphertext))

data=sh.recvline()[:-1]

if(data=="'The plain of your decrypted message is even!'):
flag upper_bound = n * n_count / flag_count

else:
flag_lower_bound = n * n_count / flag_count
n_count += 1

return flag_upper_bound

import gmpy2
import binascii
enf = open('flag.enc', 'rb")
= int(binascii.b2a_hex(enf.read()), 16)
print c

n = Ox00bObeeS5e3e9e5a7e8d0Ob493355c618fc8c7d7d03b82e409951c1821398dee3104580e7ba70d383ae5311475656e8a964d380cb15
7f48c951adfa65dbObl22cad0ed42fa709189b719a4f0d746e2f6069bafllcebd650114b93c977352fd13bleeabdbelda775502abff89d3ag
b3615fd0db49b88a976bc20568489284e181f6111e270891c8ef80017bad238e363039a45847011749101bc29949d3a414038d4639388515
79c7525269984115b5667134209b70eb261136947fal123e549dfff00601883afd936fe411e006e4e93d1akObOfea541bbfc8c5186cb62205
03294b2413110d640c77ea54ba3220fc8f4cc6ce77151e29b3e06578c478bd1bebe@4589ef9a197f6+806db8b3ecd826cad24f5324ccdech
e8fead2c2150068602c8dcdc59402ccac9424b790048ccdd9327068095efaR10b71196c74ba8c37b12819e1411751633178b7b9e56171177
@lb4ddaad3fc54b5e7ef935d9a72fb176759765522b4bbc02e314d5c06b64d5054b7b096c601236e6ccf45b5e611c805d335dbab@c35d226¢
c208d8ce4736ba39a0354426fae006c7fe52d5267dctb9c3884F51fddfdf4a9794bcfeel557113749e6c8ef421dba263aff68739ce00eds
01d0022ef92d3488f76deb62bdef7beab026f22ald25aa2a92d124414a8021fe@c174b9803e6bb5fad75e186a946a1728077011243143874
46ccceb2222a965cc30b3929L
k = 99999999
while True:
k += 1
if k % 1000000 ==
print k
res, isInt = gmpy2.iroot(c + k * n, e)
if isInt:
print k, res
break




import multiprocessing
import gmpy2
import binascii
C = 224081853227843000532489936921517791371409703182805736060748811204268546043269562626613561028561140553540851
903414240575855330370218219067841125
e = 3
n = 191297463004437480897445119256939478533014762480043576690245200368171587176011792101854363102545977037933204
2155702292273560119562813550253843953083249604716093705040623113169471438799765842439786792667178336209
mod = ¢ % n
def run(i, j):
for k in range(i, j):
res, is_exact = gmpy2.iroot(k * n + mod, 3)
if is_exact:
print(k, res)
b = hex(res)
b =b[2:]
flag = binascii.a2b_hex(b)
print (flag)

in range(@, 100000000, 18750000):

= multiprocessing.Process(target = run, args = (i, i + 18750000))
.start()
except:

continue

# coding=utf-8
import gmpy2
import string
with open('flag.enc', 'r') as f:
cipher = f.read().encode("'hex")
cipher = string.atoi(cipher, base=16)
N=0xC2636AE5C3D8E43FFB97AB09028F1AAC6COBF6CD3D70EBCA281BFFE97FBE30DD
319576316814478949870590164193048041239
275127860351348928173285174381581152299
it Hypflyq
inv_p = gmpy2.invert(p, q)
= gmpy2.invert(q, p)
1 HmpFimg
pow(cipher, (p + 1) / 4, p)
pow(cipher, (q + 1) / 4, q)
it%a,b,c,d
= (inv.p * p * mq + inv.q * g * mp) % N
N - int(a)

(inv.p * p *mg - inv.q * q * mp) % N
N - int(c)

i in (a, b, c, d):

s = "¥x' % 1

if len(s) % 2 != @:

= '0" + s

print s.decode( 'hex")




eBK ntbAEH K AT E 2 #nfS BlpMq B UAkd

[from RSAwienerHacker import hack_ RSA
e=35461110244130757205657218182792589919834535022875373093108939327546391654445662689424541509610783446577840953
2373187125318554614722599301791528916212839368121066035541008808261534500586023652767712271625785204280964688004
680328300124849680477105302519377370092578107827116821391826210972320377614967547827619
N=46065781388428960989637205658554417248531811702624626389974432923749270182062721955600778820059011913617389598
9001382151536006853823326382892363143604314518686388786002989248800814861248595075326277099645338694977097459168
530898776007293695728101976069423971696524237755227187061418202849911479124793990722597

d=hack_RSA(e,n)
c=38230991316229399651823567590692301060044620412191737764632384680546256228451518238842965221394711848337832459
4438444468894683621541882148407367446578858589438101776758719911114666531582571911396056999163473082949956645302
80816850482740530602254559123759121106338359220242637775919026933563326069449424391192

ABH :

from Crypto.Util.number import *

.Flag = b'***************************************** o

p=getPrime(256)

g=getPrime(256)

n=p*q

e=3

cl=pow(bytes_to_long(flag),e,n)

c2=pow(bytes_to_long(flag)+1l,e,n)

print("n=",n)

print("e=",e)

print("cl=",cl)

print("c2=",c2)

H# n = 4204420773617479943564859167286821133009223627804172573263590117785622718525161236597233398439402100826272
190957218464786259692632804955516979471884796171

H#H e =

# cl =2472980534576281392558886476940549411151541741395435035178216067058424274579199860482131340986643214114691
172763529231832373323600612645856564185998644266

# c2 =3187049937811823373965320946136219840500070255491222077303817795527750241053576957767965313420456458983759
851110615696314773380132732017115202532855996999

exp:



import gmpy2
from Crypto.Util.number import *
n = 420442077361747994356485916728682113300922362780417257326359011778562271

cl =247298053457628139255888647694054941115154174139543503517821606705842427
c2 =318704993781182337396532094613621984050007025549122207730381779552775024
def get_m(a, b, c1, c2, n):

a3 = pow(a, 3, n)

b3 = pow(b, 3, n)

tmpl ((c2 + 2*a3*cl - b3) * b) % n

tmp2 ((c2 - a3*cl + 2*b3) * a) % n

tmp3 = gmpy2.invert(tmp2, n)

tmp4 = (tmpl * tmp3) % n

return tmp4

m = get_m(1, 1, cl1, c2, n)

print(long_to_bytes(m))

return a

def getpq(n,e,d):
p=1

p==1 and gq==1:
=d*e -1
= random.randint ( @ , n )
while p==1 and g==1 and k % 2 ==
k /=2
y = pow(g,k,n)
if y!=1 and gcd(y-1,n)>1:
p = gcd(y-1,n)
q=n/p
return p,q

def main():

= Oxa66791dc6988168de7ab77419bb7fb0c001c62710270075142942e19a8d8c51d053b3e3782alde5dc5af4ebe99468170114ald

fe67cdc9a9af55d655620bbab

e 0x10001

d 0x123c5b61ba36edb1d3679904199a89ea80c09b9122e1400c09adcf7784676d01d23356a7d44d6bd8bd50e94bfc723fa87d886
2b75177691c11d757692d18881

p,q = getpq(n,e,d)

print "p: "+hex(p)

print "q: "+hex(q)
if name__ == '_main__':

main()




1 /usr/bin/python2
import gmpy2
from Crypto.Util import number
e=12820879
paq=220355386708890057634113463981884498289112848403453281602619133132269222439036401860510043331841759349855907
38487970782950850769889017301738579320767563604
psq=-26166877400988482965318566815490287737615008954666355756110427253182493859423199786245805898186116324112085
41237433234957285775684615140541031424858927618
c=634298970012358425967331187563868817801648987820468814505528165494017788917934594800508560416911989318916318509
1858419453272595802577013346943286602483551583946959988691529001212887632615660724601651283606491732282700121933
59059601535865008029486495136118069938486695657407934083528644355174908663965015161231

(pag+psq)/2

(pag-psq)/2

print p

= gmpy2.invert(e, (p-1)*(q-1))
print d

p
q
i
# print q
d
[+
m

= pow(c, d, p*q)
print( number.long to_bytes(m) )

import gmpy2

from gmpy2 import invert, iroot
import gmpy2 as gp

from libnum import xgcd, invmod

n:[,,,,,,,,,,,,,,,,,,,]
for i in n:
for j in n:
if (i<>j):
pub_p=gmpy2.gcdext(i,j)
if (pub_p[@]<>1)&(i>j):
print i
print j
print pub_p[@]
a=1i,p=pub_p[@]

gp.mpz()

gp.mpz()

gp.mpz()

gp.mpz()
= p*q

d = gp.invert(e, phi)
pow(c, d, n)
print hex(m)




import gmpy2
from functools import reduce
from Crypto.Util.number import *

def chinese_remainder(n, a):
sum = O
prod = reduce(lambda a, b: a * b, n)

for n_i, a_i in zip(n, a):
p = prod // n_i
sum += a_i * gmpy2.invert(p, n_i) * p

return int(sum % prod)
N1=7864218866393719149123568435100599085314948164470324325502132129608753905426573339209509563953941282309360071
0316645130404423641473150336492175402885270861906530337207734106926328737198871118125840680572148601743121884788
919989184318198417654263598170932154428514561079675550090698019678767738203477097731989
c1=2341968530389233908097969546948127590670903560908842611832860177116310112364159905155699535167867076552126954
6319724616458499631461037359417701720430452076029312714313804716888119910334476982840024696320503747736428099717
113471541651211596481005191146454458591558743268791485623924245960696651150688621664860
Nn2=9817448554410386370582108658829291774938695523740864574568547623434965945260682265032907695530347125283386001
©724515777826660887118742978051231030080666542833950748806944312437614585352818344599399156268450521239843157288
915059003487783576003027303399985723834248634230998110618288843582573006048070816520647
c2=7208067961244254369394465504113037075396449703437863420338361762426992719136352923387265945156157144110792035
0406295389613006330637565645758727103723546610079332161151567096389071050158035757745766399510575237344950873632
114050632573903701015749830874081198250578516967517980592506626547273178363503100507676
N3=9163885532323179559064275526798598835676432738400102239622190196443003252711196815962306376005748276191890149
©239790230176524505469897183382928646349163030620342744192731246392941227433195249399795012672172947919435254998
997253131826888070173526892674308708289629739522194864912899817994807268945141349669311
€3=2214998969250988906158487563025874074429235523982248258188906065619791968165578167227754570132528464657077349
©0123892626601106871432216449814891757715588851851459306683123591338089745675044763551335899599807235257516935037
356212345033087798267959242561085752109746935300735969972249665700075907145744305255616

n=[nl,n2,n3]

c=[cl,c2,c3]
ans=chinese_remainder(n, c)
ans=gmpy2.iroot(ans,3)[0] # e
print(long_to bytes(ans))

c&y R A



from Crypto.Util.number import long to_bytes, bytes to_long
from gmpy2 import gcdext,invert

n=0x00bObee5e3e9e5a7e8d0Ob493355c618fc8c7d7d03b82e409951c1821398dee3104580e7ba70d383ae5311475656e8a964d380cb1571]
48c951adfa65dbObl22cadPed2fa709189b719a4f0d746e2f6069bafllcebd650F14b93¢c977352Ffd13bleeabdbelda775502abf+89d3a8b3
615fd0db49b88a976bc20568489284e1811f6111e270891c8ef80017bad238e363039a45847011749101bc29949d3a414038d463938851579
C7525269984115b5667134209b70eb261136947fal23e549df100601883afd936fe411e006e4e93d1a00bOfea541bbfc8c5186ch6220503]
294b2413110d640c77ea54ba3220fc8f4ccb6ce77151e29b3e06578c478bd1lbebe@4589ef9al197f6F806db8b3ecd826cad24f5324ccdec6ey
fead2c2150068602c8dcdc59402ccac9424b790048ccdd9327068095efaR10b7+196c74ba8c37b12819e1411751633F78b7b9e56F71f77al
b4daad3fc54b5e7ef935d9a72fb176759765522b4bbc02e314d5c06b64d5054b7b096c601236e6ccf45b5e611c805d335dbab0c35d226cc2]
08d8ce4736ba3920354426fae@06c7fe52d5267dcfb9c3884F51fddfdf4a9794bcfe@el557113749e6c8ef421dba263af{68739ce@Ped80f
d0022e192d3488f76deb62bdef7beab026f22ald25aa2a92d124414a8021fe@c174b9803e6bb5fad75e186a946a172807701124314387446
ccceb2222a965cc30b3929

el=17

fl=open(r'flag.encl','rb")
f2=open(r'flag.enc2','rb")
cl=bytes _to_long(fl.read())
c2=bytes_to_long(f2.read())
print cl
print c2
(tmp,s1,s2)=gcdext(el,e2)
if s1<0:

sl=-s1

cl=invert(ci,n)
else:

S2=-52

c2=invert(c2,n)

m=(pow(cl,sl,n)*pow(c2,s2,n))%n
print(long_to bytes(m))

eg:CHlp A2 +q A 2fpg, BRI HEARFEEpP, q
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1 /usr/bin/python
from gmpy2 import invert
def egcd(a, b):

return (b, 0, 1)
else:
g, Yy, x = egcd(b % a, a)
return (g, x - (b // a) * vy, y)
cl = 59877139582687352143541548034973171251433089217522033076662312278537223143367839741257489018787176085179836
4475646860055472470693182060440580967126732408828764870007536335769511876260824520573970755423158461748836120703
60504152024656969166179317751436257687121611066149319910101207191417262758066281544472140
el 15533099
c2 44371570621538697766905202215101491859832484171964459710651473062538547875233852066369510822575533385370219
5350392719109888388743336804722441001522362882480341593386040411657063077967549811406385832822723915830461495982,
83861052795103644456671970927564437114146569661969695948007095524971989600804533797881442
e2 = 13190117
183322343752375057975448287799060696835028500194327563366856423538144946646292499674356140211775662497133253
8266905609539654573681101084976412544609979945548406816733082031992087419094724904098978007489450924609003785555
23628959462102142682881546642448387055594094670761885003176893037741595597102006277588050
-50864244634108621571921738287685924188849738854375380135025289437002856457638682228327033386793089351328391
9480217477122419527774713856962798498699735976
n = (A-B**2)/2
# print n
= egcd(el, e2)

= il
invert(cl, n)
elif s2<0:
s2 = - s2
c2 = invert(c2, n)
pow(cl,sl,n)*pow(c2,s2,n) % n
print hex(m)[2:].decode("hex")

1.PKCS#1 LM 0

BEGIN RSA PRIVATE KEY
END RSA PRIVATE KEY

2. PKCS#8FAEAME 3

BEGIN PRIVATE KEY
END PRIVATE KEY

3. PEMA8# A0

BEGIN PUBLIC KEY
END PUBLIC KEY

4. PEM RSAPublicKey /2 £A#& 2 e it

BEGIN RSA PUBLIC KEY
END RSA PUBLIC KEY
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https://ctf-wiki.org/crypto/introduction
https://www.jianshu.com/p/c945b0f0deOa
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