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o BT FRRIFRMT
o FRifA%y

o —EEESHITH

iXHiR~ ASCIl (American Standard Code for Informationinterchange, 3% E {8 B 38 AR LD

Pythons, £/ chr( ) EEAIE AscII XF MK

Unicode {74

Unicode (FFETE. g4—E. EiriE) FHTFREH A

ER—ARENTHR, NE—DFRHNETHRER. FHERET.

ASCI#Unicode: flag— &#102;8&#108;&1#97;8&#103;

3z Unicode: #RIF— \u4af60\u597d

2k il e

2] f: flag{congratulations! _you_got_it
LR Flag{ lations! it}

TR TR

s = "flag{congratulations! _you_got it}"
s.encode()
# b'flag{congratulations! _you got 1it}'

GRS 53:hn avid o7

FE 2% pycryptodome :

pip install pycryptodome

from Crypto.Util.number import *

s = "flag{congratulations!_you_got_it}"
hex(bytes_to_long(s.encode()))

2o Sohy

FIE

R ord( ) HRERISZFFH ASCIRG,

— = — - —
MR ET I SREIETIED el
0000 0000 0 0 NUL | ===FF(Null) | 0010 0000 22 20 s 0100 0001 65 41 A 0110 0001 97 51 4
0000 0001 1 1 SOH R 0010 0001 33 21 ! 0100 0010 2] 42 B 0110 0010 98 B2 b
0000 0010 Pl 2 STX 1E ST 0010 0010 34 22 i 0100 0011 67 43 G 0110 0011 99 53 £
0000 0ot 3 3 ETX FIrEeR 0010 0011 35 23 # 0100 0100 68 44 B 0110 0100 100 B4 d
0000 0100 4 4 ECT {E SR 0010 0100 36 24 5 0100 0101 69 45 £ 0110 0101 101 G5 g
0000 0101 I} ] ENG B 0010 0101 a7 25 % 0100 0110 70 46 Ig 0110 0110 102 B5 i
0000 0110 6 6 ACK LENRA 0010 0110 38 26 & 0100 0111 71 47 G 0110 0111 103 BT d
0000 0111 T 7 BEL = 0010 0111 39 27 : 0100 1000 72 48 H 0110 1000 104 68 | h
0000 1000 8 g BS platiy 0010 1000 40 28 ( 0100 1001 73 48 | 0110 1001 105 6o |
0000 1001 9 ) HT A 0010 1001 41 29 ) 0100 1010 74 44 J 0110 1010 106 BA |
IODOO 1010 | 10 04 LF HRITHE 0010 1010 42 2A i 0100 101 75 45 . 0110 1011 107 BB k
0000 1011 11 0B VT EEEIESE 0010 1011 43 28 + 0100 1100 76 4C = 0110 1100 108 e |
0000 1100 | 12 oc FFE il 0010 1100 44 2C 0100 1101 i 40 I 0110 1101 109 &0 il
| 0000 1101 13 {i]8] CR ] 0010 1101 45 2D 0100 1110 78 48 N 0110 1110 110 BE i
0000 1110 14 0E SO T Ftim 0010 1110 46 2E i 0100 1111 79 4F o 0110 111 111 BF g
0000 1111 15 OF Sl 3 AR 0010 1111 47 2F / 0101 000G 50 50 P 0111 0000 112 70 o)
0001 0000 | 16 10 DLE |#iiEagkesss | 0011 0000 48 30 0 0101 0001 21 51 Q 0111 0001 113 71 q
00010001 | 17 | 1 DC1 | g&iEs1 Jootioood | 49 31 1 loto1oo10] s2 50 Rl o111 0010 | 114 vt
00010010 ) 18 12 Dca 1eEiEEl2 | 0011 0010 50 32 D, 0101 0011 83 53 5 0111 0011 115 75 5
0001 0011 19 13 DC3 iEEiEHEl3 | 0011 0011 51 33 b 0101 0100 84 4 i 0111 0100 116 74 i
0001 0100 | 20 14 DC4 iEEiEHl4 | 0011 0100 52 34 4 0101 0101 85 boi u 0111 0101 117 FitE U
00010101 ) 21 15 NAK tEEEE 0011 0101 53 35 5 0101 o110 86 5 M 0111 0110 118 75 v
o001 0M0 ) 22 16 SYN [EIHZEF] 0011 0110 54 36 5 0101 0111 87 Fi W 0111 0111 119 yiti Wil
0001 0111 23 1r ETB {EigReEes | 0011 0111 35 37 i 0101 1000 88 a8 X 0111 1000 120 i *
00011000 | 24 18 CAN A 0011 1000 56 38 8 0101 1001 59 55 v 0111 1001 121 ! Y
0001 1001 | 25 19 EM 31 FE AR 0011 1001 57 39 9 0101 1010 30 A il 0111 1010 122 TA Z
00011010 ) 26 1A suB Eih 0011 1010 58 JA ] 0101 101 3 jils] [ 0111 1011 123 78 i
0001 1011 | 27 18 ESC prtan] 0011 1011 59 3B 0101 1100 92 5C y 0111 1100 124 ic |
0001 1100 | 28 1c FS ST EF | 0011 1100 60 ac o1 1101 93 5D 1 0111 11 125 D 1
0001 1101 | 28 1D GS SEATE 0011 111 51 3D = 0101 1110 94 SE A 0111 1110 126 TE £
0001 1110 30 1E RS IEESER | 0011 1110 62 3E 5 0101 1111 95 aF
0001 1111 H 1F us BorobREeF | 0011 1111 63 3F ? 0110 0000 96 60
0111 1111 127 7F DEL iRz 0100 0000 64 40 @




A LA B 2 R -

from Crypto.Util.number import *

s = "flag{congratulations!_you_got_it}"

bytes_to_long(s.encode())

# 11859814988224947122955311638945820597710118248738191266010403296376873770644605

AR B R R

from Crypto.Util.number import *

s = "flag{congratulations!_you_got it}"

print(bin(bytes_to_long(s.encode())))

# 0b110011001101100011000010110011101111011011000110110111101101110011001110111001001100001011101000111010101101
1000110000101110100011010010110111101101110011100110010000101011111011110010110111101110101010111110110011101101
1110111010001011111011010010111010001111101

URL (A#5) 4ifY

SK—BIRENMFF (Uniform Resource Locator, URL) #& Internet b AR B yRHbhE, WAL NP4 EHTTRE .

MEURL FHITHT F&. MRARTF. .- ~S/FS, WaE FHESS%E, Bl URL wGERCAE 2SR,
IARED AR M kA2 EE S https://www.baidu.com/s?wd=%&4

SERREHIRIPIIE R IXAE:  https://www.baidu. com/s?wd=%E6%98%AS%E8%8A%82

import urllib.parse

s = "FH"

print(urllib.parse.quote(s))

# BE6%98%A5%5E8%8A%82
print(urllib.parse.unquote("%E4%BD%AB%ES%AS%BD"))
# FEF

Basez %l
Base64 / Base32 /| Base16

IXi4) Base W EfEA [EH] -

Base64 H¥ N 64, B 6 ASELEFHL

Base32 ¥~ 32, HI 5 ANEu4FAL

Base16 ¥~ 16, BI 4 ANEu4FAL

ASCI ¥4 256 , Bl 8 MHAEfr (RE &AL —E £ 0)

Base64



Base64 &=5|F%

HE FT | | BE FF  HE | FH | BE | FH
0 |A 16 |Q 32 g 48 |w
1 B 17 |R 33 |h 49  |x
& s 18 |s 34 | 50 |y
3 b 19 |T 35 |j 51 |z
4 |E 20 |u 36 |k 52 |0
5 IF 21 |v 37 |I 53 |1
6 |G 2 |w 38 |m 54 |2
7 |H 23 |X 39 |n 55 |3
8 |l 24 |Y 40 |o 56 |4
9 | 25 |z a1 |p 57 |5
10 |K 26 |a 42 |q 58 |6
11 L 27 |b 43 | 59 |7
12 |[M 28 |c a4 s 60 |8
13 |N 29 |d a5 |t 61 |9
14 |0 30 e 46 |u 62 |+
15 |p 31 |f a7 v 63 |/

BAVHIE, ASCIH—AFERFXTRL 8 EuiRg, FrBA34NF fFxf R4 ~Baseb4 fii.
40 -fff— — 33k F 2~ 801100110 0110011001100110

Base64 5t &4+~ 011001 100110 011001 100110

xF B2 BB A 25 38 25 38

HEIXT N Base644miB R ZmZm

AR IMBERELT, BERERRBERL0.

BRI F RS EREM LA =
Frllbase64 R AR —N=SHEHN=5

Base & 5 R A

AsCiiFZfF 8 flag{congratulations_you_got_it}
Base64:

import base64

s = b"flag{congratulations_you_got_ it}"
print(base64.b64encode(s))

# ZmxhZ3tjb25ncmFodWxhdGLvbnNfeW91X2dvdF9pdHo=

Base32:

import base64

s = b"flag{congratulations_you_got it}"
print(base64.b32encode(s))

# MZWGCZ33MNXW4Z3SMF2HK3DBORUW63TTL54W65K7M5XXIX3JO0R6Q====

Base16:




import base64

s = b"flag{congratulations_you_got_ it}"

print(base64.bl6encode(s

# 666C61677B636F6E67726174756C6174696F6E735F796F755F676F745F69747D

REAE :
=5
base16H1Z I R ut & 163 # fascii = /& 5 Fon
#iUEFbase RF % ik JLFTbase R 51 HIfERS

HA. R ZH AR
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http://ctf.ssleye.com/morse.html

JSFuck: R Fl 6 N4 1+ k%5 JavaScript

BrainFuck: R &[>+ #%

Ook! I A2 Ook

Ook! & —MRIFLAN!. ?
aaencode: Bt & F X k% EJavaScript 125, FMERBRFCF .

Fopth 7 K g B R BLE X

Quoted-printable: /K #F—=E4=BD=A0=E5=A5=BD
UUencode:flag{test}—*9FQA9WMTI7-T?0
XXencode:flag{test}—8NalVNrhoNLBoTE++

TE LR /R 5% hittp://web.chacuo.net/charsetuuencode

i JUE TG 2
A

v IBEINERIBEX O n A , REIEEENSE 1 1N FiE
w3k |, FRk—ERTCHIERTE. filan

v BA3Z : THERE IS A CIPHER

v E3EZH& : THEREISACIPHER

v SREES , IEAN—4H15% TH ER EI SA CI PH ER 4cEYH
F—\FH , BRHE-N =8

v EE—iCHE TEESCPEHRIAIHR

251

BEENET

felhaagv{ewtehtehfilnakgw}

AU Y


http://web.chacuo.net/charsetuuencode

v BA3Z ( Plain text, message ) : p; B, m;
v BB ( Cipher text ) : ¢
v 2458 (Key) : k
v 2% ( Encrypt ) BR%% : Ex()
v &% (Decrypt ) BREL : Di()
¢; = Ex(m;) = (m;+k) mod 26
m; = Dy (c;) = (c;—k) mod 26

251
JUI? B

MTHJ{ CUBCGXGUGXWREXIPOYAOEYFIGXWRXCHTKHFCOHCFDUCGTXZOHIXOEOWMEHZO }

ROT13

v ROT13 2B — M6, k=13

v 88— FREEFEERPER (XEE ) Ba 13 1=
v BEFERERER SR AKIEERRMEtRE. /\EMERE
v 2SR L2 !

ASCII # A7 % 14




v SERERSRL , EATLAFEEEA™ ASCII F/RZ{iL,

ASCI| Tabl

Dec Hdy Oct Char |Dec Hex Oct Char |Dec Hex Oct Char |Dec Hex Oct Char
0 o ) 32 20 40 [spacel [64 40 100 @ % 60 140

1 1 1 B o a4 65 41 101 A 97 61 141 a
2 2 2 M 2 a - 6 42 102 B 9 62 142 b
3 3 3 3 23 a3 = 67 43 103 C 99 63 143 ¢
" A 4 % 24 a4 s 68 44 104 D 100 64 144 d
5 5 5 CTR S 69 45 105 € 101 65 145 e
6 6 6 ¥ 26 6 & 70 46 106 F 102 66 146
? ? ? » b1 47 oy L} ] 47 107 G 103 67 147 Q
8 8 10 0 8 0 | 77 4 110 M 104 68 150 h
9 9 1 a1 29 s ) 73 49 11 105 69 151 |
10 A 12 2 2 2 - M aA 12 ) 106 6 152 |
18 13 9 2w % % 48 113 K 107 68 153 &
12 c 14 4 2 s % 4 14 L 08 6 154 |
13 0 15 s 20 55 7 4 15 ™ 109 60 155 m
14 € 16 6 2k % 7 4 116 N 110 6 1% n
15 F 17 47 2F 57 ] ™ 4F 17 (¢} 1 6F 157 o
1 10 20 8 0 6 0 80 S0 120 P 12 720 160 p
17 12 @ N 6 1 81 51 11 0 1y N 161 q
1. 12 2 s0 32 6 2 2 S2 2 R N4 712 162 ¢
19 13 23 51 13 63 3 a3 s3 123 s 115 73 163 s
20 14 24 52 3a 64 4 84 54 124 T 116 14 164 t
21 15 25 53 s [3] [ ] as 55 125 [V} nr s 165 u
2 16 26 54 3% 66 6 86 56 126 Vv 18 76 166 v
n o on s 31 & 7 &7 87 127w 19 717 167 w
4 18 0 56 38 0 8 B8 58 1% X 120 1 170 x
% 19 9N 5T ¥ N9 % % 1 ¥ 2 % Iy
% 1A R 58 3 n 9% SA 12 2 122 M 11 2
277 18 B 59 38 7 91 8 133 | 123 71 113 {
W I M 60 X M « 92 SC 134 \ 12¢ € 1
9 10 3 61 WD 5 = 93 SO 135 | 125 0 115 )
T T T 62 ¥ % > 94 SE 1% 126 16 -
noow¥ ¥ 63 ¥ 2 95 SF 137 _ 12 " n

241



# -*- coding:utf-8 -*-
import A,SALT
from itertools import *

def encrypt(m, a, si):
c=mn
for i in range(len(m)):

c+=hex(((ord(m[i])) * a + ord(next(si))) % 128)[2:].zfill(2)

return c
if __name__ == "__main__ ":
m = '-Flag{********************************}'
a=A
salt = SALT

assert(len(salt)==3)

assert(salt.isalpha())

si = cycle(salt.lower())

print("HXAKR: ")

print(m)

print("INEERZE T HN: ")

c=encrypt(m, a, si)

print(c)

N J5 BB SN
#177401504b0125272c122743171e2c250a602e3a7c206€0142012703273a3¢c0160173a73753d

for a in range(128):
for b in range(128):
if (ord("f")*a+b)% 128==0x17:
if (ord("g")*a+b)% 128==0x50:
print(a,b)

a=57
salt=chr(97)+chr(104)+chr(104)
for b in range(128):
if (ord("1")*a+b)% 128==0x74:
print(b)
for b in range(128):
if (ord("a")*a+b)% 128==0x01:
print(b)
Cc=0x177401504b0125272c122743171e2c250a602e3a7c206€014a012703273a3¢c0160173a73753d
from Crypto.Util.number import *
c_bytes=long_to_bytes(c)
print(c_bytes)
from itertools import *
si=cycle(salt)
import gmpy2
al=gmpy2.invert(a,128)
for i in c_bytes:
print(chr(((i-ord(next(si)))*al)%128),end="")

P e T



¢; = Ex(m;) = (m;x k) mod 26
m; = D, (¢c;) = (¢;x k™)mod 26

v HNEE W2 kX k™! =1 (mod 26)

v 5150 I0%E © m; =4,k = 3, ¢;=(4 x3)=12 mod 26 = 12
v fB%2 . m! = ¢; x|k~ (mod 26) = 12 x 9mod 26 = 4 =

1

+3%x9=27, 27mod 26 =1
2 Mk =34 k1=9

U 55 8

v A, SEERVAES -

¢ = Ex(m;) = (a-m;+b) mod 26
m; = D, (¢;) = a1 (¢ — b) mod 26

AIB|CIDIE|IFIGIH|I ([J|K |L M|N|O|P|Q|R|S|T|U |V WX |Y |Z

0|1/2|3(4|5|6|7(8|9/1 (1 (12|13 |14 15,16 (17 (18|19 |20 (21 |22 23|24 |25

LADNEZERERE(X) = (5x + 8) (mod 26)f , LAFRZR261FEBHENYRES?

AIB|IC/DIEIFIGIH|I|J|K L M|N|OIP Q|R |S (T |U |V W (X |Y |Z

V|12 (3|4 |5|0 |7 |8|9|10|1|12([13[14 10|10 |17 18|19 |20 |21 (22|23 |24 | 2D

B3 A | N E C | P H E

X 0 5 8 13 4 2 8 15 7 B

y = 5x+8 8 33 33 48 73 28 18 48 83 43 28

y mod 26 8 7 7 22 21 2 18 22 5 17 2
B I W V' C S W F R

XTRAINNELEER A - IHHWVCSWFRCP



B e

v BIGREIHGRANSES
+ B :ABCDEFGHIJKLMNOPQRSTUVWXYZ
.« BY:ZYXWVUTSRQPONMLKJIHGFEDCBA

v Stfl
« BBX : the quick brown fox jumps over the lazy dog
« EX :gsvjfrxp yildm ulc gfnkh levi gsv ozab wit

BRBHEEHENREM

TR LA ER R B R AR R .

FERRHHRMES, FARMET VG — 3t BRI %E L ——X B,
FHZA/DN, BEBH.

FATEK, ZRGAH SR B LE A

183543 #7 -https://quipgiup.com/

https://iwww.qgxiuzi.cn/daochang.htm

435 e W 15 Vigenére cipher

v IIEEEE
> %48 © encryption
> BEXZ : public key distribution
> BTERFIIANGE | FrAZEEBEERLISSIHNFRKINEH



https://quipqiup.com/
https://www.qqxiuzi.cn/daohang.htm

26 x 26 JiFE
FAEREH
AN P B D

vV 258 k= kkoky o k)
VI :m=mmm;---m
v % : ¢; = m, + k; mod 26
v % . m, = c, — k; mod 26
v £ IR

> https://www.qqxiuzi.cn/bianma/weijinivamima.php

n

TELR TR https://www.qgxiuzi.cn/bianma/weijiniyamima.php
e SR MR B

] THRRFERANMEHELE, BEHEMENFQGEH TENTFRIME TE. 4958 8% 5% AHheloworld 4 %4, 3
WIF: dipcsegkshrij, B #5113 . MFRE—HKMFEHMRER. ZERAEFEHER.

R (HIlD #r9. 315 Mk

HREE (Hil) ERASTFEEFERPVIRFENENHAETF, BIA=0, B=1, ¢=2F, &
[ERBIASEECR n E@E, IR—T nxn MEMEER, FREBLHNERE 26, TEBFEMBNE
B (BNERL) 7E Zy HAREEN, SNMATTEERIS. RBEMMNTIINM 26 BF, AR
By, TEXE—THF

BASZ L ACT

BRI 3Bk,

19


https://www.qqxiuzi.cn/bianma/weijiniyamima.php

Rizx=#AA:

6 24 1
13 16 10

20 17 15

mEidizEs:
6 24 1 0 67 15
13 16 10 21 =1222| = |14 | mod 26
20 17 15119 319 T

27374: (o)

®3: POH

fEZR TR http://www.practicalcryptography.com/ciphers/hill-cipher/

3 (Bacon) &E1g

v INERT , BN FPRIENFRE IR —HR TR FE.

fEL T E: http://rumkin.com/tools/cipher/baconian.php

Aa aaaaa H/h aabbb 0/0 abbba V/v babab
B/b aaaab I/i abaaa P/p abbbb W/ w babba
C/c aaaba J/] abaab Q/q baaaa X/x babbb
D/d aaabb K/k ababa R/r baaab Y/y bbaaa
E/e aabaa L/1 ababb S/s baaba Z/z bbaab
F/f aabab M/m abbaa Tt baabb
G/g | aabba N/n | abbab U/u | babaa |
BE3Z:
S u C C e S S
baaab baabb aaaba aaaba aabaa baaab baaab
v 5—MHE
aAAAAA g AABBA nABBAA tBAABA
b AAAAB h AABBB o ABBAB u-v BAABB
c AAABA i-) ABAAA p ABBBA w BABAA
d AAABB k ABAAB q ABBBB x BABAB
e AABAA | ABABA r BAAAA y BABBA
f AABAB m ABABB s BAAAB z BABBB


http://www.practicalcryptography.com/ciphers/hill-cipher/
http://rumkin.com/tools/cipher/baconian.php
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iodj{36g9i2777

BRI

B=R: BE
a0dd }b6942c07

flag{36d9f2777b92bac39aa2ab206cd90d47}

ARE

ZEH | IRERRS , HREDAEM

1. BX=EEM — 2KIAXNES

2. BYZTEC — R FTHNES

3. BATEK — 2fZPNES. HPs8— P EHKImMNEEH
k R %B k80 , BIK=< k,, ky >

4. MB|EZEE — —EHAHMIBICRIMZESHKR  ©

5. BEEZED — —HHCIIMRRZTIR

PAREDAS (RED BIIMIAHMR:

o HISCE[EM
o I Z[EC
o HHTEK
o MEHILE
o fREHIED
XERRINEE ] . NEFEASETRAEFETHEEN, EESARMEMSHNE .
Wi#E (Stream Cipher) : FIH—MBEMMTEH, BIF ARSES, ERHMEHIKERR, 5HXZHERE, 5§
ke
R R B H AR, BEEENERBIEH.



NAMEES CUAMEERSD NEEH (ATF) # BEER (RE) MEEE 2 BEHE.
ZEWFERETHZ LRTHERXER S, WRBIERSA. BHOT . IR L& B R BoT$E

nNERREE

FoWill— REEV — ol
®X
RiEE [UAX—» mE [ FRLE > ME X BuE
T ;
e E(P)=C R D(C)=P
38 2

XIFRINZAH ( REAMNEZEH )

ST
%A = REEH
EEx =~ BEEE

- EER , XS

FESNREE D HEELS

o H Y
v BEEBBEXOERS ISR (block) |, - hithi
i ARIERN AR FRE A A D BIINE >
ﬁ?ﬂ' ‘4,4' = B +
v RENEW L 1111
> iR\ (Confusion) : BEXMSIHEES N L
ZRNREZBNXRRESR 1
> 81 ( Diffusion ) : BEXXREI—ELAS W
ROBSABEE S RIS MR | Mﬁﬁ Ve ot [ 5
BE SRR S HHAK. i v
ES L (TR v, oG

XOR



S AR

fl=open("key.txt","r")

key=Ff1.read()

print(key)

f2=open("#3L.txt","rb")

c=f2.read()

print(c)

print(len(key))

print(len(c))

for i in range(len(key)):
print(chr(ord(key[i])~c[i]),end="")

asadsasdasdasdasdasdasdasdasdasdqwesqf

b ' \x07\x1f\x00\x03\x08\x04\x12U\x03\x10TXK\\XIVSDR\x03D\x02XF\x06TG\x05VGWD\x12]J\x14\x1b"
38

38

flag{ealbc0988992276b7f95b54a7435e89¢}

LFSR (& ik R BB AL & 45

ﬂ‘gInlu[“]”.[lIINI'L.IT]‘Isl.lJl’[ilh "= I

rr--ﬂ:Iu[uln];--[ul-«lf-l-lrI-I-l4[Jl:[l] . MEEME:ﬁmaskES:iﬁﬁjfﬂj’ajﬁgﬁIﬁ
K- ] XS R F flagBifiz i Lt et ek i
|u|n|»|...|u|-»|i[-1r|~|s|~|=|a1-1

il XOR | |> @itn:Eigmaska sl E (U1 20k
MBS B 1 ES{UEH0, BASEAaghyE2(inE1 2]

R BOMETTRL, ZASBflagEe—i , B{EIA
@ AT SELEEAER | — B,

J




f=open("key","rb")
st=f.read()
out=""
for i in st:

out+=bin(i)[2:].2fill(8)
#out="000010111001010111010101111001101101101110011001101010100111101000010100001001110000001011010011"
key=out[18]+out[0:18]
print(key)
mask=0b1010011000100011100
flag=""
for x in range(19):

tmp=0

for i in range(19):

if (mask>>i) &1:
tmp~=int(key[18-i])

flag=str(tmp)+flag

key=key[18]+str(tmp)+key[1:18]
print(flag)

forecast
FIH T python random ) I i

flag.enc

499,123,495,149,245,118,133,441,273,140,421,391,268,493,269,413,273,386,115,107,94,459,134,481,271,172,361,287,9
2,235,501,477,169,416,501,477,470,421

import random

FLag="#¥ksskkkkkdktokokdfff ok

def test():
f=open("test","wb")
gonn
for i in range(1000):
s+=str(random.getrandbits(32))+"\n"
f.write(s.encode())
f.close()
test()
f=open("flag.enc","wb")
gonn
for i in flag:
s+=str(ord(i)”random.getrandbits(9))+","
s=s[:-1]
f.write(s.encode())
f.close()

exp.py



c=[499,123,495,149,245,118,133,441,273,140,421,391,268,493,269,413,273,386,115,107,94,459,134,481,271,172,361,28
7,92,235,501,477,169,416,501,477,470,421 ]
from randcrack import RandCrack
rc=RandCrack()
f=open("test","r")
arr=[]
for i in range(1000):
arr.append(int(f.readline().strip("\n")))
print(arr)
for i in arr[1000-624:]:
rc.submit(i)

for i in c:
print(chr((i*rc.predict_getrandbits(9))%128),end="")

randcrack.py

class RandCrack:

def __init_ (self):
self.counter = 0
self.mt = []
self.state = False

def submit(self, num):
if self.state:
raise ValueError("Already got enough bits")

bits = self._to_bitarray(num)

assert (all([x == @ or x == 1 for x in bits]))
self.counter += 1
self.mt.append(self._harden_inverse(bits))
if self.counter == 624:

self. regen()

self.state = True

def _predict_32(self):
if not self.state:
raise ValueError("Didn't recieve enough bits to predict")

if self.counter >= 624:
self._regen()
self.counter += 1

return self._harden(self.mt[self.counter - 1])

def predict_getrandbits(self, k):
if not self.state:
raise ValueError("Didn't recieve enough bits to predict")

if k == @:

return 0
words = (k - 1) // 32 + 1
res = []
for i in range(words):

r = self. predict_32()

if k < 32:

r=1[0] * (32 - k) + r[:k]



res> = -+ res
k -= 32
return self._to_int(res)

def predict_randbelow(self, n):
k = n.bit_length()
r = self.predict_getrandbits(k)
while r >= n:
r = self.predict_getrandbits(k)
return r

def predict_randrange(self, start, stop=None, step=1, _int=int):

# Adopted messy code from random.py module
# In fact only changed _randbelow() method calls to predict_randbelow()
istart = _int(start)
if istart != start:

raise ValueError("non-integer arg 1 for randrange()")
if stop is None:

if istart > 0:

return self.predict_randbelow(istart)
raise ValueError("empty range for randrange()")

# stop argument supplied.
istop = _int(stop)
if istop != stop:
raise ValueError("non-integer stop for randrange()")
width = istop - istart
if step == 1 and width > @:
return istart + self.predict_randbelow(width)
if step == 1:
raise ValueError("empty range for randrange() (%d,%d, %d)" % (istart, istop, width))

# Non-unit step argument supplied.
istep = _int(step)
if istep != step:
raise ValueError("non-integer step for randrange()")
if istep > o:
n = (width + istep - 1) // istep
elif istep < @:
n = (width + istep + 1) // istep
else:
raise ValueError("zero step for randrange()")

if n <= 0:
raise ValueError("empty range for randrange()")

return istart + istep * self.predict_randbelow(n)

def predict_randint(self, a, b):
return self.predict_randrange(a, b + 1)

def predict_choice(self, seq):
try:
i = self.predict_randbelow(len(seq))
except ValueError:
raise IndexError('Cannot choose from an empty sequence')
return seq[1i]

def _to_bitarray(self, num):
k = [int(x) for x in bin(num)[2:]]



return [0] * (32 - len(k)) + k

def to int(self, bits):

return int("".join(str(i) for i in bits), 2)
def or nums(self, a, b):
if len(a) < 32:
a = [0] * (32 - len(a)) + a
if len(b) < 32:
b=1[0] * (32 - 1len(b)) + b

return [x[0] | x[1] for x in zip(a, b)]

def _xor_nums(self, a, b):
if len(a) < 32:
a = [0] * (32 - len(a)) + a
if len(b) < 32:
b=1[0] * (32 - 1len(b)) + b

return [x[@0] ~ x[1] for x in zip(a, b)]

def _and_nums(self, a, b):
if len(a) < 32:
a =[0] * (32 - len(a)) + a
if len(b) < 32:
b=1[0] * (32 - len(b)) + b

return [x[0] & x[1] for x in zip(a, b)]
def _decode_harden_midop(self, enc, and_arr, shift):

NEW = ©
XOR =1
oK = 2
work = []
for i in range(32):
work.append( (NEW, enc[i]))
changed = True
while changed:
changed = False
for i in range(32):
status = work[i][9]
data = work[i][1]
if 1 >= 32 - shift and status == NEW:
work[i] = (OK, data)
changed = True
elif i < 32 - shift and status == NEW:
if and_arr[i] == 0:
work[i] = (OK, data)
changed = True

else:
work[i] = (XOR, data)
changed = True

elif status == XOR:

i_other = i + shift

if work[i_other][0] == OK:
work[i] = (OK, data "~ work[i_other][1])
changed = True

r rana -~ . o



return | X[1] Tor X 1n wWoOrk|

def _harden(self, bits):
bits = self._xor_nums(bits, bits[:-11])
bits = self._xor_nums(bits, self._and_nums(bits[7:] + [0] * 7, self._to_bitarray(0x9d2c5680)))
bits = self._ xor_nums(bits, self._and_nums(bits[15:] + [@] * 15, self._to_bitarray(0xefc60000)))
bits = self._xor_nums(bits, bits[:-18])
return bits

def _harden_inverse(self, bits):
# inverse for: bits = _xor_nums(bits, bits[:-11])
bits = self._xor_nums(bits, bits[:-18])
# inverse for: bits = _xor_nums(bits, _and_nums(bits[15:] + [©6] * 15 , _to _bitarray(éxefc60000)))
bits = self._decode_harden_midop(bits, self._to_bitarray(@xefc60000), 15)
# inverse for: bits = _xor_nums(bits, _and_nums(bits[7:] + [0] * 7 , _to_bitarray(6x9d2c5680)))
bits = self._decode_harden_midop(bits, self._to_bitarray(0x9d2c5680), 7)
# inverse for: bits = _xor_nums(bits, bits[:-11])
bits = self. xor_nums(bits, [0] * 11 + bits[:11] + [@] * 10)
bits = self. xor_nums(bits, bits[11:21])

return bits

def _regen(self):

# C code translated from python sources
N = 624
M = 397

MATRIX_A = 0x9908bedf

LOWER_MASK = Ox7fffffff

UPPER_MASK = 0x80000000

magdl = [self._to_bitarray(0), self._to_bitarray(MATRIX_A)]

1 bits = self._to_bitarray(LOWER_MASK)
u_bits = self._to_bitarray(UPPER_MASK)

for kk in range(@, N - M):
y = self. or_nums(self._and_nums(self.mt|[kk], u_bits), self._and_nums(self.mt[kk + 1], 1 bits))
self.mt[kk] = self._xor_nums(self._xor_nums(self.mt[kk + M], y[:-1]), magol[y[-1] & 1])

for kk in range(N - M - 1, N - 1):
y = self. or_nums(self._and_nums(self.mt|[kk], u_bits), self. _and_nums(self.mt[kk + 1], 1 bits))

self.mt[kk] = self. xor_nums(self. xor_nums(self.mt[kk + (M - N)|, y[:-1]), magol[y[-1] & 1])

y = self._or_nums(self._and_nums(self.mt[N - 1], u_bits), self._and_nums(self.mt[0], 1 bits))
self.mt[N - 1] = self._xor_nums(self._xor_nums(self.mt[M - 1], y[:-1]), magel[y[-1] & 1])

self.counter = 0

if _name__ == " main_ ":
import random
import time
print("Testing random module cracker...")

cracker = RandCrack()

random.seed(time.time())

for i in range(624):
cracker.submit(random.randint (0, 4294967294))



print("Guessing next 32000 random bits success rate: {}%"
.format(sum([random.getrandbits(32) == cracker.predict_getrandbits(32) for x in range(1000)]) / 10))
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c=pow(m,e,n)

R EFE m=c~d mod n

m=pow(c,d,n)

REFHA

d = gmpy2.invert(e, (p-1)*(g-1))

—RCRUL, n, eRATFH, ERBTN—REWANKERLEARN, FrelBRAVRMERME D, FT CARSAINE B2 FI F AT AR E
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from Crypto.Util.number import *
import gmpy2

# B xXm

msg = 'flag is :testflag'

# Fk16 4 BH
hex_msg=int(msg.encode("hex"),16)
print(hex_msg)

# FHp

p=getPrime(100)

# FHq

g=getPrime(100)

# nEHAIEHHITH

n=p*q

# AEn, e, eE—1FH. BHEn,d
e=0x10001

#

phi=(p-1)*(q-1)

# dZetd varphi(n) HIHIL, CTFHIfGEEBLZ, dE/e,p,qal LIRMELH
d=gmpy2.invert(e,phi)

print("d=",hex(d))

# #HXc

c=pow(hex_msg,e,n)

print("e=",hex(e))

print("n=",hex(n))

print("c=",hex(c))

34852863793931897547090823807754671251815

('d="', '@xe@cb53bac57348a423f43f2aed1lbfOf503688c90a0cff19cl’)
(‘e=", 'ox10001')

('n=", 'Oxde23e693f412952e8e057270d0f14f56a0df99d598586e8edfL")
(

'c=", 'Ox644078982d648df7097dd388a29f67a8567dedc6ff196fbcoel ')

EL 7t RSAR %



#!/usr/bin/env python

# -*- coding:utf-8 -*-

import binascii

import gmpy2

# B FELAITERn
n=0x80b32f2ce68da974125310a23144977d76732fa78fa29fdcbf
#IXLEHyafu 2 HE Tn

p=780900790334269659443297956843
q=1034526559407993507734818408829

# Ltfe

e=0x10001

# BXc
€c=0x534280240c65bb1104ce3000bc8181363806e7173418d15762

phi=(p-1)*(q-1)

# Wmd

d=gmpy2.invert(e,phi)

# BiXm

m=pow(c,d,n)

print(hex(m))
print(binascii.unhexlify(hex(m)[2:].strip("L")))

0Xx666Cc6167206973203a74657374666Cc6167
flag is :testflag

RSAH T p&gH 24 4 i
pflgtiZE Keid/h, 1 kF).
F A %4

B An=p*q
HpZEpMqiEHZER /N, REBK, HMESERNERS M ENER
Bl a0 s T

p=getPrime(512)
q=gmpy2.next_prime(p)
n=p*q

FE Apfiq+4rEak, FrCAe CABE Ayaful 845

yafus)fi#
18

factor(*)



BN FEEC\windows\system32\cmd.exe

>sdn.netllilongs

AR B E AW, WRET DA R ERE Z BT AT, AR AW LA E R BlpAlq

from Crypto.Util.number import
import gmpy2

-Flag ‘flag{******%’?*‘r*‘r*‘r???
m=bytes_to_long(flag.encode

p=getPrime(512

# g
g=gmpy2.next_prime(p
n=p=q

e=0x10001

phi=(p-1 g-1
d=gmpy2.invert(e,phi
c=pow(m,e,n

print("e=",hex(e
print("n=",hex(n

print("c=",hex(c

#e= 0x10001

#n= 0x96d562f7100cff53f608b6bal552d58727fbf3fd163726fa65c5d6cf777bdabec3b549242897055caaea5c0adbb6a3obab73a57b52
8265ae6045cae800c17978993bb6d4d81e4d995a6ffb92eel10ed606871037bOddace3db81al537cb6f16c322160fa36f5903eblaa84f0ee4

6bfacded3a2cac18504df552648b407852040f

#c= 0x75c64aa529f2c6987653122d1d5e20d37bdb3c86049dadcac13b93279409a8a08c15ed09e3b0f4f2d854e64a167438ff36ef6aa082
1542f31c9543db7d85e7aefde04f47e0403d8e8f74e83acb7b3a7b5b92fd9f12237d48ed865317ebd7888cd89517959233dd3190965e7426

a68d49bd98206712c168b144423351742f94f3

exp.py


http://factordb.com/

e= 0x10001

n= 0x96d562f7100cff53f608b6bal552d58727fbf3fd163726fa65c5d6cf777bdabec3b549242897055caaea5c@adbb6a3@bab73a57b528
265ae6045cae800c17978993bb6d4d81e4d995a6ffb92eel0ed606871037b@ddace3db81al1537cb6f16c322160fa3615903eblaa84f0eed6
bfacde®3a2cac18504df552648b407852040f

Cc= Ox75c64aa52912c6987653122d1d5e20d37bdb3c86049dadcac13b93279409a8a08c15ed09e3b0f412d854e64a167438ff36ef6aan821
54231c9543db7d85e7aefde@4f47e0403d8e8f74e83acb7b3a7b5b92fd9112237d48ed865317ebd7888cd89517959233dd3190965e7426a
68d49bd98206712c168b144423351742f94F3

p = 102916915399563209549725817542516129943841707257990865601664887104922368359311571313826165624002330519810757
64700669983013064614944432405231738947852601201

q = 102916915399563209549725817542516129943841707257990865601664887104922368359311571313826165624002330519810757
64700669983013064614944432405231738947852600191

print(p*q==n)

import gmpy2
import binascii

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)
print(binascii.unhexlify(hex(m)[2:].strip("L")))

True
flag{a2d10a3211b415832791a6bc6031f9ab}

AAESEN
R %4

HEELNEXRN AR AT —AREE TR, 7T AL H R
R — R T

pl=getPrime(512)
p2=getPrime(512)
g=getPrime(512)
nl=pl*q

n2=p2*q

FrUASEES T 2400, HARINEES#E, TUZRAREELLH

K JL B 15 9 e AR BR v
KA ME R LR BRI, SKBlpythonii AT

def gcd(a, b): #RBALLH

if a < b:
a, b =D>b, a
while b != 0:
temp = a % b
a=>b
b = temp
return a

261



from Crypto.Util.number import *
import gmpy2

-Flag = '-Flag{******************}'

m=bytes_to_long(flag.encode())

p=getPrime(512)

g=getPrime(512)

p2=getPrime(512)

# n1fin2 A 429%q

nl=p*q

n2=p2*q

e=0x10001

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

c=pow(m,e,nl)

print(“"e=",e)

print("n1=",n1)

print("n2=",n2)

print("c=",c)

e= 65537

nl= 115205766471059781270815604837009314657798597158913292644119663583719125777824041586752032035243666254025203
7861880356070224715697979835643198429824987556490578968816189660004772141203450888360455995025154942529929346333
59436850135398632587182499247836972087805864758310205067696292979360247491268935445760747

n2= 139151110513318209083176529711756450516319765206948018486876906602717789940417835912041508342627710084011340
6274462811006560284037645675656591979996433257805833861272421490242661902889690453448682916132758908480740948452
35636145367687600666935329150610685125752376402648945766877555960666113629584870151828091

Cc= 3778436200591217872126397374230414359624840380290467020556458819388816946468905235288713303788669716808275726
3755584166545598212048396908425843861624178309849720696116722927642936187733426593227579988489557113698133433804
364722953380850950658119086544556004805582948121618951251321352586046056523556934859706

exp.py



e= 65537

nl= 115205766471059781270815604837009314657798597158913292644119663583719125777824041586752032035243666254025203
7861880356070224715697979835643198429824987556490578968816189660004772141203450888360455995025154942529929346333
59436850135398632587182499247836972087805864758310205067696292979360247491268935445760747

n2= 139151110513318209083176529711756450516319765206948018486876906602717789940417835912041508342627710084011340
6274462811006560284037645675656591979996433257805833861272421490242661902889690453448682916132758908480740948452
35636145367687600666935329150610685125752376402648945766877555960666113629584870151828091

c= 3778436200591217872126397374230414359624840380290467020556458819388816946468905235288713303788669716808275726
3755584166545598212048396908425843861624178309849720696116722927642936187733426593227579988489557113698133433804
364722953380850950658119086544556004805582948121618951251321352586046056523556934859706

import gmpy2

from Crypto.Util.number import *

g=gmpy2.gcd(nl,n2)

print(q)

p=nl//q

print(p*gq==n1)

phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)
m=pow(c,d,nl)
print(long_to_bytes(m))

1104368346620667438125999811855861489494403489409788719689700781877112537002957392473979449247462624726868288382
9182888241620348309323653096361191238356333

True

flag{a2d10a3211b415832791a6bc6031f9ab}

B R
PR 244
2 4le,d,nxkKp,q-
dp&dqitt &
i PR 244

BT TH2Rdp. dq

dp=d%(p-1)
dg=d%(q-1)

RS HRN T AR IR R A

("p=", 'Oxf85d730bbf09033a75379e58a846518048b8516f8105ce2879ce774241305b6ebdea506b6leb7e376d4fcd425c76e80chb748eb
faf3a852b5c¢f3119f028cc5971L")

('g=", '@Oxclf34b4f826f91c5d68c5751c9af830bc770467a68699991be6e847c29¢c13170110ccd5e855710950abab2694b6ac730141152
758acbecadc5a51889cbe84d57L")

("dp=", '@xf7b885a246a59falb3fe88a2971cblee8b19c4a7f9c1a791b9845471320220803854a967a12a03820e297cOfclaabc2elc4022
8d50228766ebebc93c97577F511")

('dg=", '0x865fe807b8595067ff93d053cc269be6a75134a34e800b741cba39744501a31cffd31cdeabd78267a0bd652aeaa39a49¢73d9
121fafdfa7el131a764a12fdb95")

('c="', 'Oxae@5e0dc34e2badca3536987cc2cfc3f1f7+f53190164d0ac50b44832f0e7224c6fdeebd2c91e3991e7d179¢c26b1b997295dc972
4925bad31f527fba212703a0d14a34cel33661ae@b600lee326303d6ccdc27dbd94e0987fae25a841197¢c1535bdac9094bfb3846b7cab96b
2e5082bea7bff804da275772ca®5dd51b185a4fc30L ")

AT -



InvQ=gmpy2.invert(q,p)
mp=pow(c,dp,p)

mq=pow(c,dd,q)
m=(((mp-mq)*InvQ)%p)*q+mq

print "{:x}'.format(m).decode( 'hex")

=]
from Crypto.Util.number import *
import gmpy2

-Flag = '-Flag{********************************}'

m=bytes_to_long(flag.encode())

p=getPrime(512)

g=getPrime(512)

n=p*q

e=getPrime(20)

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

dp=d%(p-1)

dg=d%(q-1)

c=pow(m,e,n)

print("n=",n)

print("p=",p)

print(“g=",q)

print("dp=",dp)

print("dqg=",dq)

print("c=",c)

n= 1186189542876152696959048759954895485114449402676227670940477396344946463588093044339781734956876783704064587
0286053634278580375323470254621949466553586447465230186228459169067317676904363037289907588383460654517458634872
0993678078895654149136676023206963021215226128014757783383076786413359604861549162636747

p= 1224442589052703755945745075819962534522444014860250012194751340594024813485718003268914492151009976678237659
2176091852775339372003558472079284757727362571

g= 9687588078701625994967484476321431565856840411439788976614047902260935119170606128529184693304251663287418434
325133814992945149670372082642015792984936257

dp= 116617653410550370282131102431407624418918599471329763418354858610020396904122985483980001658273162612921608
30963662695604031845480131372329938955617008307

dg= 533097210896223081951792535275376024718934257336939098364375456238222465922694981679465971554563017155732897
5020873518879918889149973698886977898856476183

c= 1237401361099593597598714457388549321245941190479469719790302371580577759032431866551280508524526780365455770
0689811822171219122398629103950576556025535606948328799420133553234348610960343249046259660281472602396406991408
998707805300684186709474247145123999521260863968647240075574632249474210031448000004668

exp.py



import gmpy2
import binascii
def decrypt(dp,dq,p,q,c):
InvQ = gmpy2.invert(q,p)
mp = pow(c,dp,p)
mq = pow(c,dq.q)
m=(((mp-mq)*InvQ)%p)*q-+mq
print (binascii.unhexlify(hex(m)[2:]))

n= 1186189542876152696959048759954895485114449402676227670940477396344946463588093044339781734956876783704064587
0286053634278580375323470254621949466553586447465230186228459169067317676904363037289907588383460654517458634872
0993678078895654149136676023206963021215226128014757783383076786413359604861549162636747

p= 1224442589052703755945745075819962534522444014860250012194751340594024813485718003268914492151009976678237659
2176091852775339372003558472079284757727362571

q= 9687588078701625994967484476321431565856840411439788976614047902260935119170606128529184693304251663287418434
325133814992945149670372082642015792984936257

dp= 116617653410550370282131102431407624418918599471329763418354858610020396904122985483980001658273162612921608
30963662695604031845480131372329938955617008307

dg= 533097210896223081951792535275376024718934257336939098364375456238222465922694981679465971554563017155732897
5020873518879918889149973698886977898856476183

c= 1237401361099593597598714457388549321245941190479469719790302371580577759032431866551280508524526780365455770
0689811822171219122398629103950576556025535606948328799420133553234348610960343249046259660281472602396406991408
998707805300684186709474247145123999521260863968647240075574632249474210031448000004668

decrypt(dp,dq,p.q,c)
# flag{a2d10a3211b415832791a6bc6631f9ab}

dpitt %
I %4
s B 45 A8n,e bl fdp

("dp=", '@x7f134420b8d28584922af88d692b32c23ef@d2745595bc5fe68de384b61c03e8fd0542321298618b279a0105b7bee85174378
c7f5f35c3fd505e214c0738e1d9 ")

("'n=", 'Ox5eeelb4b4f17912274b7427d8dcOc274dc96baa72e43da36ff39d452ff6f2ef@dc6bf7eb9bdab899a6bb718c070687feff517f
cf5377435c56c248ad88caddad6a9cefadcad9l82daffcc6e48451d481137e6520be384bedb221465ec7c95e2434bf76568e181e988039829
a2db43572e2fe57e5be@dc5d94d45361e96e14bd65L ")

('e="', 'Oxlee01')

("c=", '@Ox510fd8c3f6e21dfcO764a352a2c7ff1e604e1681a3867480a070a480f722e2f4a63ca3d7a92b862955ab4be76cded3b51576al
28fbad9348af7a6e34b335cfdbda8e882925b20503762edf530d6cd765bfa951886e192ble9aeed61cOce50d55d11e343c78bb617d8avadb
7b4cf3b913ee85437191f1136e35b94078e68bee8dL ")

o5 3 SCESR AR B S
BATTLAEE N, e, dpREFAEA.
ARESSEH/ B
https://www.jianshu.com/p/74270dc7a14b
HedpR

dp=d(p-1)

PATHE S AR A 2R A 1) ARG 4 IE
BUAEIRATT AT LARE 2


https://www.jianshu.com/p/74270dc7a14b

c=m"“e mod n
m=c”d mod n
@(n)=(p-1)*(qg-1)
d*e=1 mod @(n)
dp=d mod (p-1)

1 b AT LAfE 2

dp*e=d*e mod (p-1)

BH L AT BAAS 2

d*e=k*(p-1)+dp*ed*e=1 mod @(n)

AT X1 AR 27T S 2

k*x(p-1)+dp*e=1 mod (p-1)*(qg-1)

B AT LAS 3

k2*(p-1)*(q-1)+1=k1*(p-1)+dp*e

T

(p-1)*[k2%(g-1)-k1]+1=dp*e

ESh)

dp<p-1

CIPSEE:

e>k2*(gq-1)-k1

AR

x=k2*(qg-1)-k1

AT LA B TE N
(@,e)
H kA

x*(p-1)+1=dp*e

HRFRATT AT LA 3

XE(0,e)

Kitip-1, R TGEWIRE R, WHE5537F AL, HAHER— M prl NI 4K tpHlq, BIATFIA
@(n)=(p-1)*(q-1)d*e=1 mod @(n)

HEH

d=1*e-1 mod @(n)

E: XEH-UAETT, AREHEK R



AR Fpythons B
KRG HIEA T

def getd(n,e,dp):
for i in range(1,e):
if (dp*e-1)%i == o:
if n%(((dp*e-1)/i)+1)==0:

p=((dp*e-1)/i)+1
a=n/(((dp*e-1)/i)+1)
phi = (p-1)*(q-1)
d = gmpy2.invert(e,phi)%phi
return d

1

from Crypto.Util.number import *
import gmpy2

-Flag = '-Flag{*****************************}'

m=bytes_to_long(flag.encode())
p=getPrime(512)
g=getPrime(512)

n=p*q

e=0x10001
phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)
dp=d%(p-1)
c=pow(m,e,n)
print("e=",e)
print("n=",n)
print("dp=",dp)
print("c=",c)

e= 65537

n= 9282823700954523012011806908922351491271689616561030806450446060408262485393843196292394933486486443626440843
3256288068202484225961256898972743676389188622775737958995025654351705278456167733907608412584542016121478865285
024454893448016017969632116442841446786562704173003893111037687107024681444848078613927

dp= 408221868238845452084387816079774490784249544706824800637978752832611481104719726895203958154277378185455960
7944658834487467299675549398662256389836821909

c= 1449053335601418073349775192153967809045275908347629530389974084291116817735456445912969826799662653182919477
7130342559029232479939335746334521688770129350369504991860912181278314347862204291618819118798920468232748953919
317971699169539017795380789372322430009718018665278749598988666351269866046298409588225

exp.py



import gmpy2
import binascii

def getd(n,e,dp):
for i in range(1,e):
if (dp*e-1)%i ==
if n%(((dp*e-1)//i)+1)==0:
p=((dp*e-1)//i)+1
g=n//(((dp*e-1)//i)+1)
phi = (p-1)*(q-1)
d = gmpy2.invert(e,phi)%phi
return d

e= 65537

n= 9282823700954523012011806908922351491271689616561030806450446060408262485393843196292394933486486443626440843
3256288068202484225961256898972743676389188622775737958995025654351705278456167733907608412584542016121478865285
024454893448016017969632116442841446786562704173003893111037687107024681444848078613927

dp= 408221868238845452084387816079774490784249544706824800637978752832611481104719726895203958154277378185455960
7944658834487467299675549398662256389836821909

c= 1449053335601418073349775192153967809045275908347629530389974084291116817735456445912969826799662653182919477
7130342559029232479939335746334521688770129350369504991860912181278314347862204291618819118798920468232748953919
317971699169539017795380789372322430009718018665278749598988666351269866046298409588225

d=getd(n,e,dp)

m=pow(c,d,n)

print (binascii.unhexlify(hex(m)[2:]))

# flag{a2d10a3211b415832791a6bc6031f9ab}

e59(NAEZEK
F A %4

("'nl=", '@xbf510b8e2b169fbce366ebl5a4f6c71b370f0212108c7feb482234a386185bcela740fa6498e04edbdf2a639e320619d939d
3e740ebaf578af0426bc3e851001a1d599108a0872534716680a715581a32d91505023701872c3df723e8de91201d3b17059bebff944b915
045870d757eb6d6d009eb4561cc7e4b89968e4433a9L ")

('el="', '@x15d6439c6"')

("cl=", '@x43e5cc4c99c3040aef2ccbOd4c45266f6b75cd7F9f1bel0576668928310886061c9cd52ac2b2b6clb7d250c2079F354ca9b98
8db55563362011f3b5e489916b3b60b80c34bef8f608d7471fafafldbeed21b60630f42c5cc813356e786ff10e5efa334b8a73b7eak6ata6o
43f33be6a31010d306ba60516243add65c183da843aL ")

("'n2=", '@xba85d38d1lbfc3fb281927c9246b5b771ac3344ca9felc2d9c793a886bffb5c84558f4a578cd5ba9e777a4e08f66d0cabed5b9
2222e8d075778b5fbfff318a7f9b6f22e2eff6f79d8c1148941b3974f3e83ad4a4f1520ad42336eddc572ec7eak4766eb798b2f1b1b52009b
3eeea7741b2c55e3c7cllc5cf6a4e204c6b0d312F49L ")

('e2=", '©x2c09848c6")

('c2=", '@x79ec6350649377f69b475eca83a7d9d5356a1d62e29933e9¢c8e2b19b4b23626a581037aba3be6d7f73d5bed049350e41cleds
cdc3el@ee34ec576ef3449be217d930c759612e1c23c4db71d0e5185a80b548031e3857dd93ecadaf017fcd25895fcc4e8a2b36c1dd36b8c
d9cc9200e28791025928fe346e2cfae5200e66de6ecl ')

B ALBS BT UMEFEINT. n2E T
ERKMeMonBR AL AREE, FrURMTLERHFHA,

A RS

gcd(el, (p-1)*(ql-1))
gcd(e2, (p-1)*(qg2-1))



REISRAT9858

WY, eMen)NELRBEFAL$79858

ARSI ESHEE
https://blog.csdn.net/chenzzhenguo/article/details/94339659

2
exp.py

#!/usr/bin/env python
# -*- coding:utf-8 -*-
import gmpy2

import binascii

def gcd(a, b):

if a < b:
a, b =D>b, a
while b != 0:
temp = a % b
a=>b
b = temp
return a

n1=0xbf510b8e2b169fbce366ebl5a4f6c71b370f02f2108c7feb482234a386185bcela740fa6498e04edbdf2a639e320619d9f39d3e740e
baf578at0426bc3e851001a1d599108a0872534716680a715581a32d91505023701872c3df723e8de91201d3b17059bebf{944b915045870
d757eb6d6d009eb4561cc7e4b89968e4433a9
n2=0xba85d38d1bfc3fb281927c9246b5b771ac3344ca9felc2d9c793a886bffb5c84558f4a578cd5ba%e777a4e08f66d0cabed5b9aa2ae8
do75778b5fbfff318a7f9b6f22e2eff61f79d8c1148941b3974f3e83a4a4f1520ad42336eddc572ec7eak4766eb798b2f1blb52009b3eecea?
741b2c55e3c7cllc5cf6ad4e204c6b0d312149

p=gcd(nl,n2)
ql=nl//p
q2=n2//p

c1=0x43e5cc4c99c3040aef2ccb0d4c45266f6b75cd7f9f1bel0576668928310886061c9cd52ac2b2b6clb7d250c20791354ca9b988db555
63362011f3b5e489916b3b60b80c34bef8f608d7471fafafldbeed21b60630f42c5cc813356e786ff10e5efa334b8a73b7eakb6afa6043f33b
€6231010d306ba60516243add65c183da843a
€2=0x79ec6350649377f69b475eca83a7d9d5356a1d62e29933e9c8e2b19b4b23626a581037aba3be6d7f73d5bed@49350e41cled4cdc3el
Qee34ec576ef3449be2f7d930c759612e1c23c4db71d0e5185a80b548031e3857dd93ecadaf017fcd25895fcc4e8a2b36c1dd36b8cd9cc92
00e28791025928fe346e2cfae5200e66debeC

el =0x15d6439c6

e2 =0x2c09848c6

#print(gcd(el, (p-1)*(q1-1)))
#print(gcd(e2, (p-1)*(q2-1)))

el=el//gcd(el, (p-1)*(ql-1))
e2=e2//gcd(e2, (p-1)*(q2-1))

phil=(p-1)*(ql-1);phi2=(p-1)*(q2-1)
dl=gmpy2.invert(el,phil)
d2=gmpy2.invert(e2,phi2)
fl=pow(cl,d1,nl)

f2=pow(c2,d2,n2)


https://blog.csdn.net/chenzzhenguo/article/details/94339659

def GCRT(mi, ai):
curm, cura = mi[@], ai[@]
for (m, a) in zip(mi[1:], ai[1:]):
d = gmpy2.gcd(curm, m)
c =a - cura
K=c¢c// d* gmpy2.invert(curm // d, m // d)
cura += curm * K

curm = curm * m // d
cura %= curm
return (cura % curm, curm)

f3,1cm = GCRT([nl1,n2],[f1,f2])
n3=ql*q2

c3=F3%n3

phi3=(ql-1)*(q2-1)

d3=gmpy2.invert(39929,phi3)#39929/479858//gcd((q1-1)*(q2-1),79858) [ X#Hje fllp(n)iL/AH L F%2
m3=pow(c3,d3,n3)

if gmpy2.iroot(m3,2)[1] ==
flag=gmpy2.iroot(m3,2)[0]
print(binascii.unhexlify(hex(flag)[2:].strip("L")))

AHNEZS AN RBHN T AR
I %A
BEWT

("'n=", 'Oxf1lb234e8a03408df4868015d654dcb931f038ef4fcObe8658c9b951ee6c60d23689albfbl51e74df0910falcf8a542282a65")
('e="', 'Oxleee0l')
('c=", '@Ox22fda6137013bac19754f78e8d9658498017f05a4b0814f2af97dc2c60fdc433d2949ea27b13337961ef3c4cf27452ad3c95")

B 3k AR ) 2 BAng: B DY A R B SR 18 R 14,
HAp A RBMERERD, REFERK, MERNEEZ D HRSR
B0 AR an T

p=getPrime(100)
g=gmpy2.next_prime(p)
r=gmpy2.next_prime(q)
s=gmpy2.next_prime(r)
n=p*g*r*s



HAp. g rv s8R, BrbAar DUE Fyaful #: 4 f#

BN EEC\windows\system32\cmd.exe

import binascii

import gmpy2

1249559655343546956371276497499

1249559655343546956371276497489

1249559655343546956371276497537

1249559655343546956371276497423

0x10001
0x22fda6137013bac19754178e8d9658498017f05a4b0814f2af97dc2c60fdc433d2949ea27b13337961ef3c4cf27452ad3¢c95

pTqTrrs

> 0o O »n S5 QO T

phi=(p-1)*(q-1)*(r-1)*(s-1
d=gmpy2.invert(e,phi

m=pow(c,d,n
print(binascii.unhexlify(hex(m)[2:].strip("L"
# flag is:testflag



from Crypto.Util.number import *
import gmpy2

-F]_ag = '-Flag{*****************************}'

m=bytes_to_long(flag.encode())

p=getPrime(128)

g=gmpy2.next_prime(p)

r=getPrime(128)

n=p*q*r

e=0x10001

c=pow(m,e,n)

print("e=",e)

print("n=",n)

print("c=",c)

print("r=",r)

e= 65537

n= 1545791418500239618827279348181435480390107873369113178385714142104034312290447178755594313832087641233443956
3870423

c= 8036525777130443184393455047034333939594051741708051133260156016939103486238878891876906912026231768495818380
158485

r= 291772877613383069932935701252073023153

exp.py

e= 65537

n= 1545791418500239618827279348181435480390107873369113178385714142104034312290447178755594313832087641233443956
3870423

c= 8036525777130443184393455047034333939594051741708051133260156016939103486238878891876906912026231768495818380
158485

r= 291772877613383069932935701252073023153

import gmpy2

from Crypto.Util.number import *

pg=n//r
print(pq)
p = 230172262495731574542243822462679932863

q = 230172262495731574542243822462679932857
phi=(p-1)*(q-1)*(r-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)

print(long_to_bytes(m))

52979270422403959960169544341655144953218780388742597807492302111334107779591
flag{a2d10a3211b415832791a6bc6031f9ab}

/INBA S
A %4

B30, B SCeRTT TR/ T B X =005 BAR Nk, HERAT 24
NI R TR R, EE D A AIE L.

BSCE D, SEHSCKeR TR /N Fn



("'n="', 'Oxad@3794ef170d8laad370dccb7b92af7d174c10e@ae9ddc99b7dc5+f93af6c65b51cc9c40941b002c7633caf8cd50elb73aa942
c8488d46c0032064306de388151814982b6d35b4e2a62dd6471527b31b41826c36848dc5299957428694460e1b59b4e96bdal341d3ba5+99
11f0000a56004d47681ecfd37a5e64bd198617f8dadL ")

('e=', 'Ox3")

('c="', 'Ox10652cdf6f422470ea251f77L")

XFE BN etk IT 77, BIR A5 2|83
B A

import binascii

import gmpy2
n=0xad@3794ef170d81aad370dccb7b92af7d174c10e@ae9ddc99b7dc5f93af6c65b51cc9c40941b002c7633caf8cd50e1b73aa942c8488d
46c0032064306de388151814982b6d35b4e2a62dd647+527b31b4+826c36848dc52999574a8694460e1b59b4e96bdal341d3ba5+99110000
a56004d47681ecfd37a5e64bd198617f8dad

e=0x3

Cc=0x10652cdf6f422470ea251f77

m=gmpy2.iroot(c, 3)[0]
print(binascii.unhexlify(hex(m)[2:].strip("L")))

B =07 BAREENK, HRKXAT 220

("'n=", '@x9683f5f8073b6cd9df96eeddbe6629c7965eledd2854afall3d80c44f5dfcf030al8clb2ff40575fe8e222230d7bb5b6dd8c41
9c9d4bcala7e84440a2a87f691e2cOc76caaab61492db143a61132f584ba8742a98363c23e93218ac83d1dd715db6711009ceda2a31820bba
caflb6171bbaa6b8dlbe76fe986e4bdclb66d10@af25L ")

('e="', '@x3")

('"c="', 'Ox8541ee560f77d8fe536d48eab425b0505e86178e6ffefalbOc37ccbfc6cb5f9a7727baeb3916356d6fce3205cd4e586alccd407
703b3f709e2011d7b66eaaeceade381e595b4d515c433682eb3906d9870fadbfd0695c0168aa2644717a049c260456151e937ce75b74e5c3
c2bd7709b981898016a3a18f15ae99763ff40805aal ')

PRREPET, MK E—1n

i=20
while 1:
res = iroot(c+i*n,3)
if(res[1] == True):
print res
break
print "i="+str(i)

i=1i+1

TR



import binascii
import gmpy2

n=0x968315f8073b6cd9df96eeddbe6629c7965eledd2854afal113d80c44f5dfcfB30al8clb2ff40575fe8e222230d7bb5b6dd8c419c9d4b
cala7e84440a2a87f691e2cOc76caaab61492db143a61132F584ba874a98363c23e93218ac83d1dd715db6711009ceda2a31820bbacaflb6
171bbaa68dlbe76fe986e4b4clb66d10af25

e=0x3
c=0x8541ee560f77d8fe536d48eab425b0505e86178e6ffefalbOc37ccbfc6cb5f9a7727baeb3916356d6fce3205cd4e586alcc407703b3f
709e2011d7b66eaaecea9e381e595b4d515c433682eb3906d9870fadbffd0695c0168aa2644717a049c260456f51e937ce75b74e5c3c2bd77
09b981898016a3a18f15ae99763ff40805aa

i=20
while 1:
res = gmpy2.iroot(c+i*n,3)
if(res[1] == True):
m=res|[0]
print(binascii.unhexlify(hex(m)[2:].strip("L")))
break
print "i="+str(i)
i=i+1

241

#n: 0x52d483c27cd806550fbebe37a6laf2e7cf5e0efb723dfc81174c918a27627779b21fa3c851e9e94188eaee3d5cd6f752406a43fbe
cb53e80836ff1el185d3ccd7782ea846c2e91a7bo808986666ebbdadbfb7bdd65670a589a4d2478e9adcafe97c6ee23614bcb2ecc23580f4d
2e3cclecfec25c50dadbc754dde6c8bfd8dlfc16956c74d8e9196046a01dc9f3024e11461c294f29d7421140732fedacac97b8fe50999117
d27943c953F18c4ff4f8c258d839764078d4b6ef6e8591e0ff5563b31a39e6374d0d41c8c46921c25e5904a817ef8e39e5c9b71225a83269
693e0b7e3218fc5e5ale8412bal6e588b3d6ach36dce39fcdfce8leec79979ea6872793L

#e: 0x3
#c:0x10652cdfaabb63f6d7bd1109da08181e500e5643f5b240a9024bfa84d5F2cac9310562978347bb232d63e7289283871efab83d84ff5
a7b64a94a79d34cfbd4ef121723balf663e514f83f6f01492b4el3elbb4296d96eaba353d3bf2edd2f449c03c4a3e995237985a596908adc
74132365

so,how to get the message?

exp.py

e= 65537

n= 1545791418500239618827279348181435480390107873369113178385714142104034312290447178755594313832087641233443956
3870423

c= 8036525777130443184393455047034333939594051741708051133260156016939103486238878891876906912026231768495818380
158485

r= 291772877613383069932935701252073023153

import gmpy2

from Crypto.Util.number import *

pg=n//r

print(pq)

p 230172262495731574542243822462679932863
q 230172262495731574542243822462679932857
phi=(p-1)*(q-1)*(r-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)
print(long_to_bytes(m))

52979270422403959960169544341655144953218780388742597807492302111334107779591
flag{a2d10a3211b415832791a6bc6031f9ab}
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from Crypto.Util.number import *
import gmpy2

-Flag = '-Flag{*********************************}'

m=bytes_to_long(flag.encode())
def getN():
p=getPrime(256)
gq=getPrime(256)
n=p*q
return n
e=0x3
nl=getN()
cl=pow(m,e,nl)
n2=getN()
c2=pow(m,e,n2)
n3=getN()
c3=pow(m,e,n3)
print("n=",[n1,n2,n3])
print("c=",[cl1,c2,c3])

n= [556700048622635325452467345435714707611807712227578948055523858455233252645918164156785842958722258768334590
1310468140782420858931709570476562698953112801, 6982887363645354856540867035629441781549999700006363403940951376
485517460506822033812812263179663875843737953430050436453298336104404304183964162702612863, 55696287805215260921
3675904777444880828958814512719121395659390233635317255990528260238371625850093502105639391797116430353994126839
5159953652768614304911 ]

c= [411252354488348083090340345251751682570307890267092640598477476202423598076780553894746691419395083548846960
8756778569692190967901730207690525300247682815, 4181292472036270897593568708931413787888488621274030741130549434
467976405476555130890722346319549396800183827305452019796119873044279138566837264814627098, 38574342707886213615
1734924727734783195302124141498443077058622042421411070099961578587946277158495274404935787575375420900643902808
0870626012342467148773]

exp.py



import binascii, gmpy2

n= [556700048622635325452467345435714707611807712227578948055523858455233252645918164156785842958722258768334590
1310468140782420858931709570476562698953112801, 6982887363645354856540867035629441781549999700006363403940951376
485517460506822033812812263179663875843737953430050436453298336104404304183964162702612863, 55696287805215260921
3675904777444880828958814512719121395659390233635317255990528260238371625850093502105639391797116430353994126839
5159953652768614304911 ]
c= [411252354488348083090340345251751682570307890267092640598477476202423598076780553894746691419395083548846960
8756778569692190967901730207690525300247682815, 4181292472036270897593568708931413787888488621274030741130549434
467976405476555130890722346319549396800183827305452019796119873044279138566837264814627098, 38574342707886213615
1734924727734783195302124141498443077058622042421411070099961578587946277158495274404935787575375420900643902808
0870626012342467148773]
from functools import reduce
def CRT(mi, ai):

assert(reduce(gmpy2.gcd,mi)==1)

assert (isinstance(mi, list) and isinstance(ai, list))

M = reduce(lambda x, y: x * y, mi)

ai_ti Mi =[a * (M // m) * gmpy2.invert(M // m, m) for (m, a) in zip(mi, ai)]

return reduce(lambda x, y: x +y, ai_ti Mi) % M
e=0x3
m=gmpy2.iroot(CRT(n, c), e)[0]
print(binascii.unhexlify(hex(m)[2:].strip("L")))

# flag{a2d10a3211b415832791a6bc6031f9ab}
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from secret import flag

from Crypto.Util.number import *

phi

bytes_to_long(flag)

getPrime(512)
getPrime(512)
[

(p-1) * (g-1)

while True:

C =

d = getRandomNBitInteger(200)
if GCD(d, phi) == 1:

e = inverse(d, phi)

break

pow(m, e, N)

print(c, e, N, sep="\n")

# 37625098109081701774571613785279343908814425141123915351527903477451570893536663171806089364574293449414561630
4853122470616861913666694043891423479725650205708771759920980337594033184437057918669393630619665382107586116798
490379960315161035649389943256526167843576617469134413191950908582922902210791377220066
# 46867417013414476511855705167486515292101865210840925173161828985833867821644239088991107524584028941183216735
1159863137199664586088816898023771816331113899208138143509643154204222570502875178512131094658234447678958173723
77616723406116946259672358254060231210263961445286931270444042869857616609048537240249
# 86966590627372918010571457840724456774194080910694231109811773050866217415975647358784246153710824794652840306
3894287299237714313406993463546467083965642039572703938821050427149200600554015417947484372427071861929415461856
66953574082803056612193004258064074902605834799171191314001030749992715155125694272289

exp.py

def

def

def

rational_to_contfrac (x, y):

Converts a rational x/y fraction into

a list of partial quotients [a@,
a = x//y
if a ¥y == x:
return [a]
else:

.., an]

pquotients = rational_to_contfrac(y, x - a * y)

pquotients.insert(0, a)
return pquotients
convergents_from_contfrac(frac):

computes the list of convergents

using the list of partial quotients

convs = [];
for i in range(len(frac)):

convs.append(contfrac_to_rational(frac[0:i]))

return convs

contfrac_to_rational (frac):

to an x/y rational.

if len(frac) == 0:

mAat s /A AN

Converts a finite continued fraction [a@,

.., an]



reLunrn \v,u1)
elif len(frac) == 1:
return (frac[0], 1)
else:
remainder = frac[1:len(frac)]
(num, denom) = contfrac_to_rational(remainder)
# fraction is now frac[@] + 1/(num/denom), which is
# frac[e] + denom/num.
return (frac[@] * num + denom, num)

def egcd(a,b):
Extended Euclidean Algorithm
returns x, y, gcd(a,b) such that ax + by = gcd(a,b)

u, ul =1, 0

v, vl =0, 1

while b:
q=a// b

u, ul = ul, u-q *ul

v, vl =vl, v - q * vl

a, b=b,a-qg*b
return u, v, a

def gcd(a,b):

2.8 times faster than egcd(a,b)[2]
a,b=(b,a) if a<b else (a,b)
while b:
a,b=b,a%b
return a

def modInverse(e,n):

d such that de = 1 (mod n)
e must be coprime to n
this is assumed to be true

return egcd(e,n)[0]%n

def totient(p,q):

Calculates the totient of pq

return (p-1)*(q-1)

def bitlength(x):

Calculates the bitlength of x
assert x >= 0

n =20

while x > @:

n = n+l
X = X>>1
return n

def isqrt(n):



Calculates the integer square root
for arbitrary large nonnegative integers
if n < 0:
raise ValueError('square root not defined for negative numbers')

if n == 0:

return ©
a, b = divmod(bitlength(n), 2)
X = 2**(a+b)

while True:
y = (x +n//x)//2
if y >= x:
return x
X =Yy

def is_perfect_square(n):

If n is a perfect square it returns sqrt(n),

otherwise returns -1

h = n & OxF; #last hexadecimal "digit"

if h > 9:
return -1 # return immediately in 6 cases out of 16.

# Take advantage of Boolean short-circuit evaluation
if (h!=2and h!=3and h !=5and h!=6 and h !=7 and h !=8 ):
# take square root if you must
t = isqrt(n)
if t*t == n:
return t
else:
return -1

return -1

def hack_RSA(e,n):
frac = rational_to_contfrac(e, n)
convergents = convergents_from_contfrac(frac)

for (k,d) in convergents:
#check if d is actually the key
if k!=0 and (e*d-1)%k == @:
phi = (e*d-1)//k
s =n-phi+ 1
# check if the equation x"2 - s*x + n = @
# has integer roots
discr = s*s - 4%n
if(discr>=0):
t = is_perfect_square(discr)
if t!=-1 and (s+t)%2==0:
print("\nHacked!")
return d
from Crypto.Util.number import *
def main():



C=3/62509981YYUEL/0L/ /45 /1013 /852 /93439088 L442514112391535152/90934/ /4515 /089353bbb3 1/ 150008 3045 /429 344941450
1630485312247061686191366669404389142347972565020570877175992098033759403318443705791866939363061966538210758611
679849037990315161035649389943256526167843576617469134413191950908582922902210791377220066

e=4686741701341447651185570516748651529210186521084092517316182898583386782164423908899110752458402894118321
6735115986313719966458608881689802377181633111389920813814350964315420422257050287517851213109465823444767895817
372377616723406116946259672358254060231210263961445286931270444042869857616609048537240249

n=8696659062737291801057145784072445677419408091069423110981177305086621741597564735878424615371082479465284
0306389428729923771431340699346354646708396564203957270393882105042714920060055401541794748437242707186192941546
185666953574082803056612193004258064074902605834799171191314001030749992715155125694272289

d=hack_RSA(e,n)

print ("d="

print (d)

m=pow(c,d,n)

print(long_to_bytes(m))
if _name__ == ' main__ ':
main()

Hacked!

d=
1485313191830359055093545745451584299495272920840463008756233
flag{d3752538-90d0-c373-cfef-9247d3e16848}
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gcd(el,e2)=1

EpﬁESlx SZﬁﬁ:

sl+*el+s2*e2=1

NHEA:
cl=m"el mod n
c2=m mod n

(WA TEIECH

cl”sl * c2”s2 = m mod n
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{626656572072690726599724135833158541709572614634198975553801712298136074281349840153359475708879653634194165969

1259323065631249,773}
{626656572072690726599724135833158541709572614634198975553801712298136074281349840153359475708879653634194165969

1259323065631249,839}

messagel=3453520592723443935451151545245025864232388871721682326408915024349804062041976702364728660682912396903

968193981131553111537349
message2=5672818026816293344070119332536629619457163570036305296869053532293105379690793386019065754465292867769

521736414170803238309535

exp.py



import sys
import binascii
sys.setrecursionlimit(1000000)
def egcd(a, b):
if a ==
return (b, 0, 1)
else:
g, y, X = egcd(b % a, a)
return (g, x - (b // a) * vy, y)
def modinv(a, m):
g, X, y = egcd(a, m)
if g 1= 1:
raise Exception('modular inverse does not exist"')
else:
return x % m

Cc1=3453520592723443935451151545245025864232388871721682326408915024349804062041976702364728660682912396903968193
981131553111537349
n=62665657207269072659972413583315854170957261463419897555380171229813607428134984015335947570887965363419416596
91259323065631249

el=773
€2=5672818026816293344070119332536629619457163570036305296869053532293105379690793386019065754465292867769521736
414170803238309535

e2=839

s = egcd(el, e2)
sl = s[1]
s2 = s[2]

if s1<0:
sl = - sl
cl = modinv(cl, n)
elif s2<0:
s2 = - s2
c2 = modinv(c2, n)
m=(pow(cl,sl,n)*pow(c2,s2,n)) % n
print(m)
#print (binascii.unhexlify(hex(m)[2:].strip("L")))
flag=[102,108,97,103,123,119,1064,101,110,119,101,116,104,105,110,107,165,116,105,115,112,111,115,115, 105,98, 108,
101,125]
P
for i in flag:
r += chr(i)
print(r)

1021089710312311910410111011910111610410511010710511610511511211111511510598108101125
flag{whenwethinkitispossible}
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» SM2 / SM3 / SM4

» SM2AERIRRINEE , BETECC, ZFEEEAH. BTFREEETECC , EERERE
SHIAERIREEPRTRSA,

» SM3 HEE. AJLABAMDSERMILERE. ZBECAT.

» SM4 TEBEMIRENSBEIREE. WIRINE , BPRKENSRKEYA1284L,

SM2 ( WtREFFRSAHIZ)

> SM2HEEIfZ A AEREIE
> SM2HEEIfZ A AEREEZRRE B E RN RENEE |
> SFESM2- 1R FEREE
> SM2-2if5[E] 2 & SRS RN
» SM2-3ifEfSE RINERE

> MBI
> SM2EESREAEARANE , SM2EARETRERE b AB R Le

SM2tii Bl % 2 HREEE
> RSN :
> GRS T EFRRAR TR — SRS , EAVAYERIAR
FEHHLE AT,

» SM2HEEIhZe A TRERIAR

> %iH key » 3 ciphertext
» FA$H private key > IN&3#2 encipherment
» ~§H public key > fERIFE decipherment
> MZRR5H secret key > ZEEREY hash function
> iBE message > ZY¥%E(E hash value
» BA3Z plaintext > ZEHIREEEAE] key derivation function
N\
SM2{iEE & A IAZREX
> INEEE

v RBERERHEALREM | klenAMAILLRHLE.



v RTIEAXMETING , {EANEENAFARECIILA T EELSE ¢
» A1 RN ECRESEBNEkeE[1.n-1];
> A2 IHEIREBZERC =[KIG=(x1y1) , , BCIRBIRREIAGIE LRSS |
> A3 : HEMERLEASS=[nIPB , BSEFIEA , NIREHHES ;
» A4 TEBEBZLRIKIPB=(x2,y2) , G Rx2, y2 REIERBERR LGS
» A5 : iEt=KDF(x2 Il y2, klen) , Et/920tkiEE , MHREIAT ;
> A6 itEC2=Mat;
» A7 - 1H8C3 = Hash(x2 1 M 11 y2) ;
» A8 : BiHH= sz C =C1 1 C2 11 C3,

> REHEIEA

v igklen A HC2HELFKE.

v RATHENC=CL I C2 I C3 #HTHE , (FAEEENBFBAEIILI 8L E :

» B1: NCHREUHERRFERCT , SO REERER R AR FRR |, WIEC12E

HEREMZGE  EARENREHERD ;
B2 : it EMEEBEZESS=[]C1 , HESEXLSimA , MIREHES ;
B3 : itE[dB]C1=(x2,y2) , {E54rx2, y2AUEURESEEEEAEASTE ;
B4 : it&t=KDF(x2 1l y2, klen) , HtA2O0LFE , MIREFHES ;
BS : MCHEUHHELSERC2 , i EM = C2 3 t;
B6 : it&u = Hash(x2 | M Il y2) , MCHREUHHEEAFEC3 |, FHu != C3 , NREEFH
1B ' [ ]

> INEEE

v IREERENNEEALLFEM | klenAMBILLRFKE.
v RTXEXMEITINE |, EAINEENBFANEIILA T EELE
> Al : BB EUR e EREEkE[1,n-1] ;
> A2 : it EERZESCTI=[KIG=(x1y1) , , BCIHHIEATUER ALLSS ;
» A3 : itEEMZ=S=[h]PB , ESEXLHiInm , NIHREFEL ;
» A4 ITEHERZERKPB=(x2,y2) , 1§4tnrx2, y2 RUEHEREEIR LRSS
> A5 : iHEt=KDF(x2 Il y2, klen) , Eth£0tkiEEHR |, MEEAT ;
» A6 itEC2=Mat;
» A7 : 1H8EC3 = Hash(x2 1 M 11 y2) ;
> A8 i IHHENC=C1 1 C2 1 C3,

VVVVYVY

» SM3EZIEHETE (BFEZE , REEZ)  EEKENSESISM3ITERSEMK
EEIEH256bitaNER. SM3BZARIFEEEHNF LEAASLHR , BNET256bitH4E
B EREHRGENAES | AEEREZETERERASM3IG AT EBHTEIEHT
ER

> 1R ERTHRAZNAAPEFESMIRE  HRIAMERERSEIELRFEHE
BOERL , TR STEZISN AR 2E K.



> SM3EETERRYIERR. ST BRNEEE=131]E.

> KMSM3BAFRER
» IV : #0858 , FE:_FEﬁxEJ" %@%ﬂ%ﬁﬁ%ﬂgmﬁ
> T BR, ELEJE‘?J&_{{ERT ~ERE

4.1 #aiAE

IV =7380166f 4914b2b9 172442d7 da8a0600 a96f30bc 163138aa e38deedd bUfblede

o _ [ T9ect519 0<j<is
7| 7a879d8a 16 <j< 63

SM3ZuEEx

> SCHISM3EEFRRREL
» FF/CG : T/ReR#) . BRI ERRERIFRAR
» Po/P1: BHREREN

43 WHREH
e XoYeZz 0<j<15
FFX.Y,Z)= S
(XAY)VIXAZ)V(YAZ) 16<j<63

OYo 0<j<
GG,(X,Y,2) = ASFes sjs13
(XAY)V(-XAZ) 16<j<63

APXYZ HF

44 HEiREH

PX)=XD(X<<9)D(X < 17)
Pi(X)=XD(X << 15) B (X « 23)
X

SM3ZuEEx

= EYE:
4A.B.C.D.EFGH}F# 1 &55 S52,TT1. TT2 b [ & i @ MV = CR(VY B, 0 <
» EY48EREL <1, iLERANT

ABCDEFGH < V1

FOR j=0 TO 63
551« ((A = 12) + E+ (T; « j)) @ 7
552 + 551 @ (A <= 12)
TT1 + FF;(A,B,C)+ D+ 552+ W;
TT2 +— GG,(E.F,G) + H + 851+ W,
DeC
C+— B9
B+ A
A+TT1
H+«G
G+ Fa19
F+~E
E + B (TT2)

ENDFOR

V) « ABCDEFGH &V

SR, PGl b KR (big-endian) R U



SM4 S HZBE X

> XIFRINEE

B3

=iA

sSManiE

334

SMagE

BB

> ERR—ERNEENEXRERZERFELHIAN |

AR ARIFRINE

SM4 53 HZBEX

> BEESEHCK

& &% CK, (i=0.1,-,31) BLI&{E b -

D0070E15,
TO777EBS.
E0ETEEFS.
50575E65,
CoC7CEDs5,
30373E45,
ADATAEBS,
10171E25.

1C232A31.  383F464D, 54586269,
8C939AA1. ABAFB6BD., C4CBDZDS9.
FCO30A11. 181F262D.  343B4249,
6C737AB1.  BB8F969D. A4ABBZB3,
DCE3EAF1, F&FFoéoD, 141 82259 ,
4C535A61, 686F767D, B848B92939.
BCC3CAD1, DSDFESED, F4FB0209,
2C333A41, 484F565D. 646B7279,

> RGUBEIFK

by REESW FK HBREN.
FK, =(A3BIBAC6),FK, = (56AA3350).FK, = (677D9197).FK, = (B27022DC);

SM4 S HZBE X

# 1 Shox B
» Sbox

o 1 2 |r 3 1 5 & 1 g1 9 A ] B C D [ E F

] Dé | s0 | B9 | FE |CC | El |aD | BF | 16 | BS | 14 | C2 | 28 | FB | 2C | of

1 28 | 67 | 9A | 76 | 2A | BE | o4 | C3 | AA| 44 | 13 | 26 | 49 | 56 | 08 | 89
2 aC : a2 50 Fi ! an EF 8 TA 13 54 0B 41 ED | CF AC &2

i Bt | m|1c| A | co | on | e8| 95 |80 | OF | se | FA '_'rs _-5} IF | A8

‘ T | o7 |A? | PC| F3 | 13 17T | BA | 83 8 | 3C | 19 | Ba | B5 | 4F | As
_H__?'_E_H_‘_Bl_nl;.? n | &4 | DA | 8B F8 | EB | oF | 4B | 70 | 58 | 5D | 35
[ 1E | 24 0E | SE | &3 58 | D1 | A2 | 25 22 7 LR 1] | e 87

7 o} oo % a7 SF 03 7 1| 52 _-4;., | 3 o2 ET AD | C4 Ca 9E
8 | Ea | BF . BA | Dz I 40 CT-I m | B .n.:t_.“;“l_ 3 | CE | Fo | 81 “u Al
] ED l AEI 5D | A BE_F M [ 1A | 55 AD | @3 a2 30 Fs aC Bl E2

#* 1 (i)
] i 2 3 4 L [ | T L] i A B C D E F
A|IDp| P | E2|2E| 82 | 66 | CA |6 |co| 20|23 [aB| oD | 53 [4E | 8F
T 1 3 r z o =

> flan “EF" 253
SBE{TRISEFHR
Sbox(EF)=84



BE | Z2F | 03 | FF | 8A | 72 | 6D | 6C | 5B | 31
IF 1 o] IF 1o | SA | D8
7B | BD | 2D | M ES | 4 | B0
77 | JE | 85 | B | F1 | 00 | C5 | 6E

BD | 1B | AF | o2
OA | C1L | 51 | 8B | AS
Bo | 89 87 | 4A | OC
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> fln "EF" EISEAER
SETAISFFIRNE |
Sbox(EF)=84

S

RSAR—FEE:, JFFHIZMATIR, FATREEBME.
RSAHES R =ASH n,e,d, EHSRRERAY, AR ,d, 2R ne

NEFAERITR, —BIXF AN EBIERSAH A F #p,g& R

eR—AEH

dfet varphi(n) WG, CTFHIABEEMRE, dRH e,p,q AT LRM MK

—BCTFR R IR EHRB MflaglE RIS, RSAHZRFHIm. REEITRSAIME, BHHEX, RSAFHRFAC.

mEEFE c=mre mod n

c=pow(m,e,n)

RFELTFE m=c*d mod n

m=pow(c,d,n)

KA

d = gmpy2.invert(e, (p-1)*(g-1))

—RCRUL, n, eRATTH, ERBTFn—REWANRRLEHRMN, FrodBAVRMERME L, FrARSAINE B2 FH AT E R E
KIKRBEI DR, AR —Fh =2 & AR RN .

H R RS AN 25 B A<

from Crypto.Util.number import *
import gmpy2

msg = 'flag is :testflag'
hex_msg=int(msg.encode("hex"),16)
print(hex_msg)
p=getPrime(100)
g=getPrime(100)

n=p*q

e=0x10001

phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)
print("d=",hex(d))
c=pow(hex_msg,e,n)
print("e=",hex(e))
print("n=",hex(n))
print("c=",hex(c))



34852863793931897547090823807754671251815

('d=", '@x66e16452adf1d19c8cbad6544d0e519a3072fb25cfceclen4l’)
('e=", '©x10001')

("n=", 'Oxb072fbfb159a37ff21209106517fe9eddfb70fa7a199d50913L")
('c=", '@x35499823e8e3c9e27909d5c46dab61f29b95883ad4c017241d0L ")

ik RSARE % W 4

#!/usr/bin/env python

# -*- coding:utf-8 -*-

import binascii

import gmpy2
n=0x80b32f2ce68da974125310a23144977d76732fa78fa29fdcbf
#IXEHyafu s AE Tn

p=780900790334269659443297956843
q=1034526559407993507734818408829

e=0x10001
c=0x534280240c65bb1104ce3000bc8181363806e7173418d15762

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)

print(hex(m))
print(binascii.unhexlify(hex(m)[2:].strip("L")))

0x666Cc6167206973203a74657374666Cc6167
flag is :testflag
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