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29 for{i = 07 i < pazt; i++)

30 {

£l | info] = s[i*3], in[1] = s[i*3+1], in[2] = s{iv3+#2]:

32 add = len - i%3;

34 charaec[in[0] >»> 2];

35 m charsec[({in[0] & Ox3) << 4) | {((in[l] & Ox£0} >> 4)]:
36 = [unsigned char) (add > 1 ? charset[({in[l] & OxI) << 2)
37 | inf2) & Oxch) >> &) 1 : '='});

38 newc[i%*4+3] = (unsigned char) (add > 2 ? charsec[in[2] & Ox3f] = '='});
39 }

40 newc[i*d] = 0%z
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from Crypto.Util.number import

Nn=18253588106473969889
data=[8331802587873314500,16970700310063771377,16378474859328460142,13073117282614811463,747433301416436433]

t=[]

for i in (4):
t.append(data[i+1]-data[i])

@l=(t[2]*inverse(t[@],n)-t[3]*inverse(t[1],n))*inverse((t[1]*inverse(t[@],n)-t[2]*inverse(t[1],n)),n)%n
bl=(t[3]-al1*t[2])*inverse(t[1],n)%n

cl=(data[2]-data[1]*al-data[@]*bl)%n

print(long_to bytes(al)+long_to_bytes(bl)+long to_bytes(cl))
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self. state = (self. key['a'] * self._ state + self. key['b']) % self. key['m"']

143893630627599013207723094044959571968=
(107763262682494809191803026213015101802*x1+153582801876235638173762045261195852087)%226649634126248141841388712
969771891297
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https://blog.csdn.net/superprintf/article/details/108964563
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B JRseed)A: seed = (ani*(seed-b))%n

2=107763262682494809191803026213015101802
N=226649634126248141841388712969771891297
153582801876235638173762045261195852087

11267068470666042741<<64

(ani*(seed-b))%n
print(seed)

e 2 — 1 seed, tHkseedBHABKR? (F—/seed5 E—ASeedX%)
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from Cryptodome.Cipher import AES
import os

import gmpy2

from flag import FLAG

from Cryptodome.Util.number import

def main():
key=o0s.urandom(2)*16
iv=o0s.urandom(16)
print(bytes_to_long(key)”bytes_to long(iv))
aes=AES.new(key,AES.MODE_CBC,iv)

enc_flag aes.encrypt(FLAG)

print(enc_flag)
if _ name__

main()

1144196586662942563895769614300232343026691029427747065707381728622849079757
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from Crypto.Cipher import AES
import os

import gmpy2

from Crypto.Util.number import
XOR lambda s1 , s2 : ([x1~x2 for x1,x2 in

oldxorcipher

key 16

aes=AES.new(key, AES.MODE_CBC,iv)
ans=aes.decrypt(cipher[:16])

print(ans)

aes=AES.new(key, AES.MODE_CBC, cipher[:16])
ans=aes.decrypt(cipher[16:])
print(ans)
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from gmssl import sm4

import socketserver
import signal

from flag import flag
import os

from base64 import

XOR lambda s1 , s2 : ([x1~x2 for x1,x2 in
def pad(m):




padlen 16 (m) 16
return m padlen ([padlen])
unpad(m) :

return m[:-m[-1]]

enc(iv , m , key):

enc sm4.CryptSM4 (mode=sm4.SM4 ENCRYPT)
enc.set_key(key key , mode sm4.SM4 _ENCRYPT)
C enc.crypt _cbc(iv, m)

return iv C

dec(iv , c , key):

dec sm4.CryptSM4 (mode=sm4.SM4 DECRYPT)
dec.set_key(key key , mode sm4.SM4 _DECRYPT)
m = dec.crypt_cbc(iv, c)

return m

class server(socketserver.BaseRequestHandler):
def _recv(self):
data self.request.recv(1024)
return data.strip()

_send(self, msg, newline=True):
if (msg , ):

msg
else:

msg

msg = msg.encode()
self.request.sendall(msg)

handle(self):
signal.alarm(600)
key = os.urandom(16)
secret os.urandom(random.randint(16 , 31))
while 1:
try:
iv = os.urandom(16)
self. send(menu)
choice self. recv()
if choice :
self. send( )
msg = bé64decode(self. recv())

self. send(b64encode(enc(iv , msg + secret , key)))

elif choice
self. send(

C b64decode(self. recv())
self. send( )
iv = b64decode(self. recv())

self. send(b64encode(dec(iv , c¢ , key))[-1:])
elif choice :
self. send(
guess b64decode(self. recv())
if guess secret:
self. send(
self. send(flag)
else:
self. send(




else:
self. send(

break

except:

pass

class ForkedServer(socketserver.ForkingMixIn, socketserver.TCPServer):

pass

if _ _name__ :
HOST, PORT , 10001
server ForkedServer((HOST, PORT), server)
server.allow_reuse_address True

server.serve_forever()
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From XDSEC GITHUB:https://github.com/XDSEC/miniLCTF_2021/blob/main/WriteUps/H4n53r/H4n53r-TEAM.md

from pwn import
from base64 import b64decode, b64encode
from Crypto.Util.number import long to_bytes

def get least length():
for i in (1, 16):

guess i

C b64decode(get_recv(guess))
if i 1:

base (c)
if (c) base:

return base 16 i




def get recv(x):
io.send( )
io.recvuntil( )
io.send(b64encode(x))
Res io.recvuntil( ) .decode().split(

return Res[1]

get _message last(c):
guess long to_bytes(66) 239
for i in (256):
(€] guess long to_bytes(i)
io.send( )
io.recvuntil( )
io.send(b64encode (G c))
io.recvuntil( )
io.send(b64encode(IV))
resp io.recvuntil( ) .decode().split(
if resp

return i

if _ _name__
IV 16
LengTh (<]
ciphertext []
M = [0]*17
while LengTh None or LengTh 117/ ¢
try:
io remote( , 10001)
io.recv()
LengTh = get_least_length()
print(LengTh)
except:
io.close()
print(
for i in (16):
pad 16 (15 i)
res = get_recv(pad)
ciphertext.append(b64decode(res))
print( )
i=20
for c in ciphertext:
print(i)
if i 0:
cle c[48:64]
M[-1] long to _bytes(get _message last(c16) c[47])
cle c[32:48]
M[1i] long to_bytes(get _message last(c16) c[31])
i 1
m .join(M)
print(
io.recv()
io.send( )
print(io.recv())
io.send(b64encode(m))
print(io.recv())
print(io.recv())
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