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BIGNUM *n; public modulus
BIGNUM *e; public exponent

BIGNUM *d; private exponent

BIGNUM *p; secret prime factor
BIGNUM *q; secret prime factor
BIGNUM *dmp1l; d mod (p-1)

BIGNUM *dmql; d mod (g-1)

BIGNUM *igmp; g”-1 mod p
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modulus: //n
privateExponent:
//p

//q
//dmpl,dpmask
// *dmql,dgmask
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e given a candidate for (p mod 16**(t - 1)), generate all possible candidates for (p mod 16**t) (check against mask for prime1)
e calculate g = n*invmod(p, 16**t) (and check against mask for prime2)

e calculate d =invmod(e, 16**t) * (1 +k* (N-p - q + 1)) (and check against mask for private exponent)

e calculate d_p =invmod(e, 16**t) * (1 + k_p * (p - 1)) (and check against mask for exponent1)

e calculate d_q =invmod(e, 16**t) * (1 + k_q * (q - 1)) (and check against mask for exponent2)

e if any of checks failed - check next candidate
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import re

import pickle

from itertools import product
from libnum import invmod, gcd

def solve linear(a, b, mod):
if a 1 0 b &1
return None
return (b invmod(a, mod)) (mod 1)

to_n(s):
s re.sub(r
return (s, 16)

msk(s):
cleaned .join( (lambda x: x[-2:], s.split( )))

return msk_ranges(cleaned), msk _mask(cleaned), msk_val(cleaned)

msk_ranges(s):
return [ (16) if c else [ (c, 16)] for c in s]

msk_mask(s):

return ("".join( if ¢ for ¢ in s), 16)

msk_val(s):

return ("".join( if ¢ else ¢ for c in s), 16)

= 65537

N 785705503915674478216252691888832589081562285888751164070887872256010731816804311271574453527229389975220560
5424334835588356393452022245858428691638391378708691785462861552943118703096164223985473161689600241164232119760
5074083109695360513020193786487029007554970299835276700257250201922952415734596044392768085543790107369232504304]
2786940047884873865755466376784715774157101321416293593590662101795597934707927277329257279890747552733529245307
5365206048874462796617189831282576813830163071337657025137755381449121036231794261161222613366917107354344187281]
8513951363502012085104019579522793543291852493848239385971341692256163054259349979756447780189500766211369317741
7684713167202912110105558382709988909386048873842300241071568318266771867389276865934447271416691064247016852537
5471587275256364758030137860616639056316459267281851297919551587399782002170460603185087822276035786326716941940
1340185456813356411141577774263913495683962993162374468363707962791464656940280782235690302246143126876166828568,
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p_ranges, pmask_msk, pmask_val msk (

g_ranges, gmask_msk, gmask_val msk (

, dmask _msk, dmask_ val msk (




, dpmask_msk, dpmask_val msk (

, dgmask_msk, dgmask_val msk (

def search(K, Kp, Kq, check_level, break_step):

max_step = @
cands [0]




for step in 1, break_step

max_step (step, max_step)
mod 1 (4 * step)
mask = mod 1
cands_next [1]
for p, new_digit in product(cands, p_ranges[-step]):
pval (new_digit ((step - 1) 4)) )
if check_level ke
gval = solve linear(pval, N & mask, mod)
if gqval is None check_val(qval, mask, gmask_msk, gmask_ val):
continue
if check_level 2:
val = solve_linear(E, 1 + K (N - pval - gqval + 1), mod)
if val is None check_val(val, mask, dmask_msk, dmask_val):

continue
if check_level 3:
val = solve linear(E, 1 + Kp (pval - 1), mod)

if val is None check_val(val, mask, dpmask msk, dpmask val):
continue
if check_level 4:
val = solve linear(E, 1 + Kq (qval - 1), mod)
if val is None check_val(val, mask, dgmask _msk, dgmask val):
continue
if pval gval N:
print , Kqg
print
print , pval
print , qval
p pval
q gval
d invmod(E, (p 1) (q 1))
coef invmod(p, q)
from Crypto.PublicKey import RSA
print RSA.construct( ( , (N, E, d, p, g, coef))).exportKey()
quit()
cands_next.append(pval)
if cands_next:
return False
cands cands_next

return True

check val(val, mask, mask msk, mask val):
test_mask mask_msk EF]S
test _val mask_val mask

return val test_mask test val

K in (1, E):

if K 100 0:
print , K

if search(K, 0, 0, check_level=2, break_step=20):
print , K

break




print >, Kp

search(K, Kp, 0, check level=3, break_step=30):
print >, Kp

break

in (1, E):
Kq 100 Q:
print , Kqg

search(K, Kp, Kgq, check_level=4, break_step=9999):

print >, Kqg
break

3154947821187164372539447076052821180131060176772783488694221071841208754123439845304689503085857998987403584943
9867334906873642352112428914855967993998732685221108379784833027771293275558876952608462050146340591449046825135
8908716508667992995336961758181032400248412741149250186190608182134335288949361283067803667859775673270737244282
1144525998361446764078516329773444797572366465982267345668328439438672371634409023288299046117430160997180507576
8328757325956784604364401827152431260896927633163074694121679

q = 261366625455518298207469420516382283250251305191755366940082422086167744698707656848582880428190638371802435
0111731027863250941321767655948451348167768904262334818887659890164245917023236096675469243431679601431449826380
0234390539118817050074978421973817764644287745302885861277447227180288605200894138168586207384484170481511828680¢
1176883247293811729124369100524892794065903567347397746353767116812129084173217050945379606453080096110456589473
59297373154395500467689532455017647450616447445444254910371922944620114234547655209970657063715028350418518417109
5772707885648587233103869340985670430269862943630137067052883
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# ! python3

# -*- coding: utf-8 -*-

# @Time : 2020/11/20 16:48

# @Author : A.James

# @FileName: tt.py

import gmpy2

from Crypto.PublicKey import RSA
from Crypto.Cipher import PKCS1_OAEP

import libnum

from Crypto.Util.number import *

p = 300614320036585100877988716148693180113899403527981470301298063599759113920912353440422884096291432293110602
3154947821187164372539447076052821180131060176772783488694221071841208754123439845304689503085857998987403584943
9867334906873642352112428914855967993998732685221108379784833027771293275558876952608462050146340591449046825135
8908716508667992995336961758181032400248412741149250186190608182134335288949361283067803667859775673270737244282
1144525998361446764078516329773444797572366465982267345668328439438672371634409023288299046117430160997180507576
8328757325956784604364401827152431260896927633163074694121679
with open('pubkey.pem', 'r') as f:
pk = RSA.importKey(f.read())
n pk.n
e pk.e
with open('flag.enc','rb') as f:
flag = f.read()
C bytes_to_long(flag)
a=n//p
phi = (p-1) * (q - 1)
d = gmpy2.invert(e,phi)
print(d)
m = pow(c,d,n)
print(libnum.n2s(m))

5.get flag
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