CTF-CRYPTO-RSA-diffwiener

K HEf[TE T 2020-12-11 00:10:00 K i 135 Wi 1

LR CRYPTO

FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
ASCHEFE: https:/blog.csdn.net/zippo1234/article/details/111026309

R AL
-
[k CRYPTO LHRANEIZHE
27 W SCEE 1T
VB E A

CTF-CRYPTO-RSA-diffwiener

diffwiener
WLH 73 Hr
Tk
1.8 H
25007
(1) Jix
(2) A
3.4 Hirsa

4 .get flag

BEEELRT. . HSwiRg, DEBEHARET, SELRk EREAN.
diffwiener
& H M

1. variant of Wiener's Attack

2. Wiener's Attack
(m}
i
1.8 H

diffwiener.py


https://blog.csdn.net/zippo1234
https://blog.csdn.net/zippo1234/category_10510220.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/zippo1234/article/details/111026309
https://blog.csdn.net/zippo1234/category_10510220.html

from Crypto.Util.number import

lag
m = bytes_to_long(flag)

getPrime(1024)
getPrime(1024)
getPrime(1024)
n=p*“q*“r
phi = (p-1) * (a-1) * (r-1)

d = getPrime(512)
e = inverse(d, phi)
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def make pubpri(nbit):

p, g, r = [ getPrime(nbit) for _in (3)]
n=p*q*r

phi = (p-1)*(q-1)*(r-1)

I (Ip, a. 1)

d = getPrime(1)

e = inverse(d, phi)
a = gensafeprime.generate(2*nbit)
while True:
g = getRandomRange(2, a)
i (9,2,a)!=1 (g,a/2,a)!=1:
break

return (n, e, a, g), (n, d, a, g)
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The attack says that in case d is a few bits greater than N1/4 candidates for private key exponent are of the form equation, where equation an
d equation is (m+1)th and (m)th convergent of continued fraction of e/n
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def wiener(e, n):
m = 12345
© (m, e, n)
q0 =1

list1 = continued_fraction(Integer(e) / Integer(n))
conv = list1.convergents()
for i in conv:

k = i.numerator()

g1 = i.denominator()

for rin (20):
for sin (20)
d=r"ql1+s”"q0
m1 (c, d, n)
if m1 m:
return d

q0 =qt

n = 2420032244255823430799613231503823429156647451932332254003177516595271064810355143795006377477538115397786819
5132332338919927142384782851834944584049671557065886464448365645392580003704294348888878310913622766905323895183
5171666840507495141665069199634645788287101274150585567217503126799683614042911724790161847209862717467461945949
1073877754300692461183141777176105310935358528609962481916059331592343613062058334384669667845732086070583888325)
6091132654147170897370138755770600976491762344317367318540966952202958903712647862039756479182970170584421630109
3148055415951074679203686774641383951407131508408894830596724870087312609339488530673312254261403892002586231250
7108048527776627348887131293478723429849472944219265666525704066742299427527563130913317104615272869655097979271
7848370699737762970377658973472268523549215569186738131855030660233860908316866917756661206471608263680089088262
86659115883848996611139008551819

e = 3296323467387070410044551734672649797198299349776650989922420266231239766975630034916449911455917521825322918
6693311615325427232711638761383500258584918830185277912612710898987039028167403746482881534150596158363526761447
A4672372980594580627637289341132000752252014568269968811463813427794100671074103275017220120363892693241847121289
563622646395762668425076722455637817120950630633722390280553804748481650506569764104758495533066897 1486480684334
3931417281313586724417944220669345219721476918092257794646506975837526585201903620205391913840258273909980240744
8573680334129179985606745882205312798267391953346431037063811188771507140828415585457581891245668688293566787080
8960717541203783292355769747244092887971725242317371275291494890361181801715731150490983268377787321825988257551
6020781071765763768182067416736542622924995399554315177526266036914268826526183248984711430488854040474167645714
4823317330986415870439721198187

print wiener(e, n)

7964539378197021248197485179797985167864055334928177083056633611793675168002545140033012770427375142956412029854
190701104956633580329087696830930874275843
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import libnum

d = 7964539378197021248197485179797985167864055334928177083056633611793675168002545140033012770427375142956412029
854190701104956633580329087696830930874275843

c = 7794685706475078099951355102318941226486276788012338201353883659345717916870958211183018325744495276189468094
2965886767587338966662910653689851387548189259931668882179310233797413884692197633746651479318443667352845784023
8044675796556347284828051285048818066791716477459503434166916085211414565992996578814763068642889492569827799696
3581017311891513716750261162257080679710489341995505356214932757396604988904527527881525699226816750811172587468
0129023959123667504296988514984929417782314697925470551404366763842522224731967556143449238025479335524452405284
8099052758470725038846761471560022916684396971856895239074701639915593937346522880023229858867582833300352855236
5188795157293245409518525782858781897149795102847635558298628449608707611078626751585803820397232146542540610805
0305442691063636016071236744343054412002309352150975196992086840157846814385176000147660809909455828878880510567
6914679220780585410969685810613

n = 2420032244255823430799613231503823429156647451932332254003177516595271064810355143795006377477538115397786819
5132332338919927142384782851834944584049671557065886464448365645392580003704294348888878310913622766905323895183
5171666840507495141665069199634645788287101274150585567217503126799683614042911724790161847209862717467461945949
1073877754300692461183141777176105310935358528609962481916059331592343613062058334384669667845732086070583888325)
6091132654147170897370138755770600976491762344317367318540966952202958903712647862039756479182970170584421630109
3148055415951074679203686774641383951407131508408894830596724870087312609339488530673312254261403892002586231250
710804852777662734888713129347872342984947294421926566652570406674229942752756313091331710461527286965509797927 1
7848370699737762970377658973472268523549215569186738131855030660233860908316866917756661206471608263680089088262
86659115883848996611139008551819

m (c,d,n)

print (libnum.n2s(m))
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