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from fastecdsa.point import Point

from Crypto.Util.number import bytes_to_long, isPrime
from os import urandom

from random import getrandbits

from secret import flag, myCurve

def gen_rsa_primes(G):

urand = bytes_to_long(urandom(521//8))
while True:

s = getrandbits(521) * urand

Q=s"G

if isPrime(Q.x) isPrime(Q.y):

print( , hex(s))

print( , hex(Q.x), hex(Q.y))
print( , (Qx*Q.y))

return (Q.x, Q.y)

ecc_p = myCurve.p
a = myCurve.a
b = myCurve.b

Gx = myCurve.gx
Gy = myCurve.gy
G = Point(Gx, Gy, curve=myCurve)

e = 65537
P, q = gen_rsa_primes(G)
n=p-q

m = bytes_to_long(flag)
[© (m, e, n)
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if isPrime(Q.x) isPrime(Q.y):
print( , (s))

print( , hex(Q.x), hex(Q.y))
print( , hex(Q.x* Q.y))
return (Q.x, Q.y)
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Curve.gx

Gy = Curve.gy
G = Point(Gx, Gy, curve=Curve)
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from binascii import

P = 686479766013060971498190079908139321726943530014330540939446345918554318339765605212255964066145455497729631
1391480858037121987999716643812574028291115057151

b = 3337486724173056198539806914083613591148552939440918108176506133639914043582629357942467392691514112323307681
909882108412484322514730595838550808273964305469

n = 1308369257971894646462515718786143078437830269208725214468305470613365791686873293775456017611973820715965030
1594080237089220867889592766077340975993400849901190843764477387443665998386970627884180149329217161157288777876
7966515592691660935298340372354876736339396858122737792476111032435537504301742670815931

c = 8547288982820508491394895629851960626273819485040364978041497022427459572335040036069238205313904702249964385
1882668759341691119676675030923067438730672363464002305966436286957077282699584736901014782788510268396354151954
19921408024221820474471055514101876316654080938989953688130277615746769833625205464295

R.<x> = PolynomialRing(GF(P))
X5 +a™x”3 + b2 - n**2

actors = f.factor()
print factors

for i in factors:

i =i[0]
print i

if i.degree()==1:

print i[0]

tmp = Integer(mod(-i[0],P))

print tmp
print gcd(tmp,n)

if gcd(tmp,n) !=1:
p = tmp
q = n/tmp

print p,q

phi = (p-1)*(q-1)

d = inverse_mod(e,phi)

m (c,d,n)

print unhexlify(hex(Integer(m)))

4.get flag
lag{fake_ECC_but_polynomial_factor}
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