
CTF-CRYPTO-RSA-ECC

大熊何在  于 2020-11-26 09:09:14 发布  756  收藏 5
分类专栏： CRYPTO
版权声明：本文为博主原创文章，遵循 CC 4.0 BY-SA 版权协议，转载请附上原文出处链接和本声明。
本文链接：https://blog.csdn.net/zippo1234/article/details/110101200
版权

 CRYPTO 专栏收录该内容
27 篇文章 1 订阅
订阅专栏

CTF-CRYPTO-RSA-ECC

RSA-ECC

题目分析

1.题目

2.分析

（1）加密过程分析

（2）理论基础

（3）sage分解

脚本

4.get flag

结语
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from fastecdsa.point import Point
from Crypto.Util.number import bytes_to_long, isPrime
from os import urandom
from random import getrandbits
from secret import flag, myCurve

def gen_rsa_primes(G):
 urand = bytes_to_long(urandom(521//8))
 while True:
  s = getrandbits(521)  ̂urand
  Q = s*G
  if isPrime(Q.x) and isPrime(Q.y):
   print("ECC Private key:", hex(s))
   print("RSA primes:", hex(Q.x), hex(Q.y))
   print("Modulo:", hex(Q.x * Q.y))
   return (Q.x, Q.y)

ecc_p = myCurve.p
a = myCurve.a
b = myCurve.b

Gx = myCurve.gx
Gy = myCurve.gy
G = Point(Gx, Gy, curve=myCurve)

e = 65537
p, q = gen_rsa_primes(G)
n = p * q

m = bytes_to_long(flag)
c = pow(m, e, n)

print 'ECC Curve Prime = %s' % str(ecc_p)
print 'Curve a = %s' % str(a)
print 'Curve b = %s' % str(b)
print 'Gx = %s' % str(Gx)
print 'Gy = %s' % str(Gy)
print 'n = %s' % str(n)
print 'c = %s' % str(c)

# ECC Curve Prime = 6864797660130609714981900799081393217269435300143305409394463459185543183397656052122559640661
454554977296311391480858037121987999716643812574028291115057151
# Curve a = 7
# Curve b = 333748672417305619853980691408361359114855293944091810817650613363991404358262935794246739269151411232
3307681909882108412484322514730595838550808273964305469
# Gx = 3439826180868101672186760668868680735915910517718501487265676703411036750054361952397760187383847238746825
251488584803812606994058571565033330221427376027071
# Gy = 2288776024351564828297492412066489392882447049893573067242139452176063822294333628193334883272224755588185
200613434343466993019050466497692751899685169812177
# n = 13083692579718946464625157187861430784378302692087252144683054706133657916868732937754560176119738207159650
3015940802370892208678895927660773409759934008499011908437644773874436659983869706278841801493292171611572887778
767966515592691660935298340372354876736339396858122737792476111032435537504301742670815931
# c = 85472889828205084913948956298519606262738194850403649780414970224274595723350400360692382053139047022499643
8518826687593416911196766750309230674387306723634640023059664362869570772826995847369010147827885102683963541519
5419921408024221820474471055514101876316654080938989953688130277615746769833625205464295

2.分析分析

（（1）加密过程分析）加密过程分析



明显c是flag经过rsa加密后，所以问题就是分解n。但是n肯定不是直接能分解的（废话。。。。）那就来看p和q的产生过程。
根据

if isPrime(Q.x) and isPrime(Q.y):
   print("ECC Private key:", hex(s))
   print("RSA primes:", hex(Q.x), hex(Q.y))
   print("Modulo:", hex(Q.x * Q.y))
   return (Q.x, Q.y)

p和q就是Q.x和Q.y。这里

Gx = Curve.gx
Gy = Curve.gy
G = Point(Gx, Gy, curve=Curve)

也就是说G是ECC的一组解。s是随机产生的ECC私钥。
那么p和q就是ECC里的公钥。

（（2）理论基础）理论基础

（（3））sage分解分解

用sage分解多项式。

脚本脚本

Q=
s∗ G

y = x + a∗ x+ bmodPq = p +

f= p + a∗ p + b∗ p − n modP



#!python2
# -*- coding: utf-8 -*-
# @Time : 2020/11/25 0:10
# @Author : A.James
# @FileName: exp.py
from binascii import *

P = 686479766013060971498190079908139321726943530014330540939446345918554318339765605212255964066145455497729631
1391480858037121987999716643812574028291115057151
e = 65537
a = 7
b = 3337486724173056198539806914083613591148552939440918108176506133639914043582629357942467392691514112323307681
909882108412484322514730595838550808273964305469
n = 1308369257971894646462515718786143078437830269208725214468305470613365791686873293775456017611973820715965030
1594080237089220867889592766077340975993400849901190843764477387443665998386970627884180149329217161157288777876
7966515592691660935298340372354876736339396858122737792476111032435537504301742670815931
c = 8547288982820508491394895629851960626273819485040364978041497022427459572335040036069238205313904702249964385
1882668759341691119676675030923067438730672363464002305966436286957077282699584736901014782788510268396354151954
19921408024221820474471055514101876316654080938989953688130277615746769833625205464295

#TODO:构建多项式
R.<x> = PolynomialRing(GF(P))
f = x**5 + a*x**3 + b*x**2 - n**2
#TODO：分解多项式
factors = f.factor()
print factors

#TODO：求解p
for i in factors:
    #print i
    i = i[0]
    print i
    #度为1的因式
    if i.degree()==1:
        #度为1的因式的解
        print i[0]
        #解决负数解的问题
        tmp = Integer(mod(-i[0],P))
        #tmp = Integer(i[0])
        print tmp
        print gcd(tmp,n)
        #找到p
        if gcd(tmp,n) != 1:
            p = tmp
            q = n/tmp
#TODO：常规模式rsa
print p,q
phi = (p-1)*(q-1)
d = inverse_mod(e,phi)
m = pow(c,d,n)
print unhexlify(hex(Integer(m)))

4.get flag

flag{fake_ECC_but_polynomial_factor}

结语结语

天知道发生了什么。。。
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