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<html xmlns="http://waw.w3.org/ 1999/ xhtml" >
¥ <head:
<meta http-equiv="Content-Type" content="text/html; charset=utf-3"»
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Swhat=% GET['what'];
echo $what;
if($what=="flag")
echo 'flag{****}’;
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$what=% GET['what'];

echo $what;

if($what=="flag")

echo "flag{****}";
flagflag{bugku_get su8kej2en}
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Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project option:

J ntercept I HTTP history IWEbSDckets history I Options ]

# | Request to http:/1123.206.87.240:3002

l Forward J [ Drop J | Intercept is on Action
J Raw I Headers I Hex ]

GET Jpost/ HTTRA 1

Host: 123.206.87 .240:8002

Pragma: no-cache

Cache-Cortrol: no-cache

Upgrade-Insecure-Reguests: 1

User-Agent: Mozillais .0 (Windows MT 10.0; WinGd; x64) AppleWebKit/337 36 (KHTWML, like Gecka) Chrome/72.0 3626 121 SafarifS37 3¢
Accept: texttml application/xhtml+xml applicationfmlg=0 9 imagefwebp imagefapng **;g=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CH zh;g=09

Connection: close



http://123.206.87.240:8002/get/
http://123.206.87.240:8002/post/
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Burp Intruder Repeater Window Help

o : [Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project optio

i T HTTP history TWehSDckets history T Options ]

# | Reguest to http:/i123.206.87 240:8002

[ Farward J l Drop J [ Intercept is an ] Action
J Raw I Headers I Hex ]

GET ipost/ HTTPM 1

Host: 123 206.87.240:8002

Pragma: no-cache

Cache-Cortrol no-cache

Upgrade-nsecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;, x64) Apple\WebKit/a37 .36 (KHTML, like Gecka) Chrome/72.0.3626.121 Safarifs37 .
Accept: text/html applicationfhtml+xml applicationxml g=0.9 image/webp image/apng */*q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CH zh;g=0.9

Connection: close

Send to Spider
Do an active scan
Send to Intruder Ctri+l

k‘ Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser >

Engagement tools »
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Burp Intruder Repeater Window Help

[ Target T Proxy T Spider I Scanner T Intruder ]' Repeater I Sequencer I Decoder T Comparer T Extender T Project options T User options. TAIerts ]

7= | 8= |.. %

Go Cance < | T >|r
Request Response

Raw | Headers | Hex

ET fpost/ HTTPA 1 i HTTRF/1 .1 200 OK
ost: 123,206 87 .240:8002 & Server: nginx
Date: Fri, 22 Mar 2019 12:36:58 GMT

Cache-Control no-cache Content-Type: textHtml
Upgrade-Insecure-Reguests: 1 Connection: close
User-Agent: Mozilla/s.0 (Nindows NT 10.0; Wing4; x64) AppleWebKit/a37 36 (KHTML, like Gecko) Chrome/72.0 3626121 Content-Length: 95
Safari/S37.36
Accept: texthtml applicationshtml+xm| applicationfoml, g=0.9 imagefwebp image/fapng **g=0 8 $what=$_POST["'what'];=br=
Accept-Encoding: gzip, deflate echo $what;<hr=
Accept-Language: zh-CH zh;g=0.9 if($what=="flag")y=br=
Connection; close echo "flag{****¥;=br=

go— TARBLAT LAE IS5 MBI R, I B IATE BERIT XIFARPOST, MR GET, X R EATH 7 2k GET#H APOST,
B HE R IT R

rget | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User
-




ﬂ 8 = | |
Go Cancel < | > |
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w | Headers | Hex

wst! HTTPA A Send to Spider 'y
. -

123.206.87 240:83002 e Eoal
a ne-cache Do a passive scan
-Control: no-cache *
de-Insecure-Requests: 1 Send to Intruder Citrl+l
Sgent: Mozilla/s .0 (Windows MT 10.0; Wing4; x64) AppleV) Send to Repeater Ctri+R  13526.121
153738 Send to Sequencer
o textihtml application/xhtml+xml applicationfoml, g=0.9 img Send to Comparer
#A-Encoding: gzip, deflate end to Decoder
A-Language: zh-CM zh;g=0.9 .
ction: close Show response in browser

Request in browser >

Engagement tools >

ChangE Endy encoding

Copy URL

Copy as curl command

Copy to file

>
Response
Raw | Headers | Hex
OST fpost! HTTRPA A = HTTPA 1 200 OK
W 23.206.87 .240:5002 o Server: nginx

Pragma: Diate: Fri, 22 Mar 2019 12:56:58 GMT
Cache-Contral: no-cache Contert-Type: textihtml
Upgrade-Insecure-Reguests: 1 Connection: close
User-Agent: Mozilla/s .0 (Nindows MNT 10.0; Wing4; x64) AppleWWebKit/S37 .36 (KHTML, like Gecko) Chrome/72.0.3626.121 Content-Length; 25
Safari/s37.36
Accept: text/Mml applicationihtml+xml applicationfoml g=0.9 imagehwebp imagefapng **g=0.8 $what=$_POST['what'];=br=
Accept-Encoding: gzip, deflate echo $what;<ir=
Accept-Language: zh-CN zh;g=09 if($what=="flag")<br=
Connection: close echo ‘flag{****Y;<br=

Content-Type: applicationfx-www-form-urlencoded
Content-Length: O

RHEBRMNMERTIHERTRX, , ETRRRBEBINNSEGETHE, BERERVRTEASH:

[\A\TB urp Intruder Repeater Window Help

Target I I Spider I Scanner ]' Intruder I Repeater I Sequencer I Decoder I Comparer T Extender ]' Project options ]' User options TAlens ]

[ Joal ]

|. Go .|

Raw | Headers IE} Raw | Headers I Hex ]

POST fpost/ HTTPA 1 A HTTP/M 1 200 OK

Host: 123 206 87 .240:8002 r Server: nginx

Pragma: no-cache Diate: Fri, 22 Mar 2019 12:56:58 GMT
Cache-Cortrol: no-cache Content-Type: textihtml
Upgrade-Insecure-Requests: 1 Connection; close

User-Agent: Mozilla/5.0 (WNindows NT 10.0; Wingd; x64) ApplewWebKitiS37 36 (KHTML, like Gecko) Chromel/72.0 3626121 Content-Length: 95

Safari/537 .36

Accept: texthitml applicationxhtml+xml applicationsml,g=0.9 imagefwebp imagefapng 4 =08 $what=%_POST["what'];<lr=
Accept-Encoding: gzip, deflate echo $what;<br=



Accept-Language: zh-CM zh;g=09 if($what=="flag")<br=
Connection: close echo “flag{****¥:<br=
Contert-Type: application/x-www-form-urlencoded
Contert-Length; 0 n

what=flag
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Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

T = |8z
Go <|v 2|
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST fposti HTTPA A A HTTPAM 1 200 OK
Host: 123.206.87 .240:8002 P Server: nginx
Pragma: no-cache Date: Fri, 22 Mar 2019 13:03:07 GMT
Cache-Contral: no-cache Content-Type: text/html
Upgrade-Insecure-Reguests: 1 Connection: close
User-Agent: Mozilla/5.0 (ANindows NT 10.0; Wing4, x64) AppleWebKit/S37 38 (KHTML, like Gecko) Chrome/72.0.3626.121 Content-Length: 126
Safarii537.36
Accept: texthtml application fkhtml+xml licationfxml;g=0.9 imag, b i png, =08 $what=$_POST['what'J;=br=
Accept-Encoding: gzip, deflate echo $what;<br=
Accept-Language: zh-CN zh;g=09 if($what=="flag’)=<br=
Connection: close it T

Content-Type: applicationix-www-form-urlencoded
Content-Length: 9

flagflag{bugku_get_ssseintéTse}
what=flag|
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