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Dear Professional ; Especially for you - this cutting-edge
intelligence ! If you no longer wish to receive our
publications simply reply with a Subject: of "REMOVE"
and you will immediately be removed from our club .

This mail is being sent in compliance with Senate bill
2216, Title 9 ; Section 306 ! THIS IS NOT MULTI-LEVEL
MARKETING . Why work for somebody else when you can
become rich as few as 35 weeks . Have you ever noticed
more people than ever are surfing the web and people
will do almost anything to avoid mailing their bills




Dear Professional ; Especially for you - this cutting-edge
intelligence ! If you no longer wish to receive our
publications simply reply with a Subject: of "REMOVE"
and you will immediately be removed from our club .

This mail is being sent in compliance with Senate bill
2216 , Title 9 ; Section 306 ! THIS IS NOT MULTI-LEVEL
MARKETING . Why work for somebody else when you can
become rich as few as 35 weeks . Have you ever noticed
more people than ever are surfing the web and people
will do almost anything to avoid mailing their bills

. Well, now is your chance to capitalize on this !

WE will help YOU decrease perceived waiting time by

120% & decrease perceived waiting time by 140% . You

can begin at absolutely no cost to you . But don't
believe us ! Mrs Jones of Minnesota tried us and says

"I was skeptical but it worked for me" . We assure

you that we operate within all applicable laws . Because
the Internet operates on "Internet time" you must act
now ! Sign up a friend and your friend will be rich

too . Warmest regards . Dear Cybercitizen , We know

you are interested in receiving red-hot announcement

I We will comply with all removal requests ! This mail
is being sent in compliance with Senate bill 1619 ;
Title 2 ; Section 301 . This is NOT unsolicited bulk
mail ! Why work for somebody else when you can become
rich within 53 MONTHS ! Have you ever noticed more
people than ever are surfing the web and more people
than ever are surfing the web . Well, now is your chance
to capitalize on this . We will help you use credit
cards on your website plus decrease perceived waiting
time by 150% . The best thing about our system is that
it is absolutely risk free for you ! But don't believe
us ! Mrs Simpson of Washington tried us and says "Now
I'm rich, Rich, RICH" . We assure you that we operate
within all applicable laws ! We beseech you - act now

! Sign up a friend and your friend will be rich too

. Thank-you for your serious consideration of our offer
| Dear Friend ; This letter was specially selected

to be sent to you ! If you no longer wish to receive

our publications simply reply with a Subject: of "REMOVE"
and you will immediately be removed from our mailing
list . This mail is being sent in compliance with Senate
bill 2716 , Title 2 ; Section 306 ! This is a ligitimate
business proposal . Why work for somebody else when

you can become rich inside 33 weeks . Have you ever
noticed more people than ever are surfing the web plus
more people than ever are surfing the web . Well, now

is your chance to capitalize on this ! WE will help

YOU SELL MORE and process your orders within seconds

. You can begin at absolutely no cost to you . But

don't believe us ! Mrs Jones of Kentucky tried us and
says "I was skeptical but it worked for me" ! This

offer is 100% legal ! We implore you - act now . Sign

up a friend and you'll get a discount of 50% . God

Bless .
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Your spam message Dear Professional ; Especially for you -... d¢
flag{a0dd1e2e6b87fed7et ‘ Encode ‘

Copyright © 2000-2018 spammimic.com, All rights reserved

flagh: flag{a0dd1e2e6b87fe47e5ad0184dc291e04}
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|http V] Tk +
No. Time Source Destination Protocol Length Info - — A
459 89.435537 192.168.207.129 192.168.207.143 HTTP 419 GET /favicon.ico HTTP/1.1
462 89.441983 192.168.207.129 192.168.207.143 HTTP 449 GET /favicon.ico HTTP/1.1
438 89.044548 192.168.207.129 192.168.207.143 HTTP 448 GET /robots.txt HTTP/1.1
4‘ 89 48.962421 192.168.207.129 192.168.207.143 HTTP 406 GET /xinhu/ HTTP/1.1
604 132.118722 192.168.207.129 192.168.207.143 HTTP 444 GET /xinhu/ HTTP/1.1
+ 93 49.729180 192.168.207.129 192.168.207.143 HTTP 452 GET /xinhu/?m=login HTTP/1.1
609 132.271541 192.168.207.129 192.168.207.143 HTTP 452 GET /xinhu/?m=login HTTP/1.1
544 102.502854 192.168.207.129 192.168.207.143 HTTP 456 GET /xinhu/abc/abc.html HTTP/1.1
i 144 50.982712 192.168.207.129 192.168.207.143 HTTP 425 GET /xinhu/favicon.ico HTTP/1.1
191 63.289304 192.168.207.129 192.168.207.143 HTTP 480 GET /xinhu/images/loading.gif HTTP/1...
135 50.141993 192.168.207.129 192.168.207.143 HTTP 477 GET /xinhu/images/logo.png HTTP/1.1
112 50.871357 192.168.207.129 192.168.207.143 HTTP 448 GET /xinhu/js/base64-min.js HTTP/1.1
103 56.069315 192.168.207.129 192.168.2087.143 HTTP 444 GET /xinhu/js/jquery.js HTTP/1.1
107 50.069762 192.168.207.129 192.168.207.143 HTTP 440 GET /xinhu/js/js.js HTTP/1.1
520 94.217231 192.168.207.129 192.168.207.143 HTTP 454 GET /xinhu/robots.txt HTTP/1.1
97 50.859381 192.168.207.129 192.168.207.143 HTTP 466 GET /xinhu/webmain/css/css.css HTTP/1..
117 50.872991 192.168.207.129 192.168.207.143 HTTP 468 GET /xinhu/webmain/login/loginscript...
193 63.316513 192.168.207.143 192.168.207.129 HTTP 1911 HTTP/1.1 200 OK (GIF8%a)
1196 369.435024 192.168.207.143 192.168.207.129 HTTP 572 HTTP/1.1 200 OK (GIF89a) ~

R IAFELE /Xinhu/robots. txt

1B EEhttpift 2)/xinhu/robots. txt



GET /xinhu/robots.txt HTTP/1.1

Host: 192.168.2087.143

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/
31.0 Iceweasel/31.5.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cookie: deviceid=1537883014341; PHPSESSID=8aqvfladbSepcd3ije750c5163
Connection: keep-alive

HTTP/1.1 200 0K

Date: Tue, 25 Sep 2018 15:32:58 GMT
Server: Apache/2.2.22 (Debian)
Last-Modified: Tue, 25 Sep 2018 13:45:26 GMT
ETag: "6cab6-24-576b2516e6980"
Accept-Ranges: bytes

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 53

Keep-Alive: timeout=5, max=97
Connection: Keep-Alive
Content-Type: text/plain

User-agent:*
Disallow: |/abc/abc.html

& Pabc.html, 4% 2: FR i



GET /xinhu/abc/abc.html HTTP/1.1

Host: 192.168.207.143

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/
31.0 Iceweasel/31.5.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Cookie: deviceid=1537883014341; PHPSESSID=8aqvfladbSepcd3ije750c5163
Connection: keep-alive

HTTP/1.1 200 OK

Date: Tue, 25 Sep 2018 15:33:06 GMT
Server: Apache/2.2.22 (Debian)
Last-Modified: Tue, 25 Sep 2018 14:13:58 GMT
ETag: "143053-ac-576b2b7797580"
Accept-Ranges: bytes

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 144

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html

md5 @x99a98e067af6b09e6413740767096C96

DES ©xb19b21e88c685bcb852988c11b9878082d2f2808b2c2d8abd (129->143)
DES ©x684a0857b767672d52el161aa70f6bdde7c0264876559cb8b (143->129)
RIMDSFI 7 & DES

md5 0x99a98e067af6b09e6413740767096C96
DES 0xb19b21e80c685bcb052988c11b987802d2f2808b2c2d8aed (129->143)

DES 0x684a0857b767672d52el61aa70f6bdd07c0264876559¢cb8b (143->129)
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[ | ip. sre==192. 168. 207. 129 8
No. Time Source Destination Protocol Length Info b
1236 376.121763 192.168.287.129 192.168.2087.143 ESP @2 ESP (SPI=0xee@deall)
1239 376.167677 192.168.2087.129 192.168.207.143 ESP 118 ESP (SPI=0x@e0d@ael)
1240 377.609721 192.168.2087.129 192.168.207.143 ESP 566 ESP (SPI=0xee@dBa®l)
1243 377.614010 192.168.207.129 192.168.207.143 ESP 118 ESP (SPI=0x0e0d0a@l)
1244 379.365727 192.168.207.129 192.168.207.143 ESP 566 ESP (SPI=0x0e0d@a®l)
1247 379.368243 192.168.2087.129 192.168.207.143 ESP 118 ESP (SPI=0x0eB0d0a@l)
1248 381.166793 192.168.207.129 192.168.207.143 ESP 558 ESP (SPI=0x@e0deadl)
1253 381.206872 192.168.207.129 192.168.207.143 ESP 118 ESP (SPI=0x0e0deael)
1254 381.309242 192.168.2087.129 192.168.207.143 ESP 526 ESP (SPI=0x@e@dBa®l)
1259 381.33137e 192.168.2087.129 192.168.207.143 ESP 118 ESP (SPI=0x@e0d@ael)
1263 384.554637 192.168.2087.129 192.168.207.143 ESP 566 ESP (SPI=0x@e@dBael)
1266 384.568718 192.168.207.129 192.168.207.143 ESP 118 ESP (SPI=0x0e0d0a@l)
1267 386.820322 192.168.207.129 192.168.207.143 ESP 558 ESP (SPI=0x@e0d@all)
1270 386.828254 192.168.2087.129 192.168.207.143 ESP 118 ESP (SPI=0x0e0d0a®l)
1273 389.984682 192.168.207.129 192.168.207.143 ESP 566 ESP (SPI=0x@e0deadl)
1276 389.9881%92 192.168.207.129 192.168.207.143 ESP 118 ESP (SPI=0x0e0deael)
1277 391.829182 192.168.2087.129 192.168.207.143 ESP 566 ESP (SPI=0xee@dBa®l)
1280 391.833346 192.168.2087.129 192.168.207.143 ESP 118 ESP (SPI=0x@e0d@ael)
1283 393.966740 192.168.2087.129 192.168.207.143 ESP 558 ESP (SPI=0x@e0d@a®l)

wiresharki A\ Preference3¢ ¥ T K Profile, $RE|ESP, ECEWT:

Protocol  SrcIP Dest IP SPI Encryption Encryption Key Authentication Authentication Key
IPv4  192.168.207.129 192.168.207.143 0x0e0d0a01 TripleDES-CBC [RFC2451] 0xb19b21e80c685bcb052988¢11b987802d2f2808b2c2d8a0d HMAC-MD5-96 [RFC2403] 0x99a98e067af6b09e64f3740767096c36
IPv4  192.168.207.143 192.168.207.129 0x0e0d0a02 TripleDES-CBC [RFC2451] 0x684a0857b767672d52e161aa70fobdd07c0264876559cb8b HMAC-MD5-96 [RFC2403] 0x99a98e067af6b09e64f3740767096c36

BB B O JEhttp R LA BB BT B, 102 108 B # NASCIRG I J9f | fir DL — 1R B #t

([ ot [X] v| mE |+
No. Time Source Destination Protocol Leﬁgth Info
91 49.691325 192.168.207.143 192.168.207.129 HTTP 589 HTTP/1.1 302 Found (text/html) (text/html)
1297 399.096349 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/1_1@2.php HTTP/1.1
1303 401.407794 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/2_1@8.php HTTP/1.1
1315 406.374562 192.168.207.129 192.168.207.143 HTTP 59@ GET /xinhu/include/information/4_103.php HTTP/1.1
1321 409.119178 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/5_123.php HTTP/1.1
1358 422.780537 192.168.207.129 192.168.207.143 HTTP 59@ GET /xinhu/include/information/1@_51.php HTTP/1.1
1364 425.273932 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/11_98.php HTTP/1.1
1370 428.222183 192.168.207.129 192.168.207.143 HTTP 59@ GET /xinhu/include/information/12_55.php HTTP/1.1
1379 430.359177 192.168.207.129 192.168.207.143 HTTP 59@ GET /xinhu/include/information/13_53.php HTTP/1.1
1386 432.302664 192.168.207.129 192.168.207.143 HTTP 59@ GET /xinhu/include/information/14_56.php HTTP/1.1
1392 434.646495 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/15_1@2.php HTTP/1.1
1398 437.740607 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/16_5@.php HTTP/1.1
1402 446.009170 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/17_53.php HTTP/1.1
1406 442.285464 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/18_53.php HTTP/1.1
1416 444.874608 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/19_5@.php HTTP/1.1
1417 446.812579 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/2@_55.php HTTP/1.1
1425 448.766258 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/21_54.php HTTP/1.1 —
1436 451.881838 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/22_1@1.php HTTP/1.1
1447 456.513749 192.168.207.129 192.168.207.143 HTTP 590 GET /xinhu/include/information/23_53.php HTTP/1.1

Frame 242: 789 bvtes on wire (6312 bits). 789 bvtes cantured (6312 bits) on interface 8

a =
[102,108,97,103,123,50,55,98,48,51,98,55,53,56,102,50,53,53,50,55,54,101,53,97,57,56,100,97,48,101,49,57,52,
55,98,101,100,125]
flag = "'
for i in a:

flag +=chr(i)
print flag



lag{27b03b758f255276e5a98dake1947bed}
Finished in ©.1s]

flag: flag{27b03b758f255276e5a98dale1947bed}
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import itertools
import hashlib

def shal(str):
sha = hashlib.shal(str)
encrypts = sha.hexdigest()
return encrypts

al = '11"
a2 = '2@'
a3 = '{
a4 = '}

for strl in itertools.combinations(al,1):
for str2 in itertools.combinations(a2,1):
str3 = stri[@]+str2[0]+'sechn’
for i in itertools.permutations(str3):
tmp = (''.join(1i))
res = 'flag{'+tmp+'}"'
# print shal(res)
if shal(res) == 'e6079c5ce56e781a50f4bf853cdb5302e0d8f054 " :
print res
break

flag{sh@lenc}
[Finished in ©.3s]

flag:flag{sh@1enc}
NG webB& MR RZE, pwnRIRED, EREE, HHE2MEMEEK, FEMRFXKT, AIMNEREIHE.
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